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1110.1 PURPOSE:  The purpose of this policy is to provide guidance for the appropriate management and use of BPA provided Information Technology (IT) Equipment, while alerting employees (Federal and contractor) to the consequences of misuse.  For this purpose, Information Technology Equipment shall include, but not be limited to: Desktop computers, laptop and portable computers, software, personal digital assistants (PDA), telephones, cell phones, facsimile machines, pagers, photocopiers, printers, scanners, servers, storage devices, routers, peripheral devices, and multi-purpose machines (combined facsimile, printer, copier).  This equipment represents a significant investment of BPA resources and requires appropriate use and management.

1110.2  POLICY:  BPA’s Information Technology Equipment is to be used for business-related activities.  Consistent with BPA Strategic Business Objective (SBO) 7, BPA will allow its employees to use BPA IT Equipment for limited personal use in an effort to create a more supportive work environment and accommodate the necessities of modern life.  This limited personal use, however, does not create a right to use BPA IT Equipment for non-BPA purposes.  In addition, limited personal use does not include the authority to modify BPA IT Equipment, including loading personal software or making configuration changes.  Personal use of Operational and Control IT Equipment is strictly prohibited (this prohibition does not include Dual Use IT Equipment).

Employees are permitted to use this equipment for reasonable limited personal use when such use involves minimal additional expense to BPA, is performed during the employee’s non-work time, and does not interfere with the mission or operations of BPA.  Employees may not use this equipment for any unlawful activity or any activity that is inconsistent with any BPA policy or procedure.  Use of BPA IT Equipment to maintain or support a personal private business or to assist relatives, friends, or other persons in such activities is prohibited.  Finally, limited personal use of IT Equipment must be consistent with the Standards of Ethical Conduct for Government Employees defined by 5CFR 2635 and must not be used in a manner that violates the BPA Harassment Free Workplace Policy.  

Supervisors are responsible for proper and appropriate use of BPA IT Equipment by their staff.

Violation of this policy could result in an employee losing limited personal use, losing designation as an Authorized System User, and/or receiving disciplinary action up to and including removal. 

A.
Guidance Specific To BPA’s IT Equipment (Computing)

1. Only BPA provided and supported IT Equipment may be directly connected to the BPA computing network  This includes connections of desktop computer systems to the network and/or connections of any peripheral device to a desktop computer that is directly connected to the network.  BPA’s Cyber Security Protection Plan (CSPP) outlines the process for pursuing an exemption to this policy

2. Only Authorized IT Support staff are permitted to modify the configuration settings of BPA IT Equipment  Employees may change desktop presentation settings (such as: wallpaper, screen resolution, and speaker volume) as provided for by BPA approved software.

3. Only Authorized Installers are permitted to move or install IT Equipment  The movement of IT Equipment requires that it be correctly disconnected and reinstalled on the BPA network.  Failure to follow established procedures places the equipment being moved and the network in jeopardy.  Furthermore, all IT Equipment needs to be tracked under the BPA’s IT asset management program.  Having Authorized Installers move IT Equipment will ensure that the correct procedures have been followed and the appropriate asset tracking updates take place.

4. Removal of BPA IT Equipment from the worksite for personal use is prohibited.  No BPA IT Equipment may be removed from the worksite for personal use. BPA IT Equipment is government property and as such must be used in a manner consistent with BPA business goals – not in support of personal endeavors.

5. No software will be loaded on BPA IT Equipment without Business Line Enterprise Information Technology (EIT) Council member approval  Each Business Line has representation to the Enterprise Information Technology (EIT) Council and those individuals can appropriately determine the level of approval required prior to loading a software product.  Review and approval may be required by the CMA before authorization can be granted.  Issues of licensing, software incompatibility, cyber security, and the impact to support costs all bear on this decision.  

6. Only Business Line Designated IT Buyers, as defined by each Business Line IT Group, are permitted to procure this class of IT Equipment.  Equipment to be added to the BPA network must be tracked and accounted for according to BPA’s IT asset management program.  By involving Business Line Designated IT Buyers such tracking will be assured.  This applies equally to the purchase of hardware components and software products.

7. Only Authorized Installers are permitted to install software on IT Equipment   Employees are prohibited from installing software on BPA IT Equipment.  This prohibition includes: downloading executable files from the Internet, bringing in software purchased for personal use, freeware or shareware, demo or Beta versions provided by outside vendors, or software obtained from co-workers.  Unauthorized installations may violate copyright and licensing protections, and undermine BPA’s IT asset management program.

8. Use of non-licensed/non-approved software on BPA IT Equipment is prohibited  An approved list of available software is maintained by the CMA.  Requests for software products not on the approved list need to be processed through an EIT Council member and perhaps the CMA.  Issues of licensing, software incompatibility, cyber security, and the impact to support costs all come into play.  This prohibition includes: downloading executable files from the internet, bringing in software purchased for personal use, freeware or shareware, demo or Beta versions provided by outside vendors, or software obtained from co-workers.  Unauthorized installations may violate copyright and licensing protections, and undermine BPA’s IT asset management program.

B.
Guidance specific to BPA’s IT Equipment (Telecommunications)

1. Personal use of BPA IT Equipment is prohibited where charges are incurred and the source of those charges cannot be readily identified.  An example would be placing a long distance phone call from centrally located fax machines, conference room telephones, or desktop telephones.

2. Personal use of BPA IT Equipment where charges can be readily identified may be authorized by the supervisor – however, employees are responsible to reimburse BPA for all charges incurred.  An example of this would be the use of a BPA provided cellular phone, or a BPA provided cellular phone account assigned to an employee’s personal cellular phone.  Reimbursement for charges accrued as a result of personal use is the responsibility of the employee unless use is permitted under other BPA policy.  Supervisors must approve such use in advance and will be provided regular billing information for these accounts to ensure the accounts are properly reconciled.  Supervisors may waive reimbursement requirements under appropriate circumstances.

3. Only Business Line Designated IT Buyers, as defined by each Business Line IT Group, are permitted to procure this class of IT Equipment.  IT Equipment must be tracked and accounted for according to the BPA IT Asset Management program.

1110.3
DEFINITIONS

A. Authorized Software Installers.  Those employees identified by the business line IT group as authorized to move IT Equipment and install software.  To identify the Authorized Software Installers supporting your organization call the Help Desk.
B. Authorized Systems User.  Employees, either Federal or contracted, who have been issued a logon account to the Bonneville User Domain (i.e. the BPA Network).

C. Configuration Management Authority.  The Office of the CIO and the EIT Council sponsors the Configuration Management Authority (CMA).  The goal of the CMA is to maintain a stable and secure technology infrastructure throughout BPA.  The CMA has oversight of standards for the configuration for all BPA IT network infrastructure and the computer systems that reside on any of those networks as well as oversight of standards for the change control process for all BPA IT resources. 

D. Configuration Settings.  Those settings made to either the Operating System software or components of the hardware that control the connectivity between the equipment and the larger BPA network.

E. Dual Use IT Equipment.  IT Equipment that is used as both Administrative/General Purpose IT Equipment and Operational and Control IT Equipment.

F. Employee non-work time.  Times when the employee is not otherwise expected to be accomplishing official business.  Employees may, for example, use BPA IT services during their own off-duty hours such as before or after a workday (subject to local office hours); lunch periods; authorized breaks; or weekends or holidays (if their duty station is normally available at such times).

G. Enterprise Information Technology (EIT) Council.  The EIT Council is chartered by the Chief Information Officer (CIO) to develop and manage Agency-wide, Information Technology strategic direction, tactical planning, management and governance in collaboration with the CIO.  
H. Freeware.  Software with free distribution to the general public.  Usually no source code is available.  Often times the licensing statement precludes use by government entities. Support for Freeware products may be unavailable.

I. Incremental Charges.  Financial charges levied on the agency that can be traced back to the specific usage incidence and the employee responsible for incurring that charge.  An example of these charges would be calls made via a cellular phone that are itemized on the monthly bill.

J. Internet.  The Internet, sometimes called simply "the Net," is a worldwide system of computer networks - a network of networks in which users at any one computer can, if they have permission, get information from any other computer (and sometimes talk directly to users at other computers).  Today, the Internet is a public, cooperative, and self-sustaining facility accessible to hundreds of millions of people worldwide. Physically, the Internet uses a portion of the total resources of the currently existing public telecommunication networks.

K. IT Equipment.  Any machine or component that can be attached to BPA's computer network or the software loaded on these devices.  Examples of BPA IT Equipment include: Desktop computers, laptop and portable computers, software, personal digital assistants (PDA), telephones, cell phones, facsimile machines, pagers, photocopiers, printers, scanners, servers, storage devices, routers, peripheral devices, and multi-purpose machines (combined facsimile, printer, copier).

L. Minimal additional expense.  Employee's personal use of BPA IT equipment is limited to those situations where BPA is already providing these services.  The employee's use of such services will not result in any additional expense to BPA or the use will result in only normal wear and tear and the use of small amounts of electricity, ink, toner or paper. 

M. Operational and Control IT Equipment.  Any IT Equipment dedicated full time for control of the electrical system.

N. Personal use.  Activity that is conducted for purposes other than accomplishing official or otherwise authorized activity.  Examples of acceptable personal use include accessing Thrift Savings Plan (TSP) or Pacific Northwest Federal Credit Union accounts, or reviewing airline schedules.
O. Shareware. Software with free distribution, but users are required to pay a license fee.  Often times the licensing statement precludes use by government entities.   Support for Shareware products may be unavailable.

1110.4
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