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7.0
Office OF INFORMATION TECHNOLOGY

The lead role of the Chief Information Officer (CIO) for the Bonneville Power Administration (BPA) is to provide information technology governance, planning, and standards for the agency’s general business activities.  The CIO develops and issues management and electronic record-keeping policies that promote best business practice, and ensures compliance with applicable laws and regulations.  In addition, the CIO assesses information technology-related service level agreements for alignment with the agency’s information management plan, policies, and practices, strategic business objectives, performance standards and financial targets.  The Chief Technical Officer (CTO) has the overall responsibility and accountability for the design, development, release, and maintenance of information technology (IT) infrastructure at BPA.  The CIO is both the technology visionary and technology pragmatist for the agency.

7.1
CYBER SECURITY

Cyber Security manages and directs the BPA Cyber Security Program to ensure the security of BPA Cyber Resources and networks and compliance with established laws, Federal regulations, DOE orders and Agency policies.  This organization ensures BPA Cyber Security policies and procedures are developed, maintained, understood and properly implemented and enforced.  The Cyber Security Office manages the System Certification and Accreditation Program, the Electronic Information Security Program and the BPA Cyber Security Awareness, Training and Education Program.

7.2 DATA MANAGEMENT AND INTEGRATION

This organization is responsible for data administration; database support; business intelligence; data integration; data services GIS services; web management; and information delivery.  Data Management and Integration will manage BPA’s data as an enterprise asset through the process of planning, communicating, controlling, coordinating, and protecting BPA’s data assets, while supporting the business strategic goals.  This is accomplished through the establishment of policies, standards and processes to define, communicate, secure, measure and improve the management of information and the administration of digitally created, stored, and transmitted information of some meaning, relevance, and usefulness to BPA.  “Data” is not limited to structured data, but must also include complex and specialized data types and structures (such as various documents types, geo-spatial data, specialized images, sounds and specialized scientific graphical data).

A.
Business Intelligence and Integration organization will support the outcome of a BPA common information model through the implementation of data integration architectures such as data warehouses, operational data stores, data hubs, and information bus.

B.
Data Administration organization provides leadership by example by managing data as an asset. This organization is responsible for data analysis, data modeling, database design, managing metadata and geo-spatial data for BPA.  This organization creates efficient, sharable, secure databases that require minimal change over time, and accommodate the data that is required to support BPA’s business processes through a diligent, systematic process of analysis, modeling requirements, normalization, design reviews, adhering to standards, and thinking globally about out data stores.

Data Modeling, Analysis and Design organization provides direction and leadership in the planning, development, maintenance and administration of data systems and associated work processes that are necessary to carry out the critical mission and support activities required of the Data Management & Integration organization.  Primary responsibilities include ensuring that the development, enhancement and maintenance of business-driven data solutions is supported by a comprehensive planning process; that data design implementations are carried out within an appropriately controlled environment; and, that the proper architecture/infrastructure is in place to support efficient and reliable access to enterprise data agency-wide.

C.
Database Support organization provides for the management and delivery of database products and services required to effectively and efficiently meet the information needs of BPA’s business processes.  Database administrators administer the operation of a database system and are responsible for creating databases, ensuring their smooth operation, and monitoring their use.  Database administration includes capacity planning; backup and recovery; performance monitoring and improvement; and consulting services on design, methodologies, and requirements based on Oracle technologies.  Database administrators maintain and support user account and file access control.
Enterprise Data organization is responsible for relational database management system (RDBMS) administration, technical support, maintenance, and operation of the Agency’s database installations.
D.
Web Managed Information Delivery organization has three major focus areas:  internet/intranet support (web), portal/web management, and electronic records/document management and forms (ERMIS).  These groups provide technical support; software maintenance; and ensure policy compliance for each of their subject areas.
Internet Information Delivery and Development Support organization is responsible for providing web application services and access to structured and unstructured information for the agency.  The services provide focus primarily on data and applications dealing with BPA business processes.  This group is responsible for the creation or purchase of applications and products to support business processes including specific Internet and Intranet applications.  Client/Server, Intranet or Internet technologies will be used as appropriate.

7.3
Hardware Operations 

Hardware Operations provides a broad range of information technology programs, systems, and processes that are required to meet BPA information technology infrastructure needs.  Responsibilities include the planning, coordination, configuration, installation, and management of all server networks (local- and wide-area), telecommunications, and related client support services within the enterprise to meet business requirements.  Hardware Operations provides the stable technology infrastructure necessary for clients to meet their business needs.

A. Desktop Operations resolves client service problems and disruptions. They respond to all client requests and queries.  They provide desktop computer-related support to the entire agency including new workstation installs, workstation moves, workstation hardware and software maintenance, help desk services, user training, and client privileges. This group escalates problems that cannot be resolved by the help desk or desktop services to appropriate technical resources. They provide information technology planning and analytical support, as well as, client training. This organization provides all services associated with installing, troubleshooting, tracking, repairing and consultation related to workstation and portable hardware and software for BPA clients.

1. Desktop Services, Field provides all services associated with installing, troubleshooting, tracking, repairing, and consultation related to workstation and portable hardware and software for clients stationed at BPA field sites.

2. Help Desk Services provides all services associated with telephone troubleshooting, call tracking, dispatching desktop client support technicians to specific client sites, notifications and alerts, scheduling, and providing over-the-telephone assistance.  This organization leads testing and evaluation of proposals for new workstation applications; controlling the various versions loads for workstation applications; and participating in activities associated with agency-wide software negotiations, purchase recommendations, tracking, and reporting.

3. Desktop Services, Portland provides all services associated with installing, troubleshooting, tracking, repairing, and consultation related to workstation and portable hardware and software for clients stationed at BPA Portland Headquarters (HQ).

4. Desktop Services, Vancouver provides all services associated with installing, troubleshooting, tracking, repairing, and consultation related to workstation and portable hardware and software for clients stationed at BPA locations in Vancouver.

B. Network Operations provides three major functions:  planning for, installing, and operations of the network cable plant at HQ, Ross Complex, 42 field sites and the circuits, switches, hubs and routers that interconnect all of these sites including communication gateways; planning for, installing, and operations of Firewall, Reverse Proxy, External DNS, and Intrusion Detection Services; and telephone or voice services.
Voice Operations group plans, installs, and operates BPA’s telephone systems which include the voice-cable plant and dial tone (HQ, Ross, Seattle, Spokane, Walla Walla, Idaho Falls, Boise and Missoula), Voice Mail (HQ and Ross Complex), Long Distance for all sites through FTS200l, Long Distance for travelers through FTS2001 Calling Cards, Audio Conferencing, and Video Conferencing.

C.  Server Operations provides goals, strategies, and resources for overall server management and enterprise 

scheduling and monitoring for the BPA business servers with a client base located throughout Oregon, Washington, Idaho, Montana and Washington, D.C.  This organization designs, implements, maintains and supports business Windows, Unix, VMS servers (software and hardware).
1. Server System Hardware organization has the responsibility for the operation, maintenance and support of the BPA business servers.  In particular this function is responsible for the server infrastructure that directly supports PBL SPN, Human Resources, Time & Labor, Training, Entitlements, Payroll, and Employee Related Expense Systems.  Additionally, this organization offers support for the effective management of secured access to BPA internal computer systems.

2.
Server Services Software organization designs, implements, maintain, and supports business server back end applications in the Windows, Unix, and VMS environments.  This support includes maintenance and support of user accounts and file access controls.

7.4
INFORMATION TECHNOLOGY (IT)
PROGRAM  MANAGEMENT

The IT Program Management organization is responsible for IT cost management activities related to the IT Asset Portfolio, IT related training and development of both users and technicians, succession and staff planning, Records Management activities, IT Asset and contract management, and software license management.  This will be achieved through the establishment of appropriate governance (polices and processes) and the rendering of IT specific support functions to the larger IT organization.

A.
IT Asset and Contract Management organization is responsible for the management of technology assets for BPA.  Technology assets are sub-divided into three categories:  Hardware (Systems, Components, Maintenance); Software (Licenses, Maintenance, Customization services (MOTS), Full Development); and Human Capital (Contractor personnel [CFTE] used to supplement BFTE).  This organization also creates policies and provides guidance on issues relating to software licensing for both externally purchased products and internally developed ones; provides post-acquisition interpretations on IT contracts; and represents BPA in external software licensing audits.

B.
IT Cost Management and Support organization is a sub-element of the IT Program Management organization that is responsible for; development and tracking of the IT asset portfolio, IT worker training and development, IT workforce succession planning, IT staffing resource pool management, IT process review and standardization initiatives, internal and external communications initiatives, and the agency Records Management program.

7.5
Project Management Office

The Project Management Office (PMO) organization is responsible for IT cost and schedule management activities related to IT projects; agency project portfolio management; integrated IT resource pool management; project management standards; and project manager training and certification.

7.6
Quality Control

The Quality Control organization is responsible for providing Production Control, which includes production release management and version control for BPA applications, and Technical Support, which provides IT infrastructure governance.  The Quality Control functions include change management, configuration tracking, patch management, maintaining testing and evaluation labs, coordinating/certifying test plans, audits for compliance/efficiencies, outage analysis, and recommending designs/processes to increase reliability/stability.
7.7 Software Developments and Integration

The Software Development and Integration organization provides direction and leadership in the planning, development, and administration of programs, systems, and work processes that are necessary to support and development of systems that support sales, scheduling, metering, settlements, supply chain, work management, finance, human resources, payroll, property, and customer relationship management.

A.
Commercial Business Systems Analysis (CBSA) organization provides commercial business process management support, application support, release migration management, application expansion management, and vision for all commercial business applications, including integration with all applications sourcing Enterprise data.  This group will facilitate development of business system requirements and integrate new and enhanced commercial systems into the enterprise architecture.  The core systems and processes in the CBSA, which may be expanded, include:  forecasting, sales, scheduling, management of sales inventory, MV-90, MDM, PDOC, renaissance, BIS, RER, TBS and WBS.  This group is also responsible for supporting the functional change management requirements for all applications supported by the Software Development and Integration organizations.
B.
Commercial Business Applications organization provides system integration and software engineering support for the agency’s commercial business applications.  Authorized new systems and approved changes are completed using common, accepted software engineering processes and practices to reduce costs.  This organization works with corresponding systems analysis groups to system/regression test and ensures requirements are met and reliability maintained.

1.
Metering and Settlement Application Support group provides implementation, upgrades and maintenance for Metering and Settlement Applications including MV-90, MDM, PDOC, renaissance, BIS, RER, TBS and WBS.

2.
Sales and Scheduling Applications Support group provide implementation, upgrades and maintenance for forecasting, sales, scheduling, and management of sales inventory.

C. Asset Management Applications Support organization provides application support, process improvements, release migration management, and application expansion management for the PassPort, Shipping, BMI, Indus Connect, Mobile Computing, Radio Frequency, Annam’s Sunflower, along with other Asset Management business applications currently used throughout BPA.

D. Financial Systems Analysis group provides applications support, process improvements, release migration management and application expansion management for the PeopleSoft Financial, Budgets, and Enterprise Performance Management suite of modules.

E. Human Resource (HR)/Customer Relationship Management (CRM) Systems group provides application support, process improvements, release migration management and application expansion management for the Human Capital Management and Customer Relationship Management suite of applications.

F. Asset Management Systems group provides application support, release migration, application expansion and integration for applications which source Enterprise data for Indus PassPort and Annam’s Sunflower systems, support Computer Aided Design systems and knowledge workers, and support miscellaneous computerized systems that support the daily business activities of BPA’s knowledge workers.

G. Enterprise Application Support group provides implementation, upgrades, and maintenance for the PeopleSoft suite of products.  This now consists of Human Capital Management, Financial Management, Enterprise Performance Management and Customer Relationship Management.
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