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630.1  SCOPE.

This Chapter summarizes records management procedures impacted by the Privacy Act of 1974.  Complete policies and procedures for implementing the Privacy Act are available through BPA’s Privacy Act Officer (C).

Privacy Act records maintained by BPA contain an item or collection of information bearing an individual's name, identifying number or symbol, or other identifying feature, such as finger or voice print or a photograph.  These data include but are not limited to educational background, financial transactions, medical history, criminal record, or employment history.

The Privacy Act requires that individuals from whom personal information is directly solicited be advised of their rights at the time of solicitation.

630.2  RESPONSIBILITY.

BPA’s Privacy Act Officer (C) is responsible for approving or denying requests for access or amendment to records and for coordinating implementation of the Privacy Act throughout BPA.

The supervisor of an organization maintaining Privacy Act records is responsible for assuring that specific procedures are developed and followed to assure that those records meet the security requirements of the Privacy Act.  These organizational procedures are in writing and are posted or otherwise periodically brought to the attention of the employees who work with the records.

Employees whose duties require the handling of records subject to the Privacy Act must use care at all times to protect the integrity, security, and confidentiality of the records.

630.3  MAINTAINING PRIVACY ACT RECORDS.

Records subject to the Privacy Act are maintained with appropriate administrative, technical, and physical safeguards to ensure their security and confidentiality and to protect against any anticipated threats or hazards to their security or integrity which could result in substantial harm, embarrassment, inconvenience, or unfairness to any individual on whom information is maintained.

When records are maintained manually, work areas are posted with appropriate warnings stating that access to the records is limited to authorized persons.  During work hours, the area in which Privacy Act records are maintained or regularly used is occupied only by authorized personnel.  Outside work hours, access to the records is restricted by their storage in locked filing equipment or in a locked room.

When records are automated, security standards must meet the minimum recommended in the National Bureau of Standard's booklet Computer Security Guidelines for Implementing the Privacy Act of 1974 (May 30, 1975) and any supplements thereto.

630.4  STORAGE AND DISPOSAL.

When Privacy Act records become inactive, storage or disposal must follow procedures to maintain their confidentiality and security.  Appropriate disposal is usually by shredding.

Standard procedures for and conditions in BPA Records Storage and in Federal Records Center (FRC) storage are adequate for storing Privacy Act records.  (See Part 500, Records Disposition.)  When Privacy Act records are stored, the storage forms must indicate the requirement to shred the records.

Inquiries about proper storage and disposal of Privacy Act records should be directed to BPA's Records Officer (CILR).
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