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Grid West/CCA Control Center Requirements


1.0 Introduction





Grid West’s reliability, system operations and market operations functions will require the implementation of a number of operational systems and applications. The critical nature of these responsibilities, as well as the associated systems, will also require the implementation of control room facilities to support real-time operations.

This document summarizes the control center requirements for supporting the operations of Grid West and the Consolidated Control Area (CCA) including:

· Description of system architecture and configuration

· Description of all required systems including differentiation of Grid West vs. CCA-specific systems, and identification of redundancy requirements at the primary facility and backup facilities 

· Description of facility and infrastructure requirements, i.e., consoles, voice communications, etc.

2.0 Architecture and Configuration Requirements

The design of the Grid West and CCA systems should meet several system architecture and configuration requirements. These are described below:

· Redundancy - operational or mission critical systems should be fully redundant. All required systems should be provided at both a primary site and a backup site. Systems at the primary site should be redundant, and manual and automatic failover capabilities should be provided. Some systems will also require redundancy at the backup site. Redundancy requirements for the backup site are identified in Section 3.0 below.

· Testing and Development Facilities – Grid West’s and CCA’s development and maintenance activities will require separate testing and development systems. Separate development and testing environments, as well as code management facilities, should be provided.

· Training Facilities – a Training Simulator will be required to support Grid West and CCA personnel training. This system should be separate from the production systems and the testing and development facilities, and should mimic all system functions including market operations related functions.

The current understanding of the CCA project team is that the implementation of the Grid West and CCA systems will leverage existing infrastructure where practical in order to minimize implementation costs. Key assumptions regarding the location of the primary and backup sites are as follows:

· The primary site real-time operation systems will be implemented at BPA’s Dittmer facility. The remaining primary site systems will be implemented at Grid West’s headquarters facility.

· The secondary site systems will be implemented at Sierra Pacific Power’s Reno facility.

· The Grid West’s headquarters will likely be located in a facility close to BPA’s Dittmer facility.

These assumptions have been made for the purposes of developing a preliminary estimate. A final decision regarding the location of these sites will be made during implementation. 

3.0 Required Systems

The CCA System Requirements document provides a summary of the functional requirements of the Grid West and CCA systems. Table 3.1 below identifies all major systems that will likely be implemented to provide the required functionality. The table suggests an assignment of specific functions to systems. This assignment is preliminary, and the actual assignment will depend on the specific vendors that are selected for implementation. Also, the current assumption is that the CCA-specific requirements are an incremental addition to the Grid West requirements. Many of the Grid West functions are also needed by the CCA (e.g., SCADA, data communications, etc) but since they are already part of the Grid West implementation they are not singled out as CCA-specific requirements.

Table 3.1 Grid West and CCA Required Systems
	System
	Grid West Functional Requirements
	CCA Functional Requirements

	SCADA/EMS
	SCADA, Mapboard Interface, Reserve Monitoring, RAS, Power System Monitoring, Network Topology, State Estimator, Contingency Analysis, Voltage Stability Analysis, Power Flow, Advanced Power System Analysis
	AGC, Interchange Scheduling and Energy Accounting



	Data Communications
	ICCP, local RTU
	

	Data Historian
	Historical data archival and reporting
	Sizing of the Data Historian system will have to be larger to accommodate CCA functionality.

	Mapboard
	Projection Mapboard
	

	Market Information System
	OASIS, Public web site, private portal
	Additional functionality as required for the Reserve Market and the Real-Time Balancing Service

	Market Operations System
	Rights Data Translation, Transmission Rights Configuration, AFC Calculation
	Reserve Market, Real-Time Balancing Service

	Outage Scheduling and Coordination
	Transmission and generation outage scheduling
	

	Scheduling System
	Transmission Scheduling and e-tagging
	

	Load/Weather Forecast
	Load forecast and interface to weather forecast data
	

	Off-line Power System Analysis Tools
	Tool to support off-line studies.
	

	Billing and Settlements
	Settlements and invoicing
	Additional functionality as required for the Reserve Market and the Real-Time Balancing Service

	Meter Data Management
	
	Meter data collection

	Training Simulator
	Facilities to train Grid West personnel on Grid West functions
	Facilities to train CCA personnel on CCA-specific functions.

	Systems/Data Backup and Archiving
	Facilities to backup systems and data.
	


As indicated in Section 2.0, it is expected that systems at the primary site would be fully redundant. Not all systems at the backup site are expected to be fully redundant in the initial implementation. Table 3.2 below identifies initial redundancy requirements for the primary and backup sites.

Table 3.2 Initial Primary and Backup Sites Redundancy Requirements
	System
	Required at Primary Site
	Redundant at Primary Site
	Required at Backup Site
	Redundant at Backup Site

	SCADA/EMS
	Y
	Y
	Y
	Y

	Data Communications
	Y
	Y
	Y
	Y

	Data Historian1
	Y
	N
	Y
	N

	Mapboard
	Y
	N
	Y
	N

	Market Information System
	Y
	Y
	Y
	Y

	Market Operations System
	Y
	Y
	Y
	Y

	Outage Scheduling and Coordination 1
	Y
	N
	Y
	N

	Scheduling System
	Y
	Y
	Y
	Y

	Load/Weather Forecast 1
	Y
	N
	Y
	N

	Off-line Power System Analysis Tools
	Y
	N
	Y
	N

	Billing and Settlements 1
	Y
	N
	Y
	N

	Meter Data Management 1
	Y
	N
	Y
	N

	Training Simulator 2
	Y
	N
	N
	N

	Systems/Data Backup and Archiving
	Y
	Y
	Y
	Y


1 These systems will have one copy in the primary site and another in the backup site. Their databases may need to have redundancy if the sites cannot be kept synchronized efficiently and can serve as backup for each other.

2 Need to investigate whether the Training Simulator systems can be used as the backup systems 

4.0 Infrastructure Requirements

There are a number of infrastructure requirements associated with the implementation of the required Grid West and CCA systems including:

· Data communications

· Voice communications

· System Operator Consoles

· Mapboard

· Network and cyber security

· Computer system monitoring

· Backup and Archiving

· Building security, monitoring and fire suppression

· Power supply

4.1 Data Communications

Grid West will acquire real-time data from existing Transmission Owner control centers and external control centers via data exchange mechanisms (e.g., ICCP). Dedicated network connections will have to be put in place between the Grid West primary and backup sites and the control centers with which data is being exchanged. It may be possible to leverage existing infrastructure at BPA’s Dittmer facility and Sierra Pacific Power’s Reno facility being used as the primary and backup sites. However, it will depend on the bandwidth of the existing network connections at those facilities.

Dispatch signals will be sent to generators from the CCA AGC through the existing systems of consolidating Transmission Owners. It is assumed that the control systems of the consolidating Transmission Owner will maintain the ability to perform this function until an alternative means of communication is developed. 

Support for the following electronic data communications between the Grid West and other control centers and entities will have to be supported:

· WSCC Net Messaging System: provides the ability to send/broadcast text messages to dispatchers in other control centers. The system uses the WSCC Operations Network (WON) for the data communications.

· Electronic data exchange between Grid West and Transmission Owners control centers for relaying switching instructions, status, and other communications pertinent to operation of the system. These communications should be logged to support auditing.
An RTU to facilitate local I/O (e.g., strip charts, satellite clock interface, building measurements, etc.) will be required. This RTU should available at both the primary and backup sites.

Network connections between Grid West facilities (i.e., the primary site, the backup site and the headquarters) will have to exist to support data exchange requirements between sites (e.g., synchronization of databases, network access, etc.).

4.2 Voice Communications

The Grid West operations will require a dedicated operations voice system independent of the corporate voice communications system (links between these systems may be required for certain types of voice calls). This dedicated system should support direct ring downs between the primary and backup sites, the Grid West control center and the PNSC, Transmission Owners control centers and Generation Owner/Operators where applicable. The capability to record, and store for subsequent playback, all critical communications should be provided.

A backup voice communications system should be provided for communicating between the above sites as well as communicating with other Grid West participants. This system may use utility microwave, radios or fiber communications circuits for critical voice communications (i.e., communication between Grid West and Transmission Owner control centers) and public communications providers for less critical voice communications.

4.3 System Operator Consoles

System operator consoles will be required at both the primary and backup sites. Currently, it is expected that a total of five consoles will be required at each site. These consoles will be installed at existing facilities (the primary site at BPA’s Dittmer facility and the backup site at Sierra Pacific Power’s Reno facility) and work might be required to separate/isolate the Grid West control room from existing areas.

Consoles will also be required for outage and transmission scheduling personnel. The exact number of this type of consoles has not yet been determined.

4.4 Mapboard

Grid West operations will require a mapboard representing an overview of the Grid West Managed Transmission System (GWMT). A mapboard will be required at both the primary and backup facilities. Projection mapboards should be used, as they will likely be easier and more practical to implement at the existing facilities. 

4.5 Network and Cyber Security

The critical nature of the Grid West systems requires special network and system security considerations. Grid West will need a network with no single points of failure.  All network equipment should be physically redundant with redundant elements fed from separate UPS power circuits. Also, the Grid West network should be isolated from other existing networks at the primary and back up facilities.  

The Grid West systems will require rigorous computer system security provisions to prevent unauthorized access and unintentional operation. Due to the sensitive and critical nature of these systems, their implementation shall meet the requirements of NERC Cyber Security guidelines. These guidelines provide recommendations to effectively and reliably secure the control system network(s) to decrease the likelihood of cyber security intrusions from other networks connected to it.

4.6 Computer System Monitoring

The capability to monitor the status of all required systems and applications should be provided.  Existing capabilities at the primary and backup sites may be leveraged for this purpose.

4.7  Backup and Archiving

Grid West shall prepare and implement a backup and archiving plan that minimizes the loss of critical data upon the occurrence of any hardware failure or a catastrophic system loss. Tools necessary for the implementation of the backup and archiving plan should be provided.

4.8 Building Security, Monitoring and Fire Suppression

Access to the Grid West control rooms should be restricted. Access may be controlled by means of a single entry point that is directly monitored by on-site or remote personnel or by the use of personnel identification lock systems such as cipher/key/badge-reader lock. Emergency exits/entrances should be sealed and alarmed in conformance with local fire regulations. 

The capability to monitor critical hydraulic systems (oil, water, gas) and air handling/heating systems to the control room should be provided.

Fire suppression facilities should be provided in the control room, computer room and offices. Alarms enunciator with monitor capability from the control room, the computer systems monitoring room and the security room should be provided. Direct call out to public emergency services should be provided.

Building security, monitoring and fire suppression requirements apply to both the primary and backup sites.  Existing capabilities at the primary and backup sites may be leveraged for this purpose.

4.9 Power Supply and Conditioning

Because of the importance of non-stop operation of the Grid West systems and the sensitivity of computer equipment to minor power disturbances, a stable and secure power supply for the equipment in the control room, computer room, and communications room shall be provided and installed in compliance with current National Electric Code provisions. The facility should also have dual AC electric connections to separate substations and dual UPS/backup generators. 
Power supply and conditioning requirements apply to both the primary and backup sites.  Existing capabilities at the primary and backup sites may be leveraged for this purpose.
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