This PL is currently under revision.  To access the revised Employee Contact Information e-form (3250.04e) and the corresponding memo, please use this link:
http://iweb.bpa.gov/EBR/Forms/Documents/B3250_04.doc
http://iweb.bpa.gov/EBR/PersonnelServices/emp_contact_info_memo.doc

BONNEVILLE POWER ADMINISTRATION

HUMAN RESOURCES

Portland, Oregon

PERSONNEL LETTER NO. 293-4 (Revised)

DATE:  February 13, 2006

SUBJECT:  Collection, Retention, Protection, and Use of Employee Personal Contact Information

I. PURPOSE

To establish BPA policy regarding the collection and retention of employee personal information, including employee contact number(s), home address, and emergency contact names and numbers.  To establish when personal information must be furnished, when it is discretionary, alternatives for some employees, and the retention and security of personal employee information.

The development of Continuity of Operations Plans (COOP) has required a more structured approach to maintaining communication with employees, particularly during non-work periods.  Offices are using a variety of methods to develop "call trees", identify critical response team members, call back lists, etc., that will facilitate information flow and notifications during an emergency.  Lists of employees will also be used by management during emergencies to account for employees in that work group and/or location.

II. PURPOSE OF REVISION

To modify BPA F 3250.043 Employee Contact Information to include out of area emergency contact information.   

III. REFERENCES

A.  PL 93-579, Privacy Act of 1974

B.  DOE Order 151.1, Comprehensive Emergency Management System

C.  Privacy Act Issuance, DOE, 2001

IV. POLICY

BPA may ask employees to furnish personal information for the purpose of supporting on-call contacts and emergency notifications, including those associated with Continuity of Operations Plans (COOP).

A. Home Phone, personal cell phone, pager and/or other contact number:  

1. Hourly employees who have, as a part of their job standard, the requirement to be subject to call for emergency work at any time, must provide a home phone number, personal cell phone, or personal pager number.  The same requirements apply to annual employees who have been notified in writing that they are subject to emergency work at any time (such notification is best done by means of documenting the requirement in the position description, but other means are permitted such as a memorandum or e-mail).

2. All other BPA employees are requested to provide personal contact information.  This information is provided at the discretion of the employee.  The contact information may be one or more of the following:

a. Home phone number

b. Personal cell phone number

c. Personal pager

d. A BPA furnished cell phone or pager, if provided under the terms of PL 550-2, On-Call Work Assignments and Scheduling for Annual Employees Under Title 5 of the United States Code and Code of Federal Regulations

e. Any other number which would facilitate a manager contacting the employee in a timely manner, including e-mail address and an out of area contact.

3. Employees who do not have a job requirement to provide a contact number, and who don’t make a personal contact number available to the manager, are required to contact their manager, or other designated person, during an emergency situation within 24 hours.  For this purpose, managers will furnish employees their emergency contact information.  Failure to contact the manager could result in the employee's absence from duty being considered unauthorized and could result in being placed in an absence without leave (AWOL) status.  In addition, such failure and resulting AWOL status could result in disciplinary action in the absence of a valid reason for why attempts to contact the manager were not successful. 

B. Home Address:  

1. Hourly employees, who are covered by a residency requirement in their job standards, are required to provide their home address to their managers.

2.  For all other employees, providing a home address is at the discretion of the employee.  There may be circumstances, particularly in emergencies, where city/state, or major cross street information is beneficial in determining call back potential during an emergency.  For example, knowing general employee residence locations may allow for initial determination of the potential for the employee to reach a work site.

C. Emergency Contact Information: 

This information is provided at the discretion of the employee and, if provided, is used only during emergency circumstances.

D. Retention of Personal Employee Information:
1. BPA F 3250.04e, Employee Contact Information, will be used by managers to collect such information (the form is available on e-forms).  Managers will inform their employees how the information will be maintained and handled.  This form replaces all other contact information forms.  Any employee personal information that was previously collected is to be destroyed in accordance with section IV. E. 

2. Upon employment, the form will be completed and Personnel Services will send it to the employee’s manager.

3. Employees are responsible for advising their managers when there is a change in their personal contact information.  In addition, managers are responsible for insuring, at minimum, on an annual basis,€ that contact information is provided and/or updated.

4. In keeping with the Department of Energy’s published system of records, this information may be stored as paper records and/or electronic media.  The data may be retrieved by name or HRmis employee identification number (EmplID). Paper records must be maintained in locked cabinets and/or desks.  Electronic records may be stored on a network drive, but access must be limited to those who have a job-related need to know the information; this will be accomplished by contacting IT staff and using available technology (e.g., “permissions”) to limit access.
5. In all cases, information that is provided by and to employees will be treated securely and confidentially.  The information may be shared only with those who have a job-related need to know the information.  In many circumstances, it is appropriate that contact lists be shared with all employees in the group, and on occasion outside the group.  Under no circumstance is the information to be shared with anyone outside BPA without the employee’s written consent.  Reasonable care should be taken when copying, distributing, and retaining such personal employee information.  Failure to use reasonable care may result in disciplinary action and/or Privacy Act sanctions.
6. When an employee presents a unique and personal circumstance that warrants additional precautionary measures (e.g., domestic issues that involve other employees in the BPA workplace), the manager will take appropriate steps beyond those described above to ensure that the information is treated securely and confidentially in a manner that is not adverse to the employee’s interests.
7. Managers who leave their positions will ensure that someone is designated to maintain the information until a new manager is in place.
E. Destruction of Personal Employee Information:
Personal information will be destroyed in a timely manner when an employee leaves the manager’s work unit or when the information is superseded by updated information.  In all cases, the method of destruction of hard-copy forms will be by means of shredding.

Kimberly A. Leathley
Chief Human Capital Officer, acting
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(02-06)
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	EMPLOYEE CONTACT INFORMATION
	


	NOTE: Please submit this form to your Manager and notify your Manager of any changes to the below information.

Reference: http://webip1/ebr/PersonnelServices/Letters/PL293-4.doc


	
	A. PERSONAL CONTACT INFORMATION:
	

	
	1. NAME
	     
	

	
	2. STREET ADDRESS
	     
	

	
	3. CITY, STATE, ZIP CODE
	     
	

	
	4. PHONE NUMBERS
	

	
	a. Home Phone 
	     
	

	
	b. Personal Cell/Pager
	     
	Pager
	     
	

	
	c. BPA Cell/Pager
	     
	Pager
	     
	

	
	e. E-Mail address
	     
	

	
	f. Other Contact Number(s)
	     
	

	
	
	

	Section B is voluntary for all employees.

	
	B.  EMERGENCY CONTACT / INFORMATION
	

	
	IN THE LOCAL AREA
	

	
	1. Name
	

	
	     
	

	
	a. Relationship 
	

	
	     
	

	
	b. Street Address
	

	
	     
	

	
	c. City, State, ZIP Code
	

	
	     
	

	
	d. Phone Number
	

	
	     
	

	
	e. E-Mail Address
	

	
	     
	

	
	OUT OF THE LOCAL AREA
	

	
	2. Name
	

	
	     
	

	
	a. Relationship 
	

	
	     
	

	
	b. Street Address
	

	
	     
	

	
	c. City, State, ZIP Code
	

	
	     
	

	
	d. Phone Number
	

	
	     
	

	
	e. E-Mail Address
	

	
	     
	

	

	
	Signature of Employee
	Date
	

	
	Privacy Act Statement:

Collection of the information requested is authorized by 10 CFR, Part 1008. The primary use of this information is by your manager for the purpose of supporting on-call contacts and emergency notifications, including those associated with Continuity of Operations Plans (COOP).  Compliance with Section A is required for employees in hourly positions subject to call for emergency work and/or subject to residency requirements, as well as for those annual positions specifically identified for emergency callback. Compliance with Section A is voluntary for all other BPA employees, however, failure to provide the information may result in delayed notification to you, relatives, or others in the case of an emergency.  You will also assume the requirement to contact your manager within 24 hours of any emergency situation. Failure to contact the manager could result in the employee's absence from duty being considered unauthorized and could result in being placed in an absence without leave (AWOL) status.  In addition, such failure and resulting AWOL status could result in disciplinary action in the absence of a valid reason for why attempts to contact the manager were not successful.  Section B is voluntary for all employees.  Additional disclosure of this information may be:  to emergency medical or Personnel Services staff to contact your emergency reference; and to other BPA managers or staff with emergency “call back” list responsibilities.
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