
Wautoma Substation NERC CIP 006 & 014 
 

The BPA Physical Security Office recommends security upgrades at Wautoma Substation to mirror 
current BPA security standards and requirements applied to all existing and new energized Facilities 
as determined by Transmission Services, Facilities and Workplace Services, and Office of Security 
and Continuity of Operations. 
 
This standard is focused on improving the security posture at Wautoma Substation by addressing 
the following: 
 
1. Deter unauthorized personnel access to the site and controlled areas  
2. Control and monitor physical access at all access points 
3. Detect unauthorized access 
4. Assess security-related alarms 
5. Log and manage historical records of access 


