




















































































































































































































































































































































































































































































































































































































BPA 1' 4110JI, 
( I I-Ill) 
Pagtr I of I 

U.S. DEPARTMENT OF ENERGY 
BONNEVI LLE .POWER ADMINISlRATIO 

AMENDME T OF SOLICITATION/MODIFICATION OF 
CONTRACT/ORDER 

PAPffiWORK RIDOCrtO ACT BURDEN DlSCLOSURESTATEMENT 

0MB 

This data is used to amend a solicitationorrmdify a contractororder. This fonnwill assist in ensuring all changes are applied 
appropriately. Public reporting burden forth is collectionofinfonnation is estirmtedto average 15 minutes per response, 
including the time for reviewing instructions,searchingforexisting data sources, gathering and maintaining thedataneeded and 
completing and reviewing the collectionofinformarion. Send any conments regarding this burden esrirnne orany other aspect 
of this collectionofinforrmtion, including suggestions forreducingthis burden, to Officeofthe Chieflnfonnation Officer, 
Enterprise Policy Development & Implementation Office, IM-22, Paperv,rork. Reduction Program(Ol\113) US Depart1mnt of 
Energy. I 000 Independence Ave, SW, \V ash ington, DC 20585-1290: and to the Office of Management & Budget (OM B), 
OCRA. Paperwork Reduction Project (0MB), Washing ton , OC 20503. 

I. Solicitation/Contract/Order uni>er: 12. Amendment/Modificat ionNumber: 
BPA- ... - 80004 M - 0010 

3. Effective Date: 4. Requisition/Purc~e Req 5. Contract Spocialist(Name, Phone, £mail): 
05/09/2022 Nurrber(u.m1forCOOP "'""' onl)'): Melissa Ptterson, 360-619-6088, mjpe1erson@),pa.gov 

AMll\1>ME.'VIB Of SOLICITATIONS 

6. The above nuni>eredsolicita1ion is amended as set forth in kem 12. The hour and date specified for receipt of Offers, 
0 is extended to O is not extended. 

Offerors rrust acknowledge receipt of this amendrrent priorto the hour and date specified in the solicitation . If a signature 
is requested in Item 11, acknowledge this amendment by COJll)le ting Items 13 and 14 and returning the amendment 
with your proposal. Failure of your acknowledgment to be received at the place designated for the receipt of proposal prior to 
the hour and date specified may result in rejection of your proposal. lf by virtue of this amendment you desire to change a 
proposal already submitted. such a change ITU.1s t be received prior 10 the due date and hour specified in the solictation. 

MODIFICATIONS OF CONTR.\CfS/ORDFRS (Modifies the contr act/order as described in item 12.) 

CIIECKONE 

D 
7. This unilateral modification is issuedpursuanlto: (specw,a11Ihorio,below). The changes set forth in item 12 areo11de in 
the Contract/Order in Item I. 

D 8. Theabovenunbered Con1ract/Orderis rmdified to reflect the administ rativechanges (such ascl,anges in paying 
office, spe/li11gcorrecrio11, e1c.)sct forth in item 12 pursuant to the authorityofBPI Part I 4.10.3(b)( I ). 

0 9. I3iJateral/Other(specw,autl10ri1y}: CHA GES (28-6) 

10. Accountingand Appropriation Data (11s «Jfor COOP,~0,1 onl,-J: 

CM PORT ANT 11. Contractor• is not, 0 is required to sign th is document and return via emailto the Contract Specialist. 

12. Description of Amendment/Modification (Auach additional doc11111ematio11 ifneeded and state SEE CONTlNUATJON SHEET.) 

SEE CONTrNUA TION SHEET. 

Except as provided herein, all terms and conditions o fthedocu ment referenced in Item I or2 remain unchanged. 

13. Cofl1)any Name: 

Inter-Con Security Systems 

14a. Name, Phone and T itleofSigncr: !Sa. ame ofContractingOfficcr: 

eil Martau, Chief Administrative Officer 
Melissa Peterson 

14b. Contractor/Otfcror 14c. Date Signed: 15b. SignatureofContracting Officer 15c. Date Signed: 

05/00/2022 By: ___________ _ 

(Sig11a1Ure o/Co11tracti11g Officer) 

28390010 0931 



CONTINUATION SHEET (FORM 4220.51) Page 2 of2 

The purpose of this modification is to increase funding for option year three (3) and to revise unit pricing during option year three between June I, 
2022 and June 30, 2022. Additionally. this modification will rc,•isc uni1 pricing for option year four. 

I. Increase funding in the amount of (b) ( 4) 
2. Revise unit pricing for option year three (3) Linc Items 3006 - 3008 as follows between June I, 2022 through June 30, 2022. 

3. Revise pricing for option year four (4) in lhc amount o (b) (4) (not eurcised). 

4. Revise unit pricing for option year four (4) Linc Items 4006- 4008. 

5. Contract pricing is incr=cd b (b) (4) 

6. Replace the Schedule of Item.~ with the att!Khcd revised Schcdu le of Items. 

END OF MODIFICATION 

COnlJtlu:ttan Snoot I 6PI 22-1 I 2128/2022 I NSS-TMP.0037.3 1 
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TERMlNATlON FOR CAUSE-FIRM FlXED PRICE (28-9.1) 14 
TERMINATION FOR CAUSE- -TIME AND MATERIALS/LABOR RATE (28-9.2) I S 
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OTHER COMPLlA:-ICES (28-19) 16 
REQUIREMENTS UNIQUE TO GOVERNME:W CONTRACTS - SERVICES (28-20.2) 16 
ORDER OF PRECEDENCE (28-21) 18 
APPLICABLE LAW (28-22) 18 

UNIT 2-OTHER CLAt;SES 19 
RESTRICTION ON COM'.\1ERCIAL ADVERT ISING (3-9) 19 
PRIVACY PROTECTION (5-2) 19 
OPTION TO EXTEND SERVICES (7-39) 19 
O PTION TO EXTEND THE TERM OF THE CONTRACT (7-40) 19 
LIQUIDATED DAMAGES- SMALL BUSINESS SUBCONTRACTING PLA.~ (8-5) 19 
SERVICE CONTRACT LABOR STANDARDS (10-3) 20 
FAIR LABOR AND SERVICE CONTRACT LABORSTAl~ARDS-PRICE ADJUSDIEl T (10-4) 23 
SERVICE CONTRACT WAGE DETERMlNATION (10-5) 24 
EMPLOY!\l ENT ELIGIBILln' VERIFICATlO!li ( 10-18) 24 
PAID SICK LEA V£ Ul'iDER EXECUTIVE ORDER 13706 (10-22) 25 
POST AWARDORlENTATION (14-19) 28 
COi\'lPUTER FRAUD A.'ID ABUSI ACT (14-21) 29 
SUBCONTRACTS (14-7) 29 
COl\TRACT ADMINlSTRATlON REPRESENTATIVES (14-2) 29 
BANKRUPTCY (14-18) 29 
COl\'TRACTOR COMPLlA:"'iCE WITH BONNEVI LLE POLICIES (15-4) 29 
HAZARDOUS i\lA TERlAL IDE 'TIFICA TION AND MA TERJAL SAFETY DAT A ( I 5-6) JO 
CO "TRACTOR SAFETY AND HEALTH {15-12) 30 
CO .TRACTOR SAFETY AND HEALTH REQ IREMENTS (15-13) 31 
SCREENING REQUIRDIENTS FOR PERSONNEL HAVING ACCESS TO BONNEVILLE FACILITIES 

(15-15) 31 
ACCESS TO BONNEVILLE FACI LITIES AND COMPUTER SYSTEMS (15-16) 32 
INFORMATIO~ ASSURANCE (15-17) 33 
HOMELA,"ID SECURITY ( 15-1 8) 33 
WORK ON A GOVERNMENT INSTALLATION (16-7) 33 
MINIM UM C SURM CE COVERAGE (16-8) 34 
NONDISCLOSURE DURING CONTRACT PERFORMANCE (17-22) 34 
CONTRACTOR USE OF GOVER.Nl\1El\'T--OWNED VE.mCLES (19-3) 35 
RELEASE OF CLAI IS {21-4) 35 
CONTINUITY OF SERVICES (23-1) 35 
KEY PERSONNEL (23-2) 35 

UNIT4-STATE'.\IE!liTOFWORK 36 
APPE:'\DIX 1-SUBCONTRACTI1'iG PLA!\" 81 
APPENDIX 2 - COLLECTIVE BARGAINING AGREE.l\l E',T 8 1 

Con1rnc180004, Mod 010 Page 3 
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UNIT I - CO~IMLRCIAL 
CONTRACT-BASIC TERMS (28-1.1 ) 
(MAR 20l8)(BPl 28.3.4) 

(a) This is a Finn Fixed Price (FFP) contract for eleven months ,.nth options to extend for four pr<>priccd one-year option periods. By 
signing the contract cover page, Bonneville and the Contra.ctor agree, subject to the attached tcnns and conditions. the Contractor shall 
sell to Bonneville the services identified herein al the prices set forth in the Schedule of Pricing. 

(b) This contract shall become cffi:ctive upon receipt oflhc signed contract and shall continue until the earlier ofits expiration or termination 
pursUllllt 10 Clauses 28-9.1 and 28-92, Tennination for Cause or Clauses 28-10.1 and 28- 10.2, Termination for Bonneville's 
Convenience. Bonneville may extend the tcnn of the base contr.1e1 by exercising the pro-priced option. i f any. by giving written notice 
to lhc ContrnC'lor. 

SCH EDULE OF PRIC ING (28-2) 
(J UL ?013)(BPI 28.3.4) 

The contractor shall provide the services at the prices identified in accordance with the Statement of Work (SOW}. Contract Line 11cm 
Numbers (CLINs) 000 I - 0005 and oom:sponding option p,riod CLINs nre FFP. CLTNs 0006 - 0008 nnd com,,q,onding option period CLINs 
:ire T &M based on actU3I costs. The Contractor submitted cost estimates must be submitted to :ind appro"cd by the COR in advance. Contract 
extension in accordance with BPI Clau:sc 7-39 Option to Extend Sl-rvices is based on the schedule of prices, 

CLJ~ Desc ri plio n 

Base Period: 1111n ou . 09/30n0 19 

0001 Headquarters Complex Security Posts 

000211 Ross Complex Security Posts I l/ln0t8- 01/31/2019 

0002b Ross Complex Security Posts 02JO 1/2019- 0930/2019 

0003 Park Place Security Posts 

0004 Eugene Starr Complex Security Po~b 

0005 Munro Com lex Sccurit Posts 

0006 Deployment and Urgent Security Services OR 

0006a Security Officer, Unarmed - Standard Rate 

0006b Sccurit Officer, Armed • Standard Rate 

0006c Security Officer, Supervisor • Standard Rme 

0006d Alann Monitor • Standard Rate 

0006? Security Officer. Unarmed • Overtime Rate 

0006f S1.-curity Officer, Armed • Ovcnime Rate 

0006g S.:curity Officer, Supervisor • Overtime Rntc 

OOO<ih Alarm Monitor • O\'crrime R!Jtc 

0007 Deployment and Urgent Security Services WA 

0007a Security Officer, Unarmed • Standard Rate 

0007b Security Officer, Armed • Standard Rate 

0007c Security Officer. Supervisor . Standard Rate 

0007d Alarm Monitor - Standard Rate 

0007c Alann Monitor. Supm•isor • Standard Rate 

0007( Security Officer. Un:irmcd • Ovcnime Rate 

0007g Security Officer, Anncd • Overtime Rate 

0007h Security Officer. Supervisor • Overtime Rate 

0007i Alann Monitor • Ovcrfm e 

5001 Physical Security Transition SCTViccs 

0007j Alann Monitor. Supervisor . Overtime Rate 

0008 Travel Costs IA W fTR 

CLl:-1 Description 

OPTION PERIOD I: 10/01/2019-091.l0/2020 

1001 Headquarters Complex Security Posts 10/1 • 11/30/19 

1002 Ross Complex Security Po~ts I 0/1 • I I /30/19 

1003 Park Place S~urity Posts IOI I • 11/30/19 

1004 EugcncSIJlrTComplcx Security Posts 10/1 - 11/30/19 

Cootnict 80004, Mod 010 
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1005 Munro Com lex Sccurit Posts I 0/1 • 11/30/19 

l006 Ocploymcm and Urgent Security Services OR 

1006:1 Security Officer, Unarmed . Standard Ra te 10/1 • 11/30/19 

IOO<Sb Security Officer. Anncd • Standard Rate 10/1 - 11/30/19 

1006c Security Officer. Supervisor • SIJlDdard Rmc I 0/1 • 11/30/19 

IOO<id Alarm Monitor • Standard Rate 10/1 • 11/30/19 

1006: s~-curity Officer, Unarm<!d • Ovenimc Rate 10/1 • 11/30/19 

1006f Security Officer. Armed • O,-crtimc Rate I 0/1 • 11/30/19 

1006g Security Officer. Supcn>isor • Overtime Rate 10/1 • I J/30/19 

1006h Alarm Monitor • Overtime Rate 10/1 • 11/30/19 

1006i Security Officer. Unarmed • Standard Rate 12/1 -9/30 

1006j Security Officer, Armed - Standard Rate 12/1 -9/30 

1006k Sceurit Officer. SuJ)"rvisor - Standard Rate 12/1 -9/30 

10061 Alarm Monitor - Standard Rnte 12/1-9/30 

1006m Security Officer, Unam,cd - Overtime Rate 12/1-9/30 

I006n Security O fficer, Armed . Overtime Rate 12/1 -9/30 

1006o Security Officer. Supervisor - Overtime Rate 12/1 -9/30 

1006p Alarm Monitor - Ovcrtime Rate 12/1-9/30 

1007 Deployment and Urgent Security Services \VA 

1007a Security Officer. Unarmed - Standard Rate 10/1 - 11/30/19 

1007b Security Officer. Armed . Standard Rate 10/1 • 11/30/19 

1007c Security Officer. Supervisor • Standard Rate I 0/1 • I 1130/19 
1007d Alann Monitor • Standard Rn tc I 0/1 • 11/.30/19 

1007c 10/1 • l l/30/19Alann Monitor. Supervisor • Standard Rate 

1007f Security Officer. Unarmed • Ovl?rtime Rate 10/1 • 11/30/19 

1007g Security Ofticcr, Anncd • Ovcnime Rate I 0/ I • 11/30/19 

1007h Security Officcr,Supcr"isor • Ov-crtimc Rate 10/1 • 11/30/19 

1007i Alarm Monitor - Overtime Rate 10/1 - 11/30/19 

l007j Alarm Monitor. Supervisor • Overtime Rate HVl -1 1/30/19 

1007k Security Officer, Unarmed • Standard Rn1c 12/1 -9/30 

10071 Security Officer, Armed • Standard Rate [2/1-9/30 

1007m Security Officer, SuJ)"rvisor • St:lndard Rate 12/1 -9/30 

1007n Alarm Monitor • Standard Rate 12/1 -9/30 

10070 Alann Monitor. Supcn•isor • Standard Rate 12/1 -9/30 

1007p Security Officer, Unarmed • Overtime Rate 12/1 -9/30 

l007q Security Officer, Anncd • Overtime Rate I 2/1 -9/30 

1007r Security Officer, Supcn~sor • Overtime Rate 12/1 -9/30 

1007s Alann Monitor • Overtime Rate 12/1 -9/30 

10071 Alarm Monitor. Supervisor • 01'crtimc Rate 12/1 -9/30 

1008 Travel Costs lA W FTR 

1009 Headquarters Complex Security Posts 12/1 -12/31 

1010 Ross Complex Security Posts 12/1 -12/31 

101 1 Park Place Security Posts 12/ 1-11131 

1012 Eugene Storr Complex Security Posts 1211 -12/31 

1013 Munro Complex Security Poi.iS 12/1- 12/3 1 

1014 Cost Reimbursement for October and 'ovcmbcr 2019 Adjustment 

l015 Head uancrs Com lex Sccurit Posts 111 • 9/30 

l016 Ross Complex Security Posts 1/1 - 9/30 

1017 Park Phicc Security Posts l /1 - 9/30 

l018 Eugene Starr Complex Seairity POSIS Ill • 9/30 

1019 Munro Complex Security POSIS I / I • 9/30 

Coolniel 80004, Mod 010 rage 5 
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cu;,. Descri tion 

Option Period?: 10/0 1/20?0 • 09/30/2021 

2001 Headqua11ers Complex Security Posts 

2002 Ross Complex Security Posts 

200) Park Place Sccurit y Posis 

2004 Eugene Srarr Complex Security Posts 

2005 Munro Complex Security Post'I 

2006 Deployment and Urgent Security Services OR 

2006a Security Officer, Unarmed • Standard R.itc 

2006b Security Officer, Armed • Standard Rate 

2006c Security Officer. Supcrvi:sor • Stando.rd R.ntc 

2006d Alarm Mo.nitor -Standard Rate 

2006c Sccurit Officer, Unarmed • Overtime Rate 

2006f Security Officer, Armed • Ovcnimc Rare 

2006g Security Officer, Supervisor • Overtime R:itc 

2006h Alarm Monitor . Overtime Rate 

2006i Security Officer, Un.urned • Standard Rate 

2006j Security Officer, Armed . Standard Rate 

2006k Security Officer, Supen<isor • Stnndord Rote 

20061 Alarm Monitor . Standard Rate 

2006m Security Officer. Unarmed • Overtime Rate 

200t5n Security Officer. Armed • Ovcnimc Rmc 

2006o Security Officer. Supervisor • Ovcnirnc Rate 

2006p Alarm Monitor . Overtime Rate 

2007 Deployment and Urgent Security Services WA 

2007a Security Officer, Unarmed • Stnndnrd Rlltc 

2007b Sc.-curily Officer, Anncd • Slandard Rate 

2007c Security Officer, Supervisor . Sl!lndard Rate 

2007d Alarm Monitor • Sl:llldard Rale 

2007c Alarm Monitor. Supervisor • Standard R:uc 
2007f Sccurily Officer, Unarmed • Overtime Ra1c 

2007g Security Officer, Anncd • Overtime Rate 

2007h Sccurit Officer, Su rvisor • Ovcnime Rate 

2007i Alann Monit<>r • Overtime Rate 

2007j Alann Moni1or. Supervisor • 01'crtimc Rate 

2007k Security Officer, Unarmed • Standard Ra1c 

20071 Security Officer. Anncd • Standard Rate 

2007m Security Officer. Supervisor • Standard Rate 

2007n Alarm Monitor • Standard Rate 

20070 Alnnn Monilor. Supc.-rvisor • Stnndnrd Ralc 

2007p Sl-curity Officer, Unarmed • Overtime Rale 

2007q Security Officer, Anned • Overtime Rate 

2007r Sccuri1y Officer, Supervisor • Overtime Rate 

2007s Alann Monitor • Ovcnimc Rate 

20071 Alarm Monitor, Supervisor . Overtime Rate 

2008 Travel Costs IA w fTR 

2009 Head uancrs Com lex Scc:urit Posts 

2010 Ross Complex Security Posts 

2011 Park Phice Security Posts 

2012 Eugene Suirr Complex Security Posts 

201) Munro Complex Security Posts 

2014 Cost Reimbursemem for Price Adjustment I Oll -3/31/2021 

Cootnict 80004, Mod 010 
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CLJ. Deseriplioo 

Option Period 3: 10/01/2021 • 05/31/2022 & 07/01/2022. 09/30/2022 

JOO 1 Hcadquancrs Complex Security PoSL~ 

3002 Ross Complex Security Posts 

3003 Park Place Security Posts 

3004 Eugene Starr Complex Security Posts 

3005 Munro Complex Security Posts 

3006 Ocployrru.-nt and Urgent Security Services OR 

3006a Security Officer, Unarmed • Standard Rate 

3006b Security Officer. Armed • Standard Rate 

3006c Security Officer, Supervisor • Standard Rate 

3006d Alllml Monitor • Standard Rate 

3006c Security Officer. Unarmed • Overtime Rate 

3006f Security Officer. Armed - Ovcr1imc Rate 

3006g Security Officer. Supervisor. Ovenimc Rate 

3006h Alarm Monitor • Overtime Rate 

3007 Deployment and Urgent Security Services WA 

3007a Security Officer. Unarmed • Standard Rate 

300b Securi ty Officer. Armed . Standard Rate 

3007c Security Olliccr. Supervisor . Standard Rate 

3007d Alann Monitor • Sllllldard Rate 

3007c Alann ~ onitor. Supervisor • Standard Rate 

3007f Sccurit Officer, Unarmed • Overtime Rate 

3007g Security Officer. Anncd • Overtime Rate 

3007h Security Officer, Supervisor • Ovcnimc Rate 

3007i Alann Monitor • Overtime Rate 
3007j Alarm Monitor, Supervisor . Overtime Rate 

3008 Travel Costs IA W FTR 

CLIN Description 

Option Period 3: 06/01 /2022 • 06/30/2022 

300 I Headquarters Complex Security Post~ 

3002 Ross Complex Security Posts 

3003 Park Place Security Posts 

3004 Eugene Starr Complex Security Posts 

3005 Munro Complex Security Posts 
3006 Deployment and Urgent Se<.-urity Services OR 

30000 Security Officer. Unnnnoo • Standard Rate 
3006b S,-curity Officer, Armed • Standard Rate 

300<ic Security Officer, Supcnisor - Stwidard Rate 

3006d Alarm Monitor • Standard Rate 

3006c Security Officer. Unarmed • Overtime Rate 

3006f Security Officer, Armed • Ovct1ime Rate 

3006g Security Officer. Supervisor • Ovcnimc Rate 

3000h Alarm Monitor • Ovcnimc Rate 

3007 Deployment and Urgent Security Scmccs w A 

3007a Security Officer. Unarmed • Smndard Ri11e 

3007b Security Officer. Anncd • Standard Rate 

3007c Security Officer. Supervisor • Standard Rate 

3007d Alarm Monitor • Smndard Rate 

3007c Alarm Monitor, Sup,-rvisor • Standard Rate 

Coolniel 80004, Mod 010 
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3007f Sccurit Officer, Un:umcd • Overtime Rate 

3007g Security Officer, Armed • Ovenimc Rate 

3007h Security Officer, Supervisor . Overtime Rate 

J007i Alarm Monitor • Ovcnime R.nte 

J007j Alann Monitor. Supervisor • Ovcnimc Rate 

3008 Travel Costs IA W fTR 

C LDI Ocscriplioo 

Option Period 4: 10/01/2022 • 09/30/2023 

400 I He:sdquancrs Complex Security Posts 

4002 Ross Complex Security Posts 

4003 Park Place Security Post~ 

4004 Eugene Starr Complex Security Posts 

4005 Munro Complex Security Posts 

4006 Deployment and Urgent Security Services OR 

40063 Security Officer, Un.urned • St:indard Rate 

4006h Security Officer, Armed . Standard Rate 

4006c Security Officer, Supervisor• Stnndard Rote 

4006d Alarm Monitor . Standard Rate 

4006c Securi ty Officer. Unarmed • Overtime Rate 

4006f Security Officer. Armed • Ovcnimc Rmc 

4006g Security Officer. Supervisor • Ovcnirnc Rate 

4006h Alarm Monitor. Overtime Rate 

4007 Deployment and Urgent Security Services WA 

4007a Security Officer, Urumncd • Stnndnrd Rate 

4007b Sc.-curity Officer, Armed • Standard Rate 

4007c Security Officer, Supervisor . Standard Rate 

4007d Alarm Monitor • Standard Rate 

4007c Alann Monitor. Supervisor • Standard Rate 

4007f Security Officer, Unarmed • Overtime Rate 

4007g Security Officer, Armed • Overtime Rate 

4007h Sccurit Officer, Su rvisor • Ovcnimc Rate 
4007i Alann Monit<>r • Overtime Rate 

4007j Alarm Monitor. Supervisor • O,·cnimc Rate 

4008 Travel Costs IA W FTR 

INVOIC E (28-3) 
(OCT20l4) BPI 28.3.4) 

(a} The Contractor shall l>Ubmil an electroni c invoice (or one hard-copy invoice. ifaulh.orized) to the address designated in the contrJct to 
receive invoices. An invoice must include -

{I) Name and address of lhc Contrac1or. 

(2) Invoice date and number, 

(3) Contr-.ict number, contr:let line item number and, if applicable. the order number. 

(4) Description, quantity, unit of measure. unit price and extended price ofthc items delivered; 

(.S) Shipping number and date of shipment, including the bill of lading nuotbcr and "-i:ight of shipment if shipJX,-d on Government bill 
oflading: 

(6) Tcrmi: of !lll)I discount for prompt pllymcnt off~; 

(7) Name and address ofofficinl 10 whom payment is 10 be sent; 

Coolniel 80004, Mod 010 rage 8 
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(8) Name. title, and phone number of person 10 notify in event of defective invoice; and 

(9) Taxpayer Identification Number (TIN). The Coniractor shall include its TlN on the invoice only if required elsewhere in this 
rontract. 

( I 0) Electronic funds transfer (EFT) banking infonnation. 

(b) Invoices will be handled in accordance "ith the Prompt Payment Act (3 1 U.S.C. 3903) and Office of Management and Budget (0MB) 
prompt payment regulations al 5 CFR p:irt 1315. 

PAYMRNT-FIRM FIXED PRICE (28-4.1) 
(MAR 2018)(BPI 28.3.4) 

(a) Payment. 

(I) Items accepted. Payment shall be made for items accepted by Bonneville that have been delivered to the delivery destinations set 
fonh in this contract. 

(2) Prompt Payment. Bonnc,,illc \\ill make payment in accordance with the Prompt Payment Act (31 U.S.C. 3903) and prompt payment 
regulations at 5 CFR Pan 1315. 

(3) Electronic Funds Transfer. 

(i) Payments under this contl'3ct shall be made by electronic funds transfer (EFl). Contractor shall provide its taxpayer 
identification number (TIN) and other necc=ry banking infonn:uion for Bonneville to make payments through EFT. Receipt 
of payment infonnation. including any changes. must be received by Bonneville 30 days prior to effective date of the change. 
Bonne,,jllc shall not be I inblc for any payment under this contract until receipt of the correct EFT in formation from Contractor. 
nor be liable for any penally on delay of payment resulting from incorrect EFT information. Bonnc"ille shall notify the 
Contractor within 7 days of its rnccipt of EFT information which it determines to be defective. 

(ii) If Contractor assigns the proceeds of this contrnct per Clause 28-18 A5~;gnmcnt, the Cont:rnctor shall require, as a condition 
of any such assignment., that the assignee agrees to be paid by EFT and shall pro>-ide its EFT information as identified in (iii) 
below. The requirements of this clause sh:ill apply to the assignee as ifit were the Contractor. 

(iii) Submission of EFT banking information to Bonneville. The Contractor shall submit EFT enrollment banking information 
directly to Bonneville Vendor Maintenance Team. using Substitute IRS Form w9e. Request for Taxpayer Identification 
Number and Certification, available from the CO or the Bonnc\,jllc Vendor Maintenance Team. Contact and mailing 
information: 

Bonneville Power Admini!.-iration 
PO Box 491 
A TIN: 'STS-MODW Vendor Maintenance 
Vancouver, WA 98666--0491 

email: VcndorMaintcn:ma:«1 bpa.gov 
phone: 360-418-2800 
fax: 360-418-8904 

(4) Discount. In connection with any discount offered for early payment., time shall be computed from the date of the invoice. For the 
purpose of computing the discount Cllrncd, payment shall be considered to have been made on the date which appears on the 
payment check or the specified payment date if an electronic funds transfer payment is made. 

(5) Overpayments. If the Contractor becomes aware of a duplicate contract financing or invoice payment or that Bonneville ha.~ 
otherwise overpaid on n contrnct financing or invoice payment, the Contractor shall: 

(i) Remit the overpayment amount lo the payment office cited in the contnlct along with a de:,cription of the overpayment 
including the -

(AJ Circumstances of the overpayment (e.g. duplicate payment, erroneous payment, liquidation error, date(s) of 
overpayment): 

(8) Affected contract number and delivery order number, if apphcablc; 

(C) Affected contract line item or sublinc item. if applicable: and 

(D) Contractor point of contact. 

(ii) Provide a copy of the remittance and supporting documentation to the Contracting Officer. 

(6) Interest. 

(i) All amounts that become payable by the Contractor to Bonne,,jllc under this contract shall bear simple interest from the date 
due until paid unless paid within 30 days of becoming due. The intcre$1 rate shall be the interest rote established by the 
Secretary of Treasury as provided in Section 611 of the Contracts Disputes Act of 1978 (Public Law95-563X41 U.S.C. 7101 -
7109). which is appli~blc to the period in which the amount becomes due. as provided in (a}(6Xv) of this clause. and then at 
the rate applicable for each six-month period a..~ fixed by the SCCTctary until the amount is paid. 

(ii) Bonnc>-illc may issue a de1Tlll11d for payment to the Contractor upon finding that a debt is due under the contract. 

(iii) Final decision. The Contracting Officer will issue a final decision as required by BPI 21.3.11 if: 
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(A) The Contracting Officer and the ContrJctor arc unable to reach agrccnu:nl on the existence or amount of a dcbl within 30 
d:iys; 

(B) The Contractor fails to liquidate a debt previously demanded by the Contrncting Officer within the timc linc specified in 
the demand for payment unless the amounts were no1 repaid because Lhe Contractor has requested an installment payment 
agreement; or 

(C) The Contractor requests a deferment of collection on a debt previously demanded by the Contracting Officer. 

(iv) If a demand for payment wos prcviou.~ly is.~ucd for the debt, the demand for payment included in the final dcci,,-ion shall 
identify the same due date as the original demand for payment. 

(v) Amowits shall be due at the earliest of the following dates: 

(A) The date fixed under this contract. 

(B) The date of the first written demand for payment, including any demand for payment resulting from a default termination. 

(vi) The interest charge shall be computed for the actual number of calendar days involved beginning on the due date and ending 
on-

(A) The date on which the designated office n:cci\·es payment from the Contractor. 

(B) The date of issuance ofa Bonncvillcchcck to the Contractor from which an amount otherwise payable has been withheld 
as a credit against the contract debt; or 

(C) The date on which an amount withheld and applied to the contract debt would otherwise have become payable to the 
Con1rac1or. 

PAYME:"IT-TlME A DMATERlALS/LABORRATE (284.2) 
(MAR 2018)(BPI 28.3.4) 

(a) Services accepted. Payments shall be made for services accepted by Bonneville that have been delivered to the delivery dcstination(s) 
set forth in this contract. Bonneville will pay the Contractor us follows upon the submission of proper im•oiccs approved by the 
Contracting Officer. 

(1 ) Hourly rate. 

(i) The amounts shall be computed by multiplying the appropriate hourly mies prescribed in the contract by the number of direct 
labor hou~ performed. Fractional parn. of an hour shall be payable on a prorated basis. 

(ii) The rates shall be paid for all labor performed on the contract that meets the labor qualifications specified in the contract. 
Labor hours incurred to perform tasks for which labor qualifications were specified in the contract will not be paid to the 
extent the work is performed by individuals that do nor meet the qualifications specified in the contract. unless specifically 
authorized by the Contrncting Officer. 

(iii) Invoices may be submitted once each month (or at more frequent intervals, if approved by the Contracting Ofliccr) 10 the 
Contracting Officer or the authorized representative. 

(iv) When requested by the Contracting Officer or the authorized reprcscntntivc, the Contractor shall substantiate invoices 
(including any subcontractor hours reimbursed at the hourly rate in the schedule) by evidence of actual payment, individual 
daily job timccards, records that vcri fy the employees meet the qualifications for the labor categories ~pccificd in the contract. 
or other substantiation specified in the contract. 

(v) Unless the Schedule prescribes otherwise. the hourly rates in the Schedule shall not be varied by virtue of the Contractor 
having performed work on an O\'Crtimc basis. 

(A) I f no ovcnimc rates arc provided in the Schedule and the Contracting Officer approves ovcrrime work in advance, 
overtime rates shall be negotiated. 

(B) Failure to agree upon these overtime rates shall be treated as 11 dispute under the Disputes clause of this contract. 

(C) lf the Schedule provided rates for o,·crtirnc. the premium portion of those rates will be reimbursable only to the extent 
the overtime i<; approved by the Contracting Officer. 

(2) Materials. 

(i) If the Contractor furnishes matcri3ls Lhat meet the definition of3 commercial item at BPI 2.2, the price to be paid for such 
materials sh11II not c.,;cccd the Contractor's established caialog or market price.. :1djus1cd 10 reflect the -

(A) Quantities being acquired; and 

(B) Any modifications necessary because of contmet rcquiremcnL'>. 

(ii) E.i:ccpt :is provided for in paragraph (a)(2Xi) and (a)(2)(iiiXB) of this clause, Bonneville will reimburse the Contractor the 
actual cost of materials (less any rebates, refunds, or discounts received by the Contractor that arc identifiable to the contmct) 
provided the Contractor -
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(A) H.is m:ide payments for materials in accordance with the terms and conditions of the ogrcemcnt or invoice; or 

(B) Makes these payments within JO days of the submission of the Contractor's payment request 10 Bonneville and such 
p:iymcnt is in accordance \\~th the terms and conditions of the agreement or invoice. 

(iii) To the extent able. the Contractor shall -

(A) Oblain materials at the most :idvantagcous prices available with due regard to :securing prompt delivery of satisfactory 
materials; and 

(B) Gi\'c credit to Bonneville for cash and trndc discounts. rebates. scrap. commissions. :ind othl-r amounts that arc 
identifiable to the contrllcl. 

(iv) Other Costs. Unless listed below, other direct and indirect costs will not be reimbursed. 

(A) Other Direct Costs. Bonneville will reimburse the Contractor on the basis of actual cost for the following. provided such 
costs comply \vith the requirements in paragraph (a)(2)(ii) of thi~ clau.~e: Trnvcl Costs in accordance \vith the Federal 
Tr.1vcl Regulations. 

(B) Indirect Costs (Material handling. Subcontract Administration. etc.). Bonneville will reimburse the Contractor for indirect 
costs on a pro-rain basi.~ over the period of contrnct pcrfonnancc at the following fo(cd price: one. 

(b) Tota.I cosl It is estimated that the rota! cost to Bonnc,~llc ror the performance ofthls controct shall not exceed the ceiling price set forth 
in the Schedule and the Contractor agrees to use its best efforts to perform the work specified in the Schedule and all obligations under 
this contract within such ceiling price. lf :it any time the Contractor bas reason to believe that the hourly rate payments and material 
costs that ,viii accrue in performing this contract in the nc.~t succeeding 30 days, if added to all other payments and costs previously 
accrued. will exceed 85 percent o(thc ceiling price in the Schedule, the Contractor shall noti(y the Contracting Officer giving a revised 
cstim.:itc of the total price 10 Bonneville for performing this contract with supporting rca.~ons and documentation. If nl any time during 
the performance of this contract, the Contractor has reason to believe that the total price 10 Bonnc,•ille fo.r performing this contract \\ill 
be substantially greater or less than the then stated ceiling price, the Contractor shall so notify the Contracting Officer, giving a revised 
C5timatc of the total price for performing this contract, with supporting reasons and dowmcntation. lfat any time during performance 
of this contmcl Bonneville has reason 10 bclie\'c that the work to be required in performing this contract will be substantially greater or 
less than the stated ceiling price. the Contr:1cting Officer ,viii so advise the Contmctor, giving the then revised estimate of the total 
amount of cffon to be required under the contract. 

(c} Ceiling price. Bonneville will not be obligated to pay the Contractor any amount in excess of the ceiling price in the Schedule. and the 
Contractor shall not be obligated to continue performance ifto do so would exceed the ceiling price set forth in the Schedule. unless and 
until the Contract ing Officer notifies the Contractor in writing that the ceiling price has been increased and specifies in the notice a 
revised ccil ing that shall constitute the cci ling price for performance under this contr:Jct. When and 10 the extent that the ceiling price 
set forth in the Schedule h!lS bc:1:n increased. any hours expended and m.:itcrial costs incurred by the Contractor in excess ofthc ceiling 
price before the increase shall be allowable to the same extent as if the hours expended and material costs had been incurred a Iler the 
increase in the ceiling price. 

(d) Access to rC(l()rdS. At any time before final payment undcrthis contrllct, the Contracting Officer (or :iuthorizcd n:prcsentarivc) will have 
access lo the following (acccs.~ shall be limited lo the listing below unless otherwise agreed to by the Contractor and the Contracting 
Officer): 

(I) Records that verify that the employees whose time has been included in any invoice met the qualifications for the h1bor categories 
specified in the contract. 

(2) For labor hours (including any subcontractor hollI'$ reimbursed at the hourly rate in the Schedule). when timccards arc required as 
substantiation for paymcnt-

(i) The original timecards (paper-based or eloctronic); 

(ii) The Contractor' s timekeeping procedures; 

(iii) Contractor rccon:ls that show the distribution of labor between jobs or contracts; and 

(iv) Employees whose time has been included in any invoice for the purpose of verifying that these employees have worked the 
hours shown on the im·oiccs. 

(3) For material and subcontract costs that an: reimbursed on the basis of actual cost

(i) Any invoices or ~,ibcontract agreements substantiating material costs: and 

(ii) Any documents supporting payment of those invoices. 

(c) Overpayments/Underpayments. Each payment previously made shall be subject 10 reduction to the extent of amounts. on preceding 
invoices. that arc found by the Contracting Officer not to have been properly payable and shall also be subject to reduction for 
overpayments or to increase for underpayments. The Contractor shall promptly pay any such reduction within 30 days unless the panics 
agree othcrwis-e. Boru1c\'ille \vithin 30 days will pay any such increases, unless the parties agree otherwise. The Contrnclor's payment 
will be made by check. If the Contractor bttomcs aware of a dupl icatc invoice payment or that Bonneville has othcf\~isc: overpaid on 
an invoice payment, the Contractor shall-
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(t) 

(I) Remit the ovcrp11ymcnt amount to the p:symcnt office cited in the contmct :slong with ;s description of the overpayment including 
lhe-

(i) Cin:umstanccs of the overpayment (c_g., duplicate payment. erroneous payment. liquidation errors, datc(s) of overpayment); 

(ii) Affected contract number- and delivery order number, if applicable; 

(iii) Affected conlroct line item or sublinc item, if3pplicablc; and 

(iv) Con1rae1or point of contact 

(2) Provide a copy of the remittance and supporting documentation lo the Contracting Officer. 

(I) All amounts that become payable by the ContrJelor to Bonneville under this contract shall bear simple interest from the date due 
until paid unless paid within 30 day~ ofbccoming due. The interest rate shall be the interest rate established by the Secretary of the 
Treasury. as provided in section 611 of the Contract Disputes Act of 1978 (Public Law95-563). which is applicable to the period 
in which the amount becomes due, and then at the rate appl icablc for each six-month period as established by the Secretary until 
the amount is paicl 

(2) Bonneville may issue a demand for payment to the Conuactor upon finding a debt is due under the contr.ict. 

(3) Final Decisions. The Contracting Officer will issue a final decision as required by BPI 21.3. 11 if-

(i) The Contracting Officer and the Contractor 3JC unable to reach agreement on the existence or 3f00unt of a debt in a timely 
manner. 

(ii) The Contractor foils to liquidate a debt previously dcm:mded by the Contracting Officer within the timclinc specified in the 
demand for paym~-nl unless the amounts wcrc not repaid because the Contractor has requested an insta.llmcnt payment 
agreement; or 

(iii) The Contractor requests a deferment of collection on a debt previously demanded by the Contracting Officer. 

(4) If a demand for payment was previously issued for the debl, the demand for payment included in the final decision shall identify 
the same due date as the original demand for payment. 

(5) Amounts shall be due at the C3rlicst of the following dates: 

(i) The date fixed under this contract 

(ii) The date of the first written demand for paymcnl, including any demand for payment resulting from a default termination. 

(6) The interest charge shall be computed for the actual number of calendar days involved beginning on lhc due date and ending on

(i) The date on which the designated office receives payment from the Contractor; 

(ii) The date of issuance of a Bonneville check/payment to the Contmctor from which an amount otherwise payable has been 
"ithhcld as n credit againSl the contrac1 debt; or 

(iii) The date on which an amount 1vithheld and applied to the contmcl debt would otherwise have become payable to the 
Contnletor. 

(7) The interest charge made under this clause may be reduced under the procedures prescribed in the Bonneville Purchasing 
Instructions 22. I .4.3(b) in effect on the date of this conlnlct. 

(8) Upon receipt and approval of the invoice designated by the Contractor as the "completion im•oicc·• and supporting documentation, 
and upon compliance by the Contractor with all terms of this contract, any outstanding balances will be paid within 30 days unless 
the parties agree otherwise. The completion invoice. and supporting documentation, shall be submillcd by the Contractor as 
promptly as practicable fol101ving completion of the work under this contract, but in no event later than I year (or such longer 
period a.-; the Contracting Officer may appro,,e in writing) from the date of completion. 

(g) Release of claims. The Contractor, and each assignee under an 35!,;gnmcnt entered into under this contract and in effect at the time of 
final payment under this contract, shall upon Bonneville's request, execute and deliver, at the time of and as a condition precedent to 
final payment under this contract, a releac;c discharging Bonneville., its officers, ngents. and employees of and from all liabilities, 
obligations. and claims arising out of or under this contract, subject only lo the following c.~ccptions. 

(I) Specified claims in stated wnounts. or in estimated amounts if the amounts arc not susceptible to ex.:lct Sl3tcment by the ConlrllCtor. 

(2) Claims, together with rcnsonablc incidental expenses, based upon the liabilities of the Contractor to thinl panics arising out of 
performing this contracl, that arc not known to the Contractor on lhc date of the execution of the release, and of which the Contractor 
givc.s notice in writing to the Contract ing Officer not more than 6 year.. ancr the date of the release or the date of any notice to the 
Contractor that Bonneville is prepared to make final payment. whichever is earlier. 

(3) Claims for reimbursement of costs (0th.er than expenses of the Contractor by reason of its indemnification of Bonneville against 
patent liability), including reasonable incidental expenses. incum:d by the Contractor under the tcnns of this contract relating to 
patents. 

Contrnct 80004, Mod 010 Page 12 

0942 



28390010 

(h) Prompt payment. Bonneville will make payment in accordance with the Prompt Payment Act (31 U.S.C. 3903) and prompt payment 
regulations at 5 CFR part 1315. 

(i) Electronic Funds Transfer (EFT). 

(I) Payments under this oontract shall be made by electronic iunds transfer (EFn. Contractor shall provide its taxpayer identification 
number (TIN) and other necessary banking information for Bonneville to ln1kc payments through EFT. Receipt of payment 
information, including any changes, must be received by Bonne,<ille 30 days prior to effective date of the change. Bonneville shall 
not be liable for any payment under this contract until receipt of the correct EFT information from Contractor. nor be liable for any 
penalty on delay of payment resulting frnm incorrect EFT information. Bonneville shall norily the Contractor within 7 days of its 
receipt of EFT information which it determines to be defective. 

(2) If Contractor assigns the proceeds of this contract per Clause 28- 18 Assignment, the Contractor shall require, as a condition of any 
such assignment, that the as.~igncc agrees to be paid by EFT and shall provide its EFT information as identified in (iii) below. The 
requirements of this clau.w shall apply lo the ao;signcc as ifit were the Controctor. 

(3) Submission of EFT banking information 10 Bonneville: The Contractor shall submit EFT enrollment banking information directly 
to Bonnc,•illc Vendor Maintenance Team, using Substillltc IRS Form w9c, Request for Taxpayer ldcntifieation Number and 
Certification. available &om the CO or the Bonneville Vendor Maintenance Team. Contnct and tll3iling information: 

Bonneville Power Administration 
POBox491 
A TIN: 1STS-MOOW Vendor Maintenance 
Vancouver, WA 98666-0491 

email: VcndorMmntcnan~eftl bpa-gov 
phone: 360-418-2800 
fax: 360-418-8904-

(j) Discount. In connection \\;th any discount offered for early payment, time shall be computed from the date of the invoice. For the 
pmposc of computing the discount earned. payment shall be considered to have been made on Lhc date that appears on the payment 
check or the specified payment date ifan electronic funds transfer payment is made. 

I SPECT ION/ACCEPTANCE-FLRM FlXED PRICE (28-5.1) 
(MAR 20 18)(BPI 28.3.4) 

The Contractor shall only tender for ncccptancc those items that conform to the requirements of this contract. Bonneville reserves the right 
to inspect or test any supplies or services that have been tendered for acceptance. BonnC\illc may require repair or replacement of 
nonconforming supplies or rc-pcrfonnnnce of nonconforming services :11 no incrca.c;(: in contract price. If rcpair/replncemcnt or re
performance will not correct the defects or is not possible. Bonneville may seek an equitable price reduction or adequate consideration for 
acceptance of nonconforming supplies or services. Bonneville must exercise ilS post-acceptance r ights: 

(k) \\~thin a reasonable time after the defect was discovered or should have been discovered; and 

(I) before any 5Ubstantinl change occurs in the condition of the item, unless the change is due to the defect in tbe item. 

I "SPECTION/ACCEPTANCE-TIME AND MATERIALS/LABOR RATE (2 8-5.2) 
(MAR 2018)(BPI 28.3.4) 

(a) Bonneville has the right 10 inspect and test all materials furnished and services performed under this contract. to the e,ctcnt pr-.icricablc 
nt all pl3ccs and times, including the period of performance, and in any event before acceptance. Bonneville may also inspect the plant 
or plants of the ConlTnclor or any subcontractor engaged in contract pcrfonnancc. Bonneville ,viii perform inspections and tests in a 
manner that will not unduly delay the work. 

(b) If Bonneville perfonns inspection or tests on the premises of the Contractor or a subcontractor. the Contractor shall furnish and shall 
require subcontrnctors to furnish all reasonable facilities and assistance for the safe and convenient pcrfonmncc of these duties. 

(e) Unless otherwise spcci fied in the contract. Bonneville ,vi II accept or reject services and mntcrials al the place of delivery as promptly as 
practicable after delivery, and they ,viii be presumed accepted 60 days after the date of delivery, unless accepted earlier. 

(d) At any time during contract performance, bui not lmcr than 6 months (or such other time as may be specified in the contract) aflcr 
acceptance of the services or materials last delivered under this contract. Bonnc,illc may require the Contractor to replace or correct 
services or mntcrinls that at time of delivery failed to meet eont:raet requirements. E.xccpl as otherwise specified in paragraph (I) of this 
clause. the cost of replacement or correction shall be determined under Clause 28-42(a)( I Xi), but the ··hourly rate .. for labor hours 
incurred in the rcpbccmcnt or correction sh31l be reduced 10 exclude that portion of the rate attribut3blc ro profit Unless otherwise 
s11ocificd below, the portion of the "hourly rate'" attributable to profit shall be IO percent. The Contractor shall not tender for acccptwicc 
mntcrials and services required to be replaced or corrected ·without disclosing the former requirement for rcplaecmenl or correction, and 
when required, shall discloser the corrective 3<.1ion taken. 

(c) 

(I) If the Contractor fails to proceed \\1th reasonable promptness 10 perform required replacement or correction, and if the replacement 
or correction can be performed within the ceiling price (or the ceiling price as increased by Bonneville), Bonneville may: 

(i) By contract or oLhcrwisc, perform the replacement or correct ion, chru-ge to the Contractor any incn:ascd cost, or deduct such 
increased cost &om any amounts paid or due under this contract: or 

(ii) Terminate this contract for cause. 
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(2) Failure to agree 10 the amount ofincrcascd co5t lo be charged 10 the Contractor shall be a dispute under the Disputes clause of the 
contract. 

(f) otwithstanding paragraph.~ (c)( I) and (2) above, Bonneville may at any time require the Contractor to remcd}• by correction or 
rcplaccmcn1, without cost to Bonneville. any failure by lhc Contmctor to comply with the requirements of this oonlract, if the fuilurc is 
due to: 

(I) Frnud, lack of good faith. or willful misconduct on the pan of the Contractor's managerial personnel; or 

(2) The conduct of one or more of the Contractor's employees selected or retained by the Contractor after any of the Commctor's 
managerial personnel has reasonable grounds 10 believe that the employee is habitually careless or unqualified. 

(g) This clause applies in the same manner and to the same extent 10 corrected or replacement materials or services as to rruncriaJs and 
services originally delivered under this contract. 

(h) The Contractor hns no obligation or liability under this contract to corrcct or replace materials and services that at the time of delivery 
do not meet contract requirements. except as provided in this clause or as may be otherwise ~-pccificd in the contract. 

(i) Unless othenvisc specified in the contract. the Contractor's obligation to correct or replace Bonneville- furnished propcrty shall be 
governed by the clause relating 10 Bonneville propcny, if included in this contract. 

CHANGES (28-6) 
(JUL 20l 3)(BPI 28.3.4) 

Changes in the tcntlS and conditions of this contract may be made only by written agreement of the parties. 

STOP WORK ORDER (28-7) 
(MAR 2018)(BPI 28.3.4) 

(a) The Contracting Officer may, at any time, by written order to the Contractor, require the Contractor to stop all. or any part. of the work 
called for by this contract for :i period of90 wiys ofter the order is dcli,-crcd to the Contractor, and for nny funhcr period to which the 
panics may agree. The order sha.11 be spccifica.lly identified as a stop work order is.rued under this clause. Upon receipt of the order, the 
Contractor shall immediately comply with its tenns and take all reasonable steps to minimize the incum:ncc of costs allocable to the 
work coYcred by the order during the period of work stoppage. Within a period of 90 days after a stop work onlcr is delivered to the 
Contractor. or ,vithin any extension of that period to which the parties shall have agreed. the Contracting Officer shall either-

( I) Cancel the stop work order; or 

(2) Terminate the work covered by the order as provided in the Termination for Bonneville's Convenience clause of this contract. 

(b) If a slop work order issued under thi$ clause is canceled or the period of the order or any extension thereof expires, the Contractor shall 
resume the work. The Contracting Officer shall make an equitable adjustment in the delivery schedule or contract price. or both. and the 
contract shall be modified. in writing. accordingly, if.-

(I) The stop work order rc,,uhs in an increase in the time required for, or in the Contractor's cost properly allocable to. the performance 
ofany part of this contract: and 

(2) The Contractor asserts its right to the adjustment within 30 days after the L-nd of the period of work stoppage: provided that, if the 
Contracting Officer decides the facts justify the action. the Contracting Officer may receive and act upon the claim submitted at 
any time before final payment under this contract. 

(c) If a stop work order is not canceled and the work covered by the order is tcrminrucd for the convenience ofBonne,-ille. the Contracting 
Officer shall allow reasonable costs resulting from the stop work order in arriving at the termination settlement. 

(d) lfa stop work order is not canceled and the work covered by the order is terminated for cause. the Contracting Officer shall allow, by 
equitable adjustment or othcl",visc. reasonable costs resulting from the stop work order. 

FORCE )1AJIWR£/EXCUS,\cBU: DELAY (28-S) 
(JUL 201 3){BPI 28.3.3.6) 

The Contractor shall be liable for default unless nonperformance is caused by an occurrence beyond the reasonable control of the Contractor 
md without its fault or negligence such as. acts of God or lhc public enemy, acts of the Government in either its SO\'Creign or contractual 
capacity. fires, floods, epidemics, quarantine restrictions. 5trikcs, unusually severe wemher, and delays of common carriers. The Contractor 
shall notify the Contracting Officer in writing as soon as it is reasonably possible after the commencement of any excusable delay. setting 
forth the full particulars in connection therewith, shall remedy such occurrence \\~lh all reasonable dispatch, end shall promptly give wriucn 
notice to the Contracting Officer of the cessation of such occum:ncc. 

TERl\flNA TION FOR CAUSE - FIR.'1 FIXED PRICE (28-9.1) 
(MAR 2018)(BPI 28.3.4) 

Bouncvilk may terminate this contract, or any part hereof, for cause in the event of any default by the Conlr',1ctor, or if the Contractor fails 
to comply with any contract terms nnd conditions, or fails to pro\•ide Bonneville, upon request, with adequate assurances of future 
performance. In the event of termination for cause. BoMcviHc shall not be liable lo the Contractor for any amount for supplies or services 
not accepted. and the Contractor shall be liable to Bonneville for any and all rights and rcmcdie.~ provided by law. If it is determined that 
Bonneville improperly terminated this contract for default, such termination shall be deemed a termination for convenience.. 
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TERMJ.NA TION FOR CA USE - -TIME AND MA T ERlALS/LABOR RA TE (28-9.2) 
(MAR 20l8)(BPI 28.3.4 ) 

Bonne\'llk may terminate this contract. or any pan hereof, for cause in the e\·cnl of any default by the Contractor, or if 1hc Contractor fails 
to comply with any contract tcmlS and conditions. or fails 10 provide Bonneville, upon wriucn request, with adequate assurances of future 
performance. Subject to the tcnns of this contrncl. the Contractor shall be paid an amount computed under Clause 28-4.2 Payment-Time and 
Matcrfals/1..:lbor-Hour. but the ~hourly rn1c" for l:ibor hours expended in furnishing ,vorl.: not delivered lo or accepted by Bonneville shnll be 
reduced 10 exclude that portion of the rate aitnbutablc to profit Unkss otherwise specified in Clause 28-52(d) lnspcction/Acccpiancc-Timc 
and Materials/Labor-Hour. the ponion oflhe "'hourly rntc~ attribumblc to profit shall be 10 percent. In the event oftcnnination for cause, the 
Conlroclor shall be linblc 10 Bonneville for uny und all right~ and remedies provided by law. If ii is determined that Bonneville improperly 
terminated this contract for defnull, such lcnmnation shall be deemed a termination for convenience. 

TERM ll'>ATJOi'> FOR BPA'S C Oi'\'VE ' IE 'C E-FIRM FIXED PRICE (28-10.l) 
(MAR 2018)(BPI 28.3.4) 

Bonneville reserves the right 10 terminate this contrae.t. or any pan thereof, for its sole convenience. In ihc event of such termination. lhc 
Contractor shall immediately stop all work hereunder and shall immediately cause :lily and all of its suppliers and subcontractors to cease 
work. Subject to the terms of this contract. the Contractor shall be paid an amount for direct labor hours (as defined in the Schedule of the 
contract) determined by multiplying the number of direct labor hours expended before the effective date of termination by the hourly ratc(s) 
in the contract, less any hourly rate payments already made to the Contractor plus reason3ble charges the Contractor can demonstrate to 1hc 
satisfaction of Bonneville using iL~ standard record keeping system that have resulted from the termination. The Contractor shall not be 
required to comply with the cost accounting standards or contract cost principles for this purpose. This paragraph does not give Bonneville 
any right to audit lhc Contractor's records. The Contractor shall not be paid for :my work pcrfonncd or costs incurred which reasonably could 
have been avoided. 

TERMlNATION FOR BPA'S CONVENl E "CE-TIME Ai'ID MATERIALS/LABOR RATE (28-10.2) 
(MAR 20l8)(BPI 28.3.4(R), BPI 28.3.3.7) 

Bonnc\ilk reserves the right to terminate this contract, or any part thereof, for its sole c-0nvenicncc. In the event of such termination, the 
Contractor shall immediately stop all wo.rk hereunder and shall immediately cause any and all of its suppliers and subcontractors to cease 
work. Subject to the terms of this contract. the Contractor shall be pa.id an runount for direct labor hours (as defined in the Schedule of the 
contract) dcumnincd by multiplying the number of direct labor hours expended before the effective date of termination by the hourly ratc(s) 
in the contract, less any hourly role payments already made to the Contractor plus reasonable charges the Contractor can demonstrate to the 
satisfaction of Bonneville using its standard !'IXX>rd keeping system that ha\'C resulted from the termination. The Contractor shall not be 
required to comply with the cost accounting standards or contract cost principles for this purpose. This paragraph docs not give Bonneville 
any right to audit the Contractor's records. The Contractor shall not be paid for any wori< pe.rfonncd or costs incurred which reasonably could 
have been avoided. 

WARRANTY (28-11) 
(JUL 20l3)(BPI 28.3.4) 

The Contractor warrants and implies that the items delivered hereunder arc merchantable and lit for use for the particular purpose described 
in this contract. All c,cprcss warranties offered by the Contractor shall be incorporated into this contract. 

LIMITATION OF LIABILITY (28-12) 
(JUL 20l3)(BPI 28.3.4) 

Except as otherwise provided by an express warranty, the Contractor shall not be liable to Bonneville for cons...-qucntiaJ damages resulting 
from any defect or deficiencies in accepted items. 

DISPUTES (28-13) 
(JUL 2013)(BPJ 28.3.4) 

This contract is subject to the Contract Disputes Act of 1978. as amended (41 U.S.C. 7101 -7109). Failure of the panics to this contmct to 
reach agreement on 3ny request for equitable adjustment. claim. appeal. or action arising under or relating to this contract shall be a dispute 
to be resolved in acconlancc with the clause at BPI Clause 21 -2 Disputes, which is incorporated by reference. The Contractor shall proceed 
diligently 1vith performance of this contract. pending final resolution of any dispute under the eontrJeL 

lNDEM IFICAT ION (28-14) 
(MAR 2018)(BPI 28.3.4) 

The Contractor shall indemnify Bonn<.-villc and its officers, employees, and agents against liability. including costs, for actual or alleged 
direct or contributory infringement of. or inducement to infringe, any United States or foreign patent, trademark, or copyright, arising out of 
ihc performance of this contract. provided the Contractor is reasonably notified of such claims and proce<.'(fings. 

TITLE (28-16) 
(MAR 2018)(BPI 28.3.4) 

Unless specified elsewhere in this contract, title to items furnished under this contract shall pass to Bonneville upon acceptance, rcganlless 
of when or where Bonneville takes physical possession. 
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TAXES (28-17) 
(JUL 2013)(BPI 28.3.4) 

The contract price includes all applicable Fcdernl. State. and local ta.,:cs and duties_ 

ASSl G~MENT (28-18) 
{MAR 2018) {BPI 28.J.4) 

The Contr.iclor or its assignee may assign rights 10 receive payment due as a result of performance of this contract to a bank. truSI company, 
or other financing institution, including any Federal lending agency in accordance with the Assignment of Claims Act (31 U.S.C. 3727). 
However. when a third pany makes paymcn1 (e.g. use of a Bonnc\'illc purchase card), the Contractor may not assign its rights to receive 
payments under this contract. 

OTHER COMPLIANCES (28-19) 
(JUL 201J)(BPI 28.3.4) 

The Contractor shall comply with all applicable Federal, State and local laws. executive orders, rules and regulations applicable to its 
performance under this eontraei. 

REQUIREME ITS UNIQUE TO COVERN)I EXT CONTRACTS - SERVICES (28-20.2) 
(;\1AR 20 18 )(BPI 28.3.4) 

The ContrJctor shall comply with the following clauses that arc incorporated by reference to implement provisions of law or Executive 
Ordcr.1 applicable to acquisit ions of commercial services: 

APPLICABLE TO ALL SOLICIT A TIO NS ANO CONTRACTS: 

(a) The following clauses arc applicable to Ml contracts and solicitation.~: 

(I) Organizational ConOicts of Interest (Clause 3-2) 

(2) Certification. Disclosure and Limitation Rcgnrding Payments to Influence Certain Federal Transactions (Clause 3-3) 

(3) Contractor Policy to Ban Text Messaging While Driving(Clausc 15-14) 

(4) Contractor Employee Whistleblowcr Rights (Clause 3- 10) 

(5) Utilization of Supplier Di,•crsity Program Categories (Clause 8-3) 

(6) Restriction on Certain Foreign Purchases (Clause 9-8) 

(7) Combating Trafficking in Persons (Clause 10-25) 

(8) Printing (Clause 11-9) 

(9) Ozone Depicting Substances (Clause 15-7) 

( I 0) Refrigeration Equi pmcnt (Clause 1.5-8) 

( 11) Energy Efficiency in Energy Consuming Products (Clause 15-9) 

(12) Recovered Materials (Clause 15- 10) 

( 13) Bio-Based Materials (Clause 15-11) 

( 14) Acceleration of Payments to Small Business Contractors (Clause 22-21) 

(15) Subcontract ing with Ocbam:d or Suspended En1itics (Clause 11-7) 

(16) Affirmative Action for Workers with Disabilities (Clause 10-2) except under the lbllowing conditions-

(i) Work pcrfonncd outside the United States by employees who were not recruited within the United States; or 

(ii) Contracts with Stale or local governments (or any agency, instrumentality. or subdivision) when that entity docs not participate 
in work on or under the contract. 

( 17) Equal Opportunity (Clause I 0-1) except under the follo\\ing conditions -

(i) Work performed on or within 40 miles of an Indian re.,;crvntion "'here n Tribal Employment Rights Ordinance {TERO) is 
known to be in cfTcct; 

(ii) Work performed outside the United States by employees who were not recruited within the United States; 

(iii) Individuals (as opposed to a firm with multiple employees); or 

(iv) Con1raets wi1h State or local governments or any agency, instrumentality or subdivision thcrco[ 

( 18) Minimum Wage for Federal Contracts (Clause 10-28). except for work performed outside the Uni led States by employees recruited 
outside the United States. 

( 19) Buy American Act- Supplies (Clause 9-3) except for the purchase of-
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(i) Civil airrnift and related articles: 

(ii) Supplies subject to trade agreement thresholds; or 

(iii) Commercial IT equipment and supplies. 

(20) Examination of Records. 

(i) The Comptroller General of the United Strites. an appropriate Inspector General appointed under section 3 or 8G of the 
l.nspcctor General Act of 1978 (5 U.S.C. app.), the Con1racting Officer or authorized rcprescnuuivcs thereof shall have access 
lo and right to-

(A) Examine any of the Contractor 's or any subcontractors· records that pertain 1.0. and involve transactions relating 10, this 
contract: and 

(B) Interview any officer or employee regarding such transactions. 

(ii) The Conlmctor shall make available at its offices al all reasonable limes the records. materials. and other evidence for 
examination. audit, or reproduction, until thn:c years sflcr final payment under this contracL If this contract is completely or 
partially tcnninatcd. lltc records relating to the work tcnninatcd shall be made a1•ailable for three years after any resulting final 
termination scttlemenL Records rel3ting to appeals under the disputes clause or to litigation or the settlement of claims arising 
under or relating to this contmct sh311 be made available until such appeals. litigation. or claims arc finally resolved. 

(iii) As used in this clause, rccords include books, documents. accounting procedures and practices, and other data .. rcgnrdlcss of 
type and regardless of fonn. This docs not require Contr:ictor to create or maintain any record that the Contractor docs not 
maintain in the ordinary course of business or pursuant to a provision oflaw. 

APPLICABLE TO ALL SOLICITATIONS AND CONTRACTS ABOVE Sl50K: 

(b) ln addition to the requirements above. the foUowing clauses arc applicable to all contracts and solicitations that exceed or arc c.,pccted 
to exceed SI SOK: 

(I) Equal Opponunity for Vctcr.m,,(Clnuse 10- 19) 

(2) Employment Reports on Veta-ans (Clause I 0-20) 

(J) Contract Work Hours and Safety Standards Act - Overtime Compensation (Clause 10-21) 

(4) Nondisplacemcnt of Qualified Workers (Clause 23-5). except for: 

(i) Contracts and subcontracts awnrdcd pursuant to 41 U.S.C. chapter 85. Committee for Purchase from People Who Arc Blind 
or Severely Disabled; 

(ii) Guard. elevator operator. messenger. or custodial services provided to the Government under contracts or subcontracts with 
sheltered workshops employing the "severely handicapped" as described in 40 U.S.C. 593: 

(iii) Agreements for ,·ending facilities entered into pursuant to the preference regulations issued under the Randolph Sheppard Act. 
20 U.S.C. 107: or 

(iv) Service employees who were hired lo work under a Federal service contr.1et and one or more non federal service contracts as 
part of a single job, provided that the service employees were not deployed in a manner that was designed to avoid the purposes 
of this subpart. 

(v) Employment Eligibility Verification (Clause 10- 18). All solicillltions, contracts and lGCs; unless one. or more, of the 
following conditions exists: 

(A) Arc only for work lltat will be performed outside the United States: 

(B) Arc fora period of pcrfonnance oflcss than 120 days; or 

(C) Arc only for: 

(I) Commcreially available off-the-shelf items; 

(2) Item.~ that would be COTS items, but for minor modifications (:n ddincd in BPI 2.2); or 

(3) Commercial services that are -

(i) Part oflhe purchase ofa COTS item {or an item that would be a COTS item, but for minor modificaltonsJ; 

(ii) Performed by the COTS provider; and 

(iii) Arc normally provided for that COTS item. 

(4) Arc with other U.S. federal government agencies. 

ADDITIONAL REOUIREME TS FOR SUBCONTRACTS 

(e} The Contractor shall include lltc requirements in the following clauses in its subcontracts when these c lauses arc included in the 
BonnNillc contract for commcrci31 items or service$: 
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(I) Paragraph (c} E:umin111ion or Record of this clause. This paragraph shall be included in all subcontracts. C.'(ccpl the authority of 
the lnspectorGencrnl under paragraph (e)(2) does not now down: and 

(2) Those clatL-.cs contained in this paragraph (d)(2). Un)e._<;.5 otherwise indicated below. the extent of the rcquill!ment shall be as 
identified by the clause: 

(i) Contractor Employee Whistlcblower Rights (Clause 3- 10) 

(ii) Utili:zn1ion of Supplier Divc,sity Program Calcgorics (Clause 8-3). if the subcontract offers further subcontracting 
opportunities 

(iii) Equal Opportunity (Clause 10- 1) 

(iv) Affinnative Action for Workers with Disabilities (Clal.15C 10-2) 

(v) Employment Eligibility Verification (Clause 10-18). unless subcontracting for commercial itetn'> 

(vi) Equal Opportunity for Veterans (Clause I 0-19) 

(vii) Employment Reports on Veterans (CJ:,use 10-20) 

(viii) Contmct Work Hours and Safety Standards Acl (Clause 10-21) 

(ix) Combating Tranicking in Persons (Clause I 0-25) 

(x) Minimum Wage for Federal Conlraets (Clause 10-28) 

(xi) Subcontracting with Debarred or Suspended Entities (Clause 11 -7). unless subcontracting for COTS items 

(xii) Acceleration of Payment~ to Small Business Contrnctors (Oau.-.c 22-21 ) 

(xiii) Nondisplaccrncnt of Qualified Workers (Clause 23-5) 

(d) Text of clauses incorporated by reference is available at: http://wwv,.bpa.gov/Doing•',,'.!0Busim.,s$/purchasc/Pag.:s/dcf.mltaspx. 

ORDER OF PRECEDENCE (28-2 1) 
(J UL 2013)(BPI 28.3.4) 

Any ineonsiStcncics in this solicitntion o r contmct shall be resolved by giving precedence in the following order. 

(a) The Schedule of Pricing. 

(b) The A.,;.,ignmcnts. Disputes, Payments, Invoice. Other Compliances. and Requirements Unique to Government Contracts clauses o f this 
contract. 

(c) Soliciuuion pro,'lSions if this is o soliei1a1ion. 

(d) Other documcms. exhibits, ru1d auachmcnts. including any license agreements for computer software. 

(c) The specification or stalcmcnt of work. 

APPLICABLE LAW (28-22) 
(J UL 2013)(BPI 28.3.4) 

United Statcs law will apply to rcsoh•e any claim ofbrcach of this contract. 
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UNJT 2 - OTHER CLAUSES 

RESTRICTION 0 ~ COMMERCIAL AD\'ERTlSI 'G (3·9) 
(MAR 2018) (BPI 35 .2} 

The Contractor agrees that without the Bonneville Power Administrntion 's (Bonnc,<illc) prior written consent, the Contractor shall not use 
the names, visual representations, service marks and/or trademarks of Bonneville or any of its affiliated entities, or reveal the terms and 
conditions, specifications, or smtemcnt of work, in any manner, including. but not limited lo. in any advertising, publicity release or sales 
presentation. The Contractor will not stntc or imply that Bonneville endorses a product, project or commercial line of endeavor. 

PRIVACY PROTECTI0:-1 (S-2) 
(MAR 2018)(BPI 5.1.4 ) 

The contractor a.cknowlcdgcs and agrees that, in the course of its contract "~th Bonneville, contractor will receive or access personally 
idcn1ifiablc infonnation (PII) belonging to Bonneville. Conll'Tlctor represents and warrants that its coll1..-ction. access, use, storage, disposal. 
and disclosure of PII will comply \vith all applicable privacy laws and regulations. including the Privacy Act (5 U.S.C. § 552:i). the E
Govc:mmcnt Act (44 U.S.C. § IOI). and DOE rcgul:itions ( 10 CFR § 1008. ct seq.). Contractor is responsible for the actions and omissions 
of its employees for the handling of Prl. Thc contractor agrees to: 

(a) Maintain all Pll in strict confidence, using such degree of care as is appropriate to avoid improper access, use. or discloswc; 

(b) Limit ac~css to Pll to contractor employees who need the infonn:ition to complete II job function ; 

(c) Have a documented process for training contractor employees on PII security and privacy; 

(d) Have a docwnentcd proccs.~ for reporting and handling PII security breaches; 

(c) Report any PII security breach to Bonnc,~llc within 24 hours of the breach; 

(t) Use and disclose Pll exclusively for the purposes for which the PU. or access to it. is provided. and not use. sell rent transfer, distribute. 
or otherwise disclose or make available PII for the contrnctor 's own purposes or for the benefit of anyone othcr than Bonneville ";thout 
prior written consent: 

(g) As pcnnittcd under current Federal law. allow access to data to authorized Federal agencies. and to individuals wishing to verify their 
own PU: 

(h) Agree that the Federal Government retains ownership of the data at all t imes; 

(i) Seek express wriuen consent from Bonneville before storing any PII on datn servers, including redundant servers, which physically 
reside outside of the United States: 

(j) Implement administrati\•e, physic:il, and technical safeguards to protect PII that arc no less rigorous than accepted industry and 
government practices (NIST 800-53 rcv4 and Moderate FlPS-199). and ensure that all such safeguards comply with applicable Federal 
data protection and privacy laws, as well as the terms and conditions of this a1:,,rccment; 

(k) Maintain a docwncnted process to address ih.: removal of PU upon termination of the contract: and 

(I) Upon completion or termination 01 the contr.ic[. promptly return to Bonneville a copy of all Bonneville data in il:I possession. securely 
destroy all othcrcopics, and certify in writing to Bonneville that all Bonneville Pl! has been returned to Bonneville or securely destroyed. 

OPTIO~ TO EXTE D S ERVICES (7-39) 
(MAR 2018) (BPI 7.9.8) 

Bonnc,<illc may require continued performance of any services within the limits and at the rates specified in the contract. These rates may be 
adjusted only as a result of revisions to prevailing labor mies provided by the Secretary of Lnbor. The option provision may be C.'<creisoo 
mon: than once, but the total extension of pcrfonnancc hereunder shall not exceed 6 months. The Contracting Officer may exercise the option 
by advance written nottce to the Contractor within 60 calendar days. 

OPTIO~ TO E}CfEND THE TERM OF THE COl\'TRACT (7-40) 
(MAR 2018) (BPI 7.9.8) 

(a) Bonneville may c.,;tcnd the term of this contract by advance \\Tittcn notice to the Contractor \\<ithin 60 calendar days; provided that 
Bonnc,~llc gives the Contractor a preliminary wriucn notice of it.s intent to extend at least 60 calendar days before the contract expires. 
The preliminary notice docs not commit Bonneville to an extension. 

(b) If BonnC\<illc exercises this option, the extended conlr.ict shall be considered to include this option clause. 

(c) The total durat ion of this contract. including the exercise of any options under this clause; shall not exceed 5 years and 7 months. 

LIQULDATED DAMAGES - SMALL BUSINESS S UBCONTRACTl!liG PLAN (8-5) 
(MAR 2018) (BPI 8 .3.4.1) 

(a) "Failure to make a good fuith cffon to comply with the subcontracting plan," as used io this clause, means a willful or intentional t'ailurc 
to perform in accordance with the subcontracting plan approved under this contract. or \\<illful or intentional action to frustrate the plan. 

(b) If ihc Contractor has failcd to meet its subcontracting goals and tho Contracting Officer decides th.at the Contrnctor failed to make n 
good faith effort to comply with its subcontracting plan, the Contractor shall pay Bonneville liquidated damages in an amount stated. 
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The amount of damages :i1tribut.1blc to the Contractor's failure to comply shall be wt amount equal to the actunl doll:1r amount by which 
the contractor failed to achieve each subcontract goal. or in the case of a col'llJTlcrcial products plan, that portion of the dollar amount 
all~blc to the Bonneville contract by which the Contractor failed to achieve each subcontract goal. 

(c) Before the Contracting Officer makes a final decision that the Contractor has failed to make such good faith effort, the Contracting 
Officer shall give the Contractor written notice specifying the failure and permitting the Contractor to demonstrate what good faith 
efforts have been made. Failure to respond to the notice may be taken as an admission that no valid explrumtion exists. If the Contracting 
Officer finds that the contractor failed to make a good faith effort to comply with the subcontracting plan, the Contracting Officer shall 
issue a final decision to that effect and require that the Contractor pay the Government liquidated damages as provided in paragraph (b) 
of this clause. 

(d) With respect to approved commercial products plans, i.e .. company•\~idc or division-\\tjdc subcontracting plan.~ the Contracting Officer 
of the agency that originally approved the plan will exercise the functions of the Contracting Officer under this clause on behalf of all 
agencies that nwordcd contracts covered by that commercial products plan.. 

(c) The Contractor shall have the right of appeal. under the clause in this contract entitled Disputes, from any final dccisfon of the 
Contracting Officer. 

(I) Liquidated drunngcs shall be in addition to any other remedies that the Government may have. 

SERVICE CO'.'ITRACT LABOR STANDARDS ( 10-3) 
(MAR 2018)(BPI 10.2.2.3) 

(a) Definitions. As used in this c:lousc-

"Act" means the Scn•icc Conlrnct Labor Standards statute (41 U.S.C. § 6701-6707, ct seq.). 

"Contractor" when used in any subcontract, shall include the subcontractor. except in the term "Bonneville Prime Contractor." 

"Service employee" means any pcn;on crigagcd in the performance of this cont:racl other than any person employed in a bona fide 
executive. administrative, or profcs.~ional capacity. as these terms arc defined in Part 541 ofTitlc 29. Code of Federal Regulations. as 
revised. It includes all service persons regardless of any contractual relationship that may be alleged to ex.isl between a Contractor or 
subcontractor and such persons. 

(b) Applicability. This contract is subject to lhc following provisions and 10 all other applicable provisions of the Act and regulations of the 
Secretary of Labor (29 CFR Part 4). This clause docs not apply to contracts or subcontracts administratively CXCf11>1ed by the Sccrcrary 
of Labor or exempted by 41 U.S.C. 6702, as interpreted in Subpart C of29 CFR Pa.n 4. 

(c) Compensation. 

(I) Each service employee employed in the performance of this contract by the Contractor or any subcontractor shall be paid not less 
than the minimum monetary wages and shall be furnished fringe benefits in accordance with the wages and fringe benefits 
determined by the Sccrcto.ry of labor. or authorized reprcscntali\'e. as specified in any wage determination attached to this contract. 

(2) 

(i) If a wage deh:rmination is attached to this contract, the Contractor shall classify any class of service employee not listed 
therein which is to be employed under the contract li.c., the work to be performed is not pcrfonncd by any classification listed 
in the wage determination) so as 10 provide a reasonable relationship (i_c., appropriate level of s.kill comparison) between such 
unlisted clm,sifications and the classifications listed in the wage determination. Such conformed class of employees shall be 
paid the monetary wages and furnished the fringe benefits which arc determined pursoont to the proccdures in this paragraph 
(c). 

(ii) This conforming procedure shall be initiated by the Contrador prior to the performance of contract work by the unlisted claSli 
of employee. The Contractor shall submit Standard Form (SF) 1444, Request for Authorization of Additional Classification 
and Rate, to the Contrncting Offic~r (CO) no Inter than 30 day,; after the unlisted class of employee perfonns any contract 
work. The CO shall review the proposed classification and rate and promptly submit the completed SF 1444 (which must 
include information regarding the agreement or disagreement of the employees' authorized representatives or the employees 
thcm..,;clves together with the agency rocommcndation), and all pcn incnt informntion to the Wage and Hour Division, 
Employment Standards Administration, U.S. Department of Labor. The Wage and Hour Division will approve, modify, or 
disapprove the action or render a final determination in the event of disagreement within 30 days of receipt or will notify the 
CO \\ilhin 30 days of receipt that additional time is necessary. 

(iii) The final determination of the conformance action by the Wage a.nd Hour Division shall be transmitted 10 the Contracting 
Ofliccr who shall promptly notify the Contractor of the action taken. Euch affected cmplO)'CC shall be furnished by the 
Contmctor with a written copy of such dc~crrnination or it shall be posted as a part of the wage determination. 

(iv) Establishing rates. 

(A) The process of establishing wage and fringe benefit rates that bear a reasonable relationship to those listed in a wage 
determination cannot be reduced to any single formula. The approach used may vary from wage determination to wage 
determination, depending upon the circumstances. Standard wage and salary administration practices which rank various 
job classifications by pay grade pursuant to point schemes or other job factors may. for example. be relied upon. Guidance 
may nlso be obtained from the way different jobs arc rated under federal pay systems (Federal Wage Board Pay System 
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and the Gcncr,11 Schedule) or from other wage determinations issued in the same locality. Basic to the cstlblishmcnt of 
any conformable wage rate(s) is the concept that a pay relationship should be maintained between job classifications 
based on the skill required and the duties performed. 

(B) In 1hc case of a controci modification, an exercise of an option or extension of an c.xisting contraci, or in any other case 
where a contract succeeds a contract under which the classification in question was previously conformed pursuant to 
parngrnph (c) of this clause, a new conform~-d \\0Jge rate and fringe benefits may be as.~igned to such conformed 
classification by indexing (i.e., adjw;ting) 1hc previous conformed rate and fringe benefits by an amount equal 10 the 
average (mean) percentage increase (or decrease. where appropriate) be1wecn the wages and fringe benefits specified for 
nil classilications to be u.~ed on the contract which arc listed in the current wage determination, and those specified for 
the corresponding classifications in the previously applicable ·wage dctcnmnation. Where conforming actions arc 
accomplished in accordance with this paragraph prior to the perfonnance of contract work by the unlisted class of 
employees. the Contractor shall advise the CO of the action taken. but the other procedures in paragraph (c)(2)(ii) of this 
section need not be followed. 

(C) 'o employee engaged in performing work on this conlr3et shall in any event be paid less than the currently applicable 
minimum wage specified under section 6(a)(l) of the Fair Labor Standards Act of 1938. as amended. 

(v) The w-.1gc rate and fringe benefits finally determined under this subparagraph (cX2) of this clause shall be paid to all employees 
performing in the cl:issification from the first day on which conrract work is performed by them in the classification. Failure 
Lo pay the unlisted employees the compensation agreed upon by the interc:.tcd parties ancVor finally determined by the Wage 
and Hour Division retroactive to the date such class of employees commenced contract work shall be a violation of the Act 
and lhi.~ contract. 

(vi) Upon discovery of failure to comply with subparagraph (cX2) of this clause, the Wage and Hour Division shall make a final 
determination of conformed classification. wage rate. and/or fringe benefits, which shall be n:troacti\.C to the date such class 
or classes of employees commenced contract work. 

(3) Adjustment of compensation. If the term of this contract is more than one year. the minimum monetary wages and fringe benefits 
required to be paid or furnished thereunder to service employees under this contt3CI shall be subject to adjustment after one :r-car 
and not less often than once every two year.;, under wage determinations issued by the Wage and Hour Division. 

(d) Obligation to furnish fringe benefits. The Contractor or subcontractor may discharge the obligation to furnish fringe benefits specified 
in the attachment or determined under subparagraph (c)(2) of this clause by furnishing equivalent combinations of bona fide fringe 
benefits, or by m:iking equivalent or differential cash payments only in accordance with Subpart D of29 CFR Part 4. 

(e) Minimum wage. In the absence of a wage determination for this contract. neither the Contractor nor any subcontractor under this contract 
shall pay any person performing work under this contract (regardless of whether the person is a service employee) less than the minimum 
wage specified by section 6(a)(l) of the Fair Labor Standards Act of 1938. Nothing in this clause shall relieve the Contractor or any 
subcontractor of any other obligation under law or c:ontraet for the payment of a higher wage to any employee. 

(f) Successor contracts. If this contract succeeds a contract subject 10 the Act under which subsiantinlly the srune services were furnished 
in the amc locality, and service employees were paid wages and fringe benefits provided for in a collective bargaining agreement. in 
the absence of the wage determination for this conlr3ct setting forth such collectively bargained wage rates and fringe benefits, neither 
the Contractor nor any subcontractor under this contract shall pay any service employee performing any of the controct work (regardless 
of whether or not such employee was employed under the predecessor conlr.let), less thnn the wages nnd fringe bcncfit.s provided for in 
such collective bargaining agreements, to which such employee would have been entitled if employed under the predce6sor contract. 
including accrued wages and fiingc benefits and any prospective increases in wages and fringe benefits provided for under such 
agreement. No contractor or subcontractor under this contr.ict may be relieved of the foregoing obligation unle~s the limitations of29 
CFR Part 4 .1 b(b) apply or unless the Secretary of Labor or the Secretary's authorized rcpn:scnlati,,e finds, after a hearing as provided 
in 29 CFR Part 4. 10, that the wages and/or fringe benefits provided for in such agreement arc substantially :u variance \\~th those "hich 
prevail for services of a character similar in the locality, or determines., as provided in 29 CFR Part 4. 11, that the collective bargaining 
agreement applicable to service employees employed under the predecessor contract was nol entered into as a result of ann's-lcngth 
negotiations. Where it is found in accordance with the review procedures provided in 29 CFR 4.10 and/or 4.11 and Parts 6 and 8 that 
some or all of the wages and/or fringe benefits contained in a predecessor Contractor's collective bargaining agreement are substantially 
at variance with those which prevail for similar scn~ccs in the locality, and/or that the collective bargaining agreement applicable to 
service employees employed under the predecessor contract was not entered into as a result of ann's-kngth n.cgotiations. the Department 
"ill issue a new or revised wage determination setting forth the applicable wage rates and fringe benefits. Such dctcnnination shall be 
made part of the contract or subcontract, in ac1..-ordancc ,vith the decision of the Administrator, the Administrative Law Judge, or the 
Administrative Review Board. a.~ the case may be. irrespective of whether such issuance occurs prior to or after the award of n conlr3ct 
or subcontTact (53 Comp. Gen. 40 I ( 1973)). In the case of a wage determination issued solely as a result of a finding of substantial 
variance, such determination shall be cffcc1ivc as of the date of the final administrative decision. 

(g) Notification to employees. The Contractor and any subcontrnc1or under this contract shall notify each service cmployre commencing 
work on this contract of the minimum monetary wage and any fringe benefits required to be paid pursuant to this contract. or shall post 
the wage determination attached to this contract. The poster provided by the Department of Labor (Publiemion WH 1313) shall be posted 
in a prominent and accessible place at the worksite. Failure to comply with this requirement is a violation of section 2(aX4) of the Act 
rutd of this contract. 

(h) Safe and saniwy working conditions. The Contractor or subcontractor shall not permit any part of the services called for by this contract 
to be performed in buildings or surroundings or under working conditions provided by or under the control or ~-upcrvision of the 
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Conlractor or subcontractor which arc unsanitary, hazardous. or dangerous to the hcallh and safety of the service employees. The 
Contractor or subcontractor shall comply with the safety and health standards applied under 29 CFR Part 1925. 

(i) Rcconk 

( 1) The Contractor and each suboontractor performing work subject to the Act shall make and maintain for three years from the 
completion of the work, and make them :ivailablc for inspection and transcription by :iuthorizcd representatives of the Wage and 
Hour Division, Employment Standards Administration, a reconl oft.he following: 

(i) For each t."11lployec subjc.-cl to the Act: 

(A) Name. address .md social security number: 

(B) Correct work classification or classifications, rate or r,llcs of monetary wages paid and fringe benefits provided. rate or 
rates of payment in lieu of fiinge benefits and total daily and wcckly compensation: 

{C) Daily and weekly hours worked by c:ich employee: and 

(D) Any deductions. rebates, or refunds from the total daily or weekly compensation of each employee. 

(ii) For those classes ofscn~cc employees not included in any wage determination mtachcd to this contract. wage rates or fringe 
benefits determined by the interested panics or by the Administrator or authorized rcprcscmativc under the terms of paragraph 
(iii) of this clallliC. A copy of the report required by !subdivision (c)(2)(iv)(B) of this clause will fulfill this requirement. 

(iii) Any list of !he predce<.,.~r Contractor's cmplo)'l:CS which had been furnished to the Contractor as prescribed by paragraph (a) 
of this clause. 

(2) The Contractor shall also moke available a copy of this contract for inspection or transcription by authorized representatives of the 
Wage and Hour Division. 

(3) Failure to make and maintain or to make available these records for inspection and transcription shall be a violation of the 
regulations and this contract, and in the case of failure to produce these records, the CO. upon direction of the Deportment of Labor 
and notification of the Contractor, shall take action to cause suspension of any further payment or advance of ftmd!> un1jl the 
violation ceases. 

(4) The Contractor shall permit authorized representatives of the Wage and Hour Division to conduct inlcnriews \\ilh employees at the 
worksitc during normal working hoW1>. 

(j) Pay periods. The Contn1ctor shall unconditionally pay to each employee subject to the Act all wages due free and clear and ,~ithout 
subsequent deduction (except as othcnvisc provided by law or regulations. 29 CFR Pan 4 ), rebate. or kickback on any account. These 
payments shall be made no later than one pay period following the end of the regular pay period in which the wages were earned or 
accrued. A pay period under this Act may not be of any duration longer than semi-monthly. 

(k) Withholding of payments and termination of contract. The CO shall withhold or cause lo be withheld from the Bonneville prime 
contractor under this or any other Government contract with the prime contractor such sums as an appropriate official of the Department 
of Labor requests. or such sums as the CO decides may be necessary to pay underpaid employees employed by the Contractor or 
subcontractor. In the event of failure to pay any employees i."llbjcct to the Act all or part of the w:igcs or fringe benefits due under the 
Act, the CO may. after authorization or by direction of the Dcpanmcnt of ubor and written notification to the Contractor, talcc action 
to cause suspension of any fun.her payment or advance of funds until such violations ha,-c ceased. Additionally, any failure to comply 
,vith the requirements of this clause may be grounds for termination of the right to proceed with lhc contract work. In such event, the 
Bonneville may enter into other contracts or arrangements for completion of the work, charging the Contractor in default with any 
additional cost. 

(I) Suboonlr.lets. The Contractor ag,ccs to include this clause in all subcontracts subject to the Act. 

(m) Collective bargaining agreements applicable to service employees. If wages to be paid or fringe benefits to be furnished any service 
employees employed by the Bonneville prime contractor or any subcontractor under the contract arc provided for in a collective 
bargaining agreement which is or will be cffccti,·c during any period in which the contract is being performed, the Bonne,,ille prime 
contractor shall report such fuct to the CO, together w1th full information as to the application and accrual of such wages and fringe 
benefits, including any prospective increases, to service cmplo:,,-ces engaged in worlc on the contract, and a copy of the collective 
bargaining a.greemenl. Such report shall be made upon commencing performance on the contract. in the case of collccti\'e bargaining 
agreements effective at such rime. and in the case of such agreements or provisions or amendments thereof cfTccrivc at a later time 
during the period of contract performance, such agn..--cmcnts shall be reported promptly aflcr negotiation thereof. 

(n) Seniority Lists. Not less than ten days prior to completion of any contract being pcrfonncd at a Bonneville facility where service 
employees may be retained in the performance of the succeeding contract and subject to a wage determination which contains vacation 
or other benefit provis.ions based upon length of service with a contractor (predecessor) or successor (29 CFR Part 4 .173), the incumbent 
prime contractor shall furnish to the CO a certified list of the names of all service employees on the Contr.1ctor's or subcontractor's 
payroll during the last month of contract performance. Such list shall also contain anniversary dates of employment on the contrnct 
either with the current or predecessor contractors ofoach such scrvk-c: employee. 1l1e CO shall provide this list t.o the successor contractor 
al the commencement of the succeeding contract. 

(o) Rulings and interpretations. Rulings and interpretations of the Act arc con1aincd in 29 CFR Part 4. 

(p) Contractor's certification 
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(I) By entering into this contract. the Contractor (and officials thereof) certifies that neither ii (nor he or she) nor any person or firm 
who bas a substantial inlcn:sl in Contractor's firm is a person or firm ineligible lo be aw·drded \,l()\'Cmmcnl conlmcts by virtue or 
the sanctions imposed under section 5 of the Act. 

(2) No part of this contract shall be subcontracted io any person or firm ineligible for award or a Government contract under section 5 
oflheAcl. 

(3) The pclllllly for making false statement.~ is prescribed in the U.S. Criminal Code. 18 U.S.C. I 00 I. 

(q) Variations. tolerances and exemptions involving employment. ·01withstnnding any of the provisions in paragraphs (b) through (o) of 
this clause, the following employees may be employed in accordance with the following variations. tolerances. and exemptions. which 
the S<.-cretary of Labor. pursuant lo scclion 4(b) of the Act prior to its amendment by Pub. L 92-473, found t.o be necessary and proper 
in the public interest or to avoid serious impairment of the conduct of Government busincs.~. 

(I) Apprentices, studcnt•lcamcrs. Wld workers whose earning capacity is impaired by llgc, physical or mental deficiency, or injury may 
be employed at wages lower than the minimum wages otherwise required by section 2(a)(I) or 2(b)( l) of the Act without 
diminishing any fringe benefits or cash payments in lieu thereof required under section 2(a)(2) of the Act. in accordance with the 
conditions and procedures prescribed for the employment of apprentices. student-learners, handicapped persons, and handicapped 
clients of sheltered workshops under section 14 of the Fair Labor Standards Act of 1938. in the regulations issued by the 
Administrator (29 CFR Parts 520. 521. 524, and 525). 

(2) The Administrator will issue certificates under the Act for the employment of apprentices, student-learners, handicapped persons. 
or handicapped clients of sheltered workshops not subject to the Fair Labor St:indnrds Act of 1938, or subject to different minimum 
rates of pay under the two acts. authorizing appropriate rates of minimum wages (but without changing requirements concerning 
fringe benefits or supplemcnlllry cash payments in lieu thereof). applying procedures prescribed by the applicable regulations issued 
under the Fair Labor StandJlrds Act of 1938 (29 CFR Parts 520, 521 , 524, nnd 525). 

(3) The Administrator will also withdraw. annul, or cancel such ccrtilicatcs in accordance with the regulations in 29 CFR Paru; 525 
and 528. 

(r) Apprentices. Apprentices will be permitted to work at less than the pn:ddermincd rate for the work they perform when they arc employed 
and individually registered in a bona fide apprentices.hip program rcgi,-ten:d with a Sta1e Apprenticeship Agency recognized by the U.S. 
Department of Labor, or if no such recognized agency exists in a State. under a program registered with the Office of Apprenticeship 
Training, Employer, and Labor Services (OA TELS) U.S. Department of l.3bor. Any employee who is not registered as an apprentice in 
an approved program shall be paid the wage rate and fringe benefits contained in the applicable wage determination for the journeyman 
classification of work actually performed. The wage rates paid apprentices shall not be less than 1hc wage rate for their level of progress 
set forth in the rcgi~tcrcd program. cxprcs.scxl as the appropriate percentage of the journeyman's rate contained in the applicable wage 
dctcnnination. The allowable ratio of apprentices to journeymen employt.-d on the contract work in any crafl classification shall not be 
grc:11cr thnn Lhc ratio permitted to the Contractor as to his entire work force under the registered program. 

(s) Tips. An employee engaged in an occupation in which the employee customarily and regularly receives more than $30 a month in tips 
may hn\'c the amount of these tips credited by the employer against the minimum wage required by section 2(a){I) or section 2{bXI) of 
the Acl. in accordance with section .l(m) of the Fair Labor Standards Act and regulations, 29 CFR Part 531. However, the amount of 
the credit shall not exceed S 1.34 per hour beginning January I. 1981. To use this provision-

(I) The employer must inform tipped employees about this tip credit allowance before the credit is utilized: 

(2) The employees must be allowed 10 retain all tips (individually or through a pooling nrrnngcmcnt and regardless of whether the 
employer elects to take a credit for tips received): 

(3) The employer must be able to show by records that the employee rccci\'CS at least the applicable Service Contract Act minimum 
wage through the combina.tion of direct wages nnd tip credit: and 

(4) The use of such tip credit must have been permitted under any predecessor collective bargaining agreement applicable by ,rirtue of 
section 4(c) of the AcL 

(I) Disputes concerning labor standards. The U.S. Department of Labor has set forth in 29 CFR Part.,; 4, 6, and 8 procedW'CS for resolving 
disputes concerning labor standards requirements. Such di.,;putcs shall be resolved in acoordancc with those procedures and not the 
Disputes clause of this contract. Disputes concerning labor standards raiuin:ments "ithin the meaning of this clause include disputes 
between the Conlmctor (or nny of its subcontr-J.ctors) and the contracting agency, the U. S. Department of Labor. or the employees or 
their representatives. 

FAIR LABOR A~D SERVlCE CONTRACT LABOR STANDARDS - PRICE ADJUSTMENT ( 10-4) 
(.\>1AR 20I8)(BPI 10.2.3.J.2) 

(a) The Contmctor warrnnts that the price.~ in this contract do not include any allowance for any contingency to cover increased costs for 
which adjustment is provided under paragraph (d) below. 

Cb) The minimum moactary wages and fringe benefits required to be paid or furnished to service employees under this contract as set forth 
in the wage determination, shall be subject 10 adjustment if (I ) the period of pcrfonnancc of this contract exceeds two years, (2) the 
contract contains option provisions specifying that a differing wage determination shall .ipply thcn:to, (3) an amendment to the F.sir 
Labor Standards Act is enacted revising the minimum wage mtc, (4) a contract modification significantly changes the nature of the 
work, or, (5) the Department of Labor otherwise directs. 
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(c) The contract price or contract unit priced labor rates will be adjusted 10 reflect the Contractor's actual incn:asc or dccrctlSc in applicable 
wages and fringe benefits to the extent that the increase is made to comply with the new mies, or the decrease is voluntarily made by 
the Contractor. 

(d) Any such 3djustmcnt shall be limited to incrca.scs or decreases in wagcs and fringe benefits 3S described in paragraph (c) of this clause, 
and the aCC(lmpanying increases or decreases in social st-cunly and unemployment taxes and workers· compensation insurance. but shall 
not otherwise include any amount for general and administrative costs. material costs. O\"crhcad, or profit (For example, the prior y,:ar 
wage determination required a minimum wage rate ofS4.00 per hour. The Contractor chose to pay S4. IO. The new v.-age dctcnnination 
increases the minimum rJtc 10 S4.50 per hour. Even if the Contractor voluntarily increases the nuc 10 S4.75 per hour. the allowable price 
adjustment is S.40 per hour.) 

(e) The Contractor shall notify the ContrJcting Officer (CO) of any incre-11.~e claimed under this clause within 30 days after receiving a new 
wage determination unless this notification period is extended in writing by the CO. The Contractor shall promptly notify the CO of ru1y 
decrease under this clause. but nothing in the clause shall preclude the Bonneville from asserting a claim ,vithin the period pcnnilled by 
law. The notice shall contain a statement o f the amount claimed and any relevant supporting data, including payroll records that the CO 
may reasonably rcquirc. Upon agreement ofthc parties, the contract price or contract unit price labor rates shall be modified in writing. 
The Contractor shill( continue performance pending agreement on, or determination of, any i.-ueh adjustment and its cfTcctivc date. 

l I) The CO or an authorized rcprcsentnti\•cshall have access to and the right to examine any pertinent books, documents. papers and records 
of the Contractor until the expiration of3 years aficr final payment under the contract. 

SERVICE COYTRACT WAGE DETERMlNATION (I0-5) 
(OCT 2014) (BPI 10.2.2.3) 

The wage dctermination(s) referred 10 in the clause I 0-3. Sen~cc Contract Labor Stru1clards. arc incorporated by reference into the conlnlcl, 
nnd arc identified as follows: 

" 'aec Determina tion Rc,/4sion If 

CBA-20 I 5. 7941 2 

CBA-2015-7942 2 

EMPLOYM EJ\"T ELIGIBILITY VERIFICATION (10-18) 
(OCT 2014) (BPI IO.t.8.3) 

Revision Date 

12/11/2018 

12/11/2018 

State County 

OR Statewide 

WA Statewide 

(a) MEmploycc assigned 10 the contract," ns used in this clause. means an employee who was hired aficr No,,embcr 6 , 1986, who is directly 
performing work. in the United States. under a contract that is required 10 include the clause as p=ribcd by 10.7.3. An employee is 
not considered to be directly performing work under a contract if the employee--

( I) Normally performs ~-upport work, such as indirect or overhead functions: and 

(2) Docs not perform any substantial duties applicable 10 the contract. 

(b) E-Verify enrollment and verification requirements. 

( I) If the Contractor is not enrolled as a Federal Contractor in E-Vcrify at the time of the contract award, the Contractor shall: 

(i) Enroll Enroll as a Federal Contractor in the E-Vcrify program within 30 calendar days of contract award: 

(ii) Verify all new cmplO)'CeS. Within 90 calendar days of enrollment in 1hc E-Vcrify program. begin lo use E-Vcrify to initiate 
,,crification of employment eligibility of all new hires ofth.c Contractor. who a.re working in the United States, \\bcthcr or not 
assigned to the contracL " 1thin 3 business days after the date of hire (but see paragraph ( I Xiii) of this section): :111d 

(iii) Verify employees assigned to the contract. For each employee assigned 10 the contracL initiate verification ,vithin 90 calendar 
days after date of cnrollmcn1 or within 30 calendar days of the employee's 3!.Signmcnt to Ilic contract whichever date is later 
(but sec parngmpb (4) of this section). 

(2) If the Contractor is enrolled as a Federal Contractor in c-Vcrify a1 time of contract award, the Contractor shall use E-Vcrifyto 
initiate verification of employment eligibility of:-

(i) All new employees. 

(A) Enrolled 90 calendar days or more. The Contractor shall initiate verification of all new hires of the Contractor, who arc 
working in the United States. whether or not assigned to the contract within 3 business days after the date of hire (but sec 
paragraph (C) of this section): or 

(B) Enrolled less than 90 calendar days. Within 90 calendar days after enrollment as a Federal Contractor in E-Vcrify, the 
Contractor shall initinle verification of all new hires of the Con1rnc1or, who are working in the United States, whether or 
not assigned to the contract, within 3 business days after the date of h ire (bu1 sec paragraph (C) oft.his section); or 

(ii) Employees assigned to thecontracL For each employee assigned 10 the contract, the Contractor shall initiate verification within 
90 calendar days after date of contract award or ,vithin 30 days aficr assignment lo the contract whichever date is later (but 
sec paragraph (4) of this section). 
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(3) If 1he Contractor is an institution of higher education: a state or loc~ government, or the government of a federally recognized 
Indian tribe; or a surely pcrfonning under a takeover agreement entered into with a federal agency pursuant to a perfonnancc bond. 
the Contractor may choose lo verify only employees assigned to the contrncl. The Contmclor shall fol low the applicable verification 
requirements at (a)( I) or (a)(2), respectively, except that any requirement for verification of new employees applies only to new 
employees assigned to the contracl 

(4) Option to verify employment eligibility of all employees. The Contractor may elect to verify all existing employees hired after 
November 6. 1986. rather than just those employees as~igned 10 the contract. The Contractor shall initiate verification for c.Jch 
c,'Cisting employee working in the United States who was hired after November 6, 1986. within 180 calendar days of-

(i) Enrollment in the E-Vcrify program; or 

(ii) Notification to E-Vcrify Operations of the Contractor's decision tocxcn:isc this option. using the contact information pro,-ided 
in the E-Vcrify program Memorandum of Understanding (MOU). 

(5) The Contractor shall comply. for the period of performance of this contract. with the rc.quircrmnt of the E-Vcrify program MOU. 

(i) The Department of Homeland Security (OHS) or the Social Security Administmtion (SSA) may terminate the Contractor"s 
MOU and deny access to the E-Vcrify system in accordance with the tcnns of the MOU. In !>l.lCh case. the Contractor "~II be 
referred to a Dcpanmcnt of Energy suspension or dcbanncnt official. 

(ii) During the period between tmnination of the MOU and a decision by the suspension or debarment official whether to su.~pend 
or debar, the Contractor is excused from its obligations under paragraph (b) of lhis clause. If the suspension or debarment 
official dctcnnincs not to suspend or debar the Contractor. then the Contractor must rccnroll in E-Vcrify. 

(c) Web site. Information on registration for and use of the E-Verify program con be obtained --ia the Internet at the Department of 
Homeland Security Web site; ltttp;//www.dhs.l!ov/E-Verify. 

(d) Individuals previously verified The Contractor is not required by this clause to perform additional employment verification using E· 
Verify for any cmploycc--

(1) Who.~c employment eligibility was previously verified by the Contractor through the E-Vcrify program; 

(2) Who has been granted and holds an active U.S. Go,•cmmcnt security clearance for access to confidential. secret. or lop secret 
information in accordance ,vith the National Industrial Security Progrnm Operating Manual; o r 

(3) Who h35 undergone a completed background invc.~tigation and been issued credentials pursuant 10 Homeland Security Presidential 
Directive (HSPO) - 12. Policy for a Common Identification Standard for Federal Employees and Contractors. 

(c) Subcontracts. The contractor shall include the requirements of this clause, including this paragraph (d) (appropriately modified for 
identification oflbc parties). in each ubcontract that-

( I) Is for: 

(i) Services other th.an commercial services that arc part of the purchase of a commercial-off-the-shelf (COTS) item. performed 
by the COTS provider and arc nonnally provided for that COTS item; 

(ii) Construction. 

(2) Has a value of more than SJ,000: and 

(3) Includes work performed in the United States. 

PA ID S IC K LEA VE UNDER EXECUTIVE ORDE R 13706 ( 10-22) 
(~R 2018) (BPI l0. 1.12.9) 

(a) Definitions. As used in this clause (in accordance with 29 CFR 13.2) -

·'Child'", ''domestic partner". and "domestic --iolcncc" have the meaning given in 29 CFR 13.2. 

-Employee .. -

(I) 

(i) Means any person engaged in pcrfonning work on or in connection with a contrnct covered by Executive Order (E.O.) 13706, 
and 

(A) Whose wages under such contract are go,·<.-med by the Service Contract Labor Standards statute ( 41 U .S.C. chapter 6 7), 
the Wage Rate Requirements (Construction) siatute (40 U.S.C. chapter 31. subchapter [V). or the Fair Labor Standards 
Act (29 U.S.C. chapter 8), 

(B) Including cmplO)'\,'CS who qualify for an exemption from the Fair Labor Standard,, Act's minimum wage and ovenimc 
provisions, 

(C) Regardless of the contractual relationship alleged to exist be1wccn the individunl and the employer: and 
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(ii) Includes any person pcrfonning work on or in connection with the contract and individu3lly regi~1crcd in II bona fide 
apprenticeship or training program registered with the Department of uibor's Employment and Training Administration. 
Office of Apprenticeship. or "~th a State Apprenticeship Agency recognized by the Office of Apprenticeship. 

(2) 

(i) An employee performs "on- 3 comract if the employee directly performs the specific services called for by the contract; and 

(ii) An cmplo)'"CC performs 'in connection with" a contract if the employee's wort activities arc necessary to the performance of 
a contract bul an: not the spcci fie sctVices called for by the contract. 

"Individual related by blood or affinity whose close :i.ssociation with the employees is the equivalent of a F.unily relationship" has the 
meaning given in 29 CFR 13.2. 

" Multiemploycr" plan means a plan to which more lhan one employer is required to contribute and which is maintained pursuant to one 
or more collecth-c bargaining agreements between one or more employee organizations and more than one employer. 

" Paid sick leave" means compensated absence from employment that is n:quircd by E.O. 13706 and 29 CFR 13. 

" Parent", "scxu:il assault''. "spouse·'. and .. st111king" have the meaning given in 29 CFR 132. 

~united States'' means the 50 States and the District of Columbia. 

(b) fatccutive Oder 13706. 

(I) This contract is subject to E.O. 13706 and the regul:11ions issued by the Secretary of Lnbor in 29 CFR part 13 pursuant to the E.O. 

(2) If this contract is not pcrfonncd wholly within the United States. this clause only applies with respect to that part of the coat:ract 
that is pcrfonncd within the United States. 

(c) Paid sick lea,-c. The Contractor shall -

(I) Permit c:ich employee engaged in performing work on or in connection with this contract 10 cam not less than I hour of paid sick 
leave for every 30 hours worked; 

(2) Allow uccrual and use of paid sick leave as required by E.O. 13706 and 29 CFR part 13; 

(3) Comply with the accrual, use. 3nd other requirements set forth in 29 CFR 13.5 311d 13.6. which arc incorporated by n:fcrmee in 
this con1rac1: 

(4) Provide paid sick leave to all employees when due free and clear and without subsequent deduction (except as otherwise provided 
by 29 CFR 13.24), rebate, or bckback on any account; 

(5) Provide pay and benefits for paid sick lc:ivc used no later than one pay period following the end of the regular pay period in which 
the paid sick leave was taken; and 

(6) Be responsible for the compliance by any subcontractor with the requirements ofE.O. 13706, 29 CFR part 13, and this clause. 

(d) ControClors may fulfill their obliga1ions under E.O. 13706 and 29 CFR part 13 jointly with other contractors through a muhicmployer 
plan, or may fulfill their obligations through an individual fund, plan. or program (sec 29 CFR 13.8). 

(c) Withholdi11g. The Contmcting Officer will, upon bis or her own action or upon written request of an authorized representative of the 
Department of Labor, withhold or cause to be withheld from the Contractor under this or any other Federal contract "ith the same 
Contractor, so much of the accrued payments or advance,, as may be considered necessary to pay employees 1hc full amount owed to 
compensate for any violation of the requirements of E.O. 13706. 29 CFR part 13, or this clause. including -

(I) Any pay and/or benefits denied or lost by reason of the violation; 

(2) Other actual monetary losses sustained as a direct result of the violation: Md 

(3) Liquidated damages. 

(t) Paymcn1 suspicion/comrnct termination/contractor debarment 

(I) In the cvcnt ofa failure to comply with E.O. 13706, 29 CFR part 13. or this clause. Bonnc,,ille may, on its own action or after 
authorization or by direction of the Department of Labor and written notification to I.he Controctor take action to cause suspension 
of any further paymcnL advance, or guarantee of funds until such violations have ceased. 

(2) Any fuilurc to comply with the requirements of this clause may be grounds for termination for default or cause. 

(3) A breach of the contract clnuse may be grounds for debarment as a contractor and subcontmctor as provided in 29 CFR 13.52. 

(g) The paid sick leave required by E.O. 13706, 29 CFR part 13. :ind this clause is in addition to the Contractor's obligations under the 
Service Contmct Labor Standards statute and Wage Rate Requirements (Construction) statute, and the Conll"3ctor may not receive credit 
toward its prevailing wage or fringe benefit obligations under those Acts for any paid sick leave provided in S3tisfaction of the 
requirements of E.O. 13706 and 29 CFR part 13. 
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(h) Nothing in E.O. 13706 or 29 CFR part 13 sh:ill excuse noncompliance with or supersede any applicable Feder.ii or State law, any 
applicable law or municipal ordinance, or a collective bargaining agreement requiring greater paid sick leave or leave rights than those 
established under E.O. 13706 and 29 CFR part 13. 

(i) Rccordkccping. 

(I) The Contractor shall make and maintain. for no less than three (3) years from the completion oflhc work on the contr:icL records 
containing the following infonnation for each employee, which the Contractor shall make available upon request for inspection. 
copying, and transcription by authorized representatives of the Administrator of the Wage and Hour Division of the Department of 
Labor: 

(2) 

(i) amc. address. and social security number of cacll employee. 

(ii) The employee's occupation(s) or elassific~tion(s). 

(iii) The rate or rates of wages paid (including all pay and benefits provided). 

(iv) The number of daily and weekly hours worked 

(v) Any deductions made. 

(vi) The total wages paid (including all pay and benefits provided) each pay period. 

(vii) A copy of notifications lo employees of the amount of paid sick leave the employee has accrued. as required under 29 CFR 
13.5(aX2). 

(viii) A copy of employees' requests to use paid sick leave. if in writing. or. if not in \\Tiling. any other records reflecting such 
emplO)'\.'C requests. 

(ix) Dates and amounts of paid sick leave taken by employees (unless the ConLractor's paid time off policy satisfies the 
requirements of E.O. 13706 and 29 CFR pan 13 described in 29 CFR 13.5(f)(5), leave shall be designated in records as 
paid sick leave punmant to E.O. I 3706(dX3). 

(x) A copy of any written responses lo employees' requests to use paid sick leave. including explanations for any denials of 
such requests, 3S required under 29 CFR 13.5(d)(3). 

(xi) Any records reflecting the certification and documentation the Contractor may require an employee to pro,,idc under 29 
CFR I 3.5(c), including copies of nny certification or documentation provided by an employee. 

(xii) Any other records sho,,;ng any trncking of or calculations related to an cn1ploycc's accrual or use of paid sick leave. 

(xiii) The relevant contract. 

(xiv) The regular pay and benefits providL-d to an employee for each use of paid sick leave. 

(xv) Any financial payment made for unused paid sick lc-Jve upon a separation from employment intended, pursuant to 29 CFR 
13.S(b)(5), to relieve the Contractor from the obligation to reinstate such paid sick leave as otherwise required by 29 CFR 
13.5(b)(4). 

(i) If thc Contractor wishes to distinguish between an employees• covered and noncovcred work. the Contractor shall keep rcoords 
or other proof reflecting such distinctions. Only if the Contractor adequately segregates the employee's time will time spent 
on noncovercd work be excluded from houn; worked counted toward the accrual of paid sick leave. Similarly, only if the 
Contractor adequately segregates the employee's tfrnc may the Contractor properly refuse an employee's request to use paid 
sick leave on the ground that the employee was scheduled to pcrfonn noncovcrcd work during the time he or she asked to use 
paid sick lca,0c. 

(ii) If the Contractor estimates covered hours worked by an employee who pcrfonns work in connection with contracts c-oycrcd 
by the E.O. pursuant to 29 CFR 13.S(a)(i) or (iii). the Contractor shall keep records or other proof of the verifiable infonnation 
on which such estimates are reasonably based. Only if the Contractor relics on an estimate that is reasonable and based on 
verifiable information will an employee's rime spent in coMection ,.,,;th noncovcred ,.,,-ork be excluded from hours worked 
counted toward the accrual of paid sick leave. If the Contractor estimates the amount of time an employee spends performing 
in connection with contmcts covered by the E.O., the Contractor shall permit the employee to use his or her paid sick leave: 
during any work time the Contractor. 

(3) In the event the Contractor is not obligated by the Scrvilx: Contract Labor St.111dards statute. the Wage Rate Requirements 
(Construction) stututc. or the Fair Labor Standards Act to keep records of on employee's hours worked. such as because the 
employee is exempt from the fair Labor Standards Act' s minimum wage and overtime requirements, and the Contractor chooses 
to use the assumption pcnnitted by 29 CFR I 3.5(a)( I )(iii), the C ontractor is excused from the requirement in paragraph (i)( I Xiv) 
of this clause and 29 CFR I 3.25(aX4) to keep records of the employee's number of daily and weekly hours worked. 

(4) 

(i) Records relating to medical histories or domestic violence. sexual assault. or stalking, created for purposes of E.O. 13706. 
whether of an employee or an employee's child, pnrcnt, spouse, domestic partner, or other individual related by blood or 
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affinity whose close association with the employee is lhe equivalent of a family relationship, shall be maintained as 
confidential records in separate filcs/rccords limn the usual personnel files. 

(ii) If the confidentiality requirements of the Genetic Information Nondiscrimination Act of 2008 (GI A). section 503 of the 
Rehabilitation Act of 1973, and/or the Americans with Disabilities Aci (ADA) apply io records or documents created to 
comply with the rccordkccping requirements in this contract clause. the records and documents s hall also be maintained in 
complinncc with the confidential ity requirements of the GINA, section 503 of the Rch:lbilitation Act of 1973, and/or ADA as 
dcscrilx."CI in 29 CFR 1635.9. 41 CFR 60-741.2J(d), and 29 CFR 1630.14(cXI), respectively. 

(iii) The Contractor shall not disclose any documentation used to verify the need to use 3 or more consecutive days of paid sick 
lc3vc for the purposes listed in 29 CFR 13.S(cX I )(iv) (as described in 29 CFR 13.S(eX I )(ii) and shall maintain confidentiality 
about any domestic abuse, sexual assault, or stalking, unless the employee consents or when disclosure is required by law. 

(5) The Contractor shall pcnnit authorized rcprcs1.,'l1tativc.~ of the Wage and Hour Division to conduct interviews with employees at the 
worksitc during nonnal working hours. 

(6) othing in this c-0ntr.1ct clau,;c limits or otherwise modifies the Contractor's rccordkceping obligations, if any, under the Service 
Contract Labor Standards statute, the Wage Rate Requirements (Construction) statute. the fair Labor Standards Act. the Family 
and Medical Leave Act, E.O. 13658. their respective implementing rcgul3lions, or any other :ipplicllblc law. 

(j) lntcrfi:rcncc/discrimination. 

(I) The Contractor shall not in 11ny manner interfere with an cmploycc·s accrual or use of paid sick leave as required by E.O. 13706 or 
29 CFR part 13. Interference includes. but is not limited 10 -

(i) Miscalculating the amount of paid sick leave an employee has accrued: 

(ii) Dcnymg or unrca.<,0nably delaying a response 10 a proper request 10 use paid sick le.ave; 

(iii) Discouraging an employee from using paid sick leave; 

(iv) Reducing an cmployce·s accrued paid sick leave by more than the amount of such leave used; 

(v) Transferring an employee 10 work on contnlcts not covered by the E.O. to prevent the accrual or use of paid sick lc:we: 

(vi) Disclosing confidential information contained in certification or other documcnlation provided to verify the need lo use 
paid sick leave; or 

(vii) Making the use of paid sick leave contingent on the cmploycc·s finding a rcplaccmcnt worker or the fulfillment of the 
Contractor's operational needs. 

(2) The Contractor shall not discharge or in any other manner discriminate against any employee for -

(i) Using, orallcmpting to usc, paid ~ick lca,·c as provided for under E.O. 13706 and 29 CFR part 13; 

(ii) Filing any complaint, initiating any proceeding, or otherwise asscning any right or claim under E.O. 13706 and 29 CFR 
part 13; 

(iii) Cooperat ing in any investigation or testifying in any proceeding under E.O. 13706 and 29 CFR pan 13; or 

(iv) [nfom1ing any other person about his or her rights under E.O. 13706 and 29 CFR part 13. 

(k) Notice. The Contractor shall notify all employees performing work on or in connection with a contract covered by the E.O. of the paid 
sick leave requirements of E.O. 13706, 29 CFR part 13. and this clause by posting a notice provided by the Dcpllrtmcnt of Labor in a 
prominent and accessible place at the worksitc so it may be rc::idily seen by employees. Contractors that customarily post notices to 
employees electronically may post the notice electronically. provided such electronic posting is displayed prominently on any website 
that is maintained by the Contractor, whether c.xtcrnal or internal, and customarily used for notices to employees about terms and 
conditions of employment. 

(I) Disputes co11ct'mi11g labor standords. Disputes rclatcd to the application ofE.O. 13706 to this contract shall not be subjctt to the general 
disputes clause ofthe contract. Such disputes shall be resolved in accordance with the procedures of the Department of Labor set forth 
in 29 CFR pan 13. Disputes ,~;thin the meaning of this c-antract clause include disputes between the Contractor {or any of its 
subcontractors) and Bonneville Power Administr.1tion. the Department of Labor. or the employees or their rcp~cntativcs. 

(m) Subcomracts. The Controetor shall insert the substance of this clause, including this p:irngrnph (m), in all subeontrocts, regardless of1he 
dollar value, that an: subject to the Scn,icc Contract labor Standards statute or the Wage Rate Requirements (Construction) st1lu1c, and 
arc to be performed in whole or in part in the United States. 

POST AWARD ORJ ENTATIOi'i ( 14-19) 
(SEP 2007XBPI 14.S.3.3) 

The ~-ucccssful offl-ror will be required to participate in a post award orientation as designated by the Contracting Officer. 
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c o :i1PUTER FRAUD AN D ABUSE ACT ( 14-21) 
(MAR 2018) (BPI 14.14.1) 

Unauthorized attcmplS to upload infonnation and/or change information on this Web site :rn: strictly prohibited and subject to pro.~ccution 
under the Computer Fraud and Abuse Act of 1986 and Title 18 U.S.C. §.I 00 I and I 030. 

SUBC ONTRACTS (14-7) 
(MAR 20l8)(BPI 14.9.1) 

The ConlrJctor shall not subcontract any work without prior approval of the Contracting Officer, except work ,-pccific.ally agreed upon al the 
time of award. Bonneville reserves the right to approve specific subcontractors for work considered 10 be panicularly sensitive. Consent to 
subcontract any portion of the contract shall not relieve the contractor of any responsibility under the contract. 

COXTRACT ADMINISTRATION REPRESE!I.TATIVES (14-2) 
(MAR 20l 8)(BP1 14.1.5) 

(a) In the administration of this contract, the Contracting Officer may be represented by one or more of the follo\ving: Contracting Officer's 
Representative, Rccch~ng Inspector, and/or Field Inspector for technical mancrs. 

(b) These reprcscnwtivcs arc authorized to act on behalf of the Contracting Ofllccr in all matter.; pertaining to the contract, except: ( I) 
c-0ntract modifications that change the contract price, technical requirements or time for perfonnanee; (2) suspension or termination of 
the Contra<:tor's right to proceed, either for default or for convenience of Bonneville; and (3) final decisions on any matters subject to 
appeal, as provided in a disputes clause. In addition, Field Inspectors may not make final acceptance under the contract. 

BANKRUPTCY (14-18) 
(OCT 200S)(BPI 14.19.3) 

In the event the Contractor enters into proceedings reloting to bankruptcy, whether voluntary or involunlllry. the Contractor agrees to furnish 
wrinen notification of the bankruptcy to the Contracting Officer responsible for administering the contr.tct. This notification shall be furnished 
within five days of the initiation of the proceedings relating to bankruptcy filing. This notification shall include the date on which the 
b:mkruptcy petition wll> filed. the identity of the court in which the bankruptcy petition was filed, nnd a listing of Government contract 
numbers and contracting officer.; for all Government contracts against final payment has not been mndc. This obligation remains in effect 
until final payment under this contract. 

C Ol\1RACTOR COMPLIA~CE WITH BO~EVILLE POLICIES (15-4) 
(M AR 2018)(BPI 15.3.1.1) 

(a) The contractor shall comply with all Bonneville policies affecting the Bonneville workplace environment. Examples of specific policil."S 
arc: 

(I) Bonncvilh: Smoking Policy (Bonneville Policy 440-1), 

(2) Use of Alcoholic Beverages. Narcotics, or Illegal Drug Substances on Bonneville Propct1y or When in Duiy Stntion (BPAM 
4Gon92C), 

(3) Firearms and Other Weapons (BPAM 1086). 

(4) Standards of conduct regarding transmission information (BPI 3.2), 

(5) Identification Badge Program (Bonneville Security Standards Manual Chapter 200-3) 

(6) Information Protection (Bonneville Policy 433-1 ), 

(7) Safeguards and Security Program (Bonneville Policy 430- 1 ): 

(8) Managing Access and Access Revocation for NERC CIP Compliance (Bonneville Policy 430-2); 

(9) Cybcr Security Prograrn(Bonncvillc Policy 434- 1 ), 

( I 0) Business Use of Bonneville Technology Services (BPAM Chapter 11 I 0). 

( 11) Prohibition on soliciting or receiving donations for n political campaign while on federal propcny ( 18 U.S.C. § 607). 

( 12) Guidance on Violence and Threatening Behavior in the Workplace (DOE G 444-1- 1 ). 

( 13) Inspection of persons, personal property and vehicles (41 CFR § 102-74 .370), 

(14) Prcserv·.nionofpropcrty (41 CFR § 102-74.380), 

(15) Compliance with Signs and Directions (41 CFR § 102-74.385). 

( 16) Disturbances (41 CFR § 102-74.390). 

(17) Gnmbling Prohibited (41 CFR § 102-74.395), 

(18) Soliciting. Vending and Debt Collection Prohibited (41 CFR § 102-74.410), 

(19) Posting and Distnouting Materials (41 CFR § 102-74.4 15) 

Con1rnc180004, Mod 010 Page 29 

0959 



28390010 

(20) Photographs for News, Advertising or Commercial Purposes (41 CFR § 102-74.420), and 

(21) Dogs and Other Animals Prohibited (41 C FR § 102-74.425). 

(b) The contractor shall obtain from the CO infonnation describing the policy requirements. A contractor who fails lo enforce workplace 
policies is subj ect lo suspension or default termination of the contract. 

HAZARDOUS MA TERJAL lDESTIFICATION AND MATERIAL SAFETY DA TA (15-6) 
(MAR 20l8)(BPI 15.4.?J 

(a) The Contractor agrees to submit a Material Safety Data Sheet {Department of Labor Fonn OSHA-20). as prescribed in Federal Standard 
No. 3 I 3C, for all hazardous material 5 dayi1 before delivery of the material whether or not it is listed in Appcndi.'I A of the Standard. 
This obligation applies to all materials delivered wider this contract which will involve exposure to hazardous materials or items 
containing these materials. 

(b) "Hazardous material." as used in this clause, is as defined in Federal Standard, No.313C, in effect on the dute of this con I.met. 

(c} Neither the requirements of this clause nor any act or failure to act by Bonneville shall relieve the Contractor of any responsibility or 
liability for the safety of Bonneville. Contractor, or subcontractor personnel or property. 

(d) The Contractor shall comply with appljcablc Federal, state, and local laws, codes. ordinances, and with regulations (including the 
obtaining oflicenscs and permit~) in connection with hazardous material. 

(e) The Contractor shall insert this clause, including this paragraph (c). with appropriate changes in the designation of the parties. in 
subcontracts at any tier (including purch:isc orders} under this contract involving haiardous material. 

c o :•ffRACTOR SAFETY MH) HEALTH (15-12) 
(MAR 20l8)(BPI 15.6.4.t) 

(a) The Contractor shall furnish a place of employment that is free from recognized hazards that cause or have the potential to cause death 
or serious physical harm 10 employees; nnd shall comply with oecup:itionnl safety and health standards promulgated under the 
Occupational Safeiy and Health Act of 1970 (Public Law 91-598). Contractor employees shall comply \\~th occupational safety and 
health standards and all rules, regulations, and orders issued pursuant to Ibis Act which are applicable to their own actions and conduct. 

(I) All construction contractor.; working on contracL, in execs., of SI 00.000 shall comply with Department of Labor Contrllet Work 
Hours and Safety Standards (40 U.S.C. § 3701 cl seq.). 

(2) The Contractor shall comply with: 

(i) National Fire Protection Association (NFPA) ational Fire Codes for fire prevention nnd protection applicable to the work or 
facility being occupied or constructed: 

(ii) NFPA 70E. Standard/or Electrical Safety in the Workplace; 

(iii) American Conference of Govcrnmcnllll Industrial Hygiene Threshold Limit Values for Chemical S11bsta11ces and Physical 
Agems and Biological Exposure Indices; and. 

(iv) Any additional safety and health measures identified by the Contracting Officer. 

This clause docs not relieve the Contractor from complying with any additional specific or corporate safety and health requirements that 
it determines to be necessary to protect the safety and health of employees. 

(b) The Contractor bears sole responsibility for ensuring that all contnlctor's workers performing contract work possess the necess:iry 
knowledge and skills to perform the work com:ctly and safely. The Contractor shall make any training and ccrufication records necessary 
to demonstrate oompliancc with this requirement available for review upon request by Bonneville. 

(c) The Contractor shall hold Bonneville and any othcr0\\11l."TS of the site of work harmless from 3ny and all suits, actions, and claims for 
injuries to or death of persons arising from any act or omission of the Contractor, its subcontractors, or any employee of the Contractor 
or subcontractors. in any way related to the work under this contract. 

(d) The Contractor shall immediately notify the Contracting Officer (CO). the Contracting Officer's Representative (COR). and the Safety 
Office by telephone at (360) 418-2397 of any dcnth, injury. occupational disease or near miss arising from or incident to performance 
of work under this contracL 

( I) The Bonneville Safety Office business hours are 7:00 AM to 4:00 PM Pacific Time. If the Safety Office Officials are not a"-:iilablc 
lo take the phone call the contractor shall leave a voiccmail that includes the derails of the event, and the ContrJclor's contact 
information. The Contractor shall periodically repeat the phone e.all to the Safety Office until the Contractor is able to speak din:ctly 
with o Bonneville Safety Official. 

(2) The Contractor shall follow up each phone call notification with an email to SafctvNot1ficationl/i boa gov immediately for any 
finality or within 24 hours for non-fatal events. 

(3) The Contrnctor shall complete Bonneville form 6410.ISe Contractor's Report of Personal Injury, Illness, or ProJ)C?rty Damage 
Accident and submit I.he form to the CO, COR, and Safety Office within fh,c (5) working days of such :in occurrence. The 
Contractor shall include photographs and witness statements with the report. 
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(4) In the C3!1C of a Nc!IT Miss Incident that docs not invoh'e injury. illness, or property damage, the ContrJctor shall complete 
Bonneville Fann 6410.1 Se Contractor's Rq1ort of Incident/Near Miss and submit the form to the CO. COR. and Safety Office 
within five (5) working days of such 3n occurrence. The Contractor shall include photographs and witness statements with the 
rcpon. 

(c) 'otitication of Imminent Danger and Workers Right to Decline Work 

(I) All workers, including contractorN and Bonneville employees, an: responsible for identifying and notifying other workers in the 
affected area of imminent danger at the site of work. Imminent danger is any condition or practice th3t poses a danger that could 
reasonably be expected to cause dc:ith or severe physical hardship before the imminence of such danger could be eliminated through 
normal procedures. 

(2) A contract worker has the right to ask. without reprisal, their onsite management and other workers to review safe work procedures 
and consider other alternatives before proceeding with a work procedure. Reprisal means any action taken against an employee in 
response to. or in revenge for, the employee having raised, in good fuith, reasonable concerns about a safety and health aspect of 
the work required by the contrncl. 

(3) A contract worker has the right to decline to perform tasks. without reprisal. that will endanger the safety and health ofthcmself or 
of other workers. 

(4) The Contract.or shall establish proccdurci. that allow workers to cease or decline work that may thn:aten the safety and health of 
the worker or other workers. 

(f) Bonneville encourages all contractor workers to raise safety and health concerns as a way to identify and control safety hazards. The 
Contractor shall develop and communicate a formal procedure for submittal. resolution, and communication of resolution and CO!TCClivc 
action to the worker submitting the concern. The procedure shall ( I) cncoumgc workers to identify safety and health concerns directly 
to their supervisor and employer using the employer's reponing process; and (2) inform worl.:crs that they may raise safety concerns to 
Bonneville or the State OSHA. Workrn may notify the Safety Office at (360) 4 18-2397 if the cmploycr·s work process docs not resolve 
the worker's safety and health concern. Bonneville may coordinate the response to a contractor worker's safety and health concerns 
with the State OSHA when necessary to facilitate resolution. 

(g) Bonnc,<illc employees may direct the contractor to stop a work activity due to safety and lu:ahh concerns. The Bonneville employee 
shall notify the Contractor orally with written confinnation. and request immcdi:ite initiation of com.-ctivc action. After receipt of the 
notice the Contractor shall immediately take corrective action to eliminate or mitigate the safety and health concern. When a Bonneville 
employee stops a work activity due 10 a safety and health concern the Contractor shall immediately notify the CO, pro,-ide a description 
of the event, and identify the Bonneville employee that halted the work activity. The Contractor shall not resume the stopped work 
activity until authorizat ion to resume work is issued by a Bonneville Safety Official. The Contractor shn.11 not be entitled to any equitable 
adjustment of the contract price or extension of the performance schedule when Bonnc,,ille stops a work activity due to safety and health 
concerns that occum:d under the Contractor's control. 

(h) The Contractor shall keep a record of total monthly labor hours woikcd at the site of won:. TI1c Contractor shall include a separate 
calculation of the monthly total 13bor hour.; for c:ich suboontmctor in the contrnctor·s monthly data. Upon request by the CO. COR or 
Bonn<!'<illc Safety Onicc, ihc Contractor shall provide the iota.I 13bor hourN for a completed monih to Bonneville no later than the 15th 

cakndar day of the follo,ving month. The rcqucstor shall identify the rcquirc,.1 reporting format and procedures. 

(i) The Contractor shall include this clause, including paragraph (i) in subcontrJct~. The Contractor may make appropriate changes in the 
designation of the parties to reflect the prime contractor- subcontractor arrangement. The Contrnctor is responsible for enforcing 
subcontractor comp I iancc with this clause. 

C O:'\,RACTOR SAFETY A ' D H£ALTH REQUIREMENTS (15-13) 
~AR 2018)(BPI 15.6.4.1) 

(a) The Contractor shall prepare a site specific safety plan (SSSP) and submit the SSSP to the Contracting Officer (CO) or the CO' s dcsigncc. 
The Contractor is prohibited from performing on site work without written authorization from the CO. The CO is prohibited from issuing 
3n authorization to proceed with on-site work until the Bonneville Safety Office has reviewed the SSSP and any concerns are rc$Olvcd. 

(b) The Contractor shall follow the work procedures provided in the Comroctor Safcl)• a11d Health Req11iremc111s for Prime and 
Subco111ractal'$. The full text of the Cu11tractar Safety and Heo/tl, Rcquiremems for Prime and S11bco111ractars is available 111 
http://www.bp:i.gov/Doin~.20Busincsslpurcha,;e1Page'lldcfault.aspx. 

(c) The Contractor shall include this clause in all subcontracts. 

SCR EENI G REQUl~EMENTS FOR PERSONNEL RAVI 'G ACCESS TO BONNEVILLE FACI U T IES (15-15) 
~ 1AR 2018) (BPI JS.7.2.1) 

(a) The following definit ions shall apply to this contract: 

(I) "Access" means the ability to enter Bonneville facilities as a direct or indirect result of tho work required under this contract. 

(2) "Sensitive unclassified information" means information requiring a degree of protection due 10 the risk and magnitude of loss or 
harm that could result from inadvertent or deliberate disclosures. alteration, or restriction_ Sensitive uncla.'!Sificd infonnation may 
include. but is not limited to: pcr.;onncl d3ta maintained in systems or records subject to the Privacy Act of 1974, Pub. L. 93-579 
(5 U.S.C. 552a); proprietary business data ( 18 U.S.C. 1905) and the Freedom of Information Act (5 U.S.C. 552); unclassified 
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controlled information (42 U.S.C. 2168, DOE Order 471.3), and critical infrastructure infonnation, energy supply data; economic 
forecasts; and financial data. 

(b) Bonneville personnel screening octivities arc based on the Homeland Security Presidential Directive 12 (HSPD- 12). and DOE rules and 
guidance as implemented :ll Bonneville. The background screening process 10 be conducted by the Office of Personnel Management is 
called a ational Agency Check with Inquiries l ACI). The results of the ACI process will provide Bonneville with information to 
dctcmtlnc an individual's initial eligibility or continued cligil>ility for access to Bonneville facilities including IT access. Such a 
determination shall not be construed as a substitute for determining whether an individual is tcchnjcally suitable for cmploymcnL 

(c) The contractor is responsible for protecting Bonneville property during contract performance. including sensitive unclassified data. 
Effective October 27. 2005, all new-hire contract employees expected to work at federal facilities for si:< or more con.sccutive months 
mus:! be screened according to HSPD- 12. To initiate the federal screening process discussed in paragrdph {b) above. the contractor shall 
ensure that all prospective contract employees present the required fonm of personal identification and complete SF85 • Questionnaire 
for Non Sensitive Positions and submit it 10 Bonnc,•illc for processing. All contract employees on board prior to that date will be screened 
in phases according 10 length of service. Rcscrccnings oflongcr term contract employees will occur at periodic intervals. generally of 
five years. 

(d) As pan of the NACL, the government' s determination of approval for an individual's 11cccss sh11H be Bl lca.~t based upon criteria listed 
below. However, the contractor also has a responsibility to affirm that permitting the individual access to Bonneville fucilitics and/or 
computer sysll-ms is an 3cceptablc risk which will not lead to improper usc. manipulation, alteration, or destruction of BonnC!Villc 
propcny or data. including unauthorized disclosure. Positive findings in any of these areas shall be sufficient grounds to deny access. 

(I) Any behavior. activities, or associations which may show the individual is not reliable or trustworthy; 

(2) Any deliberate misrepresentations. falsifications. or omissions of material facts; 

(3) Any criminal, dishonest or immoral conduct (as defined by local L:iw). or substance abuse: or 

(4) Any illness. including any mental condition, of a nature which. in the opinion of competent medic.al authority. may cause significant 
defect in the judgment or reliability of the employee. with due regard lo the transicot or continuing effect of the illness and the 
medical findings in such case. 

(e} If the NACI screening process described above prompts a detennination to disapprove access, Bonneville shull notify the contractor, 
who will then inform the ind.ividual of the determination and the reasons therefor. The conl13ct'OT shall afford the individual an 
opportunity to refute or rebut the inform!ltion that has formed the basis for the initial delermination, according to the appeal process 
prescribed by HSPD- 12 and supplemental implementing guidance. 

(f) If the individual is granted access, the individual's employment records or personnel file shall contain a copy of the final determination 
as described in paragraph (c) above and the basis for the determination. The contractor shall conduct periodic reviews of the individual's 
employment records or personnel file to reaffirm the individual's continued suitability for access. The reviews should occur annually, 
or more often as appropriate or necessary. If the contractor becomes aware of any new infonnation that could a lter the individuals' 
continued eligibility for approved access, the contr:lctor shall notify the COR immediately. 

(g) If a security clc:mmcc is required. then the applicant's job qualifications and su.ita.bility must be established prior to the submission of a 
security clea.rancc request to DOE. In the event that an applicant is spceific-Jlly hired for a position that requires a security clearance, 
then the applicant shall nol be placed in that position until a security clearance is granted by DOE. 

(h) In addition to the requirements described elsewhere in this clause. all contractor employees who mny be accessing any of Bonneville's 
information resources must participate annua lly in a Bonneville-furnished infonnation resources security training course. 

(i) The contrnctor is responsible for obtaining from its employees any Bonnc\'ille-issued identification and/or access cards immediately 
upon termination of :m employee's employment with the contractor. and for returning it to the COR, who ",jll forward it to Security 
Manag.:mcnt. 

(j) The substance of this clause shall be included in any subcontracts in which the subcontractor employees will have access to Bonneville 
facilities and/ or computer systems. 

ACCESS TO BONN EVI LLE FAC ILITIES AND COi\lPlJTER S YST EMS (15-16) 
(MAR 2018)(BPI 15.8.3) 

(a) Contract workers with unesconcd physic:1J access io a Bonneville fucility and/ or computer system shall follow the :1pplicablc proccdurc.s 
and requirements: 

(I) Bonneville Policy 434- 1: Cybcr Security Program: 

(2) Bonneville Policy 430-2: Managing Acces.~ and Access Revocation for ERC CIP Compliance: 

(3) Bonneville Policy 433- 1: Information Security: 

(4) Bonneville Control Center docwnent, Dittmer Control Center Access - Frequently Asked Questions; 

(5) If uocsconcd access to energized facilities. Bonnc,<illc Substation Operations Rules of Conduct Handbook: Policies and Procedures. 
Pemtits. Energi:zcd Access. and Clearance Certifications; and 

(6) Additional requirements and procedures may be included in the statement of work nod the technical specifications. 
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(b) Notifying Bonneville of Contractor Personnel Changes: 

(I) The Contractor shall notify Bonneville within four (4) hours when a worker with uncsconcd physical access 10 a Bonneville facility 
or computer system is rc-a'ISigncd 10 non-Bonnc\rille work. terminates their employment with the contractor. or is removed for 
cause. 

(2) The Contractor shall send notification to Bonneville Security Scnriccs by email to Rcvokc<a bpa.g°'· or call (503) 230-3779 to 
provide notification. 

(3) The Contractor shall provide written notification to lhe Contracting Officer, and if a.~~;gncd the Contracting Officer's 
Representative. confirming that notification required in the abo\'C subsection (2) occurred and surrender the physical badge and 
computer access assets within 24 hours. 

(c) The provisions of thi.~ clause shall be included in all subcontracts when: workers have uncsconcd access to Bonneville facilities or 
computer ~')'Stem access. 

INFORMATIO1 ASSURANCE ( 15-17) 
(MAR 2018) (BPI 15.9.4) 

(a) ln performance of this contract. the Contractor shall protect all information. data and information systems under its management and 
c-0ntrol at all times commensurate with the risk and magnitude of harm that could result to Federal security interests and Bonneville's 
missions and programs resulting from a loss or unauthorized disclosure of confidentiality, avoil:ibility, and integrity of information. data 
or sys1cms. 

(b) At a minimum, the Contractor shall safeguard Bonneville's information, data or ~--ystems commensurate with the minimum protection 
requirements set forth by the National Institute of Standard..~ and Technology (NISl) in lhe Federal lnformntion Proccs.~ing Stnndord 
(FJPS) Publication 199 for a ulow" categorization. If the contract Statement of Work o.r spccific<,1tions document identifies a hight.>r 
categorization of either "n10dcrate" or "high"'. the contractor shall additionally comply with the requirements identified for the higher 
categorization in the Statement of Work or specifications document 

(c) The Bonneville Chief Information Officer (CIO). or reprt.,sentative. shall have the righl to examine, audit. and reproduce any of the 
Contractor's pcninent information security and/or data security plan or program. 

(d) The Contractor. at its sole expense, shall address and correct any deficiencies and/or noncompliance with the 1crms of the contract as 
identified by Bonneville. 

(e) The Contractor shall include the requirements of this clause 15- 17 in all subcontracL~. 

HOM ELA~ SECURITY ( 15-18) 
(MAR 2018) (BPI 15.10.3) 

(a) If any portion of the Contractor's maintenance or support sc:n,icc is located in a fon:ign country, then the Contrnctor will disclose those 
foreign countries to Bonneville to determine if the foreign country is on the Sensitive Country List or iso Tcrrorisi Country as determined 
by the United States Department of State. Bonneville will notify the Contra<:tor in writing whether or not it can allow an intangible 
export of Bonneville' s Critical lnfonMtion or ifa Deemed Export License is required. 

(b) The Contractor shall notify the CO in writing in advance of any consultation with a foreign national or other third party that would 
expose them to Bonneville Critical lnform:ition. Bonneville will :ipprovc or reject consultation with the third party. 

(c) Notification of Security lncidcnl The Contractor shall immediately notify Bonneville's Office of the Chicflnformation Officer (OCIO) 
Chief Information Security Officer (CISO) of any security incident and cooperate with Bonnc\•illc in invcstignting nnd resolving the 
security incident. In the c\·ent of a St."Curity incident, the Conll"3ctor shall notify the C ISO by telephone at 503-230-5088 and ask for a 
Cybcr Security Officer. Bonneville may also provide in writing to the Contractor alternate phone numbers for contacting Cybcr Security 
Officers. A call back voice message may be left but not the details of the Security Incident. 

WORK.ON A GOVERNME!IIT INSTALLATION ( 16-7) 
(MAR 2018) (BPI 16.4.8.t) 

(a) The Contractor shall. at its own expense, provide and maintain during the entire performance o f this contract, at least the kinds and 
minimum amounts of insurance required in the Schedule or elsewhere in this contract. 

(b) Before commencing work under this contract. the Contractor shall notify the Contracting Officer in writing that the required insurance 
has been obtained The policies evidencing required insurance shall contain an cndorscmcnl to the effect that any cancellation or any 
material change adversely nffccting the Government' s interest shall not be effective-

( I) For such period as the laws of the Stale in which tltis contract is performed pn:scribc; or 

(2) Until 30 days after the insurer or the Contrac1or gives written notice to the Contracting Officer. whichever period is longer. 

(c} Each insurance policy required under this contract. other than workers• compensation insurance. shall contoin an endorsement naming 
the Uni1cd States 3$ an additional insured "'~th respect to operations pcrfomlCd under ihis contract. The insurance carrier is required to 
waive all subrogation rights against any of the named insured. 

(d) The Contractor shall insert the substance of this clause. including this paragraph (c). in subcontracts under this contract that require work 
on a Government installation and sh:ill require subcontractors to provide and maintain the insurance required in the Schedule or 

Con1rnc180004, Mod 010 Page 33 

0963 



28390010 

elsewhere in the contrJcL The Contractor shall maintain a copy of all subcontractors' proofs of n:quircd insurance, and shall make copies 
available to the Contracting Officer upon request. 

l\U:NlMlJ~ 11\SURANCE CO VERAGE (16-8) 
(MAR 2018) (BP( 16.4.8.2) 

The Contractor shall obtiin and maintiin insurance coverage as follows for the performance of this contr'JCl. 

(a) Workers' compensation and employer's fi3bility. Worker"s eompcns3tion and employer's li3bility insurance as required by applicable 
Fcdcra.l and St.ate workers' compensation and occupational disease statutes. If occupational diseases arc not compensable under those 
statutes. they shall be covered under the employer"s liability section of the insurance policy, except when contract operations arc so 
commingled "~th the Contractor's commercial operations that it would not be practical to require this coverage. The employer's liability 
coverage shall be at fca51 Sl.000.000. except in Stntcs with exclusive or monopolistic funds that do not permit workers· compensation 
to be written by private canricrs. 

(b) Commercial general liability. Comprehensive general (bodily injury) liability insumnce ofat least S2.000.000 pcroccurrence. 

(e) E.xccss / Umbrcl13 general liability insurance of at least SS.000,000 

(d) Automobile liability. Motor vehicle liability insurance wriucn on the comprehensive form of policy which provides for bodily injury 
and property damage liability covering the operation of all motor vehicles used in connection \\~lb performing the contract. Policies 
covering motor vehicles operated in the United States shall provide coverage of at least S2,000,000 per occurrence. The amount of 
liability coverage on other policies shall be commensurate with any legal requirement~ of the locality and sufficient to meet normal and 
customary claim.~. 

(c) The Contractor's policy shnll be primary and shall not seek any contribution from any insurance or sel f-insurance programs of 
Bonneville. The Contractor's insurance certificate shall c-0ntain a waiver of subrogation in favor of Bonneville. Whcl\: allowable. 
Contractor's insurance will name Bonneville and its agents. officer.;, directors and employees as additional insured's. 

NO:\'DISCLOSURE DURJ1'lG CONTRACT PERFORMANCE ( 17-22) 
(MAR 2018)(8Pf 17.6.2.2.2) 

(a) During the term of this contract., Contractor llllly disclose sensitive, confidential or for official use only information ( .. Information-), to 
Bonnc,,jlle. Information shall mean any information lhot is owned or controlled by Contractor and not generally available to the public, 
including but not limited to performance, s.ilcs, financial, contractual and marketing information. and ideas, technical data and concepts. 
It also includes information of third pllrtics in possession of Contractor that Contractor is obligated to maintain in confidence. 
Information may be in intangible fonn, such as unrecorded knowledge, ideas or concepts or information communicated orally or by 
visual observation. or may be embodied ia tangible form. such as a document. The term "document" includes written memoranda. 
drawings. training materials. specifications. notebook entries, photographs. graphic representations, firmware, compmcr information or 
:software. information communicated by other electronic or magnetic media, or models. All such Information disclose.cl in written or 
tangible form shall be marked in a prominent location to indicate that it i.s the confidential information o f the Contractor. Information 
which is disclosed verbally or ,,jsually shall be followed within ten ( 10) days by a ,~Tincn description of the Information disclosed and 
sent to Bonneville. 

(b) Bonneville shall hold Contractor's Information in confidence and shall take all reasonable steps lo prevent any unaulhonzcd possession, 
use, copying. transfer or disclosure of such Information. Bonneville shall give such lnfonnation at least such protection as Bonneville 
gives its own information and data of the same general type, but in no event less than reasonable protection. Bonneville shall not use or 
make copies of the Contra.ctor·s Information for any purpose other than as contemplated by the terms of this contra.ct. Bonneville shall 
not disclose the ContractoT's Information to any person other than those of Bonneville's employees, agents, consultants, contractors and 
subcontractors who have a verifiable need to know in connection with this contract oras required pursullnt to the Freedom oflnform:ition 
Act (FOIA). Bonnc,rillc shall, by written contract, require each pcr.;on to whom, or entity to which, it discloses Contr.1ctor's Information 
10 give such Information at least such protection as Bonneville itsclfis required to give such lnfonnation undCT this contract_ Bonnc,~llc's 
confidentiality obligations hereunder shall not apply to llll}' portion of Contractor's lnfonnation which: 

(I) has become a matter of public knowledge other than through an act or omission of the Bonneville; 

(2) !us been made kno,,11 to Bonneville by a third party in :iccorclancc ,,,jtb such third party's legal rights ,vithout any restriction on 
disclosure; 

(3) was in the possession of Bonneville prior to the disclosure of such Information by the Contractor and was not acquired directly or 
indirectly from the other party or any person or entity in II rcl111ionship of trust and c-0nlidcncc with the oth,'1" party with respect to 
such Information: 

(4) Bonneville is required by law to disclose. or is subject to FOIA; 

(5) has been independently developed by Bonneville from information not defined 3S " lnform11tion" in this contract: or 

(6) is subject to disclosure pursuant to the Freedom oflnformation Act (FOIA). 

(c) Bonneville shall return or destroy at the Contractor's direction, all lnfonnarion (including all copies tbcroof) to the Contractor promptly 
upon the earliest of any termination of this oontract or the Contractor's wrillcn request. 
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CO:'.\,RACTOR USE OF GOYERNM ENT--0\V!',-EO VEHJCLES (19-3) 
(MAR 2018) (BPI 19.8. 1) 

In those i1151anccs where Bonneville provides access to sourccsofGovcmmcnt•owncd vehicles forthc Contmctor's u.,;c. theContractoragrces 
to indemnify and save :md hold h:,nnlcss Bonneville from any and all cl:iims and dam:igcs or other costs when: Bonneville was not al fault. 

RELEASE OFCLAJMS (2 1-4) 
(MAR 2018)(BPI 2 1.3. 10. 1) 

Aficr <'<>mplction of work, and prior to linal payment, the Controcting Officer may, at his or her option, roqum: the Contractor to furnish a 
relca.~ of claims against Bonneville arising our of the contmct. other than claims specifically cxccprcd from the operation of the rclea.-.c. 

C0~1l1'UITY OF SERVJCES (23-1) 
(MAR 2018)(BPI 23. t.7) 

(a) The Contractor recognizes that the services under this oontract are vital to Bonneville and mu>l be continued without interruption and 
that. upon contract expiration, a successor. either Bonneville or another contmctor, may continue them. The Contractor agrees to ( I) 
fumis_h phase-in training and (2) cxcrcisc its best cffons :md cooperation to effect an orderly and efficien t transition to a successor. 

(b) The Contmctor shall. upon the Contracting Oflica's written notice. ( 1) furnish phi1SC-in. phase-out services for up to 60 days after this 
contract expires and (2) negotiate in good faith o plan with a successor to dctcnninc the nature and extent of phase-in. phase-out scrvict."S 
required. The plan snail be subject to the Contracting Officer's approval The Contr.aetor shall provide su fficient experienced personnel 
during lhc phase-in, phase-out period 10 ensure that lhc services called for by this contract are maintained at o high level of proficiency. 

(c) The Contractor shall also disclose ncc.cssary personnel records and allow the successor to conduct on-site intcnriC\~. If selected 
employees arc agreeable to 1hc change, the Comrnctor sha ll rclcasc them at a mutually agreeable dare and negotiate transfer of I.heir 
earned tringc benefits to the successor. 

(d) Toe Conrmetor shall be reimbursed for all reasonab le phase-in, phasc•outcosis (i.e .. costs incurrro within the agreed period alter contract 
exp iration that r=ll from phose-in, p!u_,;c.out opcro_tions) rutd o foe (profi t) not to exceed o p ro rota portion of the Ice (profit) under this 
contract. 

K£Y PERSONNEL (23-2) 
(SEP 1998)(BPI 23.1.7) 

The personn el listed below arc considered to be essential to the work being performed hereunder. No djvcn:ion sh<tll be made by lh<: 
Contr:ictor without tllc written consent of the Contracting Officer. 

(b) (6) 
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UNJT-4-STATE:\I ENT Of WORK 

A) General Information 

I ) Introduction 

2 ) Background 

3) Place of Performance 

4) Govcrnmcnt-fumishcd Materials and Equipment 

5) Contractor-Furnished Materials and Equipment 

6) Fcdeml Holidays 

7) Acronym Definitions 

8) Documentation 

B) Work and Service Requirements 

I ) General Requirements 

2) Security Clcarnnec Requirements 

3) Required Documentation Prior to Award 

4) Standard Opcrating Procedures 

5) Certifications and Credentials 

6) Contractor furnished Training 

7) Contract Employee Requirements 

8) Duties of the Contractor 

9) Weapons Requirements 

10) Company Representatives and Supervision 

11) Security Supervisor Procedures And Duties 

12) General Security Officer Conduct 

13) Dclivcr:iblcs and Performance 

14) Shifi and Post Requirement 

15) Safety Requirements 

C) Security Service for the BPA Headquarters Complex 

D) Security Service for the Ross Complex 

E) Security Service for llK! BPA Park Place Leased Office Complex 

f) Security Service for the Eugene Starr Complex 

G) Security Service for the Munro Complex 

H) Security Service Deployment 10 Energized facilities 

I) Perfonnance Assurance 

J) Perfonnancc Evaluation 
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A) GE~ERAL INFORMA TIO 

I ) INTRODUCTION 

a. This Statement of Work is for the acquisition of anncd security officer services (protective force) at the Bonneville Power 
Administration (BPA) Headquarters in Portland, Oregon; Ross Complex, loc:ited in Vancouver. Washingt.on; Eugene SUlrr 
Complex, located in The Dalles, Oregon: Munro Complex in Mead. Washington: and other BPA facilities or properties as 
security needs arise. 

b. The services provided arc commensurate with the duties o f a Guard I ( limited use of Guard I), Guard ll ruid AJorm Monitor 
a.~ defined under the Protective Service Occupations category of the Department of Labor (OOL) document titled, "Service 
Contract Act Direct.Ory of Occupations." Therefore, services offered by the Contractor must stipulate use of Guard I and Guard 
11, and Alarm Monitor personnel exclusively. Any employment of Guard I personnel during lhc pcrfomumcc of the conlract 
other than that specified in the Sta lcmcnt of Work and allowed by the temporary exception ou11incd in section 13.b, 
Certifications and Credentials or aulhorizcd by the CO or COR prior to 1hc posting occurring. may be considered grounds for 
lcnniruJtion for defuull. 

c. This Statement of Work (SOW) is for the sole use of the security services provider (Contractor) and Bonne\ille Power 
Administration in order 10 adminis1cr this socurity services eonlr:!Ct. All information, procedures, requirements, instructions 
and descriptions of duties contained in lhc SOW shall be protected from unauthorized disclosure. distribution. copying, other 
duplic:ition. electronic transmission. o.nd any other form of unauthorized use. This SOW shall not be provided in part or in full 
10 any person. company, agency. representative or any other c lement without the express written consent of the Contracting 
Officer. This document is identified as Critical Information. Under BPA ·s lnfonnation Protection Guidance. it is not required 
10 be marked; howc\·er, controlled distribution and information security protections are required. 

d. The execution of this SOW will be under the supervision of the Bonneville Power Administmtion 's (BPA 's) Office of Security 
and Continuity of Operations (OSCO). under rhc direction of the Chief Security and Continuity Officer (CSCO). 

2) BACKGROU:-1D 

a. The Bonneville Power Administration (hereinafter referred 10 as "BPA ") is a federal agency, within the U.S. Department of 
Energy, that markets wholesale electrical power and opemtes and markets transmission services in the Pacific NonhwcsL The 
wholesale electrical power markelcd by BPA comes from 3 1 federal hydro projects in the Columbia Ril•cr Basin. one 
nonfcdcral nuclear plant and several 01hcr small nonfodcr.il power plants. BPA's customers include publicly owned and 
investor-owned utililics, as well as some large industries. BPA also sells or exchanges power with utilities in Canada and the 
Western United States. Revenue earned by BPA helps ii fulfill p ublic responsibilities that include low-cost and reliable power 
and investments in energy conservation and renewable resources. 

b. A.s a major provider of elcclrical power throughout the Pacific ' onhwcst, BP A· s resources arc critical to the agency continuing 
10 moct its mission essential function, providing Fedcml power 10 lood in a reliable manner. As such, BPA is required to 
develop and implement security strategics to protect critical inrra,,--tructurc. key resources, and personnel to ensure the 
accomplishment of BPA 's mi.~sion. The intent of these strategics arc to prc\•ent the exploitation, incapacitation. or destruction 
o f BPA's infras1ructurcs and resources. Accordingly. BPA's hydro-electric grid is identified as critical 10 the economic 
prosperity, national defense, and quality o f life of the United States. Therefore, BPA seeks a pannership with a security 
provider who is equipped :lJld prepared Lo play a vital role in supporting the protection of BP A's portion of the nation's critical 
energy in&-dslructurc. 

3) PLACE OF PERFORMANCE 

a. The Contractor shall provide security officer services al the BPA ·s fiicilitics at the following locations: 

b. BPA Headquarters building. located at 905 NE I Ith Avenue. Port.land, OR 97232 

e. BPA Ro,-s Complex, located at 541 l NE Hig hway 99, Vancouver, Washington 98663 

d. Eugene Storr Complex. located in The Dalles. Oregon 

c. Munro Complex, located in Mead, Washington 

( Other locations within the BPA Regional Service AJ'C3 as deemed necessary by BPA 

4 ) GOVERNMENT-FURNlSHED MATERIALS A!'\'D EQU1PMENT 

a. BPA will provide focilitics. workstations, computers, printers, and other associated cquiprtK,-nt for security officer and security 
supervisor use. 

b. BPA will pro\<idc maps. floor plans and infonnatioa to build security operating procedures to the Contractor as needed for 
distribution to appropriate posts and personnel. The Contractor must maintain these materials in the post books. The Contnc1or 
must protect this in(onnation in accordance \\ith BPA ln(ormation Protection Program standanls. 

c. BP A wi II provide a copy of the Emergency Procedures and any call-out rosters, which the Controctor shall main ta.in :11 each 
site. These documents shall be protected in accordance with BPA Information Protection Program standards. 
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S) COl\'TRACTOR-FURSlSH£ D MATERIALS AND EQ lPMENT 

a. The Contractor shall furnish all training. quality control, personnel, uniforms, equipment, materials, and supervision to 
maintain physical security for BPA Headquarters. Ros.,; Complex. Eugene Starr Complex. Munro Complex. employees. :md 
visitors. 

b. The Contractor sha.11 provide the following items of operational equipment: 

i. One h:md-held ponablc public address system with batteries at HQ, Ross, Eugene Starr and Munro locations 

11. One hand-held. battery-operated spotlight with bauerics at each complc,c. HQ. Ross. Eugene Starr and Munro 

iii. Sufficient communications equipment. to mnintain contact \~;th .security of'ficcrs and BPA Local Facilities pcrsormcl. 

iv. One (I) 800 MHz capable hand held radio on cacJ, security post. Additionally, base stat ions compatible ,vith regional 
emergency services communications systems shall be provided for Headquarters Post I, Ross Dittmer AMS. Ross Post 
2, (CSB) and Munro AMS. 

c. The Contractor shall furnish Vehicles to meet SOW requirements. lnfonn11tion on vehicles being considcmd must be submitted 
to and approved by the BPA OSCO COR prior to use in pcrfo.nnanee of this contract. Consideration for the selection of patrol 
vehicles shall include area inclement weather conditions, operating terrain. fuel economy, vehicle purpose, etc. Vehicles 
designated for deployment purposes must take into account that BPA deployment locations include remote locations accessed 
via fire roods. and Right of Way access roads that require ability to opcr:itc off hardened rood surfaces. Any cxct-prions, 
changes, or modifications to vehicle requirements during the contract musl be approved in advance by the COR and/or CO. 
Refer to Federal Standard 307 !"or further guidance 

i. BPA Hcadquancrs. 

(a) No vehicles arc required 

ii. Ross Complc,c 

(a) Thn-c Vehicles, Two for patrol and one for supervision. 

(b) All arc to be A WD or 4x4 

(c) Est. Mileage for patrol vehicles 22.000 each. per year 

(d) Est_ Mileage for supervisor vehicle: 35,000 per year. 

iii. Park Place office complex 

(a) One vehicle for p.itrol duties. 

(b) Est. Mileage: 7,000 miles per year 

iv. Eugene Starr Complex 

(a) One vehicle for patrol use 

(b) A WD or 4 -whcel drive. compact. extended c:.ab pickup truck or SUV. 

(c) Est. Mileage: 30,000 Per year 

v. Munro Complc,c 

(a) One vehicle for patrol use. 

(b) A \VD or4-whccl drive, compact, extended cab pickup truck or SlN 

(c) ~ Mileage: 30,000 Per year 

vi. Spare Deployment Vehicles 

(a) Two spare vehicles shall be available at all times for emergency deployments 10 various BPA facilities or higher 
threat conditions. One of the spare vehicle may be located at the Eugene Starr Complex. 

(b) AWD or4-whecl drive, compact. extended cab pickup truck or SlN. 

(c) Est. Mileage 6,000 per year. 

vii. Vehicle equipment 

(a) The color of the patrol vehicles shall be consist.cnt with sccuriiy or law cnfom-emcnl-typc vehicles. Doors on each 
side of the vehicles shall be marked" Sccuriiy··. In addition to other items deemed necessary by the Contractor. the 
Contractor must cqwp \'ehiclcs as follows: 

(b) Light bar with flashing amber light~ 

(c) Spot light (mounted. mnotcly operated or hand-held portable) 
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(d) Spare tire and tools 

(e) Traction devices or tires 

(f) First Aid kit ,,~th protective gloves and medical waste receptacle 

(g) Emergency Road Kit using LED or rcflecti,-e emergency marl<ers 

(h) Vehicle mountL-d radio compatible with regional emergency services communications systems 

(i) A.8.C Fire extinguisher 

d. Uniform ruid Equipmcm 

i. Uniforms shall be of professional appearance. color-coordinated police/security style uniforms that an: standard issue by 
the Contractor and worn by all security officers and security supervisors. The uniforms for security officers and security 
supervisors assigned to lhc Eugene Starr Complex may be a tactical uniform (e.g. - 5.11 Tactical Series or similar) in the 
color of Khaki. Officers required to have a Non Electrical Worker Access Permit to energized areas must be provided 
uniforms meeting NFPA requirements for Arc Flash and Energized yard environments as listed in the BPA Accident 
Prevention Manual and Rules of Conduct Handbook. 

11. The follo,,~ng items of clothing and equipment shall be issued 10 and placed in the care and custody of each employee. 
Adjustments or changes to these requirements must be approved in advance by the COR. 

iii. Rain and cold weather gear as required with high visibility security identification located on tJ1e from and back. 

iv. A name tag that is professional in appearance with the first initial and last name oft he officer to be worn in a consistent 
location on the uniform. 

v. Duty belt with minimum level 3 retention holster, similar to what Law Enforcement agencies currently use, requiring 
two separate actions 10 release retentions and draw the weapon. c:c an SSL sleeve or thumb break combined with a 
rocking motion, magazine pouch. h.andcu!Tpouch, and other equipment approved in adVW1cc by the COR. 

vi. Block security or police style duty boots or shoes. Tun security or police style duty boots may be issued for use with 
Eugene Starr uniforms if khaki color uniforms arc selected. 

vii. Officers holding an energized ace~ pennit must be provided appropriate foot gear as listed in the BPA Accident 
PrcvcnJjon Manual Section A-2 which is as follows: Lace-up, over the ankle le.ather boots with rigid sole and heel meeting 
ASTM F 2413- 11 with an EH Raring or ASTM F 2413-05, Class 75 with EH rating 

viii. Professional Looking full finger black gloves lined with cul resistant material that meds 29 CFR part 1910 subpart I App 
B and ANSI / !SEA I 05-2016 such as Law Enforcement agencies would provide to LE Officers for cut protection. 

ix. Whistle 

x. Security Officer badge meeting requirements ofsllltc laws where performing duty to be worn on the most exterior article 
of clothing(i.e. uniform shirt, uniform jacket, rain gear or cold weather clothing) 

xi. Gender specific ballistic body rumor meeting U.S. Department of Justice National Institute of Justice Standard OIOI .06, 
Classification Type £1-A. and meeting OSHA Standard 1910.132 

xii. Sufficient nwnbcrs of uniform pants. short sleeve shirts. and long sleeve shirts for each officer to maintain uniform 
clC3Dlincss and professional appearance. 

xiii. Security/law enforcement style all weather jacket, with high vi.~ibility security identification on front and back affording 
access to their issued duty weapon. 

xiv. Aerosol Defensh·c spray and carrying pouch of the type and potency that local LE and/or local security companies carry. 

c. Al II minimum, the following items of equipment shall be provided to employees for each shift. Additional items deemed 
necessary by the Contractor mus1 be approved by the COR: 

i. Handcuffs and handcuff key 

ii. Aerosol Defensive Spray 

iii. Flashlight similar 10 the type Law Enforccmtnt use. capable of being operated "~th one hand (push button on/oft) while 
using a duty weapon in a high st:rcsS environment 

iv. Semiautomatic Handgun with similar characteristics and performance as Law Enforcement agencies use no less than 
9mm 

v. Ammunition meeting Law Enforcement performance characteristics, no less than 9mm in caliber 

vi. Two magazines. and one round for the chamber. Magazine capacity shall be the maximum allowed by law 

vii. BowdryThe Contractor shall provide a secure, lockable cabirict sufficient for the secure storage of weapons at each 
arming/disarming point. Infomu1tion pertaining to the proposed wcnpon~ storage cabinet shnll be submitted 10 the COR 
for approval upon award of the contract 
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viii. The Contractor shall provide an approved bullet containment device for issuance of duty weapons nt each arming point 
Bullet containment dcviceli must be placed in position so the muzzle of any weapon to be cleared is angled down and 
townrds the noor 

1x. Bowdry All Contmctor-providcd equipment shall be appropriately marked and identified as belonging to the Contractor 

6) FEDERAL HOL IDAYS 

a Fcdcnil Holidays occurring on Saturdays arc observed on the Friday prior. and Federal Holidays occurring on Sundays are 
observed on the Monday following. 5 U.S.C. 6103 and Office of Personnel Management guidance 

b. BPA observes the following Feder.ii Holidays: 

(i) 'cw Year's Day 

(ii) Martin Luther King Day 

(iii) Washington's Birthday 

(iv) Memorial 0-Jy 

(v) Junctccntb 

{vi) Independence Day 

(vii) Labor Day 

{viii)Columbus Day 

(ix) Veter.ms' Day 

(x) Tbnnksgiving Doy 

(xi) Christmas Day 

7) ACRONY:\1 DEFINJTIO!'.S AND lNFORMATIONAL LINKS 

a. Acronyms: 

January I " 

3rd Monday in January 

3rd Monday in February 

Last Monclay in May 

June I 

July 411, 

Isl Monday in September 

2nd Monday in October 

'ovembcr I I 11, 

4th Thursday in NO\·cmbcr 

December 25.., 

i. BMS Room: Building Management System Room. BMS rooms at BPA house critical facilities operations equipment 

ii. HSPD: Homclnnd Security Presidential Directive 

iii. JTS Room: Joint Tenant Space. Data SCl'\'lCCS and equipment rooms on each floorofBPA HQ, shared by GSA 

iv. PACS: Physical Access Control Systems 

v. WSO: Wenpons Safety Officer. A security officer or security supcsvisor who is knowledgeable. trained. and dcsignntcd 
to oversee weapons issue and arming/disanning of personnel for shift change purposes 

8) DOCUME:'ffATION 

a. Codified Federal Regulations (CFRs) w\\w.ccfr.Po,-/cg1-b1nltcxt-id-..'~1pl=%2Fmdcx.1pl 

http://www.ccfr.eov/c1d-bin/tcxt-idx'?rim-div5&nodc-41 :3.1.1.3.221141 :3.1.1 .3.22.3.326.3 

b. DOE Order 470.4b, Appcndi.~ B. Section I. "Facility C lcarnnccs and Registration of Safeguards and Security Activities;• and 
Section 2 -Foreign Ownership, Control or lnnuencc Programs (FOCI)." htm~://www.dirccti~"C1>.doc.gov/din.'Cti\cs• 
documcnts/400-~crics/0470 4-BOrdcr-b-;idmchg I 

c. faccutivc Order 12829 

http://www.:irchi\'cs.gov/isoo/policy-documcnt.Jco-1 '.!8'9 html 

d. HSPD-7 

http://www.dh.~.gov/homcltmd-sccuritv-prcsidcntial-dircctivc-7 

c. HSPD-12 

htto://www.dhs.gov/homcl11nd,sccuritv-prcsidcn1ial ,dircctive- l 2 

C rERC CIP Standard 006 

http://v.,w,,v.ncrc.com/~tandnrd006 

g. Oregon Department of Safety, Standards, and Training (Oregon • PSST) 

h1tp://www.oregon.gov/DPSST/PS/p.1gcs/index.aspx 

h. Oregon Revised Statutes 

http://www.leg.state.or.us/onJ 
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i. Privacy Act 1974 

hnp://www.justicc.gov/opcl/privstnt.htm 

j. Revised Code of Washington (RCW) 

httrr//app~ lcu w:J.eov/rcw/ 

k. SF 328 

hup://h~.doq~m-/HOSccOn/forci!!n owner.<hip/FOCI SF328 INSTRUCTIONS.pelf 

ht1p://wwv.;.i,_~:i.2ov/porllll/forms/download/l l6246 

I. U.S. Department of Justice ational Institute 0l01 .06 

m. NU Standard-0 IO 1.06 for Ballistic-Rcsis1ancc of Body Armor and NU Stanclard-0115.00 for Stab-Resistance of Body Armor 

n. Washington Slate Criminal Justice Training commi$sion (WSCITC) 

hups://fonrcss. wa.2ov/cjtc/wwv,/ 

o. Washington State Dcpanmcnt of Licensing 

http://www.dol.wa.1;:ov/busincs,.Jsccuritvguards/sgg<;tnnncd.html 

p. 18 USC793 

http://codcs.lp.findlaw.com/uscodc/18/l/37n93 

q. 18 USC794 

hnp://codes.lp.findlaw.com/usrodc/18/l/37n94 

8 ) WORK Ai.'ID SERVICE REQUIREMENTS 

I) GENERAL REQUIREMENTS 

a. The overall purpose of this contract is to provide an estimated aggregate of approximately 97 .688 annunl hours of security 
officer services and approximately 15,776 annual hours of supervisory services for the BPA Headquancrs, Ross Complex, 
Eugene Starr Complex. Munro Complex and other BPA f.teilitics as addressed in this SOW. Additional security services may 
be requested by BPA for special evcntll, increased security conditions, emergency services, etc. BPA projectS requiring 
appro:cimatcly 1.000 houn; annually for addition:JI security services on an as-needed basis for unforeseen situations. 

b. Security services include but are not limited to the following: 

i. Armed guard services. 

ii. Protection of employees, facilities and property. 

iii. Access control, to include screening of visitors. vehicles, packages. 

iv. Issuance of visitor badges ::tnd enforcement of BP A ·s ID badge policies. 

v. Alarm Monitoring Station - operation and monitoring of security alarm systems and ccrv systems across geographically 
dispersed locations. 

vi. Operation and monitoring of autom.itcd access controls. 

vii. Observation and monitoring of building and fire wamfog systems and HVAC system warning panels and controls. 

viii. Response by Security Officers to Security Incidents occurring on BPA owned property. 

ix. Vehicle patrols of BPA Property and leased space, and interior and exterior foot patrols at designated locations. 

x. Application of compliance-based security rcquircmcnts, to include maintenance of records associated with compliance 
requirements. 

:ci. Application of GSA build ing regulations. 

xii. Interface ,vith Federal Protective Service (FPS) and other law enforcement or emergency ncspondcrs. 

c. BPA Headquarters 

i. The BPA Headquarters is a General Sc.rviccs Administration (GSA). seven-story office structure \\~th three levels of 
underground parking. The BPA Headquarters building (905 building) and the :idjacent 911 fcder:il building comprise the 
Portland. OR Eastside Federal Complex. The 905 building contains administrative offices for approxim::itcly 1,500 
federal employees and contractors and is located at 905 E I Ith Avenue, Portland, Oregon 

ii. BP A panncrs with the Federal Protective Service (FPS) on secu rity strategics for the Eastsidc Federal Complex. The FPS 
is responsible for the prott.-ction and security of federal GSA owned property and lc:iscd property. In general. FPS 
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operations focus on scc:urity and law cnforccmcm activities reducing vulnerability to criminal and terrorist threats. FPS 
protection and sL-curity operations include all-hazards based risk assessments: emplacement of crimimd and terrorist 
countcrmC3SUTCs: law enforcement response: assistance to federal agencies through Facility Security Committees; and 
emergency and safety education programs 

iii. FPS contracts security guard services for federal building access control, employee and visitor identification checks, 
security equipment monitoring. and roving patrols of the interior and exterior of federal property. Through memorandum 
of agreement, BPA 's Office of Security and Continuity of Operations manages and contracts security scr.,.iccs for the 
BPA HQ and works in cooperation with FPS to ensure security for the BPA HQ and Eastside Federal Complex meets 
both Ocpa.rtmcnl of Energy and GSA/OHS building security requirements 

d. BPA Ross Complex 

i. The BPA Ros..'I Complc.'t is located at 5411 NE Highway 99 in V3ncouvcr, Washington. The Ross Complc.,c is situated 
on a 250 acre industrial complex consisting of 55 individual buildings with approximately l, I 00 employees and 
Contractors assigned. Functions associated with buildings on the Ross Complex include high voltage clcctric-.!l power 
distribution, administrati\'e offices, electrical control and dispatching center. auditoriwn. laboratories. oil pumps, 
shipping and receiving. storage, scales, gas station. welding and cutting shop. microwave radio transmission equipment, 
hazardous waste storage, transfonner repair, computers, flammables and herbicide storage, and solar power 

c. Eugene Starr Complex 

i. The Eugene Starr Complex, located near The D:ilht$, Oregon, consisis of high \'oltage substations, equipment 
maintenance shops 1111d other related support facilities on an 850 acre parcel ofland approximately one mile south of The 
Dalles, Oregon 

( BP A Parle Place Leased Space 

i. The BPA Park Place office complex consists of one or more office buildings leased by BPA and othcr tenants in 
Vancouver, Washington. Office space leased by BPA at the Park Place office complex changes as office space needs 
change within the agency 

g. Munro Complex 

i. ux:atcd in Mead. WA and consists of the Munro Disp:itch Center, Munro Scheduling Center. Bell Elcctric:il Substation. 
Spokane District Maintenance Headquarters and various office spaces located on 66 acres. 

h. BPA' s security force is comprised of nwncrous posts including stationary access control. vehicle inspection. vts1tor 
procc.-.sing. alarm monitoring, and foot nnd vehicle patrols. The number, hours, and specific duties of these posts nnd positioru; 
arc dcscnl>cd in sections related to the posting requirements for each site. 

i. BPA reserves the right to assess security post needs and requirements as the security environment, contingency operations, 
and security requirements change for the agency. In doing so, BPA may elect to add. eliminate. or modify security posts, po~, 
duties, or post hours by bilateral contract modific.ation 

2) SECURITY CLEARANCE REQUIREMENTS 

a. At a minimum. at least one security supervisor on duty per shifi at HQ during core hours (0600-1800) and one security 
supervisor at the Ross Complex during all shills shall have a DOE L (SECREl) security clearance or the L clearance in 
progress following the award of the contract. The Contractor \~ill submit a list of security supen~sors that will be submiued 
for clearance requirements through BPA Pcrsonn.cl Security within 30 calendar days of contract award_ BPA will coordinate 
with the Contractor to submit security supervisor names to obtain DOE L clearances for a sufficient number of security 
supervisors to meet tbe above expected BPA need. The Contractor must notify BPA immcdbtcly upon discovery of 
circumstances impacting the security clearance held by a contractor's employee ai;signcd to the BPA Security Services 
Con1rac1. 

b. Prior to being issued a Department of Energy (DOE) identification badge, employees of the Contractor must accomplish the 
appropriate Personal Identity Vcrifica1ion (PIV) documentation required undc:r HSPD-12. The PIV process will occur through 
the Personnel Security organization \\~thin BPA 's Office of Security and Conti.nuity of Operations (OSCO). who wtll supply 
the Contractor the necessary information and forms for this process. Employees of tbc Contractor must use the issued DOE 
ID badge for entry into BPA facilities. Proximity cards may also be programmed and issued to security officers for access 10 

other clcctr0nically controlled area.s. 

c. Documentation of security practices and procedures (pertaining to personnel clcamnccs and the training and reporting they 
arc required to do 1f they hold a faeili1y clearance and manage cleared personnel) 

3) DOCUMENTATION REQUIRED PRIOR TO A\\ 1ARD 

a. Prior to award of this contract. the Contractor shall furnish to the Contracting Officer. 

L A Certificate of Authority from the Corpomtc Division of the Oregon State Department of Commerce 

11. A Certificate of Authority from the Washington State Department ofConuncrce 

iii. A Certificate of Good Strutding from the state in which the firm is incorporated. 
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iv. A facility security clearance from HQ. U.S. Department of Energy pursuant to Exccuti\'e Order 12829 or cquiVlllcnt DOD 
FCL determination. 

v. The Contracting Officer (CO), or dcsigncc (COR). will review the credentials of applicants proposed by the Contractor 
and reject any employee ihat. in the opinion o f the Go,'<.."Tflment, is not suitable for this contract. Under these 
circumstances, an appeals process will be provided to the Contrnctor. 

4) STANDARD O PERATING PROCEDURES 

a. The Contractor shall review, update and provide to the COR, updated Standard Operating Procedures (SOP's) by December 
I , 2018 for the Contractor·s operational and administrative use. BPA will provide information pcnaining to procedures and 
policy in order to assist the Contl3ctor with SOP development. 

b. Contents of SOP 

i. The following arc examples of SOP oontcnl Specific sections required by BPA will be identified by OSCO, and proposed 
by the Contract Manager for BPA consideration: 

(a) Uniforms and standards of appearance. 

(b) Weapons and equipment issue, safety procedures., and accountability. 

(c) Functions and duties of the security officers. 

(d) Security officer authority. 

(c) Apprehension policies and procedures. 

(f) Response to bomb threats or suspcctt-d IED. 

(g) Response to intrusion alnnns. 

(h) Response to unauthorized individuals. 

(i) Response to discovery of prohibited items. 

(i) Response to fire alarms and building evacuations. 

(k) Customer Service and Diversity Awareness Training. 

(I) Access control procedures. including ,-isitor.;. 

(m) Response to robberies .u,d other violent crimes. 

(n) Providing motorist assistance. 

(o) Providing escort services to employees. 

(p) Radio communications procedures. 

(q) Use of force. 

(r) Report writing. 

(s) Lost and found property. 

(t) Building/Gate Security Checks. 

(u) CCTV monitoring procedures. 

(v) Ahmn monitoring/response procedures. 

(w) HQ parking procedures. 

(x.) Current issued Post Orders. Access Restrictions (Security Alerts and Access Status Notifications), Operations 
Bulletins.. Special Notices. etc. 

(y) Vehicle inspection techniques and practices for detecting bombs or other dangerous materials. 

(z) Personnel screening (use o f x-ray, band wands, etc.). 

ii. SOP Distribution 

(n) The Contractor shall maintain current copies of applicable SOP's in hard copy at each stationary post and electronic 
oopies in a centr.il electronic file location nvailnble to all officers. 

iii. SOP Training and F:imiliarimtion 

(a) Prior to 11SSignmcnt to any post for duty either for shift o r relic( lhc Cont.ractor shall provide each new c:mployc:c 
training sufficient to ensure a general familiarization of all BPA Posts and SOP's .. The Contractor shall provide post 
specific tr.lining suA1cicnt to ensure officers are thoroughly trained, and lcnowlcdgcablc of the post SO P's and duties 
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associated with the post Officers ass.igncd to a post must be familiar with the duties of other posts having operational 
intcnlcpcndcncies. Training shall be documented in electronic and/or bardcopy format in individual Officer Tmining 
Records 

iv. SOP Review Requirements 

( :1) Unless otherwise directed by OSCO. the ConlT'3ctor shall conduct quarn:rly reviews of ofliccr knowledge and 
understanding of the SOP's for the post or posts which the officer is a.~igncd. The reviews may be oral interviews, 
written exams. practical dcmonstrntion. or any combination of all three. The Contractor shall maintain records 
documenting reviews. 

(b) Results of quarterly evaluations shall be provided to the COR through the use of a Limited Scope Pcrfonnancc 
Testing Database. These results may also be used to dctcnninc future training requirements. 

v. SOP Updates 

(a) The Contractor shall conduct and document annual reviews ofSOP's. The Contrnctor shall provide the COR with 
updates :ind changes to SOP's as they occur and must incorpor:ne change recommendations or requirements dirccicd 
by OSCO. 

S) CERTIFICAT IO. S Al'I/D CREDENTIALS 

a. Anncd Security Officer Ccnification.~ and Credentials 

i. BPA's security program uses armed security officers. The Contractor shall fully comply with the Revised Code of 
Washington, Washington State Criminal Justice Training Commission regulations, and the Washington Administrative 
Codes regarding the licensing of Prh~dtc Security companies and security officers. Additionally, the Contractor shall fully 
comply with Oregon Revised Statutes. Oregon Dcpllrtmcnt of Public S:ifcty St30d3rds and Training and Oregon 
Administrative Rules. E:ich armed security officer assigned to Washington facilities shall be licensed as a Washington 
Armed Private Security Guud. Each armed security officer assigned to Oregon facilities shall be licensed as an Oregon 
Armed Private Security Officer. Authorized Guard I (unarmed officers) shull be licensed as unarmed security officer.,, in 
the state that the officer is assigned_ All officers shall be licensed in compliance ,vith stale lalV. Security officers m:ty be 
dual<crtified in order to support BPA deployments .,,,;thin BPA 's service ltrca. Security supervisors and security officers 
shall carry their state issued Security Officer licenses with them at all times while on duty. The Contractor shall assess 
DOE Protective Force requirements for feasibility of implementation when conducting self-assessments as identified in 
section 42 of1his SOW. 

b. Allowed Eitceptions to Anncd Security Officer Certifications and Credentials: 

i. E.icccptions to BPA 's contract requirement to use anncd security officers involves temporarily allowing licensed un:inncd 
security officers to occupy d~ig.natcd posts while the administrntivc process for anncd security officer licensing is 
completed. Under these exceptions, the Contractor may use unarmed security ofliccrs only as specifically authorized Wld 
approved in advance by the COR or dcsign:ited representative from BPA ' s OSCO. BPA expects officers employed using 
this exception will ha,·c completed all requirements for armed security officer licensing including successful completion 
of armed security officer train mg classes and qualification course of fire conducted and certified in compliance with state 
requirements prior to assignment to these posts. Ofliccrs must complete the :ippropriatc training and dcmonstmlc the 
knowledge. skills, and abilities lo effectively conduct operations for the assigned post prior to post assignment. The 
following posts upon notification and approval of the COR m:ty be posted under this exception with state licensed 
unarmed security officers for a period of no more than 45 calendar days unless otherwise approved by the CO/COR: 

(a) HQ Post 6 

(b) HQ Post 9 

(c) Ross Post I day shill (Dittmer building West Entrance) 

(d) Ross Post 2 day shift (Ros.~ Complex Construction Services Building) 

(e) Eugene Starr Complex Post I , dny shifi only 

(f} Munro Post I. Munro Alarm Monitoring Station (AMS) 

c. Transition (60 Calcndu Days) 

1. Within 15 calendar days following contract aw:ird. the Contractor must develop a transition plan ensuring necessary staff, 
certifications, training. and continuity 11TC maintained in accordance with this SOW in order to main1:iin effective security 
operations. The Contractor must submit the transition plan to the COR for review and approval no later than 20 calendar 
days following contract award. Al a minimum the plan shall address: 

ii. Staffing Levels 

iii. Process for transitioning predecessor employees 

iv. Recruitment of new employees 

v. Strategy for providing post coverage during breaks and meal periods 
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vi. Strategy for transition of unifonns 

vii. Supervisory plan implementation 

viii. Roles of management and administrative personnel 

ix. Communication methods and protocols 

x. Inventory and equipment including weapons nod ammunition 

xi. Daily transition event calendar 

xii. Toe Selected Coniractor shall provide weekly rnmsition status reports during the transition period to address the follO\ving 
items: 

(a) Staffing 

(b) Permits. Licenses. and Registrations 

(c) Personnel clearances 

(d) Transition events/milestones 

(e) Equipment and unifonn purchoscs 

(f) Emergency R:idio Network agreement with regional emergency services communications agencies 

(g) Transition Expccllltions nt End of Cont.met 

(i) At the beginning of the transition period to a follow-on contract. the Contractor shall provide personnel records. 
including but not limited to, training, medical, suit.ability and security records to the successor Contractor within 
IO calendar days. 

6) CO~ TRACTOR FURNISHED TRAINl~ G 

a. The Contractor shall develop a Job Task Analysis (JTA) and identify general training needs as well as post-specific training 
needs in addition to State required Security Officer liccnsingrcquiromcnts. JT A ·sand post certification processes shall be part 
of annual tr.1ining which include p~cs ,pccific to BPA Contraet posts and ,hall be fully implemented within 90 calendar 
days of the a,wrd of the contmcl JTA infonnation shall be used to develop annual post specific certification (Qu:tlity Control) 
and an Annual Training Pl:m, which the Contractor shall provide lo the COR by October I of each year. The Contractor shall 
provide pre-employment training meeting all requirements listed under -Armed Certifications and Credentials"' and kPn> 
Employment Training·· prior to assigning any officer:! post. Post-Employment training is defined a, State required 3Jtnual 
Armed Security Officer c.:cnification training, proficiency training and wmual post specific c1.-nilic-.11ion training conducted 
after initial employment. Post-<:mploymcnt training shall be conducted in accordance with section 16) of the SOW. 

b. Pre-employment and post-employment training shnll be conducted and certified/documented a_t no additional cost lo BPA 
Training hours may be organized in any manner determined 10 be most efficient for the Contractor other than the !mining hour 
organization specifically mentioned in this Statement of Work for weapons or use of force. Training hours required for 
Weapons or use of force training shall not be shifted between officers. 

c. Pre-Employment Training 

i. Ccnification of completion of pre-employment training and licensing requirements for new hire employees shall be 
furnished to the COR prior to the St.an of employee perfonn:mcc. This notification may be in the form of an official letter, 
mcmonmdum, or e-mail to the COR. All officers must complete the follo,ving training prior to assignment on post 

(a) Oregon and/or Washington State licensing requirements, including successful completion of firearms qualification 
coursc(s) of fire meeting requirements of sl.lltc in which licensed shall be conducted and certified by the Contractor 
prior to using post-employment and other training allotments. 

ii. Orientation tmining and wk pcrfonnancc demonstration ccnilication reg:u-ding proper use and techniques for handcuff 
application as well as proper u:;c and techniques for Aerosol Self Defense spray application at the full range of use of 
forc:c levels. This training shall be performed by an instructor with c~-dcntials accepted by the state in which the officers 
\\ill be certified, for lc:.-s-than- lcthaVusc of force, or through other certification means approved by the COR (e.g. - master 
use of force instruc1.orccrtificmion. etc.). At the option ofthc Contractor, orientation training for handcuffs and/or Aerosol 
Self Defense spray may be waived if a new-hire security officer can provide documl.-ntation of training for handcuffs 
and/or Aerosol Self Defense spray occurring within 6 months prior to hire related to a pn:.,,fously held security, military, 
or law enforcement posit ion. Such documentation shall become a part of the security officcr•s training record for pre
employment training. 

iii. 16 hours of training directed towards use oflocally used X-Ray equipment for officers assigned to a post which includes 
use of an X-Ray 1113chinc unless they con show documentation of training on a similar model X-Ray system in the 
pre\-ious 6 months and familiarizlltion training on the X-Ray system utilized ot BPA. Officers assigned to positions 
requiring use of hand held/ walk through magnc1omctcrs must complete 8 hours of initial training. 

iv. Red Cross or cquivulcnt certification for First Aid and CPR, to include use of automated external defibrillator (AED). 
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,,_ Prior 10 assigning a newly hired officer as the primary sccurily officcrs at any post, newly hired officers shall complete 
sufficient training including familiarization of all silc BPA Posts and SOP's prior to post assignment. The Contractor 
shall provide post specific training and certification to officers. Officers must complete training and dcmonstr.ltc 
sufficient knowledge and understanding of applicable SOP"s, and demonstrate capability of performing all d111ics 
associalod wilh lhc post Newly hired officer security posl certification shall be completed within 30 calendar days of 
initial post assignment. Security officers must dcmonStratc familiari1y, knowledge and understanding of lhc duties of 
other posts having operational interdependencies. 

d. Post-Employment Training and other Training Allotments 

e. Post-Employment License and Ccnificarion Refresher 

i. The Contractor shall provide refresher training to officers. Officcrs must maintain certification and qualification under 
requirements stated in section 16) oflhc SOW. 

ii. American Red Cross or equivalent CPR. First Aid and AED training shall be conducled lo mainlain certifications meeting 
training frequency requirements by the credentialing organization. 

iii. 8 hours of annual refresher training on locally 11.mJ X•Ray equipment for each officer posted to use the machine and 8 
hours annual refresher training on hand held / walkthrough magnetometers. 

iv. Annual security post certifications for securily officers shall be accomplished through a process developed by the 
Contractor and approvcd in advance by the COR. Officers must maintain certification and demonstrate knowledge. skills, 
and abilities to adequately perform in the posts assigned. Initial securily posl certifications shall be required for cllTTently 
employed security officers assigned to perform duties at a new security post. 

f. Firearms Training ( 16 hours) 

i. The Contractor must provide and maintain training outlined in order to develop and maintain lhc firearms skills of 
officers. This 16-hour block of training shall not include pre-employment or remedial training for officers who fail to 
qualify per state requirements. For remedial truining ~cc ~Remedial Firearms Tr.uning". To the extent po~siblc. the 
Contractor shall incorporate applicable clements of cstnblished Department of Energy training for firearms. 

ii. Frequency ofTrniniag 

(a) Firearms training shall be conducted quarterly in four (4) hour blocks and documented on the contractor training 
plan provided to the COR. The Contmctor may combine two qu:irters of firearms !raining. to be conducted in a 
single quarter to provide skills development for current licensed and qualified officers. To the greatest extent 
possible. firearms training must be conducted in regular intervals throughout the ycai- in order to limit the 
degradation offircanns skills of Contractor personnel from year 10 year. 

iii. Live Fire Range Training 

(o) A comprehensive firearms safety briefing sh:tll be provided to all officers prior ro commencement of firearms 
training. All officers shall be rcquin.-d to meet the following minimum firearms proficiency qlllllifications and 
trnining requirements: 

(b) Using the state or other course of fire approved in advance by the COR. qualify one additional time, approximately 
6 months after stntc required licensing is completed. This can be in conjunction with quancrly live fire training. All 
qlllllificarions and ancmpts must be documented and pass or fail and scores must be retained in an officer's 
permanent record made available to the COR upon request. 

(c) All officers shall attend not less than four hours oflive fin: range training appro;,cimatcly quanerly (c;,ccepl as noted 
for combining two 4 hour blocks). One 4 hour block of training shall be in the form of Confrontation Simulation 
(ConSim) tra.ining. or other forms of training approved by the COR. 

(d) The Contractor mny combine up to two (2) qua.rtcrly truining blocks for a total of8 hours of training to be conducted 
1vithin one quarter for officers who may need a more focused. longer block of training (sec ~Frequency of Training"). 
This rulowancc may be used one time per officer per year for officers needing sucb !mining. Upon request, the 
Contractor shall provide documentation to the COR of all officers who receive quarterly combined training. 

(e) Training hours may nol be transferred from one officer 10 another. 

(f) Ench quru1crly block of firearm.~ training shall have clca.rly defined goals nnd objectives. Each officer must 
dcmonstmlc satisfactory understanding and ability to perform the objcc1ivcs of the trdining. The Contractor shall 
maimain a record documt:nting lhc goals and objectives of each quarterly training session and provide ihcsc to the 
COR upon rcqucsl The COR shnll be notified of the results of nil officers failing to dcmonstralc satisfactory skill 
levels " ~th the clements of tile provided training via email. During quarterly training periods tile focus oi training 
may be on one or more of the below listed clcmenls or additional c lements proposed by the Conlractor and approved 
in advance by the COR: 

(i) Use of cover 

(ii) Moving with a firearm 
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(iii) Shooting on the move 

(iv) Low light shooting principles 

(v) Decision scenarios/confrontation-simulation 

(vi) Rcmcdi:il Firearms Training 

(vii) Failing State Licensing QU'11ification Course of Fire 

I . If at any time an ofticcr fails the required state licensing qualification course of fire.. either for license 
renewal or in conjunction with the six month requirement noted in .. Live Fire Range Training•·, BPA \\ill 
consider the officer as not in compli:mcc with the provision listed in the Statement of Work "Armed 
Ccnification and Credentials." The Contractor shall notify the COR as soon as practical when any officer 
mils a qualification course of l'ire. The Contractor shall have a period of 45 calendar days to conduct 
needed remedial training in order to bring the officer into compliance ,vith this Statement of Work ,vithout 
additional cost to the Bonneville Power Administration. If the officer is not brought into compliance within 
the 45-day grace period, the officer "~II no longer be e ligible for contract performance. The COR may 
c:o.tcnd the grace period if determined it is in the best interest of BPA. 

(viii)Failing to Meet Quarterly Firearms Training Objectives 

I. Officers who fail to meet quarterly training objectives shall receive remedial training in order to meet 
those objectives. 

(ix) Unsafe Fircanns Handling 

I . Unsafe firearms handling. negligent discharge of weapon, or any other unsafe acts in conjunction with the 
handling. training or use of fircanns shall be reported to the COR or other OSCO personnel within I hour 
or as soon as circumstances allow. lnci<knts, such as an accidental discharge, sh.ill have ;i thorough inquiry 
accomplished by the Contract Manager in coordination with OSCO and the BPA Safety Office. A report 
of the inquiry, to include root cause. remedial actions, and any necessary remedial training shall be 
provided to the COR detailing corrective actions to be taken by the Contractor. 

(x) Defensive Tactics Training (8 Hours) 

I. Frequency and Scope of Training 

a. All officers shall ,mend 8 hours of defensive tactics training on an onnual basis. The training shall 
consist oflhc follO\ving clements unless otherwise approved in advance by the COR. 

b. Handcuffing. 

c. Aerosol Self Defense spray refresher 

d. Take down and apprehension techniques to include Use of Force continuum scenarios. 

c. Verb.ii Crisis Intervention (verbal commands for taking suspects into custody). 

f. Weapons retention. 

g,. Officer safety and survival. 

(xi) Other periodic training may include. but is not limited to the follO\ving: 

I. Vehicle inspection techniques. OOE or equivalent. 

2. OSCO subject briefings as needed. 

3. Re-familiarization \vilh applicable emergency and a larm response procedures. 

4. Report writing. 

5. Po!il documcnrntion familiarization. 

6. NERC CIP requirements ancVor procedures. 

(xii) Other Security Officer procedures. 

I . Individual training classes conducted by the Contractor shall include the development of a training plan. 
Class training plnns shall be maintained by the Contractor :ind made a,'llilnblc lo the COR upon request. 
Upon a,wrd of the contract., the cl:lliS training plan fonnat template shall be provided to the COR for 
approval. A class training plan shall include the following mformation (or other mfonnallon approved by 
thcCOR): 

2. Training purpose. scope. and objective. 

3. Training methodology. 
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4. Training resource needs, 10 include identified instructors. 

5. Training schedule. 

6. Training curriculum. 

7. Training evaluation criteria. 

8. After actions report (AAR) upon completion oftr.1ining. The AAR shall be used to evaluate the success 
of the training and identify follow-up actions needed. 

1v. On the Job Training/ Career Development 

(a) On The Job Training (OJT) 

(i) The Contra.ctor shall furnish nnnual OJT to officers. Officers must demonstrate sufficient unden;tanding. 
knowledge and capability to perform post duties. This training must address specific needs for conducting 
various day lo day activities associated with post duties. OJT must be relevant to successful accomplishment 
of the BPA security mission. OJT must be conducted nt no additional cost to BPA BPA may request some 
types of OJT perfonncd in addition 10 scheduled duty hours which may be considered "additional security 
services." BPA shall determine which types of OJT arc "additional security services~. The Contractor must 
maintain a record and roster of officers completing OJT. The Contr.ictor must pro,<idc a certification statement 
ofOJT annually to the COR. OJT shnll include a review ofthc Contractor·s firearm.~ safety trnining program, 
DOE Vehicle lnspcction Procedures, w1d may include, but is not limited to, the following: 

(ii) Post documentation review. 

(iii) Additional ,·chicle inspection techniques. 

(iv) X-ray and magnetom1..1cr techniques. 

(v) information bulletins, instructions, post operations, Operations Bulletins, etc. 

(vi) Safety information. 

(vii) Supervisory/Management one-on-om: tr.tining. 

(viii)Sccurity Officer procedures/ post procedures. 

(ix) Emergency procedures. 

(x) Ha:mrdous materials. 

v. Contractor Required Training and Briefings 

(a) The Contractor may require individual employees to attend briefings, meetings, training or seminars relating to the 
specific conditions of employment under which officers arc employed with the Contrue1or. These may include 
infonnation pertaining to employee performance appraisals, employee benefits, Contractor policy, compensation 
policy, and other issues arising from time to time. To the extent practical these may be accomplished while the 
employee is posted on duty. However, the Contractor will exercise due diligence \\1th respect LO contracrual position 
requirements to ensure all posts arc filled with a security officer a1 all times. 

7) COl'ffRACT EMPLOYEE REQUJREMENTS 

a. Officers must meet or exceed the following minimum criteria prior to post assignment: 

1. Must be U.S. citizens. 

ii. Must be at least 21 yc:tr11 of age to meet Oregon and/or Washington State Security Officer licensing requirements. 

iii. Must possess a high school education orcquivnlcncyccrtificatc. 

iv. Shall be physically able to perform all assigned armed security officer duties. functions., and activities. Employees 
performing in security officer positions sh:111 have the ability to do the follO\ving: stand on post for long period~ of time 
(e.g. • an 12-hour shift with applicable breaks required by faw); able to work outdoor.1 during inclement weather or other 
conditions; able to walk uneven terrain during foot patrols; be able to legally and safely operate a motor vehicle; be able 
to lift up to 40 lbs. without assi.stam:c; able to be certified to ix-rform cardiopulmonary resuscitation (CPR) and use an 
automated external defibrillator (AED): able to successfully pass firearms qualifteation nnd certification \\1thout physical 
assistance. including kneeling and other firing positions. 

v. The Contractor shall provide each newly hin:d officer a physical examination at no additional cost to the Government or 
the employee prior post as~ignmcnt. and every two ycar.s after initial hin:. Officers mU5t be cleared as physically able 
mentally and medically fit to perform their respective duties. The Contractor shall provide a list of current employee's 
the date of their last physical examination upon request by the COR. 

\<i. The Contractor shall maintain a drug-free workplace program. In addition, the Contractor's program shall include al a 
minimum. processes for the initial drug screening of new-hire employees and random screening for employees. Drug 
screening shall be a 5-pancl drug test regimen. The Contractor must perform drug screenings upon wriucn request by 
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BPA. The Contractor shall provide initial (for clearance purposes) and random drug screening of the employee through 
their own established testing facility federally qualified to conduct drug screening. An electronic and/or hard copy oft he 
test result shall be made available to the COR. or other authorized official determined by the COR or CO. upon request 
and, if necessary, forwarded to DOE for record of compliance. 

vii. All employees shall speak English and be literate in English to the extent of reading and understanding pnntcd regulations, 
detailed written orders. training instructions and materials, and shall be able to compose reports which convey complete 
information in English. Security officers shall be able to under.;tand and pcrfonn basic computer keyboard opcmtion~ relative 
to the operation of word processing and e-mail software (e.g. - MS Word and MS Outlook) and the cardkcy access systems 
used by BPA (cum:ntly ProWatch). 

viii. While on duty, security officers shall not supervise or a11cnd to any other contract or duties not directly related to the 
performance of this contract without lhe advance written consent and approval of the CO and Chief Security and Continuity 
Officer. Contractor employees shall not be current government employees. 

b. Employee Background Checks 

i. Personnel ,viii undergo HSPD-12 personal identity verification and background checks by BPA. Persons not meeting 
adequate security background requirements as determined by BPA ,vill not be permitted to perform on BPA property. 

ii. Security officers must meet state criminal background check requirements for armed guard I iccnsing in the slate in "hich 
they arc working. 

iii. Personnel must directly support North AmcriC311 Electrical Reliability Corporation Critical Infrastructure Protection 
(NERC CIP) stnndards (Slllndard CrP 006, Cybcr Security- Physical Security of Critical Cybcr Assets) and must undergo 
personnel risk assessments which BPA will conduct a minimum of every 7 yi:ars as outlined in requirements established 
in Standard C[P 004. Cybcr Security- Personnel & Training. 

iv. Department of Energy. BPA Office of Security and Continuity of Operations. Contracting Officer or COR will 
periodically request infonnation from officers holding L clearances to initiate and maintain security c learances of officers 
requiring such and performing duties on the BPA Security Services ContracL Any actions on the following process could 
occur: 

(a) PERS EC receives information from PHYSEC COR for guard force that a clearance is needed for a Guard 

(b) PERSEC will pre-fill out forms for signatures: 

(i) OF 306- Declaration for Federal Employment 

(ii) DOE F 5631.18- Security Acknowledgement 

I. Need updated Resume 

(c) PERSEC will send forms 10 Guard for signatures, Guard to include updated Resume, and return all to PERSEC 

(d) During this time the Guard need 10 go for drug test - send results to PERS EC 

(e) PERS EC will send forward to DOE/HQ all forms and drug test 

(f) DOE/HQ will review paperwork 

(g) DOE/HQ will send Gua.rd an email to fill out c--QIP (Electronic Questionnaires for Investigations Processing) 

(h) Guard 10 follow instructions from DOE/HQ 10 complete c -QIP 

(i) Once e -QIP is returned to DOE/HQ the investigation process starts 

(j) Guard will be contacted by OPM lnvc._,tigator for background inlCl"\<icw and possibly people listed on e-QIP 

(k) This process could lake up to a year 

{I) Once investigation is complete PERSEC will receive infoml.ltion from DOE/HQ that Guard is cleared or not 

(m) If cleared 
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(i) Guard will be requested to complete a WBT- Comprchcnsi,re Briefing for Cleared Employees 

(ii) Guard to send certificate from WBT to PERS EC 

(iii) PERSEC " ~U order new DOE Security Badge w/clcarnncc lc\'el on it 

(iv) PERSEC will fill out a SF-312 (Classified Information Nondisclo;;urc Agreement 

(v) PERSEC will set up time w/Guard to review and sign SF-312 

(vi) Guard will set up a Card Pick-up appointment when new DOE Security Badge is checked in and Guard is 
notified 
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8) DUTlES OF THE CONTRACTOR 

a. General 

i. The Contractor shall provide a highly qualified. professional security force. The Contractor shall take immediate action 
to correct ofliccr performance. discipline and deficiency issues. The Contractor shall immediately report any termination 
of contract personnc I via email to the COR and the Revoke cmai I group. !fa tcnnination is known or projected in advance. 
Lhe COR shall be notified as soon as Lhc Contractor is aware of the cmployre termination so the COR may take necessary, 
timely administrative actions. 

b. Conuactor Duties 

i. The Contractor shall protect lives and shall, \\~thin the limits of security officer authority, deter unauthori.:cd use, loss, 
theft, trespass, espionage or sabotage of government property, material, and equipment, and Non-Government property 
and equipment located at BPA Facilities. 

ii. The Contractor shall have a well-developed continuity plan that will addn,-ss the agency's needs for adequate security 
coverage in the event of a disaster. This continuity plan ,~11 be coordinated through the BPA OSCO COR and Continuity 
Office. 

iii. The Contractor shall implement all regulatory or compliance-based rcquircmcnlS such as BPA policies and dirccti\'CS, 
GSA and FPS building policies and practices, procedures associated "~th NERC CIP and DOE, or othcr requirements as 
directed by BPA. 

iv. The Contractor shall conduct access control according to curTCnt BPA policy, GSA building policy, CFR's, under 
direction from BPA's OSCO. 

v. The Contractor shall monitor facilities to which assigned, for fires, explosions, and other cato.strophcs by close 
observation ofbuildin~ machinCI)', vehicles, electrical equipment, and personnel to identify unsafe or potcatinllyunsafc 
condil"ions, or activities. The Contrnctor shall monitor facilities for the commission of thcfls, as..<;aullS, robberies, or other 
violent crimes and n:port the same to Law Enforcement and OSCO personnel in .11;cordancc ~th developed procedures. 

vi. In the event of a fire. the Contractor shall monitor phone calls and radio transmissions, pro~dc directional assistance to 
responding emergency service providers and if needed, provide traffic control/cordon control at the location of tbc fin: 
and follow procrourcs associated with such a response. 

vii. The Contractor shnll report all security incidents to OSCO and when occurring at BPA HQ building 905 to the FPS. The 
Contractor shall u.sc the BPA standardized security incident report form (Form 5632.0 lc) for the submission of electronic 
security incident reports and shall use applicable forms supplied by FPS when nccc:.sary, unless otherwise directed by 
OSCO. 

viii. The Contractor shall patrol designated areas according to post duties as described. 

ix. D<:sigm1tcd Shills" identified in the SOW :uc general guidelines and may be adjusted ,~th advance approval from the 
COR. The Contractor shall establish shift change procedures accommodating the ingress and egress of employees and 
other activities in such a manner ensuring posts n:main covered. The Contractor shall also be responsible for 
accommodating administrative needs such as arming and disarming times for officers. 

x. The Contractor shall enforce BPA policies as described. and in a manner as required by the described post duties in this 
SOW. or as otherwise directed by OSCO. 

xi. The Contractor shall investigate security breaches and incidents occurring, 01 the direction of OSCO. Security incidents 
involving criminal activity, threats, ~oh:ncc. property damage. or any other serious or suspicious activity shall be 
reported to OSCO, L~I Law Enforcement and FPS (when appropriate) as soon as it is safe and practical lo do so. This 
includes notifications as needed to OSCO aflcr hour.i through the designated Duty Officer. Security officer actions shall 
be conducted in accordance \\qth appropriate lnws and in conjunction with established BPA policies. 

xii. The Contractor shall provide employee t-scort services as directed by OSCO. the Contra.cl Manager. or the security 
supervisor when employee safety issues nrisc or other circumstances exist wnmmting this type of assistance. 

xiii. The Contmctor sh.ill dC\-clop and maintain recall rosters to facilitate the contact of key management personnel and the rcc-.!11 
of security personnel to duty in :.-ufficicnt numbers to meet emergency situations arising at BPA facilities. Recall rosters 
shall be maintained in accordance \\~th the Privacy Act of 1974. Recall rosters shall be protected in accordance \~th BPA 
Information Protection Program standards. including proper marking, control, and stor.1gc of such documents. Recall 
rosters shall be submitted to the COR prior to the start date of contract services and be shall be upclntcd by the Contn1ctor 
and submitted lo the COR on a monthly basis. 

xiv. The Contractor shall provide additional security personnel to provide security services for special events or emergency 
situations as needed and requested by BP A. These additional security scr\'iccs arc not included as part of the inactive posts 
outlined in this SOW that may be activated during an increased threat level. Additional security services needed in each 
instance shall be for a minimum of 2 hours. To the extent possible, OSCO ,viii provide advance notification via c-m:iil 
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and/or phone call 10 the Contract Manager of any request for additional security services. OSCO shall provide the 
Contractor with specific security ofliccr duties for each instance. 

xv. The Conlrnctor shall supply an organization chart to the CO and COR as part of the transition plan. It will include the namCJi 
of company officers. S"Upcl"\-iSors, managers, and other key organizational personnel assigned 10 the BPA contraci with 
their bus;ncss contact infonnation. As changes in staffing occur. the ContrJctor shall provide updated organization chans 
toBPA. 

xvi. Security officers and security supervisors shall not be on duty for more than 12 consecutive hours or in excess of 60 hours per 
week unless approved in advance by the COR. The Contractor must allow for sufficient personnel rest betwt.-cn periods of 
work. 

icvii. The Contractor shall comply with all BPA policies to include Hara.ssrrn:nl Free \Vorkplucc and Smndwds of Conduct BPA 
will provide these policies at the post-award orientation. The Contractor shall distnl>utc to all officers. In addition, annual 
training required by BPA of:ill contract employees shall be conducted. Training must be approved in advance by the COR 
at no additional cost to the GovcmmenL 

xviii.The Contractor shall manage all training processes and requirements in accordance with this SOW. 

xix.The Contractor shall maintain training documentation sufficient 10 demonstrate officers have met all requirements for 
licensing, training, and annual s<.-curity post certification. These records shall reflect the specific nature, scope and detail 
of on-post training and certification. Training records shall be made available to the COR upon rcqucsL 

Xlt. The Contrnctor shall develop and maintain hardcopy post books containing operational infonnation. including but not 
limited to: 

(a) Ponions of the Statcmcnl of Work applicable to the post. 

(b) General Orders as outlined in the Statement of Work. 

(c) Post-applicable Standard Operating Procedures (SOP' s). applicable CFR information. and other emergency plans 
applicable to the post. 

(d) Short term briefing information, alerts. orders etc. 

(c) Emergency call out lists (maintained under Privacy Acl of 1974 and protected under BPA Information Protection 
Program standards). 

(f) When available, BPA provided maps and building schematics. 

(g) When available. operating instructions 10 include, but not limited to physical access control ~terns (PACs), card 
key readers, fire alarm panels. fire suppression systems. intrusion alarm systems. mechanical cnunciator panels. and 
ccrv system.~. and other opcratioll31 equipment. 

(h) The Contractor shall conduct and document alarm system checks as directed by OSCO. Completed documcn1a1ion 
shall be submitted 10 OSCO. 

(i) The Contractor shall safeguard information identified as sensitive, to include Official Use Only (QUO). Critical 
Information (Cl). or Personally Identifiable Information (PII) in accordance with established BPA Information 
Protection Program standards. 

(j) The Contractor shall assist OSCO with evaluating the applicability of Protective Force requirements contained 
within applicable DOE Manuals that may be integrated into BPA 's security program. 

(k) The Contractor shall have a retention plan 10 maintain a low tum-over rate of employees. 

9) WEAPONS REQUIREMENTS 

a. Weapons and Ammunition 

i. Unless otherwise approved in advance by the COR. the duty weapon shall be a semi-automatic pistol. of at least 9mm 
caliber ,vitb one loaded 15-round magazine. Anncd security officers shall carry two additional 15- round magazine when 
on duty. unless othcnvisc approved by the COR. The pistol 3nd ammunition selected must meet local. state or federal 
law enforcement specifications for performance. 

ii. The Contractor shall provide duty weapons as indicated above in a quantity to arm all officers on duty. A suitable quantity 
of spare weapons muS1 be available in the event of bn:akagc or emergency and to en.able the arming of posts identified 
in this SOW as being not currently activated A sufficient number of weapons must be kept readily available to provide 
fow- (4) officers weapons and ammunition in support of deployments to BPA field locations. 

iii. Sufficient magJ1.Z.incs shall be readily available for duty issue. training purposes. breakage and emergency. 

iv. Ammunition shnll be kepi in sufficient quantities for duty is~uc, and shall be replaced no less than :mnually or due to 
identified risk of defect at no additional cost to BPA. 

,,. Duty ammunition shall meet the same standards used by law enforccmcn1 agencies. (For Example: Federal Protective 
Service, Portland Police Bureau. or Multnomah County Sheriffs Office.) 
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vi. Duty ammunition shall be rotlllcd to range ammunition al least annually, requiring new ammunition to be supplied by 
the Contractor for duty use al no additional cost to BP A. 

vii. Holsters shall be Ill a minimum a level 3 retention holster. similar to what LE is currently using. requiring rwo scparntc 
actions io rckasc retentions nnd draw the weapon. Example; an SSL sleeve or thumb break combined "~th a rocking 
motion. 

viii. All modifications and alterations to fm:a:rms require advance approval of the COR. All modification.~ shall be performed 
by fnctory certified or DOE certified wmorers. 

ix. All weapons shall be maintained in clean and serviceable condition. 

x. Weapons shall be inspected at least annually by a factory certified or DOE certified armorer. Weapons inspections shall 
be documented and an electronic copy of the documentation forwarded to the COR. 

xi. Firearms shall be returned 10 the shift supervisor or a designated Wc-.ipons Safety Officer (WSO) at the end of each tour 
of duty. Prior to storing or re-issue of the firearm, the shift supervisor/WSO shall assess operational condition of the 
firearm by clearing the weapon, checking ammunition in magazines. 

xii. All weapons and ammunition shall be storod and locked in suitable lockers provided by the Conlr.letor and approved in 
advance by the COR. 

xiii. The Contractor shall develop and implement an accountability process for weapons. ammunition. and other equipment 
such as, but not limited lo, less than lethal weapons. radios, other opcrajjomtl equipment, etc. 

b. Firearms Policy Requirements 

i. The Contractor shall develop nnd submit for approval to the COR a program plan for firearms safety, specific to the use 
of firearms in the performance of the contract This shall be provided by the Contractor as part of the transition plan. 
Once approved, modifications to fircanns safety requirements must be approved in advance by the COR. 

ii. The firearms safety program shall be approved in advance by the COR and shall address. as a minimum. the following: 

(a) A statement of policy and procedural outline relating to the safe use offirearms. 

(b) Procedures for the arming and disarming of officers for duty/relief of duty. This shall include loading and unloading 
supervision of duty weapons by trained WL'11pons Safety OOiccrs (WSO's). 

(c) Procedures for inventory. accountability. and control of firearms by shift, as well as firearms maintenance and 
inspection. including a schedule denoting the frequency of these activities. 

(d) Procedures for rotation/replacement/disposition of unserviceable weapons. 

(c) Procedures for ammunition accountability, storage. rotation. disposal, and iru.-pcction. 

(f) Policy for reporting accidents. incidents. unsafe conditions, and negligent discharges. 

(g) Policy for correcting and preventing nccidcnts. incidents. unsafe conditions. and negligent discha11:,,es. 

(h) Policy for evaluating an officer's mental rcadincss lo return lo won: following a use of force incident involving a 
weapon. A licensed Mental Health official must perform nn evaluation of the officer's readiness before returning to 
work. 

{i) Firearm safety briefing form completed by each officer during each live fire range training session. These forms 
(electronic or hardcopy) must be available for review by the COR upon request. 

(j) The Contractor shall assign a professionally qualified individual responsible for conducting self-assessments of the 
Firearms Safety Program on an ongoing basis. Assessments shall be conducted at least annually. The results of these 
assessments shall be documented on a standardized Contractor supplied form listing date and time of as:scssmcnt. 
Any findings shall be docun1cnted and shall be submitted to the COR electronically. The Contractor shall 
immediately correct any UJ1Safc conditions discovered involving fircanns safety. Fircanns Safety Program 
\-iolation.~, and a mitigation p lan must be immediately brought to the attention of1hc COR. Assessment documents 
must be made available to the COR upon request. 

iii. Firearms Instructors/ Armorers 

(a) Firearms instructors may be security officers, Law Enforcement Instructors, supervisors or Contractor provided 
instructors designated by the Contractor to conduct firearms training. Firearms instructors shall be certified by the 
state for which officers are being trained or instructed. Guest or adjunct in.structors may be used with advance 
approval of the COR. 

(b) Aimorcrs may be security officers.. supervisors, or Contrnctor provided armorers designated by the Contractor to 
perform these dut ies. Armorers shall have complctL-d factory training or DOE certificat ion to inspect, modify, or 
repair fire.inns being used on lhc contract. The Contractor shall submit electronically to the COR the armorers' 
qualifications. 

iv. Administrative Handling of Weapons 

Contrnct 80004, Mod 010 Page S2 

0982 



28390010 

(a) Gcnenil 

(i) All administrative fire.inns handling shall be perfonncd in a manner consistent with safe and accepted practices. 
Firearms shaJI be treated as if they were loaded at all times. Weapons shnll be confirmed as unloaded in 
accordance with established procedures. 

(b) Load ing and Unloading Weapons 

(i) Procedures for the loading and unloading of firearms shall be developed by the Contractor and approved by 
the COR as part of the weapons safety program. Changes to procedures shall be submitted for approval b y the 
COR prior to implcmernation. Arming and disarming procedures shall be posted in plain sight at each 
designated arming station. 

(c) Less Than Lethal Weapons/Equipment 

(i) Aerosol SclfDcfonsc Spray- All security officers shall carry Aerosol Self Defense spray in an appro\'oo holder 
located on their duty belt while on duty. 

(ii) Handcuffs - All security o fficers shall carry a minimum of one set of handcuffs in an approved handcuff case 
located on their duty belt while on duty. 

(iii) The Contractor shall provide and ITl3inlllin sufficient quantities of these devices a,, readily available to all 
security po!.IS. 

(iv) New security officers shall receive appropriate oricnl3tion training and task performance tr.iining on the proper 
use of applicable ICS'S than lethal devices prior 10 assuming any security post. 

10) COMPANY R E PRESENT A TrVES AND SUPERV1SIO~ 

a. Qualifications of key personnel: 

1. The Contr.ictor sha.11 identify, by name, key management, supervisory, 311d instructor personnel. Unless otherwise 
approved by the CO and COR, requisite qlllllifications arc as follows: 

(a) Management/Contract Manager-Shall have a minimum of four (4) years· experience in the munagemen1 of security 
services contracts. 

(b) Supervisors - Shall have a background and experience including a minimum of four (4} years associatod with a 
security, miliIBry police, or law enforcement career. Refer Lo section 21) Company Representative. ?am. c) Of this 
SOW for further requirements. 

(c) Instructor - Shall have professional credentials consistent \\~th performing in the capacity of an instructor. 
Credentials include state certification or accreditation, Dcpanmcnt of Energy ccnification, or other certification, 
apprO\·cd by the CO and COR. Addi1ionally, instructors shall have a minimum of four (4) years· experience in a 
security, military, or law cnforcemcnl career. 

ii. Company Rcpn:sentative 

(a) The Contractor shall provide a Contract Manager. The Contract Manager shall be dcdicau:d solely to the 
performance of this contract and will not be assignt-d 10 any other contracts. The Contract Manage,r may appoint a 
su pervisor to act in place of the Contract Manager as needed for temporary absences. OSCO ,viii retain final 
oversight and decision-making authority over security opcrnlions. 

(b) The Contract Manager shall a.~sist OSCO with the development of security procedures and policy. 

(c) The Contract Manager shall maintain proper discipline. appearance, conduct, professional bearing and demeanor of 
all officers and supervisors. 

(d) The Contractor shall provide supervision focused on the day-to-day contrJct performance of officers. Supervision 
shall also be the direct l iaison lo the Contract Managcr and OSCO for security operation,. Supervisors shall assist 
with training {post certification. OJT, etc.) as ncccSS3JY 

(e) The Contractor shall provide one twenty-four hour per day, se\'cn day per week supervisor at the Ross Complex and 
supervisors assigned 10 BPA HQ. Cclilo and the Munro Complex for 12 hours per day, Monday through Friday 
(except holidays). The supervisors shall be responsible for supervising officers performing duties at the various 
locations at specified times as noted in "Designated Coverage.'' 

(f) Supervisors shall be certified as a supervisor by the stole in which supervisory work is to be pcrfonncd if required. 
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Supervisors will have demonstrated the knowledge, skills, and abilities necessary to successfully perform the duties 
oflhc Security Supervisor position including, but not limited to, the following: 

(i) Resolution of security related issues. 

(ii) Management of dynamic. evolving emergency or security incidents. 

(iii) Liaison with law enforcement agencies, client personnel, and other customers. 
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(iv) Coordinating and ensuring training completion of officers assigned. 

(v) Outside the hours outlined for a designated security supervisor the security supervisor from the Ross Complex 
wiJI perform this function for the Headquarter... Duties of the Ross Complex security supervisor arc outlined 
in the Statement of Work. 

(vi) Shift supervisors may relieve security posts for designated break periods only when there arc no other 
alternatives (e.g. - patrol. etc.) available. 

(vii) The supervisor shnJI inspect all assigned officers/posts at least once per shjft_ Each officer/post inspection shall 
be entered in the Security Officer Rcpon (SOR) and initialed by the inspecting supervisor. SOR ·s shalJ be made 
aVllilable electronically to the COR upon request. 

(viii) If a Security Ofiicc.r is not :ivailable to be posted at the beginning of a shift the Contractor Supervisor shall call 
the Physical Security Duty Officer, OSCO personnel or COR and provide the expected timcline and plllfl to 
restore coverage of the post. 

(ix) Alternate shift supervisors shall serve in the absence of a designated Shift Supervisor. The alternate shift 
supervisor must meet the criteria stipulakd for "Supervisor." 

11) SEClJR1TY SUPERVISOR PROCEDURES A.' ID D TIES 

a. General Description 

i. The supervisor is responsible for ensuring completion of security officer training and proper management and 
maintenance of all ,ccurity post.s listed in this SOW. Supervisors shall not supervise any security posts associated with 
other contracts. Shift Supervisor's shall be nnncd. 

11. Designated Coverage 

(a) Ross Complex 

(i) All Shifts 24 hours a day, 7 days a week unless otherwise approved by the COR, one supervisor shall be on 
duty and responsible. 

(ii) Ross Supervisor Supervision of Portland Headquarters 

I. Monday through Friday from 1800 - 0600, Weekends and Holidays provide supervisory duties. 

(iii) Portland Headquarters 

I. Monday through Friday, c."<ccpt holidays. from 0600 - 1800 hours, unless otherwise approved by the COR, 
one supervisor shall be assigned lo and responsible for Portland Headquarters. 

(iv) Cclilo Complex 

I . Monday through Friday, except holidays. from 0800- 1600 hours, unless otherwise appro,,cd by the COR. 
one supervisor shall be assigned to and responsible for the Celi lo Complex. 

(v) Munro Complex 

I. Monday through Friday, except holidays. from 0600- 1800 hours. unless othawise approved by the COR. 
one supervisor shall be assigned to and responsible for the Munro Complex. 

b. Supervisor Duties 

1. Supervisors shall not have other responsibilities not related to this contract. Supervisors shall be responsible for the 
following: 

(a) Pro,iding a formal briefing for security officers at the beginning of each shift. This shall include, but is not limited 
to, pertinent pass-down infonnation. security alerts. or termination advisories. 

(b) Ensuring posts remain staffed as required. Pro,~dc suitable replacements to staffing as needed. 

(c) Notifying the Contract Manager and OSCO if the Contractor is unable to provide coverage for a post. 

(d) Providing back-up assistance 10 security officers as needed. If additional assistance is needed. the supervisor shall 
immediately ensure Federal Protective Service (FPS) or local law enforcement. and OSCO, is notified as 
appropriate. 

(c) Ensuring familiarity with the duties and responsibilities of the posts under their supervision. 

(!) Ensuring post books at each post ore kept current and all officers arc knowledgeable regardmg informauoo contained 
in the post book. 

(g) Conducting tcstsofsceurity system equipment, in accordance with written plans and SoP·s. A written report of the 
results of testing shall be provided to OSCO ckctronically. 
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(h) Ensuring completion of Annual Post Certification Tests. Limited Scope Performance Tests (LSPT's). Alarm 
Response and Performance Tests (ARAPTs), and o ther security exercises as indic-Jted in established plans and 
SOP's. This includ~ coordination v.~th the Contract Manager and OSCO, if necessary, as well as documenting, 
maintaining. and tracking ,~Tittcn evaluations associntcd \\ith lhese pcrfonnance tests, identifying and making any 
needed corrective actions. 

(i) Gathering. reviewing, and submitting security incident reports and forms prcpnrcd during the shifi. The submission 
of reports and forms shall be coordinated with lhe Contract Manager and COR. Form-.lrcports shall be filed 
electronically in appropriate folders on BPA networks and as directed by OSCO personnel. 

(j) Reviewing documentation maintained by posts. Ensuring documentation is maintained and submitted in accordance 
with directives established by OSCO. This includes, but is not limited to Security Desk Blouc_rs, applicable visitor 
documents and logs. NERC CfP compliance documentation and records. 

(k) Coordinating with the Contract Manager to provide vernal briefings to the COR. other OSCO stalT. or the Chief 
Security Oflicl'r regarding significant security-related events as needed. 

{I) Ensuring timely notific:.ation is made to the relevant Facilities Management office concerning buildings and/or 
grounds-related issues 

(m) Ensuring noiification is m;idc to the Contract M:inngcr and OSCO Physical Security Duty Officer, if necessary, 
regmding security incidents occurring after normal duty hours ns soon as safely possible. 

(n) Conducting an inspection of each security officer prior to posting. This inspection shall include at the minimum: 

(i) Ensuring pcn;onal 11ppcamncc of security officers is acceptable in accord:mce with established policies. 
Ensuring each security officer is properly licensed and equipped with the necessary inclement or wwm wcatht.>r 
garments. Ensuring all officers on duty possess a valid DOE/BPA identification badge for disi>lny. 

(ii) Ensuring each offilll'r is fit for duty. The Supervisor shall not allow any security officer to stand post if he or 
she appcaT) to be undn the influence of alcohol, clru~ medication. or other intoxicants. The supervisor shall 
not allow any security officer to stand posl without sufficient rcsl 

(iii) Providing a shift briefing regarding any relevant issues brought forward from pre.,ious shifts, such as post 
orders. special notices. access restrictions, etc. 

12) G l::"IE RAL SECURITY OFF IC ER CO:"IDUCT (Genera l Orders, Section I) 

a. All securi ty officers shall be held to the highc~1 standards of professional conduct. appearance, and pcrfonn:incc. BPA docs 
not grant or authorize any use of force or exercise of authority not permitted under the slllle laws governing the actions of 
security officer.;. This section is applicable 10 post dl'scriptions as notl'd and shall be included with each post book. 

b. Use ofFon::c 

L Security personnel shall, at all times. attempt to perfonn their duties v.ith the minimum force necessary. Applicable laws 
n:gmding the use of force shall be obscn-cd at all times. 

c. Literature 

i. Only authorized reading material approved by !he COR or OSCO may be read on post Newspapers, magazines, novels, 
or other personal reading material, both hardcopy and electronic in nature, arc not authorized. 

d. Personal Audio/Video Equipment and Personal Cell Phones 

i. Personal audio players. video players, and televisions arc not authorized for use at any posL PCISOnal cell phones shall 
be limited to emergencies and necessary family communications while on post, during the performance of an officer's or 
supcn-isor's duties. Change! in the use of these types ofcquipmcnt must be approved in advance by the Contract Manager 
and COR. The authorized use of any personal equipment shall not interfere with the operation or professional appearance 
of the posL 

c. Appearuncc 

i. Security officers shall prCSl'nt a professional appearance at all times \\ith the unifonn clean and pressed. 

f. Socializing 

L While on post. security officers will ITillintain a professional and polite demeanor. and shall not become engaged in 
lengthy. protmctcd or disruptive conversations with visitors. employees, guests, or other officers. If u gucsL visitor or 
employee becomes distracting. the supervisor shall be notified and the supervisor shall notify the Contract Manager and 
OSCO. 

g. Emergency 

i. Security officers at all posts shall take immediate action such as calling local law enfon:l'mcnt (to include FPS when 
appropriate). fire department, and OSCO for assistance when a situation is discovered presenting an immediate danger 
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to life and/or property. Threatening individuals, confirmc:d building intrusions. fire. brok1.."11 water/oil lines arc some 
examples. Other non-emergency matters arc to be referred to the Contract Manager and OSCO for assistance. 

h. Observance/ Situational Awareness 

i. All supervisors 3Jld security officers shall maintain a high level of situational awareness and be observant for any 
suspicious activity. When feasible, officers shall attempt to identify suspicious personnel and observe and rcpon any 
information that reasonably can be obtained such as: 

(a) amc. address. or any other identifying information 

(b) Physical description 

(c) Vehicle description 

(d) Vehicle license number 

(c) Direction of travel 

(I) Statements made by suspects or individuols 

(g) Other infonnation useful in an investigation 

i. Demeanor 

i. All security officers shall maintain a polite and ITicndl)' demeanor while on post. Officers are authorized to use a 
command voice or assen officer presence in order to carry out their duties when necessary. Officers shall not engage in 
disruptive or malicious conversations or behavior while on duty. 

j. Arrests or restraint,; 

i. Arrests and restraints shall be applied according to the laws of the state in which the incident occurs. Security Officers 
shall not sign civil or criminal complainis on bchalfofBPA. 

k. Officer Safety 

i. Security officers shall exercise caution at all times and under all circumst31lccs. The primary function of security officers 
is to observe and repon incident,; and suspicious activity. Officers shall take appropriate actions as necessary. in 
accordance with the appropriate laws. to maintain the safety and security of client pcrsonne-1 and propcny. Officers shall 
seek 3SSiStance from other security officers. FPS when appropriate. local law enforcement. and OSCO when ncxdcd. 

I. Security Officer Reports 

i. All security officers shall maintain a Security Officer Rcpon (SOR) of activities during their assigned shift. This rcpon 
shall be specific regarding times actions were taken and inspections conducted. The time and name of the supervisor 
making the supervisory inspection shall be recorded in this r1..-port. The report shall be submitted to OSCO at the start of 
the next regular work day for review, unless otherwise directed by the COR. Written repons an: not for general reading 
and arc to be kept secure at all times. For designated posts. the Security Desk Blotter shall be used in plocc of the SOR. 
Significant activities performed by the Security Supervisor shall be entered on the appropriate Desk Blotter. Supervisors 
relieving officers for breaks or other reasons shall make annotations on the relieved officer's SOR. 

m. Communication 

L Contrnclor-issued cellular phones and BPA landlines may be used 3S secondary means of communication when primary 
means of communication arc not available. 

JJ) DELIVERABLES AND PERFOR.1\'lANCE 

a. Aniclc l, Table I 

b. Listing By Appearance In Statement Of Work 

Due Date Subject Destination Other Information 
Al Award \Vcanons Stora_gc Aooroval COR 
At Award Certific:Ue of Authority COR/CO 
At Award Pcr.;onnel Secret Security Clearance Personnel Security 

Initiated 
At Award Certificate of Good Standing COR/CO faccutivc On.kr 12829 
At Award DOE Facility Security Clearance COR/CO SF328 

90 Days after start of Cootracl SOPs COR 
Quarterly Officer Evaluation of SOP COR At the end of each Fiscal 

YearQuancr 
As Updated or Annually Updates 10 SOP COR 
whichever is first 
At Award/Annually Annual Trainin_g Plan COR 
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Due Date Subject Destination Other lnfonnation 
Prior to Post Assignment Certification of Pre-Employment COR 
Provide documentation upon Training 
Rcauest 
Conduct as Required/Provide Post-Employment Licensing ond COR 
Documentation Upon Request Catification Refresher 
Upon Request Documentation of Qualification COR 

Attempts 
As Rcauircd Combined Quarterly T mining COR 
Upon Request Trninin,g Goals nnd Objectives COR 
Unon Comolction Results of Quarterly Training COR 
As Required Notification of Failure to Qualify COR 
As Soon As Safely Possible Rcoort of Uns:ifc Act COR 
As Required Rcmodial Action Plan for COR 

Preventing Furure Unsafe Act~ 
At Award Class Tmining Fonnat COR 
Uoon Rcqu,-st Class Training Pinn COR 
Unon Request OJT Reaort COR 
Unon Rcauc0SI Docwncnlalion of Medical E:tam COR 
Upon Assignment Document:ltion of Criminal History COR Letter Signifying 

Chcc.k Acceptable Criminal 
Historv Check 

As Required Email Notification of Employee COR Email to COR email box 
Terminations 

As Reauircd Sccuritv incident Rennrts OSCO/FPS 
Al Award of Contract and Company Key Personnel and COR 
updated as Changes Occur Officer Recall 
Prior to Award of Contract O~anizationalChart COR/CO 
Unon Request Training Records COR 
Unon Rcauc:sl Post Books COR 
As Required Security Alarm Checks COR/Sccurity System 

Administra1or 
As Required Firearms Modification Approvnl COR 
Unon Reaucsl Wc.-ap0ns lnsncction Documcntal"ion COR 
Upon Request Wc~pons/Ammunition/Equipmcnt COR 

:iccountabilirv documentation 
Al Award of Contract Firearms Safctv Prom:,m COR 
Annual on date ofControcl Firearms Safety Program COR 
Award Assessments 
Uoon Rcqucs1 Firearms Safety Briefin~ COR 
As Required Guest Fircanns Instructors COR 
As Required Armorers Qualifications COR 
At Award of Contract Firearm Load/Unload Procedures COR 
As Required Supervisory Post Check COR/SOR 

Documentation 
As Required Post Books, Forms, Tests. Reports, COR 

SORs. Compliance Documents 
As Required Shift Schedule Changes COR 
As Required Performance Assurance Training COR 

Elements 
Annually Annual Self-Assessment COR 
14 Business Days a flcr Annual Self-Assessment of COR 
Assessment Comolction Adherence lo SOW Rcoort 
120 days following Award of Performance Testing Methodology COR 
Contract 
Twice Monthly Pcrfom1anoc Tc:.ts, (Security COR Conduct and Document on 

facrciscs 10 include verbal LSPT/ARAPT Lag 
questions or nctions taken) 

14) SHTFT AXD POST REQUIREMENTS 

a. The Contractor shall furnish $CCunty officers for the designated posts and shifts as described in post descriptions. When BPA 
deems necessary. the Contractor shall furnish security officers for posts identified in the SOW. but not currently active 3S 

identified in this SOW. The Contractor may submit alternative shift schedules to the COR, and upon written approval in 
advance, may implcmc.-nt the approved schedule. A copy of the specific post description and requirements as noted in the 
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applicable sections shall be provided to each post for officer reference. Additionally "General Security Officer Conduct .. and 
"'General Post Requirements" shall be provided to each post 

b. Shills 

i. Posis described as 24 hours per d:ty shall be staffed ru; eight-hour posts. No officer sh3ll be posted for grc3tcr than 12 
hours in a 24 hour period except in emergencies following coordination with OSCO Stall: The Officers must have no 
less than 8 hours away from work between shifts. Exceptions for emergency cin:umslllnccs shall be evaluated for approval 
by the OSCO StalT or COR. 

c. Shirt Rcquircmems 

i. The Contractor shall staff shills 10 optimize security coverage throughout the workday and overnight hours. Shifts shall 
be scheduled in such a manner to avoid lapses or voids in security coverage during the times of the day that employees 
arc coming to work. breaking for lunch. or leaving the work place. Chllllges to shift rcquircmems may be adjusted by the 
Contractor in coordination with COR and meeting BPA requirements. Changes shall be evaluated for efficiencies of 
operation and any cost implications. 

ii. Under the din:ction of the shift supervisor, security officers shall obtain all necessary equipment prior to assuming the 
duties of their assigned post. Appropriate logs. fonns and control rosters shall be filled out noting the issuance of such 
equipment. 

iii. "General Security Officer Conduct" expectations shall be observed while officers arc on shift. 

iv. Personnel shall not consume alcohol, drugJ>, or olhcr products that may ncg:itivcly impact judgment or physical response 
as ncccsi;ary lo carry out th.c duties within 8 hours of duty. Personnel taking pn:scription drugs causing drowsiness, 
caution use while opC111ting machinery. or driving a vehicle shall inform !heir supervisor within I calendar day of 
prescription and may require a medical release in order to resume duties. 

v . Security officers and supervisor.; expected to operate motor vehicles as part of their duties shall be in posscs.~ion of a 
wlid state-issued dri~-er's license al all timc:i while opcrating s uch ,<chicles. Officers assigned to positions not requiring 
operation of motor vehicles nor having to drive while working on the BPA Security Services Contract shall be in 
possession of federally issued identification and arc not required to be in possession of state issued driver's license. 

vi. At all times while posted, security officers shall ensure persons entering BPA controlled property and moving about BPA 
controlled property properly display appropriate identification. 

vii. If an employee refuses to display identification properly, the security officer shall immediately inform the shift 
supervisor, document the incident. and perform other actions in accordance with established SOP's. The Contn.1cl 
Manager and OSCO shall be notified immediately. 

viii. l fthc sec11rity officer perceives a threat to BPA property or personnel. the officer shall talcc appropriate action.s to manage 
the threat. The Contract Manager 31\d OSCO shall be notified immediately 

ix. Security officer.; shall complete Security Incident Rqxirts when directly involved in a response or perform follow up to 
a response. This includes incidents where the officer or supervisor is a witness. Security Incident Reports shall be 
submitted prior to officers involved being released from duty. 

ic Security officers shall 611 out electronic or hardcopy (or both) Security Officer Report (SOR) for each shift noting security 
officer activities. The SOR shall note when the oflicer came on duty. patrolled specific areas. took breaks. lunch. or other 
information confirming appropriate security activity. Security officers and supervisors shall maintain electronic or 
hard copy (or both) SOR notebooks 10 record information, assist in preparation of incident reports, and for possible llSC 

in coun. 

xi. Security officers shall perform inspections of visitors' bags, briefcases, boxes, other hand-carried items, and vehicles 
upon entry as outlined by SOP's, or otherwise directed by OSCO. 

xii. Security officers shall enforce BPA security policies as noted in poSt duties. post orders. and BPA or Contract.or provided 
SOP's as approved by OSCO. 

xiii. Security officers shall be familiar with BPA bomb threat. medical. and fire response instructions. SO P's shall be prepared 
to respond and as.sist. as required. during an emergency. 

xiv. Security officers at entry points shall inform visitors thal firearms and dangerous weapons arc prohibited and ask all 
visitors if they arc currying any lircanns or other dangerous weapons. lfa visitor or Contractor i~ carrying u weapon or 
other prohibited con1raband. the situation shall be handled in accordance with site specific procedures. The officer shall 
not recommend any course of action rcgnrding the disposition, storage or security of the subject weapon or oontmband. 
The officer shall immediately report the incident 10 lhc Security Supervisor, FPS (for incidents occurring a1 BPA HQ), 
the Contract Manager, and OSCO. 

xv. Security officers shall be familiar with designated NERC CIP controlled arcns al their post l()Cj)tions and must be familinr 
with access and response requirements for those a.n:as. 
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IS) SAFETY R£QUlREME.'ffS 

a. The COR, designated field inspector. or any BPA employee or contractor may cause any work to cease if any safety violations 
arc observed. No further work will be :illowcd until such time as the situation is resolved. 

b. The Contractor shall provide to the COR, prior to the start of the contrnct, a Material Safety Dat:i Sheet on products the 
Contractor will be bringing to the job site t.h:it employees may be using, exposed to or which may be stored on the site. Prior 
to performance on this contr.1cl, a Site Specific Safety Plan (SSSP) must be submillcd in writing Lo the COR to address typical 
lllld routine tasks required under this contmct. ln accordance with Clause 15-13. Contractor Safety and Health Requirements. 
any additional authorized servic-cs involving exposure to potential high-hazards. as determined by the COR, shall require the 
submittal of a supplemental Site Specific Safety Plan in writing prior to work starting on those high-hazard wk:s. The SSSP 
is subject to review and approval by the BPA Safety Office. Changes in work procedures or added work sequences not initially 
specified in the SSSP shall require an update and will gcncnuc a new review and approval process for the updated analy:;is or 
plan. 

c. All applicable Fedc,al, Government and toe.al safety requirements shall be observed by the contractor and its employees. 

d. Many BPA facilities arc cncr1,oized and could pose risk 10 the life and safety of any Contractor personnel who enter such areas. 
Security contract personnel who arc trained and hold :i Contractor Non-Electrical Worker Permit may be allowed in areas 
requiring Permit without cscon of BPA personnel. Personal Protective Equipment Required for Entering areas requiring the 
Permit: 

i. White Hare! Hal. Hard hats approved by the Administration shall be worn by ALL PERSONS in the follo\1/ing locations 
and conditions except for work inside transformers. p0\\'Cr circuit breakers, under vehicles, or in similar 
restricted/protected situations. 

(a) In fenced substation yards and other designated hard h:n areas. 

(b) When engaged in or when in the close proximity of outdoor work orin all areas where there is exposure above head 
level to moving equipment, work, or materiaJ h:!Ddling. 

(c) Persons working at elevated locations more than 4 feet above the ground and utilizing fall protection PPE shall wear 
a BPA approved climbing style helmet :mached with chin strap. 

ii. Identification/Color-Coding System. To distinguish between Qualified Electrical Employees and others. YELLOW 
hard hats \\~II be restricted to holders of Electrical Worker Pem1its. Additional hard hat colors utilized on the BPA 
system arc: 

(a) BL E: Riggers 

(b) RED: Construction Equipment Operators 

(c) GRAY: Carpenters (Note: Due to gray being unavailable in a climbing style helmcl, white shall be substituted.) 

(d) WHITE: All Others 

iii. Protective Footwear. Appropriate footwear that provides adequate support and protection to the foot. toes und ankles for 
the work being performed shall be worn. Lace-up, over the ankle leather boots with rigid sole and heel meeting ASTM 
F 2413- 11 ,vith an EH Rating or ASTM F 2413-05, Class 75 Y.ith EH rating shall be worn in all work area..~ where hard 
hats arc required and other an:a., as determined by a supervisor. Supervisors have the responsibility for assuring that 
appropriate footwear is worn. Employees have the responsibility to wear appropriate footwear for the job. 

iv. Arc Flash (FR) Clothing: 

(a) Arcing from fuuhcd components can occur when working on or near cncrgi7..cd circuits. In some cnscs, this :u-cing 
will expel molten m~1nl and can produce enough heat to cau.~e bums to a worker and ignite clothing. BP A's goal is 
to establish requirements that protect workers from the onset of 2nd degree bums ( 1.2 cal/cm2). but not overprotect 
to the point of causing restricted/inhibited visibility, heat cxhau.'1ion, and inability to perform work. Arc-rated 
clothing has a raring corresponding to the minimum Arc Thermal Protection Value (A TPV) which prevents the 
onset of 2nd dcgn:e burns. 

(b) To maintain conformance with Federal OSHA work standruds BPA ha.~ adopted the policy of protecting workers 
from the hazards of arc flash by requiring minimum clothing rating of8 caVenr for those who may be exposed to 
arc na.~h hazards normall)• found in the energized area of BPA substations. Thi,; clothing must be worn by contrnet 
worker.. anytime they arc in the energized area of the sub~tation yard. The boundary for this requirement is from 
any control house door exiting into the energized substation yarcl or from the substation g;ite entering into the 
energized substation yard. 

(c) Therefore, if the contract worker must enter the energized substation yard to work the minimum requirements for 
arc rated clothing must be met. Long sleeve coveralls with a rating of 8 cal/cm2 can be utilized in lieu of rntcd pants 
and long sleeve shirt. Any jackets or min gear worn nlso needs to meet the minimum rating ors caVcnr. 

(d) Arc Rated clothing with a minimum rating of8 calorics/cm2 shall be worn ins.ide of energized substations or when 
an employee is performing work which m:iy expose them to an ore haznrd. The wearing of clothing and footwear 
made from acct:itc, nylon, polyester, or rJyon either alone or in blends (unless labeled with an Arc Thermal 
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Protection Value of8 caU cm2 OT greatcr) is prohibited alone or under arc rated clothing when an employee may be 
exposed to the h.iznrds of electric an:s or flames. Long sleeve arc rated sh11ts shall be worn with sleeves rolled down 
and shirts tucked into pants. 

v. Contractor Non-Electrical Worker Pcnnit: Contractor employees performing security services ai the Eugene Starr 
Complex or while deployed to a Substation under this contract may be required to successfully pass the Non-Electrical 
Worker Permit examination, pass the Substation Electrical H32.ard Awareness Training nnd Tour, and pa.~s NERC-CIP 
Field Training. BPA reserves the right and option to provide an escort in lieu of above requirement. 

vi. Cclilo Special Risk Pbn 

(a) BPA 's Celi lo facility has had extensive mercury contamination as a result of the use and maintenance of mercury 
arc valves (rectifiers) employed at the facility from I 970 to 2004. Most of the interior of the building is now mercury 
free. Background concentrations of the toxic clement arc extremely low minimizing the risk of future health 
concerns from inhalation. However, care should be exercised during future renovation should encapsulated locations 
be disturbed. Any dnlling. cutting. or floor demolition should be accompanied by monitoring to ensure that 
contractors arc not unnecessarily exposed to brief albeit elevated local v-Jpor concentrations. 

(b) 1nc contractor shall rcvic:wthc Po.tt-Abatemenl Clearance Report for Phme 3 MercuryAba1~1U!l1I Arms at Celilo COlnY!l'ter 
Station 17,e Dalles. Orego11, dated October 11, 2013. The rupon will be provickd to the cont:rat-'lor by the COR.. 

{c) 29CFR 1910.1200 Mercury Hazard Communication Training will be conductedwiddocwncnted for officers that will work 
at the Cclilo OC Convcrtcrbuilding. 

q SECURITY SERVICES AT THE BPA HEADQUARTERS 

I) General 

a Standard security officer procedures shall apply to all HQ security posts. Shi A hours may be adjusted through the approval of 
the COR.. All posted officers aad patrols assigned to the BPA Headquarters shall be knowledgeable of building ewcuatioo, 
,Jicltcr-in-placc procedure~ and other contingency proccdur~. 

b Questions about physical .security and access control policy shall be dcfcm:d lo the HQ' s Physical Security Specia lists. 

c Parking Garage Entrance Bollard System Operation 

(i) Security officers must understand the safe operation of the gomge entrance bollard system prior to assignment to posts 
I. 2. 8 or 9. Officers shall 001 operate the garage entrance bollard system unless properly trained. 

(ii) Training required to operate the bollard sy~'lcm shall be conducted by security supervisors or training personnel ensuring 
adequate unders1:1nding of the safe operation of the system according to the policies and proccduTe established in this 
SOW and SOPs developed by the Contractor. 

(iii) Training for bollard system operation shall be documented on the individual security officcr·s training record. Security 
officers required to operate the bollard system must demonstrate the ability to safely do so prior to assuming duties of 
the post. Procedures for operating the bollard system :shall be placed at each applicable post. 

(iv) Bollard system operating hours under non-emergency conditions 

(a) From the hours of 1800 - 0600, Monday through Friday, bollards shall remain engaged in the up position with the 
parking garage doors closed. 

(b) From the hours of0600- 1800. Monday through Friday. bollards shall remain engaged in the down position with 
the parking garage doors open. 

(c) During weekends and holidays. bollards shall remain engaged in the up position with the garage door closed nt oil 
hours. 

(d) OSCO may direct changes in use of the bollard system a~ needed_ 

2) Headquarters Security Post I 

a Description of Post 

(i) HQ Post I is located at the security console loaned in the main lobby of the BPA Hcsdquar1crs Building. HQ Post I is a 
one-person post, operated by an armed, uniforrned security officcr24 hours per day. 7 days pc:T week. The security officcr 
shall be equipped with a portable radio. flashlight. and other cquipmc:nl necessary to pcrforrn building security services. 
The officer shall be trained and competent to operate the bollard system during nonnal and emergency operations. The 
primary responsibility of this post is to monitor and control pcrsoom:J ac.cess through the use of CCTV. cardkcy physical 
access contTol systems (P ACS), and manual proccs.~ing procedures. 

b Designated Shi fis 

{i) This post shall operate 24 hoW'S per day, sc,•en days per week. The post shall ha,,c three shifis peT day. 

c Post Dulics 
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(i) Officers shall pcrfonn the following: 

(a) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Rcpon equipment 
malfunctions or deficiencies in accordance \\~Lh established procedures. 

(b) Monitor the CCTV and PACS for the BPA Headquarters. Allow access after nonn:il business hours only to persons 
with valid BPA or other approved identification. or. indhiduals or groups approved for access and authorized by 
OSCO. BPA and Contractor personnel must present their ID badges to the lobby access portal to gain building 
access p.ist HQ Post I. Guests of employees and all visitors arc required to follow established procedurcs for visitor 
access. All persons entering the building arc subject to screening. 

(c) Require all visitors and guests to be identified "ia govcmmcnl issued photo ID und to sign in and obtain a visitors 
badge. Emurc visitors and guests arc screened propcrly before entry. 

(d) Dispatch and monitor Headquarters security posts and patrols for various situations that may arise. 

{c) Maintain radio or alternate communications and conduct security status checks with posts and patrols assigned to 
the SPA Headquarters on an hourly ba.sis during daylight hours nnd every 30 minutes during hours of darlmcss or 
increased security posture. 

(f) Monitor and respond to all building alarms for the Headquarters Complex in accordance with designated procedures. 
This includes door alanns, intrusion alarms, duress alarms, computer room alarms, and fire alarms. For I.he Pro Watch 
system. this post shall maintain an event log of alarm activity. 

(g) Process and ma.intnin visitor access requeslS and administer visitor access procedures. Temporary badges shall be 
i..sut-d for cleared visitors as well as BPA and Contractor employees who do not have their Government issued 
identification. Prior to issuing a tcmpor.iry local site specific only (LSSO) badge. appropriate procedures shall be 
followed based upon the status of the individual (i.e. foreign national. cscortcd/unesconed access. etc.). Any BP A 
Temporary badge issued must be returned upon the employee or visitor's departure from the building. 

(h) Maintain the ck~tronic Hcadqunrtcr.s Security Desk Blotwr. listing st-curity•rclated activity nnd information for a 
24-hour time period. The Contractor shall submit the blotter for review as determined by OSCO. 

(i) Maintain communications with FPS via established procedures. 

(j) Maintain open communication ";th contract security officers for the 911 building regarding pertinent security 
incidents, events. or infonnation which may impact the 911 building. personnel. or protective force. 

3) Headquarters Security Post 2 

a Description of Post 

(i) This post is a roving patrol encompassing the Hc:idquancrs complc.x. This is a one-person post. operated by an armed 
wiiformcd security officer 24 hours per day, 7 days per week. The security officer shall be equipped "~th a pon:iblc radio. 
flashlight. and other equipment necessary to perform the required security services. This security officer shall be trained 
and competent to operate the bollard system during normal and emergency operations according to section 25.b of this 
SOW. The primary responsibility of I.his post is to conduct security patrols of the interior of the Hcadquancrs (905) 
building. the exterior of the East Side Federal Complex (905 and 911 buildings). 

b Designated Shifts 

(i) This po~'t shall be 24 hours per day, 7 days per week and shall ha,·e three shifts per day. 

c Post Duties 

(i) Officers shall pcrfonn the following: 

(!1) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies in ae.c-0rdancc with C$lllblishcd procedures. 

(b) Conduct a minimum of two foot patrols each shift throughout the intcnor of the Headquarters building and the 911 
building fitness ccnlcr (BPA Club Fed) area at random frequencies. unless otherwise directed by the security 
supervisor. Contract Manager. or OSCO. These patrols shall be recorded on an electronic or hardcopy SOR. Perform 
general security checks of all areas patrolled. During interior patrols particular attention shall be given 10 scn.~itivc 
areas such as JTS rooms and the Duty Scheduling Center (DSC) due to NERC ClP requirements associated with the 
DSC. 

(c) Conduct a minimum of l\"o foot patrols per shift of the exterior of the Headquarters building and the 911 building 
(exterior area comprising the East Side Federal Complex) at random frequencies, unless otherwise directed by the 
security supervisor. Contract Manager, or OSCO. 

(d) Conduct patrols. or other security measures of internal Headquarters building parking levels in basement levels B
l , B-2 , B-3. and 8-4. 

(e) Conduct patrols as othenvisc directed by the security supervisor, Contract Manager. or OSCO. 
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(f} Enforce building rules lUld regulations and perform other duties as directed by special orders. Operations Bulletins. 
or vcri>al instructions from security supervisors. the Contract Manager. and OSCO. 

(g) Enter aJI incidents in the electronic or hardcopy Security Officer's Report (SOR) and report aJI incidents and 
suspicious activity to HQ Post l nn<Vor the security supervisor through the mosi expeditious means possible. Provide 
written reports as required. 

(h) Dim:t person.~ with lost and found items 10 OSCO. or take custody of items brought to the post and tum them in lo 
OSCO. 

(i) Respond to alarms as dispatched by HQ Post 1. the security supervisor. Contract Manager. OSCO. or FPS. Request 
assistance if necessary. Log and report all alarm incidents on the electronic or hardcopy SOR. Response to security 
alarms for the Duty Scheduling Center (DSC). JTS rooms, BMS room. or Personnel Security Office shall be priority. 

(j) Respond to other sccuri1y- rcla1cd events as directed by HQ Post 1. the security supervisor, ConlroCt Manager, or 
OSCO. 

{k) Provide officer bre3k relief or post nssist:Jncc as directed. 

(I) Perform patrols at random frequencies in an effort lo not establish a pattern. 

(m) Perform other duties as assigned by the security supervisor. Contract Manager. or OSCO 

(n) Maintain radio contact with HQ Post I during foot patrols 10 the extent possible. 

(o) En.~urc the doors at the Headquarters building secure automatically in the ProWatch security system at 1800 hours 
on normal weekdays. Alier 1800 hours, this post shall conduct a check of all exterior doors to ensure they nrcsecurc 
and the security system is working properly. 

4) Headquarters Sccuri ty Post 3 (Currently not active) 

a Description of Post 

(i} OSCO may request activution and manning of this post for contingency operations. specific security conditions 
(SECO s). or other security needs. This post shall 001 be occupied unless directed by OSCO. When activated, this shall 
be a one-person post manned by an armed, uniformed security officer, up to 24 hours per day, 7 days per week. Specific 
duties and hours for this post will be described at the time it is activated. 

5) Hcadquaners Security Post 4 (Currently not active) 

a Description of Post 

(i) OSCO may request activ:ition and manning or this post for contingency operations. spedfic security conditions 
{SECONs). or other security needs. This post will not be occupied unless directed by OSCO. When activated, this shall 
be a one-person post manned by an armed. uniformed security officer. up to 24 hours per day. 7 days per week. Specific 
duties and hours for this post "~II be described at the time it is activ:ttcd. 

6) Headquarters Security Post 5 

a Description of Post 

(i) This post monitors access to the BPA Headquarters at the cast entry. This is a one-person post. operated by an armed, 
wiiformed security officer, 12 hours per day. Monday through Friday, c1tcluding designated go,·cmment holidays or as 
indicated by OSCO during higher security condition (SECON) status. The security officer shall be equipped with a 
portable radio, magnetic wand. x•ray machine. magnetometer and other equipment necessary to perform the required 
security services. The primary responsibility of this post is to ensure all visitors and their hand-carried items entering the: 
BPA Headquarters are properly screened prior to entering the facility. 

b Designated Shifts 

(i) There shall be one shin pCT day established for this post. The hours of this shi A :i.rc 0600-1800. Contractor proposed 
hours of operation may be modified under approval of the COR. 

c Post Duties. 

(i) Officers shall perform the following: 

(a) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance with established procedures. Functional checks of the magnetometer, 
hand-held wand. and x -ray machine shall be conducted and documented in accordance with c~1ablished procedures. 

(b) Identify visitors and determine their need to enter the facility. 

(c) Screen visitors by using the magnetometer (or hnnd-hcld magnetic wand). Screen hand-carried items in the 
possession of ,tisitors by using the x-ray machine or visual inspection. Ell1)1oyccs entering the SPA Headquarters 
may be subject to screening a l the direction of OSCO. OSCO may introduce new equipment or technology for 
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screening personnel entering the facility. Security officers shall be properly trained on new equipment or technology 
introduced prior to use with verification of training annotated in the officer's indi,,jdual training record. 

{d) Check for appropriate identification badge on persons entering the lobby area from outside BPA controlled space. 

(e) Inform all visitors firearms and othc..- weapons arc prohibited and ask all visitors if they nrc carrying any firearm.,; or 
other weapons. If any individual is carrying a weapon or other prohibited contraband. the situation shall be handled 
in accordance with site specific procedures. The officer shall not rcoommcnd any course of action regarding the 
disposition, s torage or security of the subject weapon or contraband. The officer shall immediately initiate reporting 
the incident to the security supervisor. 

(f) React or respond to S(,-Curity incidents occurring in the lobby area of the Headquarters building posing a threat to 
personnel and/or property. 

7) Headquarters Security Post 6 

a Description of Post 

(i) This is a one-person post occupied by an armed, uniformed security officer 12 hours per day, Monday through Friday, 
excluding government holidays. The post is located in the lobby of the BPA hcadquan= building. The security officer 
is responsible for ensuring only authorized personnel enter the Headquarters facility by verifying the identifie.ation badges 
of all persons entering the building from the lobby and ensuring badges are worn prop<:rfy. This po~1 trl3Y be un:inncd in 
accordance with Section 13.b Mfaccptions" in this Statement of Work. The primary responsibility of this post is to ensure 
:ti! persons entering the building from the lobby area have appropriate identification badge and access authorization. 

b Designated Shi fls 

(i) Monday lhru Friday, 0600 to 1800, except designated government holidllys. Hours of operation may be modified 
following COR approval prior to making the change. 

c Post Duties 

(i) Officers shall p<:rform the following: 

(ii) Conduct functional check.~ of all equipment and sy,;1cm~ used on this post upon :l.'i$Uming duties. Report equipment 
malfunctions or deficiencies in accordance with established procedures. 

(iii) Ensure all persons entering the building from the lobby area hnve the appropriate identification badge {to include visitor 
badges). 

(iv) Respond to all instructions from HQ Post I, the shift supt.:rVisor. Contr.ict Manager. or OSCO st.arr. 

(v) Request assistance when ncccs.~ary from the HQ Post 2 security officer during periods of heavy pedestrian traffic in the 
lobby. 

(,,j) Use any additional equipment introduced by OSCO for screening and/or verification of personnel entering the facility. 

(,·ii) Observe HQ Post 5 and provide assistance ifncccs.ary when prohibited items arc identified during visitor screening. 

(viii)React or respond to security incidents occurring in the lobby area of the Hcadqun.ncrs building posing a threat to personnel 
and/or property. 

(ix) Monitor personnel entering the building from the west entrance. ensuring only authorized personnel enter the building 
and others arc directed to HQ Post 5 for screening. 

8) Headquarter.; &-curity Post 7 (BI Loading Dock Doors) 

a Description of Post 

(i) OSCO may request activation and manning of this post for contingency operations. specific security conditions 
(SECO, s). or other security needs. This post ,viii 001 be o«upied unless di=tcd by OSCO. When aetiviated, this shall 
be a one-person post manned by an armed. uniformed security officer. up to 24 hours per day, per week. Specific duties 
and hours for this post ,viii be described at the time it is aetiviated. 

9) Headquarters Security Post 8 

a Description of Post 

( i) This is a one-person post occupied by an armed. uniformed security officer 12 hours per day. Monday through Friday. 
excluding designated government holidays. This post is located on N.E 9th Street on the west side of the Headquarters 
building at the garage entry ramp. Along with HQ Post 9, this post serves as the primary access control point for vehicular 
entry into the Headquarters garage. This officer shall be trained and competent to opcr.1te the bollard system during 
normal and emergency opc..-ations. This officer shall be equipped with all sll!ndard equipment plus w, ANSI 207 
compliant Public Safety Vest for Security and other equipment necessary 10 perform required security services. The 
officer assigned lo this post shall be capable of assuming the duties o f HQ Post 9. The primary responsibility of this post 
is ensuring only authorized personnel gain entry into the BPA Headquarters through the parking garage/basement area. 
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b Designated Shin 

(i) Monday lhru Friday, 0600 to 1800, except designated government holidays. Contractor proposed hours of operation may 
be modified under approval of the COil. 

c Post Duties 

(i) Officers shall perform the following: 

(a) Conduct functional checks of all equipment and systems used on this post upon MSUming duties. Report equipment 
malfunctions or deficiencies in accordance \\1th established procedures. 

(b) Ensure only authorized personnel gain entry into the BPA Headquarters p:irking garage/basement area. All 
individuals seeking access arc required to have proper identification for authorized unescorted access to enter the 
BPA Headquarters or 911 building. 

( c) Conduct general and emergency access control and prevent intrusions. 

(d) Observe the area for unusual or suspicious activity, vehicles and items and immediately report all such activity to 
HQ Post I. who, in tum. \\111 make appropriate notifications to the security supervisor. FPS. Contract Marogcr. and 
OSCO. 

(c) Inform all delivery or Facilities Vendors requesting entrance that fircanns and dangerous w~-aporu1 arc prohibited 
and ask them if rhcy arc carrying any firearms or other dangerous weapons. If any individual is carrying a weapon 
or other prohibited eontrab:md. the situation shall be handled in accordance with site specific procedures. The officer 
shall not recommend any course of action regarding the disposit ion, storage or security of the subject weapon or 
contraband. The officer shall immediately report the incident to HQ Post I, who, in tu m, will make appropriate 
notifications to the security supervisor, FPS, Contract Manager. and OSCO. 

{f) Coordinate with HQ Post 9 10 conduct periodic c;<tcrior building patrols of the Eas1side Federal Complex (905 and 
911 buildings). When the HQ Post 9 officer is unanncd in accordance with Section 13.b ·'Exceptions." these 1>3trols 
shall be conducted only along the west side of the building. from NE Lloyd Blvd. to NE Holladay, with HQ Post 8 
keeping in visual contact with HQ Post 9. When HQ Post 9 is armed, these patrols shall extend to the full perimeter 
of the building as long as radio conlllet is properly maintained. OSCO will detcnninc frequency of perimeter patrols. 

(g) Assist HQ Post 9 with conducting vehicle inspections according to current procedures as provided by OSCO. Assist 
HQ Post 9 with screening non-badged individuals entering the garage with limited access (e.g. - authorized vendors 
and delivery personnel). 

(h) Use any additional equipment introduced by OSCO 

I 0) Headquarters Security Post 9 

a Description of Post 

(i) This is a one-person post occupied by an armed. uniformed security officer 10 hours per day, Monday through Friday, 
excluding dcsignntcd government holidays. This post is located on N.E 9th Strcct on the \Vest side of the Headquarters 
building at the garage entry ramp. Along with HQ Post 8. this post serves as the primary access control point for vehicular 
entry into the Headquarters garage. This officer shall be trained and competent to operate the bollard system during 
normal and emergency operations according to Section 25.b of this SOW. This officer shall be aiuippcd \\~th all standard 
equipment plus an A SI 207 compliant Public Safety Vest for Security and other equipment necessary to perform the 
required security s1.,TVices. The officer assigned to this post shall be capable of assuming the duties of HQ Post 8. This 
post may be unarmed in accordance with Section 13.b .. Ellccptions" of this Sratement of Work. The primary responsibility 
of this post is to verify. process. inspect. control. and monitor visitor and delivery vehicular trnffic entering the building 
via the basement ramp entry on NE. 9th Avenue. 

b Designated Shift 

(i) Monday lhru Friday, 0700 to 1700, e:<ccpt designated government holidays. Contractor proposed hours or operation may 
be modified following approval of the COil. 

c Post Duties 

(i) Officers shall perform the follo\ving: 

(ii) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
mo.I functions or deficiencies in accordance \\;th established procedures. 

{iii) Verify, process. screen. control, and monitor visitor and delivery vehicular traffic entering the building via the basement 
ramp entry on KE. 9th Avenue. 

(iv) Conduct ,•chicle and personnel scn:cning according to current proccd~ as p.rovided by OSCO. Permit access to delivery 
vehicles to the B-1 loading dock for discharging tall,'<> according to current procedures as provided by OSCO. 
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(v) Ensure only authorized personnel gain entry into the BPA Headquarters parking g.iragc/bascmcnt ari:.i. All individuals 
seeking access arc required to have proper identification for authorized unescorted access lo enter the BPA Hc-.idquarters 
or 9I I building. 

(,<i) Conduct general and emergency access control and deter unauthorized intrusions. 

(vii) Observe for unusual or suspicious :ietivity. vehicles and items and immediately rcpon all such activity 10 the HQ Post I , 
,mo, in tum. will make appropriate notifications to the Security Supervisor, FPS, Contract Manager, and OSCO. 

(viii)lnform all delivery or Facilities Vendors requesting entrance that firearms and dangerous weapons arc prohibited and a.~k 
them if they an: carrying any firearms or othcr dangerous 1vi:apons. If any individual is carrying a weapon or other 
prohibited contraband, the situation shall be handled in accordance with site specific procedures. The officer shall not 
recommend any course of action regarding the disposition. s torage or 5eeurity of the subject weapon or contraband. The 
officer shall immediately rcpon the incident to HQ Post I, who, in tum, will make appropriate notifications to the security 
supervisor. FPS, Contract Manager. nnd OSCO. 

(ix) Coordinate with HQ Post 8 to conduct periodic exterior building patrols of the Eastsidc Federal Complex (905 and 911 
buildings). When the HQ Post 9 officer is unarmed in accordance with section 13.b " Exceptions," in this Statement of 
Work. Patrols shall be conducted only along the west side oflhe building, from NE Lloyd Blvd. to NE Holladay, keeping 
in visual contact with HQ Post 8. When HQ Post 9 is armed. these patrols shall be c.,tcnded 10 the full perimeter of the 
building as long as radio contact is properly maintained. OSCO will dctcnninc frequency of patrols. 

(x) Use any additional equipment that is introduced by OSCO for the screening and/or ,·criftcation of personnel entering the 
facility. 

D) SECURITY SERVICES FOR THE ROSS COM PLEX 
I ) General 

a. Standard security officer procedures shall apply to all Ross Complex security posts. Under the direction of OSCO, the 
Contractor shall establish procedures for monitoring the ingress and egress of commercial vehicles, visitors and l'cndors. The 
contractor shall maintain entry logs and visitor access procedures, as well :is radio and t.:lephonc communications between 
the various posts, ~upcrvisors. BPA visitor/vendor sponson., the Contract Manager, and OSCO as needed. Post hours shall be 
performed as indicated unless adjusted by OSCO. Posts directly supporting response to NERC C IP designated area.~. or other 
critical assets. shall be familiar with the location of those areas. access requirements. and procedures for entry. All posts and 
patrols a.~signed to the Ross Complex shall be knowledgeable of building evacuation, shelter-in-place procedures, and other 
contingency procedures. 

b. Questions about physicnl security and access control policy shall be deferred to the Ross OSCO Physical Security Spccialh"ls. 

2) Ross S<x;urity Post I 

a. Description of Post 

i. Ross Post I is a one-person posl operated by an armed, uniformed security officer 10 hours per day. Monday through 
Friday, 5 days per week C,'(CCpt Federal Holidays. The security offic~r shnll be equipped with necessary equipment to 
perform building security services and shall be familiar wilh use of the PmWatch security system for access control 
purposes. Ross Post I is l~tcd at the security console al the West entrJncc of the Dittmer Building. The primary 
responsibility of this post is to monitor and control access for the west entrance io the Dittmer building. 

b. Designated Shifts 

i. This post will operate IO hours per day, 5 days per week Monday through Friday, except holidays. Hours of operation 
shall be fi-om 0600 to 1600. 

e. Post Duties 

i. Officers shall perform the following: 

ii. Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance with established procedures. 

iii. Monitor the electronic verification of ID badges for authorized BPA and contmct employees entering the Dittmer building 
through the ph~ical access control system (PACS). which is currently the ProWatch sys1em. Ensure established access 
control procedures arc followed by nil personnel. 

iv. Serve as a primary processing point for vendors requiring csconcd access to the Dittmer building. 

v. Direct other non-badged (external 10 BPA) ,•isitors for the Dittmer building to enter through Ross Post 4, located at the 
East cntrnnce. unless othcmisc directed by OSCO. 

VI. ls.<ruc appropriate visitor badges for vendors 10 the Dittmer building and tcmpornry BPNContractor employee badges 
following established SOP' s. 

vii. Screen all vendors processing through this po~1 for escorted entry to the Dittmer building for any dangerous weapons or 
prohibited items in accordance with established procedures. If weapon or other prohibited contraband is present or 
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detected, the incident shall immediately be reported to Ross Post 9 Ai\1S who ,,ill notify the Security Supervisor. Contract 
Manager, and OSCO. 

viii. Conduct inspections of al I hand-carried itcmi; being carried into or out of lhc Dittmer building by vendor.;. 

ix. Conduct inspections ofh:md-carried items of employees as din:ctcd by OSCO. 

x. Ensure the designated card-reader entrance doors (wcsl lobby doors) arc unlocked and the lobby lights arc turned on at 

0600 or when otherwise din:ctcd. 

xi. Ensure the designated card-reader en I ranee doors ( west lobby doors) arc secure and functioning properly upon completion 
of shin on nonn31 duty days. After 1800 hours, this post bc<Jomes the primary entry point for the Dittmer building vfa 
card reader operation. 

xii. Use all equipment introduced by OSCO for access control or the screening of personnel cnlcring the facility through this 
post. This includes the proper use of the Dittmer Pro\Vntch system for monitoring electronic access verification to 
Dittmer. 

lliii. Follow nonnal procedures established for Ross Post 4 in the event visitors arc directed to process through this post. 

,uv. Respond to PACS al:inns associated with access control for the Dittmer building west entrance. Ensure all alarm activity 
associated with this post is entered in the ProWateh Event Log. Entries shall include alarm as.~cssmcnt. cause. and name 
of subject (if applicable). 

xv. Perform administrative duties by maintaining electronic and/or hardcopy documentation such as security alerts, daily 
visitor logs for Dittmer. and any other documentation deemed necessary by the Contractor or OSCO. Conduct other 
administrative duties as assigned by the Contract Manager or OSCO. 

xvi. Provide assistance to the Alarm Monitoring Station (A,\.1S. Ross Post 9) by monitoring CC1V systems for the Ross 
Complex. 

xvii. Perform security procedures as directed by OSCO and/or the Contract Marutgcr. Procedures for this post may be changed 
BY OSCO as needed. 

3) Ross Security Post 2 

a. Description of Post 

i. Security Ross Post 2 is dedicated to the Construction Services Building (CSB. building Z-610) and surrounding parking 
lots. This post is occupied by an armed. uniformed security officer, but may be unarmed in accordance \vith Section 13.b 
"Exceptions" in this Statemcm of Work. This post combines a suuionary post and foot patr0l. The security officer shall 
be equipped to perform the security services required at this location. 

b. Designated Shifts: 

1. Perform a combination of stationary duties and foot patrol from 0600 - 1600 hours, Mond:iy through Friday except 
holidays. 

c. General Post Duties 

i. Officers shall pcrfonn the following: 

(a) This post is designated as an armed post cxcepl as noted in Section 13.b "'Exccptionstt in this Stiltcmcnt of Work. 
This is primarily a walking post located at the CSB building. The primary responsibility of this post is to monitor 
activity in and around the CSB building. The assigned officer shall conduct random foot patrols throughout the 
building and sunounding parking lots and sha.11 maintain visible security presence. 

(b) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance \,~th established procedures. 

(c) Identify and process visitors. Conduct inspections of hand-carried items for visitors. OSCO may direct inspections 
ofhand carried items on BPA employees. 

(d) Provide assi.~tancc monitoring CCTV systems for the Ross Complex. The primary focus shall be the CSB building 
and surrounding areas. 

(c) Ensure card-key operated doors function properly at the beginning of each shift-. Pince sign-in logs a1 the security 
desk by the entrance doors, and ensure the doors remain appropriately secured throughout the day. 

(f) Investigate any alarm or malfunction condition related to the building. These situations shall be n.-poncd to the 
Alarm Monitoring Stlltion (Ross Post 9) and the officer at ihis post shall tnke any necessary corrective actions. 

(g) Conduct checks of the CSB room 104. as directed by OSCO. Checks shall be annot.atcd on the Security Container 
Check Sheet (SF Form 702) located on the door. 

(h) lnfonn visitors that fircanns and dangerous weapons arc prohibited and ask visitors i fthcy arc carrying any firearms 
or other dangcrow weapons. If a visitor. or Contrnctor is carrying a weapon or other prohibit<.-d contrnband, the 
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situation shall be handled in accordance with site specific procedures. The officer !!hall not recommend any course 
of action regarding the disposition, storage or security of the subject weapon or contraband. The incident shall 
immediately be reported to Ross Post 9 AMS who will notify the Security Supcrvioor. Contract Manager, and OSCO. 

(i) This post shall be transported by a Ross Vehicle Potrol 10 and &om their posting at the CSB building. 

4) Ross Security Post 3 

a Description of Post 

i. Ross Post 3 is 3 one-person patrol operated by an armed. uniformed security officer 24 hours per day. 7 days per week. 
The primary responsibility of this post is to provide patrol coverage for the Ross Complex. 

b. Designated Shifts 

i. This post will be manned in throe 8 -hour shifts as follows: 

(a) Shift l: 0000-0800 

(b) Shift 2: 0800- 1600 

(c) Shift 3: 1600-2400 

c. Post Duties 

i. Officers shall perform the following: 

(a) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or dcficicncic:; in accordance with c::,1ablishcd proccdu=. 

(b) Patrol the Ross Complex to include eittemal and internal patrols. 

(c) Monitor the complex for trespassers, building security is.,ucs, and fire and safety hazards and report for correction. 

(d) Conduct perimeter cheeks looking for fence line holes, damage. or suspected unauthorized entry. 

(e) Notify Ross Post 9 that perimeter c hecks are being conducted. 

(f) Assist Ross Pos t 5 with traffic control at the main gate as needed. Respond to the main gate as needed aflcr hours to 
assist with entry control when Ross Post 5 is not manned and the gate is fully automated for access. 

(g) Coordinate building and gate checks for the Ross Complex " ~th Ross Post 8. Annotate the checks on a hardcopy 
building check sheet which is subsequently scanned and submitted to OSCO electronically. 

(h) Respond 10 alanns. Check the cause of intrusion alarms or fin; alarms, request assistance, and rc:;ct intrusion alnnns 
if appropriate. I f the equipment is malfunctioning. notify Ross Post 9. Record the activity in the SOR, and when 
ncccssary, complete an electronic Security Incident Report. Priority response shall be given to any evidence of 
intrusion or unauthorized access to the CSB room I 04. NERC CIP areas. or other critical assets. 

(i) Respond to o ther emergencies al the Ross Complex or Parle Place office complex as required. Facilitate the entry of 
emergency vehicles and personnel when ncccs,ary. This may include controlling traffic and/or escorting emergency 
vehicles to the site of the emergency. 

(il Provide assistance to other security posts on the Ross Complex as needed. 

(k) Coordinate patrols and security checks ofthl' Park Place office complex with the Security Su~rvisor a minimum 
of once per shift Patrols shall include an interior check of the office suites as well as an exterior patrol of the parking 
lots and parking structure. 

(1) Assist with conducting foot patrols of the interior and exterior of the Dillmer building at least once during each shift. 
This check shall be recorded on the officer's SOR. 

(m) Observe for facility-related problem~ and notify Ross Post 9 of discrepancies observed Facility-related item~ 
include, but arc not limited to. proper operation of automated gates. fence line damage. building damages or 
equipment failure, lighting outages, etc. Light poles not operating and fence line damage shall be reported by the 
patrol to Ross Post 9 who will notify Facilities Management. 

(n) Unlock and/or lock designated perimeter gates. This may include responding 10 gate 16 to assist with :m m·cr-sized 
vehicle as nCCC:S.'18!)' follo"ing the departure of the ROS:! Post 6 officer. 

(o) Check the "Fog Test" laboratory area, the Tcchnicnl Tmining building, and the line test and training srea, the 345KV 
yard. Paul John.son Substation. ABC parking lots. and Ross MHQ area (arc.is 001 ,vithin the fenced Ross Complex). 

(p) Check the parking lots for security of parked vehicles. When patrol duties and time allows, perform random 
government vehicle checks for security and keys left in the vehicles. 

(q) Raise and lower the flogs at the Dittmer building. Flags shall be raised :it sunrise and lowered at sunset daily. or 
otherwise directed. 
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(r) Monitorl"03d conditions on the Complex. Notify the Security Supervisor and Ross Post 9 AMS ofinclcmcot weather 
conditions. 

(s) Conduct patrols or checks as otherwise directed by the Security Supervisor. Contract Manager or OSCO. 

(t) Respond to assist BPA employees or Contractors with vehicle problems, escorts to vehicles, etc. 

(u) Assist in rclicfbreab and lunches for officers assigned to other Ross posts. 

5) Ross Security Post 4 

a. Dcscnption of Post 

i. This is a one-person. fixed post occupied by an armed, uniformed security officer 12 hours per day, Monday through 
Friday, excluding holidays. The security officer assigned to this post shall be equipped with the necessary equipment to 
perform lhc required building security services and shall be fumiliar with the use of the Physical Access Control and 
Alarm System. Ross Post 4 is loc~tcd :u the security console at the Ea.~t cntr.mcc of the Dittmer Building. The primary 
responsibility of this post is to monitor and control access for the East cntr.rncc to the Dittmer building. as well as manage 
and process visitors for the Dittmer Building and the Ross Complex in general. 

b. Designated Shilk 

i. The hours of this post arc Monday through Friday. 0600- 1800 hours. except holidays. 

c. Post Duties 

i. Officers shall perform the following: 

(a) Conduct function.al chc:cks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance with cst:iblished procedures. 

(b) Monitor the electronic verification or ID badges for authorized BPA and contract employees. Ensure appropriate 
Access Control procedures arc followed by personnel authorized unescorted access and by BPA escorts hosting 
visitors to the Dittmer Building. 

(c) Process and manage Visitor Access Requests for the Ross Complex. the Dittmer Building, and the Dittmer NERC 
CIP PSP. This shnll include verifying thar Foreign National (FN) visitors have been approved by OSCO. 

(d) Serve a~ the primary access and processing point for all non-badged (external to BPA) visitors for the Dittmer 
building and the Dittmer NERC ClP PSP following C5tablishcd SO P's. 

(e) Serve as an alternate proccs.~ing point for vendors requiring escorted access to the Dittmer building or the Dittmer 
ERC C IP PSP (Ross Post I is primary). 

(f) Issue visitor b.idgcs and temporary BPNContractor employee b.idgcs follo,ving established SOP's. 

(g) Screen all non-oodgcd (external to BPA) visitors to lhe Dittmer building (or dangerous weapons or prohibited items 
in accordance 1\ith established procedures. (fa weapon or other prohibited contraband is present. the incident shall 
immediately be reported to Ross Post 9 AMS who will notify the Security Supervisor. Contract Manager. and OSCO. 

(h) Conduct inspcct;ons ofhand-c.micd items being carried into or out ofLhe Dittmer building by visitors and employees 
as directed by OSCO. 

(i) Ensure the east lobby doors arc unlocked and the lobby di.q,lay lights arc turned on at 0600 or when othcrn~sc 
directed. Tum on and inspect the walk-through metal detector for proper function, in ac()ordance with established 
procedures. 

(j) Ensure the cast lobby doors ore secured at 1600 hours or when otherwise directed by OSCO personnel. 

(k) Train to properly use all equipment that is introduced by OSCO for access control or the screening of personnel 
entering the facility through this post. including lhc proper use of the Dittmer PACS for monitoring e lectronic access 
verification to the Dittmer building and Dittmer Building PSP. 

(I) Respond to alanns associated with the PACS for the Dittmer Building cast entrance. Enter all alarm activity 
associated with this post in the PACS Event Log, Entries shall include alarm assessment. cause. and name of subject 
(if applicable). 

(m) Provide administrati,,c support by maintaining documentation such as security alerts, daily Dittmer visitor logs, and 
any other documentation deemed necessary by the Contractor or OSCO. Conduct other administrative duties as 
assigned by the Contract Manager or OSCO. 

(n) Be knowlcdgC3blc of building evacuation. shelter-in-place, and other contfogency procedures and assist Ross Post 
9 when necessary. 

(o) Perform security procedures as directed by the Security Supervisor, Contract Manager, or OSCO. 

6) Ross Security Post 5 
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a. Description of Post 

i. This is a one-person post operated by an armed. unifonncd security officer 12 hours per day, Monday through Friday, 
excluding holidays. Ross Post 5 is located at the main gate on Nonh Road adjacent to District Office Building I (008 -
1 ). This post is the primary access point for employees and visitors to lhc Ross Complex. The primary responsibility of 
this post is to ensure only authorized personnel gain access to the Ross Complc.~. The officer assigned to this post shall 
coordinate 3nd communicate with other security posts. m:iintaining smooth flow of traffic occurs and ensuring authorized 
vehicles. visitors. and vendors arc traveling to their appropriate destinations. This post shall routinely communicate with 
the primary ,~sitor processing post (Ross Post 4) in order to establish and or confinn the authorization of visitors. 

b. Designated Shifls 

i. This post shall be manned in 12-hour shills 0600- 1800. Mondays through Fridays cicccpt holidays. 

e. Post Duties 

i. Officers shall pcrfonn the following: 

(a) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Rcpon equipment 
malfunctions or deficiencies in accordance "~th established procedures. 

(b) Primary responsibility is to ensure only authorized personnel are permitted access to the Ross Comple;,,; through the 
main gate, including both vehicle and pedestrian traffic. Access shall be pcnnittcd 10 BPA federal and Contractor 
employees ";th valid identification badges. 

(c) ConlrOI aeccssof ,<isitors and their vehicles, ensuring all occupants oft he vehicle pn:scnt proper photo identification. 
Conduct vehicle inspections, visitor screening, issuance of visitor badges. and log all visi tors in accordance with 
established procedures. 

(d) Conduct vehicle inspections in acwrdancc "~th Q.tablishcd proccduTCS, or as diroctcd by the Contractor Manager 
and approved in ad~-ancc by OSCO. 

(c) Permit access to individuals listed under the carpool program as directed by OSCO. 

(f} Inform all visitors fircanns and dangcrou.~ weapons arc prohibited and ask all visito.rs if they arc carrying :my 
firearms or other dangerous weapons. If a visitor. or Contractor is carrying a weapon or other prohibited contraband. 
1hc si1ua1ion shall be handled in accordance with site specific procedures. The officer sh.all not recommend any 
course of action regarding the disposition, storage or security of the subject ,~capon or contraband. The incident 
shall immediately be reported to the Security Supervisor. Contract Manager, and OSCO. 

ii. V chicle B:trricrs and Security Procedures 

(a) Visitor lane vehicle barriers shall be opened only aficr the ,<isitor vehicle and the visitor{s) arc screened. determined 
to be free ofc.ontraband or prohibited items. verified for the visi t and determined 10 be authorized on site access. 

(b) Immediately after allowing en cry of authorized visitor vehicles. all visitor vehicle barriers shall be returned to the 
secure position prior to commencement of further visitor processing. 

(e) Vehicle B:trricr and Security Procedures During Higher Threat Levels 

(d) All vehicle barriers shall remain active and engaged when higher threat conditions c,cist as directed by OSCO. 

(c) If u security officer or the on-duty Security Supervisor dctcrmincs conditions exist wurranting vehicle barriers to 
remain in the active and engaged position, the Security Supervisor shall notify the ConlrOct Manager and OSCO 
immediately. 

7) Ross Security Post 6 

a. Description of Post 

i. This is a one-person post operated by an armed, uniformed security officer 8 hours per day. Monday through Friday. 
excluding holidays. This post is located at Gate 16 near the East Storage Yard. This post serves as the main entry point 
for commercial vehicles. delivery trucks. and other large vehicles. The primary n.--sponsibility of this post is to ensure 
only authorized vehicles and personnel gain access through the gate and arc screened appropriately. The officer assigned 
to this post shall be adequately trained and familiar ,~th vehicle inspection techniques. The officer must conduct 
inspections oflarge commercial vehicles, P3ying close allcntion and looking for suspicious itclllll, contraband, dangerous 
weapons including, but not limited to. cicplosivcs and bombs. The officer assignL-d to this post ,.hall coordinate and 
communicate with other security posts and/or BPA personnel to ensure delivery :iuthoriZlltion. maintain smooth now of 
tr.sffic. 

b. Designated Shifl 

i. This post shall be manned one shill per day, from 0700 to 1500. 

c. Post Duties 

i. Officers sh3ll perform the following: 
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(a) Conduct functional checks of all equipment 311d systems used on this post upon assuming duties. Report equipment 
malfunctions or dclicicncics in accordance \\~th established procedures. 

(b) Ensure only authorized vehicles and personnel gnin access through gate 16 and arc screened appropriately. 

(c) Direct visitors and employees in passenger vehicles around the exterior of the complex lo lhe :ippropriale gate for 
entry. 

(d) The security officer at 1h15 post shall provide directions to delivery drivers as needed. 

(c) Issue appropriate temporary access badges and mainl:lin a visitor log to annotate the visitors/commercial operators 
allowed through Gate 16. 

(f) Allow large government vehicles whose drivers have valid BPA or other authorized government identification to 
proceed through the gale without iru.--pcction unless spccificall)' directed by OSCO. 

(g) Inform all visitors fircanns and dangerous weapons arc prohibited and ask all visitors if they arc c.arrying any 
firearms or other dangerous weapons. If a visitor or Contractor is ca.nying a weapon or other prohibited contraband. 
the officer shall act in acmrdancc with site specific procedures. The security officer shall not recommend any course 
of action regarding the disposition, storage or security of the subj eel weapon or contraband. The incident shall 
immediately be reported to the Security Supervisor. the Contract Manager, and OSCO. 

8) Ross Security Post 7 (Currently not active) 

a. Description of Post 

1. This post is not acti,·c under nonna.l circumstances and may be activated and manned for contingency operations. specific 
threat conditions, or other security needs. This post shall not be occ:.,-upicd unless directed by OSCO. When activated, this 
sh3U be a one-person post manned by an armed. uni formed security officer. up to 24 hours per day. 7 days per week. 
Specific duties and hoUJs for this post will be dcscrilx:d at the lime il is activated. 

9) Ross Security Post 8 

a. Description of Post 

i. The Ross Complex vehicle patrol, Ross Post 8. is an armed. uniformed, one-person patrol on duty 24 hours per day 7 
da)-s a week. The primary responsibility oflhis post is to provide patrol coverage for the Ross Complex. 

ii. The officer assigned to !his post shall coordinate patrol coverage with the Ross Post 3 security officer and communicate 
"ith other security posts to monitor site security. 

b. Designated Shins 

1. This po-'1. shall be manned in 1h«.--c 8-hour shifts a,s follows: 

(a) Shift I: 0000-0800 

(b) Shift 2: 0800-1600 

(c) Shift 3: 1600-2400 

c. Post Duties 

i. Officers shall perform the following. 

(a) Conduct functional checks of all equipment 311d systems used on !his post upon assuming d11tics. Rcpon equipment 
malfunctions or deficiencies in accordance \\~th established procedures. 

(b) Patrol the Ross Complex at random frequencies. This shall include c.xtcmal and internal patrols. 

(c) Conduct perimeter checks, observing for fence line holes, damage, or suspected unauthorized entry. 

(d) Notify Ross Post 9 when conducting perimeter checks and of any damaged location, intruders or other SllSJ)icious 
activity. 

(e) Determine the c.ausc of intrusion alamlS or fire alarms. request assistance. and reset intrusion alam1s if appropriate. 
If the equipment is malfunctioning, notify Ross Post 9. Asl.'ist as appropriate, but do not abandon other patrol duties. 
Record the activity electronically or hardcopy in the SOR and when necessary, complete an electronic incident 
report prior to departing for the day. Priority response shall be given lo any evidence of intru.,,'ion or unauthorized 
access 10 the CSB Limited Arca (room I 04). NERC C IP areas. or other critical as.ms. 

(f) Respond 10 other emergencies as required. Facilitate the entry of emergency vehicles and personnel. This may 
include controlling traffic and/or csconing emergency vehicles to the site of the emergency. 

(g) Assist in monitoring vehicular traffic entering and dcpaning the Ross Complex. 

(h) Coordinate other patrol activities with Ross Post 3 and the Security Supervisor. to include patrol coverage for BPA 's 
Park Place office complex leased space. 
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(i) This post shall provide continuous vehicle patrol of the Ross Complex when possible. 

(j) Enter all incidents in 1he electronic or hardcopy Security Officer's Rcpon and provide electronic n:pons as required 
10 the Physical Security Team via email. 

(le) Respond to assist BPA employees or Contractors ,vith vehicle lock-outs, escorts to vehicles, etc. 

(1) Pcrfonn other duties related to physical security as directed by the Security Supervisor, Contr.ict Manager, or OSCO. 

I 0) Ross Security Post 9 (Alarm Monitoring Station) 

a. This post falls under the U.S. Department of Labor. Wage Detcnnination category of Alarm Monitor. 

b. Description of Po~t 

L This post is located in the Alarm Monitoring St:ition (AMS) near the west entry to the Dittmer building. This is a one
person post, occupied by an armed, unifonned security officer 24 hour.; per day, 7 days per week. The security officer 
shall be equipped with the equipment necessary to pcrfonn the required security services. 

ii. The primary responsibility of this post is to provide monitoring of security alarm systems not associated \\~th BPA 's 
NERC CIP sites. CCTV systems. and remote security systems at all hours and under all conditions. ln addition to these 
du1.ics. this po~'l shall be familiar with duties related to Ross Post 10. providing backup for Ross Pos1 IO when necessary. 
This shall include monitoring designated NERC CTP sites :ind interacting ,vith pcrsonncl regarding 3Cccss control and 
security issues relating to those sites. 

c. D~-signat ... -d Shi fis 

1. This post shall be manned in three 8-hour shifts a.~ follows: 

ii. Shifi One: 0000- 0800 

iii. Shill Two: 0800 - 1600 

iv. Shill Three: 1600-2400 

d. Post Duties 

i. Officers shaU perfonn the following: 

(a) Conduct functional checks of all equipment and sy,,tcms used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance "~th established procedures. 

(b) Monitor security alarm systems. physical access control systems (P ACS), and CCTV systems for the Ross Complex. 
to include the Federal Credit Union at the Plant Services Building. the Dinmcr Building and Dittmer Control Center 
(in the absence of Ross Post 10), Hcadquancrs. :ind other field sites as determined by OSCO. This shall also include 
the monitoring of security systems and CCTV systems at the Eugene Starr Complex as outlined in established 
procedures as well as NERC CIP field sites in the abscnccofRoss Post 10 due to breaks. 

(c) Use established procedures for n.-sponding 10 emergency situations or alann activations.. When necessary, the AMS 
officer shall dispatch appropriate patrols and contuct the Clark County Regional Communications Agency to rcpon 
emergency situation.~ al the Ross Complex or Park Place oftice complex. The Contract Manager and OSCO shall be 
notified when outside agencies arc oontncted to respond. 

(d) Notify local law enforcement, the Contract Manager, and OSCO in the event of suspicious or criminal activities in 
accordance with Stnndard Operating Proccdurl-s. 

(e) Follow csmblishcd procedures in response 10 alanns or other emergency situations occurring at field sites and notify 
the appropriate BP A Control Center (Dittmer or Munro). 

(f} Serve as a command and control/communications function for all posts :ind patrols. Dispatch patrols/security 
officers as needed 10 suppon daily security operations. Communicate inform31ion 10 patrols regarding any unusual 
or suspicious activity. 

(g) Conduct periodic radio checks of all security posts. Communic.ations checks shall be made by radio every hour 
during daylight hours and every 30 minutes during hours of darkness. During increased threat levels, 
communicat ions checks shall be conducted every 30 minutes. The frequency of communications checks may be 
changed by OSCO. 

(h) Mainlain the electronic Security Desk Bloucr, listing sccurity-rcla1cd activity and information for a 24-hour time 
period. Fo!Tll3tting or content of specific bloucr entries may be added or changed by OSCO. 

(i) Perform other administrative fimctions such as, but not limited to. maintaining hard copies 3nd electronic copies of 
Security Checklists. Standard Operating Proct.-durcs. Security Alens, Tcm1ination Ad,~orics. Call.Down Lists, 
Incident Reports. and Duty Officer Schedules. When necessary. disseminate by e-mail Access Revocation Notices 
via established procedures. Record and maintain CCTV recordings of security-related incidents. Write and submit 
incident reports when applicable. 
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(j) Act as the primary point of contact for any Dittmer building access for employees and Contr.lctors after Ross Post 
I and Ross Post 4 has closed for the day, including weekends and holidays. 

(le) Issue and collect keys to autbori7.cd personnel as dctcnnincd by OSCO. 

(I) Record information pertaining to false and nuisance alarms for security systems in aeconlnnce with established 
procedures. Rcpon problems with alann system or CCTV system hardware or software in accordance wit.h 
established procedures. 

(m) Assist with security system testing of BP A alarmed sites by pro,~dmg alnrm monitoring support and records during 
and following testing. 

{n) Notify appropriate pen.onncl during inclement weather in accordance with established procedures. Additional duties 
may include updating the BPA Emergency Information web site to reflect possible building closures or delayed 
openings. 

(o) Maintain communications with the BPA nurse at the Ross Complex and Parle Place office complex, making 
notifications 10 the nurse for emergency medical sitlllltions during normal business hours. This may include cell 
phone or radio communications. 

(p) Maintain familiarity with operating and sending emergency notifications through the designated Emergency 
Notification System (ENS). 

(q} Answer the Federal Crime Witness Hotline. 

11 ) Ross Security Post IO (AMS)- NERC Systems 

a. This post falls under the U.S. Department of Labor, Wage Dctcnnination category of Alarm Monitor. 

b. Description of Post 

,_ Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or efficiencies in accordance with established proet--durcs. 

ii. This post is located in the Alann Monitoring Stlltion (AMS) near the west entry to the Dittmer building. This is a one
person post. occupied by an armed. unifonncd security officer 16 hours per day, Monday through Friday, c..~cluding 
holidays. At BPA 's discretion. 1bc option to convcn this post to 24 houn per day, 7 days per week, may be exercised. 
The security officer shall be equipped with the equipment accessory to perform the required security services. 

iii. The primary responsibility of this post is to provide monitoring ofNERC CfP security alarm systems, PACS, and CCTV 
sys1cms under all conditions. This post serves a.~ the primary point of contact with BPA personnel rcganling access 
control and security of designated NERC Cl P field sites and facilities. Additionally. this post will provide bncln.1p to the 
Ross Post 9 AMS officer. This post serves as a primn.ry point of contact for any Dittmer building NERC C IP PSP access 
issues for employees and Contr.1ctoni. 

c. Designated Shifts 

i. As a 16-hour post. this post shall be manned in two 8-hour shifts as follows: 

(a) Shift One: 0600- 1400 

(b) Shift Two: 1400-2200 

d. Post Duties 

i. Officers shall pcrfonn the following: 

(a) Monitor security alarm systems and CCTV syslems for all designated NERC CIP sites and facilities, to include the 
Dittmer building NERC CIP PSP (Dittmer Control Center). 

(b) Be familiar wil.b all Ross Post 9 duties and provide backup as necessary for monitoring non-NE RC CIP sites. This 
includes the Ross Complex, the Federal Credit Union at the Pinnt Services Building. Headquarters, and other field 
sites as determined by OSCO. This shall also include the monitoring of security systems and CCTV systems at the 
Eugene Starr Complex as outlined in established procedures. 

(c) Use established SO P's and procedures for responding to emergency si tuations or alann activations associated with 
NERC CIP si1cs. When necessary, Ross Post 10 shall dispatch appropriate patrols and contact the Clark County 
Regional Emergency Communications Agency to request response fium outside agencies for situations at the Ross 
Complex. The Contruct Manager and OSCO shall be immediately notified when outside agencies arc conlnctcd to 
respond. 

(d) Following Standard Operating Procedures notify locm law enforcement the Contract Manager, and OSCO in the 
event of s:uspicious or crimin:d activities. 

{e) Follow cst:iblished procedures relating to NERC CIP sites :ind contact the :ippropriate BPA Control Center (Dittmer 
or Munro) in response to alarms or other emergency situations occurring at NERC CIP field sites. 
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(f} Respond to Pro\Vateh al3mls associated with NERC CJP sites and follow established re.sponsc proccdum1. Enter all 
alarm activity as.sociated with NERC CIP sites in the Pro Watch Event Log. Entries shall include alarm assessment, 
cause. and name of subject (ifapplicablc). 

(g) In the absence of Ross Post 9, serve as a cooun;ind and control/communications function for all posts and patrols. 
Dispatch patrols/security officers as needed 10 suppon daily security operations. Communicate infonnation to 
patrols regarding any unusual or suspicious activity. 

(h) In the absence of Ross Post 9. conduct periodic rJdio checks of all security posts. Communications checks shall be 
made by radio every hour. During increased threat levels, communications checks shall be conducted every 30 
minutes. The frequency of communic1uions checks may be changed by the Contract Manager or OSCO. 

(i) Maintain the NERC CIP Security Desk Blotter, listing sccurity•rclatcd activity for NERC CfP sites for a 24-hour 
time period. fonnauing or content of specific blotter entries may be added or changed by OSCO. This electronic 
blotter shall be submillcd daily ,~a cmrul to OSCO. 

(j) Perform other administrative functions associated with the monitoring of ERC CIP sites such as, but not limited 
to, maintaining electronic and/or hard copies of Weekly Alarm Mask Outage Log. NERC Physical Security 
Perimeter (PSP) Alternate Access Log, Call-Down Lists. NERC Reports, and Duty Officer Schedules. Record and 
maintain CCTV clips and gcncmtc CD-ROMs ofNERC CLP sccurity•relatcd incidents. Write and submit electronic 
incident reports as applicable. 

(k) Act as the primary point of contact for any Dillmer building PSP occcss is!rues for employees and Contraclors. 

(I) Electronically document false and nuistmcc alarms for NERC CfP security systems in accordance with established 
procedures. Electronically report problems with a larm system or CCTV S)ll,'1Cm hardware or software in accordance 
with established procedures. 

(m) Assist with security system testing as directed. 

(n) Maintain familiarity with operating and sending emergency notific-.ition:s through the Emergency Notification 
System (ENS). 

(o) Perform patrols of the Dittmer building, Di tuner Control Center, and Dittmer building exterior when directed by 
OSCO. When possible, Ross Post 10 may act as 1hc primary response clement for security issues associated with 
the Dittmer building or Diumcr building PSP. 

E) BPA PARK PLACE LEASED OFFICE COMPLEX SECURITY POST I 

I) Description of Post 

a. This post shall be a one person post occupied by an armed, uniformed security officer at BPA Parle Place office complex 
leased office space, located at 7500 NE 41 st Ave., Vancou,•cr, WA 98662. 

b. This post shall be manned 12 hours per day. Monday through Friday, except federal holidays or as otherwise directed by 
OSCO. This post may be unarmed as aUowcd under arm.ing Section 13.b " Exccptfon:s" unless circum."lanecs IUSOCiatcd with 
the activat ion of this post warrants no cxc.cption as determined by OSCO. 

c. The primary responsibility of this post is to monitor access to the BPA co.ntrolled areas, patrol the facility and adjacent public 
areas. 

d. Questions about physical security and access control policy shall be referred to the Ross Physical Security Spccialis1s. 

2) Designated Shills 

a. This post shall be manned in one 12-hour shift from 0600 - 1800 Monday through Friday. except designated federal holidays. 

b. Additional hour requirements or posts may be added at the discretion of OSCO. 

3) Post Duties 

a. Officers shall perform the follo,~ng: 

b. Conduct functional checks of all equipment and systems used on this post upon a~uming duties. Report equipment 
malfuncrions or deficiencies in nccord:.mcc with established procedures. 

c. Perform interior and exterior patrols of designated buildings throughout the shift. The officer shall conduct patrols of the 
complex. parking areas, garages, etc. Interior patrols shall include mndom foot patrols of the various work areas of the 
buildings occupied by BPA. Ofliccrs shall inspect stairwells, work area.~, restroom facilities, lobbies and entrances. The officer 
is expected 10 verbally interact with employees while performing their rounds. thus giving the employees a sense of active 
security operations. 

d. Remain alert for unu_o;ual, suspicious, or unauthorized acth~tics in, around, and throughout the Park Place office complex area 

c. Monitor personnel traffic entering, exiting. and inside buildings. 

f. Monitor a1.1ivitics in the main lobbies of buildings maintaining safety and security of BPA work areas. 
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g. Respond to emergency situations in,·olving the Park Place office complex. Notify 1hc BPA nurse for medical emergencies 
during nonnal business hours. This post shall be familiar with emergency evacuation procedures for the Park Place office 
complex buildings occupied by BPA ptt50nncl. 

h. Verify idcntii-ics of individuals entering BPA work areas as necessary. When n=~-ary. remind BPA staff members to 
properly display their ID m accordance with established procedures. Immediately report uncooperative personnel 10 the 
Dittmer AMS who will notify the Contract Manager and OSCO via telephone. 

i. Notify BPA Facilities using web request for Service Requests. FaciliticsOpcmtionsCallCcntcrm bpa.gov email or call 360-
418-2070 if problems exist with the doors. 

j. Maintain communications with the Ai"1S (Ross Post 9) for the Ross Complex. 

F) EUGE 'E STARR C0~1PLEX SECURITY POSTS I and 2 

I ) General lnfonnation 

a. Two security posts (Cclilo Post I and Cclilo Pust 2) arc assigned for the Eugene C. Starr Complex. located in The Dalles. 
Oregon. These posts shall be manned by armed and uniformed security officers/supervisor on a 24n basis. An Exception to 
this shall be for Cclilo Post I, which may be unarmed as allowed in section B) 5) b of this statement of work "Exceptions," 
but only during day shift hours. The unarmed status ofCclilo Pos t I may not exceed 45 calendar days without approval of the 
COR. 

b. A Security Supcr"isorshall nssumcdutics as Cclilo Post I from 0800 to 1600 Monday through Friday, except federal holidays 
in addition to performing supervisory duties. When a need exists 10 man Cclilo Post I with an unanncd security officer, the 
Security Supervisor shall assume duties as Cclilo Post 2. 

e. All officers as!;igncd 10 the Eugene Starr Complc,c shall be trained and capable of operating the various security systems, 
CCTV systems. and remotely controlled gates prior to assuming post independently. 

d. All officers assigned 10 the Eugene Starr Complex shall possess a valid Access PlT1ni1 required for entering energized areas 
a.~ stntcd in the BPA Rules of Conduct Book (ROC). 

c. All officers assigned to the Eugene Starr Complex shall be familiar with designated NERC CIP areas on the complex and 
access requirements associated with NERC CIP areas. 

( Under thcdircc1ion of OSCO, the Contractor shall CSlllbli~h Standard Opcr.1ting Procedures (SOP) specific to the Eugene Stnrr 
Complex. These procedures shall fadlitatc compliance with BPA rcquircmcnls and the operation of the security :1y5tcms. 
CCTV syi.-icms., alarm response, operation of remotely controlled gates, and other systems as they arc implemented. Vehicle 
inspections shall be conducted in accordance with approved SOPs. 

g. Questions about physical security and ocecss control policy shall be dcfcrrcd to the South Region Physical Security Specialist 
or other OSCO Physical Security Specialists. 

2) Post Descriptions 

a. Celilo Post I 

i.Thc primary responsibilities of this post an: 10 monitor acecSs to the Eugene Starr Complex via access control systems and 
CCTV systems, ad~ alarms associated with security systems., and remotely operate gates as needed. 

b. Cclilo Post 2 

i. The primary responsibilities of this post arc to conduct vehicle p:itrols. building foot p:ii-rols. incident response. vehicle 
inspections, and visitor access control. 

c. Designated Shifts 

i. Cclilo Post I 

(a) 24 hours pcrday. seven days per week and posted as follows: 

(b) Shift One: 0800-1600 (Supcn•isor only on Monday- Friday. excluding BPA observed holidays) 

( c) Shift Two: 160().()()()() 

(d) Shift Three: 0000-0800 

ii. Cclilo Post 2 

(n) 24 hours per day, seven days per week and posted as follows: 

(b) Shift One: 0800-1600 

(c) Shift Two: 1600--0000 

(d) Shift Three: 0000-0800 

d. Post Duties 
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i. Officers shall pcrfonn the following: 

ii. Cclilo Post I 

(a) Act as the primary post to monitor physical access and sccurity•n:latc.d activity for lhc Eugene Starr Complex via 
security systems and CCTV systems. 

(b) Use cstlblishcd procedures for responding lo emergency situations, alarm activations, suspicious activity. or 
criminal incidents. When necessary. dispatch Cclilo Post 2 and conlllct the Wasco County Emergency Dispatch 
(911), to request response from outside agencies for situations at the Eugene Starr Complex. Notify the Contract 
Manager and OSCO when outside agencies arc contacted to respond. 

(c) Respond as necessary to assist Cclilo Post 2 in performing site-related duties. incident response, or alarm response. 
Conduct patrol~, access control, and assist as necessary for visitor access and vehicle inspections. Contact the AMS 
(Ross Post 9) prior to leaving this post to assist Cclilo Post 2. 

(d) Record infonnation pcrlllining to false and nuisance alarms for security systems in accordance with established 
procedures. Rcpon problems with al:um system or CCTV system hardware or software in :sccordancc with 
established procedures. 

(c) Maintain the Security Desk Blollcr. listing sccurity-rclat.ed activity and information for a 24-hour time period. 
Formatting or content of specific blotter entries may be added or changed by OSCO. 

(f) Maintain communications with Ross Post 9 (AMS) through procedures established for communications checks. 

(g) Respond to suspicious activity observed or reported. Report suspicious activity to Lhe Dittmer AMS and notify local 
law enforcement in the event of an emergency. 

{h) Receive. review. and process BPA Visitor Access Request (VAR). Issue site specific temporary badges for visitors 
or employees who have forgotten their badge. 

(i) Performing as Supcrvi£or: 

(i) Act as the POC for daily protective force security operations and administration ,vith management staff al the 
Eugene Starr oomplex and OSCO. 

(ii) Ensure compliance 1vilh all applicable ponions of this statement of work as well as requirements for NERC 
CIP designated areas. 

(iii) Be trained and certified to perfonn :di security functions associated with Cclilo Post 2. Provide back-up to 
Cclilo Post 2 as needed. AssisL relieve, and train officers as needed. 

(iv) Perform other administrative functions such as. but not limited to, tn!lintaining hard copies and/or electronic 
copies of security checklists, training l'C()Ords, ~-i:mdard operating procedures, security alerts, termination 
advisories. call-down lists, incident reports. and ph~ieal security duty officer schedules. When necessary. 
ensure video clips of security-related incidents that meet cvidentiary requirements arc recorded and maintained. 
Ensure incident reports arc accomplished, filed for record, and submiucd to OSCO in a timely manner. 

(v) Ensure security officer reports an: completed and that desk blotters and security incident reports are reviewed 
and submitted to OSCO. 

iii. Cclilo Post 2 

(a) Conduct random patrols throughout the Eugene Starr complex (a minimum of one every three hours and no less 
Lhan three p:ttrols in an eight-hour shift). 

(b) Process and screen visitors entering Lhe complex and conduct vehicle inspections in accordance with established 
BPA requirements and current procedures approved by OSCO. 

(c) lnforrn all visitors that Ii rearms and dangerous weapons are prohibited and ask all visitors if they are carrying any 
firearms or olhcr dangerous weapons. If a visitor. or Contractor is carrying n weapon or other prohibit.cxl contraband. 
the officer shall act in accordance "~Lh csbblishcd procedures. The officer shall not recommend any course of action 
regarding Lhe disposition. storage or security of the subject weapon or conlfltband. The incident shall immediately 
be rcponcxl to Cdilo Post I, the Contract Manager and OSCO. 

(d) Ensure security incidents arc rcponed to Celilo Post I. the Contract Manager, and OSCO immediately via telephone 
followed by an emailed electronic Security Incident Report. 

(e) Respond to and investigate alarms or other emergency sittllltions oa the complex, including emergency building 
cvacuntions. 

(f) Respond 10 suspicious activity a.s obscrvcd or dispatched. or as reported by employees. 

(g) Assist Celi lo Post I as required. Pcrfonn functions such as monitoring physical access and sccurity-relnlcd activity 
for the Eugene Starr Complex via security systems and CCTV ~ystcm.~. 
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(h) Report ~-uspicious activity to Celi lo Post I. the Contract M3D3gcr and OSCO. 

(i) Pcrfonn other duties, such as Random Ami-terrorism Mca.~ures (RAMs) or other sccuriry measures initiatl'd by 
OSCO. 

(j) Ensure Security Officer Reports and the daily Security Desk Blotter arc accomplished in accordance with established 
directives. 

iv. Assist, relieve, nnd train officers as needed. 

v. Perfonn other administrative functions such as. but not limited to. maintaining hard copies and/or electronic copies of 
Security Checklists, Stand=! Operating Procedures. Security Alerts, Tcnninalion Advisories. Call-Do,m Lists, Incident 
Reports, and Oury Officer Schedules. When necessary, record and maintain CCTV clips of security-related incidents that 
meet evidcntiary requirements. Write and submit incident electronic reports when :ipplicablc. 

vi. When manned during BPA off duty hours, lo include weekends and holidays I.his post shall provide a combination of 
patrol duties on lhe Eugene Starr Complex. 

G) SECURITY SERVICE FOR MUNRO COMPLEX 

I) BPA's Munro Control Center (MCC) and Munro All=tc Scheduling Center (MSC). co-located in Mead. Washington, is a Tier 
I critical asset for the agency's ability to maimain electrical reliability and stability for the region 

a. General Information 

1. MCC/MSC shall have two (2) security posts {Munro Post I and Munro Post 2) and one (I) Security Supervisor (Munro 
Post 3). These posts shall be manned by armed and uniformed security officers. 

ii. Standard security officer procedures shall apply to all Munro Complex security posts. Under the direction of OSCO, the 
Contractor shall establish OSCO approved procedures specific to MCC/MSC for monitoring security systems. camera 
systems, responding to alarms. conducting patrol acti>-ity, monitoring the ingress tmd egress of commercial vehicles, 
visitors and vendors to ensure persons or ,'Chicles travel only to !heir authorized destinations and exit 1he complex in a 
timely m:mncr. Officers shall maintain entry logs and visitor access procedures, as well :is radio and telephone 
communic.stion.s between the ,-ariow posts. 5Upcrvisors. BPA visitor/vendor sponsors. the Contract Manager. and OSCO 
as needed. Posts directly supponing response 10 N ERC CIP designated areas. or other critical assets. shall be trained and 
familiar with the location ofthosc ru-cas. access rcquircmcnl~, and procedures for entry. All posts and patrols assigned to 
the Munro Complex shall be lmowlcdgcable of building evacuation, shelter-in-place procedures. and other contingency 
procedures. 

iii. Questions about physical security and access control policy shall be deferred to the East Region Physical Security 
Specialist or other OSCO Physical Security Specialists. 

b. Munro Post I, Munro Alarm Monitoring Station (Ai'v!S) 

L This post falls under the U.S. Department of Labor. Woge Determination category of Alarm Monitor. 

ii. Description of Post 

(a) This post is locall.-d inside the Munro Scheduling Center facility. ahcmatc Alann Monitoring Stal ion (AMS). This 
shall be a one-person post, manned 24 hours per day, 7 days per week. 

(b) This post is localed inside the Munro Scheduling Center facility, allcrnatc Alarm Monitoring Station (AMS). This 
shall be a one-person post, manned 24 hours per day, 7 days per week. l11c security officer shall be equipped and 
trained as ncecs.'131)' 10 perform lhe required security services. 

(c) The primary responsibility of this post shall be 10 provide monitoring of security alarm systems associated "~th the 
Munro facility and BPA's NERC CIP facilities, to include: associated CCTV systems and remote security systems 
at all hours and undcr all conditions (similar to Ross Post 9 IIJ1d I 0). This post shall be familiar with duties related 
10 Ross Posts 9 and 10. providing backup for these posts when necessary. This post shall intcr:ict with local site ood 
field pcr..onncl rcganling access control and security issues following established procedures appro,•cd by OSCO 
relating to MCC/r-.1SC as well as monitored field sites. 

111. Designated Shills 

( a) This post shall be lllllnncd in three 8-bour shills as follows: 

(i) Shin One: 0000- 0800 

(ii) Shin Two: 0800- 1600 

(iii) Shift Three: 1600- 0000 

iv. Post Duties 

(a) Officers shall perform 1hc following: 
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(b) Conduct functional checks of all equipment 311d systems used on this post upon assuming duties. Report equipment 
malfunctions or dclicicncics in accordance \\~lh established procedures. 

(c) Monitor security alarm systems and CCTV systems for all designated sires and facilities. in addition to the 
MCCIMSC. Assess and documcni alarm activity according to established SOP's. 

(d) Maintain familiarity with all Ross Post 9 and Ross Post 10 duties. Provide backup as necessary for monitoring 
facilities and sites fulling under the responsibility of Ross Post 9 and Ross Post I 0. 

(c) Use established SOP' s and procedures for responding to emergency si1uatio1L~ or alarm activations, to include those 
alarms associated wilh NERC OP facilities. Dispatch appropriate patrols and contact the local regional emergency 
communications agency (911) to request response from outside agencies for situations at the MSC/MCC complc.>c. 
The Security Supervisor, Contract Mruiagcr and OSCO shall be notified when outside agencies arc contacted lo 
respond. 

([) Notify local law cnforccmenl Security Supervisor. the Contract Manager. and OSCO in the even I of suspicious or 
criminal activities in accordance with Standard Operating Procedures. 

(g) Follow established procedures relating to NERC CIP !>;tcs and contact the appropriate BPA Control Ccntcr(Diumcr 
or Munro) in response to alarms or other emergency situations occurring ut field sites. 

(h) Respond lo and electronically document alarms associated with NERC CIP sites and follow established rt.'SpOnse 
procedures. Documentation shall include alarm assessment, cause, and name of subject (if applicable) and security 
status or site. 

(i) Communicate with Munro Post 2 and Post 3 :is needed lo support daily security operations for MCC/MSC. 
Communicalc information to Mw1ro Post 2 and Post 3 regarding any unusual or suspicious activity. 

(j) Conduct periodic communication checks with Munro Post 2 and Post 3. Communications checks sb:ill be conducted 
every hour. During increased threat levels, communications checks shall be conducted every 30 minutes. The 
frequency of communication~ choi;k.s may be changed by OSCO. 

(k) Conduct communication checks with the Ross AMS. Communiciuion checks shall be conducted hourly during non• 
duty hours to include weekends and holidays. 

(I) Maintain the Security Desk Bloucr, listingsccurity-rclatcd activity to include NERC CIP sites. Formatting or content 
of specific blollcr entries may be added or changed by OSCO. This bloucr shall be electronically submitted daily 10 
OSCO. 

(m) Perform other administrative functions 3ssociatcd with the monitoring ofNERC C IP sites such :i.~. but not limited 
10, maintaining electronic and hard copies of Weekly Alann Mask Outage Log, NERC Physical Security Perimeter 
(PSP) Alternate Access Log, Call-Down Lists. NERC Reports, and Duly Officer Schedules. Record and maintain 
CCTV clips and generate video clips ofNERC CIP sccurily-rcl:ited incidents. Write and submit incident reports as 
applicable. 

(n) Electronically record information pertaining to false and nuisance alarms for NERC CIP and non-NERC CIP 
security syslcms in :iccordancc with established procedures. Report problems with alarm system or CCTV system 
hardware or software in accordance with established procedures. 

(o) Assist with security system testing of BPA HQ. Ross Complex and Vancouver Mall locations. also support OSCO 
Physical Security Specialists during alarm system testing. 

(p) Maintain familiarity with operating and sending emergency notification:; through the Emergency Notilii:ation 
System (ENS). 

(q) Perform a combin3tion of alann monitoring duties and Emergency Notification System duties associated with 
Continuity of Operations activities. 

(r) When pcrfomling Continuity of Operations duties. ~-1unro Post I shall coordinate with the Ross AMS when leaving 
post 10 ensure continuous field site alarm system monitoring. 

c. Munro Post 2. Munro Main Gate and Patrol 

i. Description of Post 

(a) This shall be a one-person posl manned 24-hours per day, 7 days per week. The security officer shall be equipped 
and trained :is necessary to perform the required security sc:rviccs. 

(b) This post shall be located at the Munro Main Gate when the Munro Security Supervisor (Munro Post 3) is on duty. 

(c) This post shall conduct patrol activity during hours when U1c Munro Security Supervisor (Munro Post 3) is not on 
duty, or as otherwise directed. 

(d) This post shall be trained to provide support 10 Munro Post I for break relief, including monitoring sun,cillancc and 
alarm systems for NERC CJP and non-NERC OP sites. 
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ii. Dc5ignatcd Shills 

(a) This post shall be manned in 12-hour shifts as follows: 

(i) Shifl One: 0600- 1800 

(ii) Shill Two: 1800 . 0600 

iii. Post Duties 

(a) Officers shaU perform the following: 

(b) Perform duties in accordance with this SOW as applicable to location. 

(e) Conduct functional cheeks of all equipment and ~-ystcms used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies to Contrncl Manager, OSCO and send notification to BPA Service Trucking in 
accordance with established procedures. 

(d) While manning the Munro Main Gate, ensure only :mthorii:cd personnel gain access to the MCC/MSC complex. 
Process and screen visitors entering the compkx nnd conduct vehicle inspections in accordance with ~"tablishcd 
BPA requirements and current procedures approved by OSCO. 

(e) While conducting patrol. remain highly ,<isiblc in the areas around MCC. MSC. the Bell Maintenance Hcadqunrtcrs 
and BcU Substation facilities by conducting both vehicle and patrols. Patrol activity shall C.'{tcnd to all BPA fee
owned property associated " ~th Bell Maintenance Headquancr.., Bell Substation. and MCC/MSC. 

( !) Respond to and invcstig-Jtc al3rn1S on the complex. 

(g) Respond 10 suspicious acti\ity as observed or dispatched. or as reported by employees. 

(h) A.<sist Munro Post I as required. 

( i) Report suspicious activity to Munro Post I. Munro Post 3, the Conll'tlct l\13ru1gcr and OSCO. 

(j) Inform al I visitors that firearms and dangerous weapons arc prohibited and ask all visitors if they arc carrying any 
firearms or other dangerous weapons. If a visitor. or Contractor is carrying a weapon or other prohibited contraband. 
the ofiiccr shall ac1 in ac-eordance with established procedures. The officer shall not recommend nny course of nction 
regarding the disposition, storage or security of the subject weapon or contraband. The incident shall immediately 
be reported to Munro Post 1. Munro Post 3. and OSCO. 

(k) Perform other duties. such as Random Anti-terrorism Measures (RAMs) or other security measures initiated by 
OSCO. 

d. Munro Post 3. Supervisor 

i. Description of Post 

(a) This post shll.11 be mnnned 12 hours per day, Monday- Friday with the exception of designated federal holidays. 

(b) Refer 10 SOW Sections B) 10) and B) 11). 

ii. Designated Shifts 

(a) One (I) 12-hour shill per day, Monday - Friday with the exception of designated federal holidays. 

(b) Shill time: 0600- 1800 

iii. Post Duties 

(a) Serve as a patrol function for the areas around MCC. MSC, the Bell Maintenance Hcadquaners and Bell Substation 
facilities by conducting both vehicle and patrols in addition to performing supervisory duties. 

(b) Respond to ond investigate alarms activations. 

(c) Respond to suspicious activity as observed or dispatched, or as reported by employees. 

(d) A~~ist Munro Post l as required. 

(c) Ensure suspicious activity is reported to the Contract Manager and OSCO. 

(f) Scn'C as the POC for daily protective force security operations and administration with management staff at the 
Munro complex and OSCO. 

(g) Ensure compliance with all applicable portions of this statement of work as well as requirements for NERC CIP 
designated areas. 

(h) Trained and certified to perform all security function.s associated with Munro Post I and Munro Post 2. Provide 
back-up to Munro Post I or Post 2 as needed. Assist. relieve, and train ofticers as needed. 
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(i) Perform other administrative functions such as. but not limited to, maintaining hard copies and/or electronic copies 
of security checklists. training records, standard operating procedures, security alerts. tcmunation advisories. call
down lists, incident reports, and physical security duty officer schedules. When necessary, ensure video clips of 
security-related incidents that meet evidcntiary requirements arc recorded and maintained. Ensure incident reports 
arc aeoomplished. filed for record. and submitted to OSCO in a timely manner. 

(j) Ensure security officer reports arc completed and that desk blotters and security incident reports are reviewed and 
submitted to OSCO. 

iv. Vehicle Barriers and Sccurity Procedures 

(n) During nonnal duty hours. 0600 - 1800 on weekdays, the outer facility vehicle gate shall remain open. unless 
otherwise directed by OSCO. or ifcmcrgcncy conditions arise warranting securing the outer g-.ite. In such cases. 
Munro Post I , and OSCO shall be advised immediately. 

(b) The outer vehicle gate shall remain dosed. requiring personnel to badge in for access during non-business hours 
including holidays. 

(c) The inner vehicle gate shall remain closed at all times, requiring personnel with authorized access to badge at a card 
reader to operate the gate. 

(d) Munro Post 2 shall issue access cards to visitors allO\ving operation of the gate aflcr screening and ncccss to the 
General Office Building. 

(c) The inner automated vehicle gate for the MCC area shaJI remain closed at all times. 

(f) Visitors requiring access to the MCC shall be processed according to established procedures at the main gate before 
proceeding to the MCC gate ond meeting their BPA host ot the MCC Main Entry. 

R) S ECURITY O FFIC ER DEP LOYMENT 

I) Additionnl Security Services requested by BPA will be paid at 1hc Armed Security Officer rate unless pre-approved by an OSCO 
representative. BPA will reimburse Contractor for deployed Armed Security Supervisors who fill an Additional Services 
dcploymcnl post at the Armed S<.-curity Officer rate during the deployment unless OSCO representatives make the determination 
that supervisory duties will be approprintc during the deployment. 

2) Armed Security officers may be deployed 10 non<ncrgittd sites or may remain outside of energized facilities providing security 
in the event of incrca:,cd threats. criminal activity or if substantial BPA assets rcqu.irc protection. Officers remaining outs.ide of 
cncrgizod access areas during deployment arc not required 10 hold BPA Access Permits. 

3) Security officers may be requested to deploy within encrgi7..cd access areas to provide security in the event of increased threats, 
criminal activity or if substantial BPA assets require protection. 

4 ) Security officers deployed within energized facilities are required to hold valid ContrdCtor's Access Pcnnits, or other necessary 
permits. for energized facility ncccss. To obtain this permit. each officer to be deployed to an energized facility a nd maintaining a 
Accc~s Permit must mccl all Substation Operations Group rcquircmenls for safety and training. 

5) All security officers shall be familiar ,vith safety information outlined in this section. In addition, officers must perform 
requirements contained in the deployed security officer post orders outlined below. 

6) Emcrgency and Non-Emergency Deployment 

a. The Contractor may be asked to deploy security officer.; in situations arising from either I) a credible and scri011.~ threat to a 
BPA facility. pcn;onncl. or resources, in the event OSCO determines a high likelihood of criminal activity could occur at a 
BPA site, or 2) when other activity such as an e:u-thqunkc or other naturol disaster potcntiaJly jeopardizes the BPA mission of 
providing electrical power. As directed by the CO, tmvel costs due to deployment outside of locaJ areas where oOicers arc 
:issigned will be reimbursable in accordance with the Federal Travel Regulation {ITR). Travel cost estimates must be 
submitted in writing electronically and approved by the COR or other OSCO Physical Security (Federal employee) 
representative in advance of actual travel. 

b. 1otification 

i. The Contractor will be notified in writing. e -mail, or phone of a pending security deployment. Deployment requests will 
be made verbally ifa deployment is nccdcd immediately. Notifications arc authorized from the CO, COR. Chief Security 
Officer or Physical Security Representatives (Federal) within OSCO. 

c. Training 

i. Security officer.; must complete BPA provided energized facility safety training prior to posting \\ithin an energized 
covironnx:nt. The Contractor shall maintain an up to date list of security officers who hold current Contractor Access 
Permits. The Contractor shall provide a copy of this list io the COR upon request. 

IL Security officers must complete any training rcquin.,d to maintain certification for the Contractor Access Permit and 
access to energized cnvironmcnl'i. Training shall be dQcumentcd in electronic or hardcopy format by the Contra.ctor and 
made available for to the COR upon request. 
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d. Equipment 

i. Contractor furnished cxiuipmcnt: 

(a) All nonnal duty gear including rain gear, and cold weather ge.ar as needed. 

(b) Vehicle meeting the needs of the terrain and situation. 

(c) Cellular Telephone. 

(d) Ponable Anning Barrel. or equivalent, safe procedure if arming/disarming is to occur on site. 

(c) Water as needed. 

(f) Other items deemed necessary by the Contractor or COR. 

e. Post Duties 

1. Officers deployed shall be armed. The Contrnclor shall comply wiih the post duties as provided by OSCO as coordinated 
with deployed site n:sponsible official. Deviations from post duties n:quirc email or verbal approval in advance from an 
OSCO representative. 

ii. Upon arrival 31 an energized facility, the ofliccr must follow BPA tmining for accessing an energized site. 

iii. Upon arrh'lll ton field site. security officers must meet with the BPA Site Supervisor. l ilh.is is not possible. the officer 
must follow the direction of OSCO through the on-duty Security Supervisor. 

iv. If nn intruder is discovered on site. security officers must attempt to control the situation in the s:ifcst manner possible. 
Security officers sh3ll not pursue a ,-uspcet into an energized facility. I f the intruder gains access to the em.-rgucd yard 
and is non-compliant, security officers shnll tmmcdi:11ely notify the responsible AMS who will contact law enforcement 
for assistance nnd notify the nppropri:uc Control Center. If on intrusion into nn energized area is suspected, security 
officers shall notify the responsible AMS who "~ll contact law enforcement for assistance and notify the appropriate 
Control Center. Security officers shall take a position of cover allowing for observation of the fucility and await the 
arrival oflaw cnforccmcnL 

v. Security Officer Reports (SOR 's hardcopy or electronic) must be maintained noting the date and time of various patrol 
duties such as perimeter. building, or surrounding area checks. Security oflicers must maintain record of the time and 
reason for the departure from posts. Security officers must coordinate post departures with the responsible AMS. 

vi. At the end of shifl, prior to departure, S4--curity officers must notify the appropriate AMS, and note the time of departure. 
Deployed security offict.-rs must maintain communication capability with the Responsible AMS unless circumstances. 
&Uch os the remote location of the facility, pn:vcnt communications from the site. 

f. Discharge of Firearms 

i. Officers shall a1,oid discharging a firearm in. around or near an energized facility unless no other altt'llUltivc exists. 

ii. Officers shall not discharge liquid (Aerosol Self Defense spray) within the energized environment due to possible 
electrocution hazard. 

I) PERFORMA!'iCE ASSURANCE 

I) The Contractor shall establish a performance assurance or quality assurance program ensuring personnel pcrfonning duties have 
the appropriate knowledge. s.kills, and abilities to perform the following: 

a. Work in both corporntc :md indl.1$lrial security functions 

b. Personnel an: screened to meet the highest lc,·cl of integrity to perform security-related duties 

c. Personnel arc able to meet extensive background checks and security clearance standards 

d. Personnel meet appropriate physical capability/readiness levels associated with security-related duties 

c. Personnel retention is addressed 10 maintain continuity of personnel nnd a low employee turnover rate. 

f. This performance assur.incc. or quality assurance. program may be 3 pre-ex.isling program employed by the Contractor. The 
program must meet any ndditional 5pccific rcxiuircmcncs outlined within this statement of work. 

g, The Contract Manager shall ensure all BP A-specific clements of the Performance Assurance Program outlined below arc met. 

2) Training Elements 

a. Job Ta.sl: Analysis (JTA) 

i. A JT A shall be developed for all security posts within 90 calendar days of the award of the contract following the Oregon 
Department of Public Safety St:mdllrds and Training: 111c Job Task Analysis (IT.A.) Process. 
http:l/www.orsgon.gov/dps~t/at/docs/thcjtaprocc,s.pdf 
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ii. JT A's shall be reviewed and updated a minimum of annually. Reviews sha.11 be documented by the Contractor and 
documcntution provided lo the COR. 

iii. The JTA shall provide the basis for contractor provided individual security post training as well as security post 
certifications. 

3) Security Post Ccnilications 

a The Contractor shall develop, review and or ndapt methodology, rcquin:mcnts, documentation methods. and testing material 
to conduct initial security post certifications as well as annual (recurring) security post certification training specific to the 
BPA Security Services Contract implemented within 90 calendar days of the award of the contract. 

b. At a minimum. initial security post certifications shall include task knowledge/task performance certification based on the 
applicable security post JT A 

c. Annual security post certifications shall include at a minimllm written knowledge testing of specific post procedures for all 
sccllrity officers pos ted. Similar posts may use the same as well a.~ written testing. TI1is shall apply for new lures and existing 
security officers newly assigned 10 a securi ty post. 

d. Security post certification methodology shall be hicran:hical and must be approved in adVllllcc by the COR. 

4) Self-Assessments 

a. The Contractor shall conduct annual self-assessments rcbting to security posts, post duties. and sccllrity training, scellrity 
firearms training. and firearms safety. 

b. Self-assessments mu,;t identify findings. if applicable. and corrective :ictions. 

c. The Contractor shall track and follow-up on corrcctfrc actions in an effort to close identified findings. 

d. The Contractor shall notify the COR upon the initiation of a sclf-as.~essment and shall provide to the COR the written sclf
assessmc:nt report in an electronic form31 within 20 business days of assessment completion. 

5) Perfornumcc Testing 

a. The Contractor shall develop methodology as part of their internal Q uality Control Program to implement. document, and 
maintain performance testing (e.g. alann response perfonnancc tests and limited scope performance tests) for the security 
force carried out by Contrnctor :issigncd personnel: Contmct Manager, Contract Quality Control personnel or designated 
security supervisors. 

b. Performance testing methodology shall include an applicable safety plan which shall be approved in advance b)• the COR 
before implementation. 

c. Performance testing methodology shall be finalittd for approval ";thin 120 calendar days following award of the cont:raet. 

d. Once finalized and implemented. written records of performance testing shall be forwarded 10 the COR. 

c. Limited Scope Performance testing shall be performed a minimum of twice a month and documented. Documentation shall 
include evaluation c ritcri:i/objcctivcs. results. and corrective actions needed, if :ipplicab lc. 

J) PERFORMA!'iCE EVALUAT l O~S 

I ) The CO and COR shall meet with Contractor senior per.mane I assigned to support the contract in-person or ,<ia phone not less than 
annually 1.0 discuss results ofBPA quality control findings and ovcmll perform:incc. 

2) The Contr.ictor shall provide a plrm for corrective actions within 5 calendar days follO\ving notification from the CO or COR of 
corrective action. poor pcrfonnancc or failure to perform. The Contractor must provide infonnation on actions to be taken and 
expected completion date nnd notification when corrective actions are completed. 

APPE~DlX 1-SUBCONTRACTL-XG PLA~ 

The approved full text subcontracting plan is located in the official file. 

APPE~DIX 2 - COLLECTT\'E BARGAINING AGREEMEl\T 

The full text collective bargaining agreement, signed 8/19/2019. is locawd in the official file. 
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U.S. DEPARTMENT OF ENERGY 
BONNEVILLE POWER ADMINIS1RATIO 

AMENDMENT OF SOLICITATION/MODIFICATION OF 
CONTRACT/ORDER 

PAPffiWORK RIDUCTION ACT BUROF.N DlSCLOS URE STATEMffiT 

0MB 

This data is used to amend a solicitation orrmdify a contract ororder. This fonnwill assist in ensuring all changes are applied 
appropriately. Public reporting burden forth is collectionofinfonnation is estirmtedto average 15 minutes per response, 
including the time for reviewing instructions,searching for existing data sources, gathering and maintaining thedata needed and 
completing and reviewing the collectionofinfonnation. Send any connxmts regarding this burden estimate orany olheraspect 
of this collection ofinfonnation, including suggestions for reducing this burden, to Officeofthe Chiefinforrnation Officer, 
En.terprise Policy Developrrent & iIJ1,lemen tation Office, IM-22, Pape1work Reduction Program(OMB) US Depamrent of 
Energy, 1000 Independence Ave, SW, Washington, DC20585-1290: and to the Office of Management & Budget (0MB), 
OIRA, Paperwork Reduction Project(OMB), Washington, OC:20503. 
I. Solicitation/Contract/Order Nmrber: I 2. A mendm!nt/Modi:fication Nurrner: 

BPA- ... - 80004 M - 011 

3. Effective Date: 4. Requisition/Purchase Req 5. Contract Specialist(Name, Pltone. Email): 
Nurrber(us~forCOOP eiuit onf)'}: Melissa Pt terson, 360-619-6088, mjpe1erson@),pa.gov. 

AMlN DMENTS OF SOLICITATIONS 

6. The above nurmeredsolicitation is am:nded as set forth in Item 12. The hour and date specified for receipt of Offers, 
0 is extended to O is not extended. 

Offerors rrust acknowledge receipt of this amendment prior to the hour and date specified in the solicitation. If a signature 
is requested in Item 11 , acknowledge this amendment by colll'leting Items 13 and 14 and returning the amendment 
with your proposal. Failure of your acknowledgment to be received at the place designated for the receipt of proposal prior to 
the hour and date specified may result in rejection of your proposal. lfby virtue of this amendment you desire to change a 
proposal already submitted, such a change ITUJSI be received prior to the due date and hour specified in the solictation. 

MODIFICATIONS OF CONTRACTS/ORDERS (Modifies the contract/order a s ooscribed in item 12.) 

CIIECKONE 

D 
7. This unilateral modification is issuedpur.;uantro: (speci__6,aud1orio1beJow). The changes set forth in item 12 are made in 
the Contract/Order in Item I. 

D 8. The above nwlbered Contract/Order is rmdified to reflect the administrativechanges (such ascl1a11ges i11 paying 
office. spelling correction. etc.)set forth in item 12 pursuant to the authority of BPI Part I 4. I0.3(b)( I ). 

0 9. Bilateral/Other(spec(,ryauthority): CHA GES (28-6) 

10. AccountingandAppropriation Data (u.•ttffor COOP .. ui, 0111,-): 

CM PORT ANT 11. ContraclorO is not, 0 is required to signth isdocument and return via emailto the Contract Specialist 

12. Description of Amendrnent/Modification (Auach additional documemation ifneede:d and state SEE CONTINUATION SHEET.) 

SEE CONTINUATION SHEET 

Except as provided herein, all term; and conditions ofthedocument referenced in Item I or 2 remain unchanged. 

13. Corrpany Nam:: 

INTER-CO, SECURITY SYSTEMS I C 

14a. Name, Phone and TitleofSigner: 15a. Name ofContractingOfficer: 

Neil Martau, 626-535-2234, Chief Administrative Officer Josh Kulak 

14b. Contractor/Olferor 14c. Date Signed: 15b. SignatureofContraaingOfficer 15c. Date Signed: 

: (b)(6) 09/30/2022 By. ___________ _ 

ifp . _, g (Signature o/Contracting qfficer) 
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CONTINUATION SHEET (FORM 4220.51) Page 2 of 2 

The purpose of this modification is to exercise option four, and to increase funding for one line item in option year three as follows: 

1. Line Item 3007 increases by (b)(4) 
2. 

L ine Item Descri tion OPY4 Rate 

;-----•---------- ...... ----------........... 4006a Security Officer, Unarmed - Standard Rate 

4006b Security Officer, Armed - Standard Rate 

4006c Security Officer, Supervisor - Standard Rate 

4006d Alarm Monitor - Standard Rate 

4006e Security Officer, Unam,ed - Overtime Rate 

4006f security Officer, Armed - Overtime Rate 

40069 Security Officer, Supervisor - Overtime Rate 

4006h Alarm Monitor - Overtime Rate 

4007a Security Officer. Unarmed - Standard Rate 

4007b Security Officer, Armed - Standard Rate 

4007c Security Officer, Supervisor - Standard Rate 

4007d Alarm Monitor - Standard Rate 

4007e Alarm Monitor, Supervisor - Standard Rate 

4007f Security Officer, Unarmed - Overtime Rate 

40079 Security Officer, Armed - Overtime Rate 

4007h Security Officer, Supervisor - Overtime Rate 

4007i Alarm Monitor - Overtime Rate 

4007j Alarm Monitor, Supervisor - Overtime Rate 

3. There are no scope changes associated with this modification. 

4. Contract pricing is increased by 

5. Conformed copy of the contract is attached herein. 

END OF MODIFICATION 

COnlJtlu:ttan Snoot I 6PI 22-1 I 2128/2022 I NSS-TMP-0037,3 1 
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UNIT 4 - ST A TEMENT OF WORK 

A) General In formation 

I ) lnlroduetion 

2) Background 

3) Place of Pcrfonnancc 

4) Govcmmcnt•Fumishcd Materials and Equipment 

5) Contractor-Furnished Materials and Equipment 

6) Federal Holidays 

7) Acronym Definitions 

8) Documentation 

B) Work and Service Rcquirancnts 

I) General Requirements 

2) Security Clearance Requirements 

3) Required Documentation Prior to Award 

4) Standard Operating Procedures 

5) Certifications and Cn.,-dcntials 

6) Contractor Furnished Training 

7) Contract Employee Requirements 

8) Duties of the Contractor 

9) Weapons Requirements 

10) Company Representatives and Supervision 

11) Security Supervisor Procedures And Duties 

12) General Security Officer Conduct 

13) Deliverables and Performance 

14) Shift and Post Requirement 

15) Safety Requirements 

C) Security Service for the BPA Headquarters Complex 

DJ Security Service for the Ross Complex 

E) Security Service for the BPA Park Place Lc:iscd Office Complex 

F) Security Service for the Eugene Starr Complex 

G) Security Service for the Munro Complex 

H) Security Service Deployment 10 Energized Facilities 

I) Pcrfonnanec Assurance 

J) Pcrfonnancc Evaluation 
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A) GE~ERAL INFORMA TIO 

I) INTRODUCTION 

a. This Statement of Work is for the acquisition of anncd security officer services (protective force) at the Bonneville Power 
Administration (BPA) Headquarters in Portland, Oregon; Ross Complex, located in Vancouvcr. Washingt.on; Eugene Storr 
Complex, located in The Dalles, Oregon: Munro Complex in Mead. Washington: and otllcr BPA facilities or propcnics as 
security needs arise. 

b. The services provided arc commcDSUJ'lllc with the duties o f a Guard I ( limited use of Guard I), Guard II and Alarm Monitor 
a.~ defined under the Protective Service Occupations category of the Department of Labor (OOL) document titled, "Service 
Contract Act Directory of Occupations." Therefore, services offered bylhc Contractor must stipulate uscofGU3rd I and Guard 
11, and Alarm Monitor personnel exclusively. Any employment of Guard I personnel during the pcrfomumcc of the contract 
other than that specified in the Stalcment of Work and allowed by the temporary CJCccption outlined in section 13.b. 
Ccrtificntions and Credentials or authorized by the CO or COR prior to the posting occurring. may be considered grounds for 
tcnniruJtion for dcfuull. 

c. This Statement of Work (SOW) is for the sole use of the security services provider (Contractor) and Bonne\ille Power 
Administration in order to adminis1cr this security services contrnct. All information, procedures, requirements, instructions 
and descriptions of duties contained in the SOW shall be protected from unauthorized disclosure. distribution, copying. other 
duplic:ition. electronic transmission. and any other fonn of unauthorized use. This SOW sh3ll not be provided in part o r in full 
to any pcn,on. company. agency. representative or any other c lement without the express written consent of the Contracting 
Officer. This document is identified as Critical lnfonnation. Under BPA's lnfonnation Protection Guidance. ii is not required 
to be marked; however. controlled distribution and information security protections are required. 

d. The execution of this SOW will be under the supervision of the Bonneville Power Administration's (BPA 's) Office of Security 
nnd Continuity of Operations (OSCO). under the direction of the Chief Security and Continuity Officer (CSCO). 

2) BACKGROU:-1D 

a. The Bonneville Power Administration (hereinafter referred to as "BPA ") is a federal agency, within the U.S. Department of 
Energy, that markets wholesale electrical power and opcmtes and markets transmission services in the Pacific NorthwcsL The 
wholesale electrical power markeled by BPA comes from 3 1 federal hydro projects in the Columbia River Basin. one 
nonfedcral nuclear plant and several other SJllllll nonfodcral power plants. BPA's customers include publicly o~ncd and 
investor-owned utilities, as well as some large industries. BPA also sells or exchanges power with utilities in Canada and the 
Western United States. Revenue earned by BPA helps it fulfill p ublic responsibilities that include low-cost and reliable power 
and investments in energy conservation and renewable resources. 

b. As a major provider of clcctricol power throughout the Pacific ' onbwcst, BP A· s resources arc critical to the agency continuing 
to meet its mission essential function, providing Feder.ii power to load in a reliable manner. As such, BPA is required 10 

develop and implement security strategics to protect critical infrastructure. key resources, and personnel to ensure the 
accomplishment of BPA 's mi.~sion. The intent of these ~trntegies arc 10 prc\•ent the exploitation, incapacitation, or destruction 
o f BPA's infrastructures and resources. Accordingly, BPA's hydro-electric grid is identified as critical to the economic 
prosperity, national defense, and quality o f life of the United States. Therefore. BPA seeks a partnership with a security 
provider who is equipped and prepared to play a \'ital role in supporting the protection of BP A's portion of the nation's critical 
energy in&-dstructurc. 

3) PLACE OF PERFORMANCE 

a. The Contractor shall provide security officer services at the BPA ·s fiicilitics at the following locations: 

b. BPA Hcadquancrs building. located at 905 NE I Ith Avenue. Ponland, OR 97232 

c. BPA Ro,-s Complex, located at 54 11 NE Hig hway 99, Vaneou\'cr, Washington 98663 

d. Eugene Storr Complex. located in The Dalles. Oregon 

c. Munro Complex, located in Mead, Washington 

f. Other locations within the BPA Regional Service AJ'C3 as deemed necessary by BPA 

4) GOVERNMENT-FURNlSHED MATERIALS A!'\'D EQU1PMENT 

a. BPA will provide focilitics. workstations., computers, printers, and other associated equipment for security officer and security 
supervisor use. 

b. BPA will pro,<ide maps. floor plans and information to build security operating procedures to the Contractor as needed for 
distribution to appropriate posts and personnel. The Contractor must maintain these materials in the post books. The Contnctor 
must protect thi~ infonnation in 11CCOrdancc \\ith BPA Information Prot1.-ction Program standanls. 

c. BP A will provide a copy of tllc Emergency Procedures and any call-out ros1crs, which the Contractor shall maintain at each 
site . These documents shall be protected in accordance with BPA Information Protection Program standards. 
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S) COl\'TRACTOR-FURSlSH£ D MATERIALS AND EQ lPMENT 

a. The Contractor shall furnish all training. quality conirol, personnel, unifonns, equipment materials, and supervision to 
maintain physical security for BPA Headquarters. Ros.,; Complex. Eugene Starr Complex. Munro Complex. employees. :md 
vi.sitors. 

b. The Contractor sha.11 provide the following items of operational equipment: 

i. One h:md-hcld ponablc public address system witJ, batteries at HQ, Ross, Eugene Starr and Munro locations 

11. One hand-held. banery-opcratcd spotlight with batteries at each complc,c, HQ. Ross. Eugene Starr and Munro 

iii. Sufficient communications equipment to maintain contact with security officers and BPA Local Facilities personnel. 

iv. One (I) 800 MHz capable hand held radio on cacJ, security post. Additionally, base stat ions compatible with regional 
cmcrgcncy scn~ces communications systems shall be provided for Hcadqua.ners Post I , Ross Dittmer AMS. Ross Post 
2, (CSB) and Munro AMS. 

c. The Contractor shall furnish Vehicles to meet SOW requirements. lnfonn11tion on vehicles being considcmd must be submitted 
to and approved by the BP A OSCO COR prior to use in performance of this contract. Consideration for the selection of patrol 
vehicles shall include area inclement weather conditions, operating terrain. fuel economy, vehicle purpose, etc. Vehicles 
designated for deployment purposes must take into account that BPA deployment locations include remote locations accessed 
via fire roods. and Right of Way access roads that require ability to operate off hardened road surfaces. Any C."<Ct1>tions, 
changes, or modifications to vehicle requirements during the contract must be approved in advance by the COR and/or CO. 
Refer to Federal Standard 307 !"or furtJ,cr guidance 

i. BPA Hcadquancrs. 

(a) No vehicles arc required 

ii. Ross Complc,c 

(a) Thn-c Vehicles, Two for patrol and one for supervision. 

(b) All arc to be A WD or 4x4 

(e) Est. Mileage for patrol vehicles 22.000 each. per year 

(d) Est. Mileage for supervisor vehicle: 35,000 per year. 

iii. Park Place office complex 

(a) One vehicle for p.iirol duties. 

(b) Est. Mileage: 7,000 miles per year 

iv. Eugene Starr Complex 

(a) One vcJ,ielc for patrol use 

(b) A WD or 4 -whccl drive. compact. extended c:.ab pick-up truck or SUV. 

(c) Est. Mileage: 30,000 Per year 

v. Munro Complc,c 

(a) One vehicle for pairol use. 

(b) A \VD or4-whccl drive, compact, extended cab pickup truck or SlN 

(c) Est. Mileage: 30,000 Per year 

vi. Spare Deployment Vehicles 

(a) Two spare vehicles shall be available at all t imes for emergency deployments to various BPA facilities or higher 
threat conditions. One of the spare vehicle may be located at the Eugene Slllrr Complex. 

(b) AWD or4-whecl drive, compact. extended cab pickup truck or SlN. 

(c) Est. Mileage 6,000 per year. 

vii. Vehicle equipment 

(a) The color of the patrol vehicles shall be c-0nsist.cnt with security or law cnforc-emcnl-typc vehicles. Doors on each 
side of the vehicles shall be marked'' Security'". In addition to other items deemed necessary by the Contractor, the 
Contractor must cqwp ,'ehiclcs as follows: 

(b) Light bar with flashing amber light~ 

(c) Spot light (mounted. remotely operated or hand-held portable) 
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(d) Spare tire and tools 

(e) Traction devices or tires 

(f) First Aid kit ,,~th protective gloves and medical waste receptacle 

(g) Emergency Road Kit using LED or rcflecti,-e emergency marl<ers 

(h) Vehicle mountL-d radio compatible with regional emergency services communications systems 

(i) A.8.C Fire extinguisher 

d. Uniform ruid Equipmcm 

i. Uni fornlS shall be of professional appearance. color-coordinated police/security style uniforms that an: standard issue by 
the Contractor and worn by all security officers and security supervisors. The uniforms for security officers and security 
supervisors assigned to the Eugene Starr Complex may be a tactical uniform (e.g. - 5. 11 Tactical Series or similar) in the 
color of Khaki. Officers required lo have a Non Electrical Worker Access Permit to energized areas must be provided 
uniforms meeting NFPA requirements for Arc Flash and Energized yard environments as listed in the BPA Accident 
Prevention Manual and Rules of Conduct Handbook. 

11. The follo,,~ng items of clothing and equipment shall be issued to and placed in the care and custody of each employee. 
Adjustments or changes to these requirements must be approved in advance by the COR. 

iii. Rain and cold weather gear as required with high visibility &,-curity identification located on the from and back. 

iv. A name tag that is professional in appearance with the first initial and last name oft he officer to be worn in a consistent 
location on the unifonn 

v . Duty belt with minimum level 3 retention holster, similar to what Law Enforcement agencies currently use, requiring 
two separate actions to release retentions and draw the weapon. c:c an SSL sleeve or thumb break combined with a 
rocking motion, magazine pouch. handcuff pouch, and other equipment approved in advance by the COR. 

vi. Block security or police style duty boots or shoes. Tan security or police style duty boots may be issued for use with 
Eugene Starr uniforms if khaki color uniforms 3J'C selected. 

vii. Officers holding an energized ace~ permit must be provided appropriate foot gear as listed in the BPA Accident 
Prevention Manual Section A-2 which is as follows: Lace-up, over the ankle lc.athcr boots with rigid sole and heel meeting 
ASTM F 2413- 11 with an EH Raring or ASTM F 2413-05, Class 75 with EH rating 

viii. Professional Looking full finger black gloves lined with cut resistant material that meds 29 CFR part 1910 subpart I App 
B and ANSI / ISEA I 05-2016 such as Law Enforcement agencies would provide 10 LE Officers for cut protection. 

ix. Whistle 

x. Security Officer badge meeting requirements ofsllltc laws where performing duty to be worn on the most exterior aniclc 
of clothing(i.e. uniform shirt, uniform jacket, rain gear or cold weather clothing) 

xi. Gender specific ballistic body armor meeting U.S. Department of Justice National Institute of Justice Standard 0101.06, 
Classification Type rt-A. and meeting OSHA Standard 1910.132 

xii. Sufficient nwnbers of uniform pants. short sleeve shirts. and long sleeve shirts for each officer to maintain uniform 
clC3Dliness and professional appearance. 

xiii. Security/law enforcement style all weather jacket, with high vi.~ibility security identification on front and back affording 
access to their issued duty weapon. 

xiv. Aerosol Defensh·c spray and carrying pouch of the type and potency that local LE and/or local security companies carry. 

c. At II minimum, the following items of equipment shall be provided to employees for each shift. Additional items deemed 
necessary by the Contractor must be approved by the COR: 

i. Handcuffs and handcuff key 

ii. Aerosol Defensive Spray 

iii. Flashlight similar 10 the type Law Enforcement use. capable of being operated with one hand (push bunon on/off) while 
using a duty weapon in a high stresS environment 

iv. Semiautomatic Handgun with similar c haracteristics and performance as Law Enforcement agencies use no less than 
9mm 

v. Ammunition meeting Law Enforcement performance characteristics, no less than 9mm in caliber 

vi. Two magazines, and one round for the chamber. Mngnz.inc capacity shall be the maximum allowed by law 

vii. BowdryThe Contractor shall provide a secure, lockable cabinet sufficient for the secure storage of weapons at each 
arming/disarming point. lnforrru1tion pertaining to the proposed weapons storage cabinet shnll be submitted 10 the COR 
for approval upon award of the contract 
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viii. The Contractor shall provide an approved bullet containment device for issuance of duty weapons nt each arming point 
Bullet containment dcviceli musl be placed in position so the muzzle of any weapon to be cleared is angled down and 
townrds the noor 

1x. Bowdry All Contmctor-providcd equipment shall be appropriately marked and identified as belonging to the Contractor 

6) FEDERAL HOLIDAYS 

a Fcdcnil Holidays occurring on Saturdays arc observed on the Friday prior. and Federal Holidays occurring on Sundays arc 
observed on the Monday following. 5 U.S.C. 6103 and Office of Personnel Management guidance 

b. BPA observes the following Feder.ii Holidays: 

(i) 'cw Year's Day 

(ii) Martin Luther King Day 

(iii) Washington's Birthday 

(iv) Memorial 0-Jy 

(v) Junctccntb 

{vi) Independence Day 

(vii) Labor Day 

{viii)Columbus Day 

(ix) Veter.ms' Day 

(x) Tbnnksgiving Doy 

(xi) Christmas Day 

7) ACRONY:\1 DEFINJTIO!'.S AND lNFORMATIONAL LINKS 

a. Acronyms: 

January I " 

3rd Monday in January 

3rd Monday in February 

Last Monclay in May 

June I 

July 411, 

Isl Monday in September 

2nd Monday in October 

'ovembcr I I 11, 

4th Thursday in NO\·cmbcr 

December 25.., 

i. BMS Room: Building Management System Room. BMS rooms at BPA house critical facilities operations equipment 

ii. HSPD: Homeland Security Presidential Directive 

iii. JTS Room: Joint Tenant Space. Data SCl'\'lCCS and equipment rooms on each floorofBPA HQ, shared by GSA 

iv. PACS: Physical Access Control Systems 

v. WSO: Wenpons Safety Officer. A security officer or security supervisor who is knowledgeable. trained. and dcsignntcd 
to oversee weapons issue and arming/disanning of personnel for shift change purposes 

8) DOCUME:'ffATION 

a. Codified Federal Regulations (CFRs) w\\w.ccfr.Po,-/cg1-b1n/1cxt-id-..'~tpl=%2Fmdcx.1pl 

h1tp://www.ccfr.eov/c1d-bin/tcxl-idx'?rim-div5&nodc-4 l :3.1.1.3.221141 :3.1.1 .3.22.3.326.3 

b. DOE Order 470.4b, Appcndi.~ B. Section I. "Facility C lcarnnccs and Registration of Safeguards and Security Activities;• and 
Section 2 -Foreign Ownership, Control or lnnucncc Programs (FOCI)." htm~://www.dirccti~"C1>.doc.gov/din.'Cli\cs• 
documcnts/400-~crics/0470 4-BOrdcr-b-;idmchg I 

e. faccutive Order 12829 

http://www.:irchi\'cs.gov/isoo/policy-documcn1.Jco-I '.!8'9 html 

d. HSPD-7 

http://www.dh.~.gov/homeltmd-sccuritv-prcsidcntial-dircctive-7 

e. HSPD-12 

ht1o://www.dhs.gov/homel11nd,sccuritv-prcsidcntial ,dircctive- l 2 

C rERC CIP Standard 006 

http://v.,w,,v.ncrc.com/~tandnrd006 

g. Oregon Department of Safety, Standards, and Training (Oregon DPSST) 

http://\\Ww.on:gon.gov/DPSST/PS/p.1ges/index.aspx 

h. Oregon Revised Statutes 

http://www.leg.state.or.us/onJ 
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i. Privacy Act 1974 

hnp://www.justicc.gov/opcl/privstnt.htm 

j. Revised Code of Washington (RCW) 

httrr//app~ lcu w:J.eov/rcw/ 

k. SF 328 

hup://h~.doq~m-/HOSccOn/forci!!n owner.<hip/FOCI SF328 INSTRUCTIONS.pelf 

ht1p://wwv.;.i,_~:i.2ov/porllll/forms/download/l l6246 

I. U.S. Department of Justice ational Institute 0l01 .06 

m. NU Standard-0 IO 1.06 for Ballistic-Rcsis1ancc of Body Armor and NU Stanclard-0115.00 for Stab-Resistance ofBody Armor 

n. Washington Slate Criminal Justice Training commi$sion (WSCITC) 

hups://fonrcss. wa.2ov/cjtc/wwv,/ 

o. Washington State Dcpanmcnt of Licensing 

http://www.dol.wa.1;:ov/busincs,.Jsccuritvguards/sgg<;tnnncd.html 

p. 18 USC793 

http://codcs.lp.findlaw.eom/uscodc/18/l/37n93 

q. 18 USC794 

hnp://codes.lp.findlaw.com/usrodc/18/l/37n94 

8 ) WORK Ai.'ID SERVICE REQUIREMENTS 

I) GENERAL REQUIREMENTS 

a. The o verall purpose of this contract is to provide an estimated aggregate of approximatc:ly 97 .688 annual hours of security 
officer services and approximately 15,776 annual hours of supervisory services for the BPA HcadqtlllMcrs, Ross Complex, 
Eugene Starr Complex. Munro Complex and other BPA fucilirics as addressed in this SOW. Additiolllll security services may 
be requested by BPA for special evcntll, increased security conditions, emergency services, etc. BPA projccLS requiring 
appro:cimatcly 1.000 houn; annually for additioD3I security services on an as-needed basis for unforeseen situations. 

b. Security services include but are not limited to the following: 

i. Armed guard services. 

ii. Protection of employees, facilities and property. 

iii. Access control, to include screening of visitors. vehicles, packages. 

iv. Issuance of visitor badges and enforcement of BP A ·s ID badge policies. 

v. Alarm Monitoring Station - operation and monitoring of security alarm systems and ccrv systems across geographically 
dispersed locations. 

vi. Operation and monitoring of automated access controls. 

vii. Observation and monitoring of building and fire wamfog systems and HVAC system warning panels and amtrols. 

viii. Response by Security Officers to Security Incidents occurring on BPA owned property. 

ix. Vehicle patrols of BPA Property and leased space, and interior and exterior foot patrols at designated locations. 

x. Application of compliance-based security requirements. to include maintenance of records associated with compliance 
requirements. 

xi. Application of GSA build ing regulations. 

xii. Interface ,vith Federal Protective Service (FPS) and other law enforcement or emergency responders. 

c. BPA Headquarters 

i. The BPA Headquarters is a General Sc.rviccs Administration (GSA), seven-story office structure \\~th three levels of 
underground parking. The BPA Headquarters building (905 building) and the adjacent 911 federal building comprise the 
Portland. OR Eastside Federal Complex. The 905 building contains administrative offices for approxim::itcly 1,500 
federal employees and contractors and is IOC3ted at 905 E I Ith Avenue, Portland, Oregon 

ii. BPA partners with the Federal Protective Scrvicc(FPS) on security strategics for the Eastside Federal Complc:c. The FPS 
is responsible for the prott.-ction and security of federal GSA owned property and lc:iscd property. In general. FPS 
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operations focus on security and law cnforccmcm activities reducing vulnerability to criminal and terrorist threats. FPS 
protection and sL-curity operations include all-hazards based risk assessments: emplacement of crimimd and terrorist 
countcrmC3SUTCs: law enforcement response: assistance to federal agencies through Facility Security Commillccs; and 
emergency and safety cducarion programs 

iii. FPS contracts security guard services for federal building access control, employee and visitor 1dcntification checks, 
security equipment monitoring. and roving patrols of the interior and exterior of federal property. Through memorandum 
of agreement, BPA 's Office of Security and Continuity of Operations manages and contracts security scr.,.iccs for the 
BPA HQ and works in cooperation with FPS 10 ensure security for the BPA HQ and Eastsidc Federal Complex meets 
both Ocpa.rtmcnl of Energy and GSA/OHS building security requirements 

d. BPA Ross Complex 

i. The BPA Ros.'I Complc.'t is located at 5411 NE Highway 99 in V3ncouvcr, Washington. The Ross Complc.,c is situated 
on a 250 acre industrial complex consisting of 55 individual buildings \\~th approximately I.I 00 employees and 
Contractors assigned. Functions associated with buildings on the Ross Complex include high voltage clcctric-.!l power 
distribution, administrati\'e offices, electrical control and dispatching center. auditoriwn. laboratories. oil pumps, 
shipping and receiving. storage, scales, gas station. welding and cutting shop. microwave radio transmission equipment, 
hazardous waste storage, transfonncr repair, computers, flammables and herbicide storage, and solar power 

c. Eugene Starr Complex 

i. The Eugene Starr Complex, located near The D:ille$, Oregon, consisis of high \'oltage substations, equipment 
maintenance shops 1111d other related support facilities on an 850 acre parcel of land approximately one mile south of The 
Dalles, Oregon 

r. BP A Parle Place Leased Space 

i. The BPA Park Place office complex consists of one or more office buildings leased by BPA and othcr tenants in 
Vancouver, Washington. Office space leased by BPA at the Park Place office complex changes as office space needs 
change "~thin the agency 

g. Munro Complex 

i. Located in Mead. WA and consists of the Munro Di.sp:itch Center, Munro Scheduling Center. Bell Electrical Substation. 
Spokane District Maintenance Headquarters and various office spaces located on 66 acres. 

h. BPA' s security force is comprised of numerous posts including stationary access control. vehicle inspection. visitor 
procc.-.sing. alarm monitoring, and foot nnd vehicle pa1rols. The number. hours, and specific duties of these posts and positioru; 
arc described in secl!ons related to the posting requirements for each site. 

i. BPA reserves the right to assess security post needs 1111d requirements as the security cnviroruncnt, contingency operations, 
and security requirements change for the agency. In doing so, BPA may elect to add. eliminate. or modify security posts, po~, 
duties, or post hours by bilateral contract modific.ation 

l) SECURITY CL EARANCE REQUIREM ENTS 

a. At a minimum. at least one security supervisor on duty per shifi at HQ during core hours (0600-1800) and one security 
supervisor at the Ross Complex during all shills shall hnvc a DOE L (SECRET) security clearance or the L clearance in 
progress following the award of the contract. The Contractor \~ill submit a list of security supervisors that will be submiucd 
for clearance requirements through BPA Personnel Security within 30 calendar days of contract award_ BPA will coordinate 
with the Contractor to submit security supervisor names to obtain DOE L clearances for a sufficient number of security 
supervisors to meet the above expected BPA need. The Contractor must notify BPA immcdbtcly upon discovery of 
circumstances impacting the security clearance held by a contractor's employee ai;signcd to the BPA Security Services 
Contract. 

b. Prior to being issued a Dcp:irtmcnt of Energy (DOE) identification badge, employees of the Contractor must accomplish the 
appropriate Personal Identity Verification (PIV) documentation required undc:r HSPD-12. The PIV process will occur through 
the Personnel Security org:111ization \\~thin BPA 's Oflice of Security and Continuity of Operations (OSCO), who wtll supply 
the Contractor the necessary information and forms for this process. Employees of the Contractor must use the issued DOE 
ID badge for entry into BPA facilities. Proximity cards may also be programmed and issued to security officers for access to 
other electronically controlled an:a.s. 

c. Documentation of security practices and procedures (pertaining to personnel clearances and the training and reporting they 
arc required to do 1f they hold a facility clearance and manage cleared personnel) 

3) DOCUMENTATION REQUIRED PRIOR TO A\\ 1ARD 

a. Prior to award o f this contract. the Contractor shall furnish to the Contracting Officer. 

L A Certificate of Authority from the Corpomtc Division of the Oregon State Department of Commerce 

11. A Certificate of Authority from the Washington State Department ofConuncrcc 

iii. A Certificate of Good Standing from the state in which the firm is incorporated. 
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iv. A facility security clearance from HQ. U.S. Department of Energy pursuant to Executive Ortlcr 12829 or equivalent DOD 
FCL determination. 

v. The Contracting Officer (CO), or dcsigncc (COR). will review the credentials of applicanis proposed by the Contractor 
and reject any employee ihat. in the opinion o f the C,o,•cmmcnt, is noi suitable for this contract. Under these 
circumstances, an appeals process will be provided to the Contrnctor. 

4) STANDARD OPERATING PROCEDURES 

a. The Contractor shall review, update and provide to the COR, updated Standard Operating Procedures (SOP's) by December 
I, 2018 for 1hc Conuactor·s opcration:tl and admimstra1ivc use. BPA will provide infom1a1ion pcnaining 10 procedures and 
policy in order 10 assist the Contl3ctor with SOP development. 

b. Contents of SOP 

i. The following arc examples of SOP oonlcnl Specific scc1ions required by BPA will be identified by OSCO, and proposed 
by the Contract Manager for BPA consideration: 

(a) Uniforms and standards of appearance. 

(b) Weapons and equipment issue, safety procedures., and accountability. 

(e) Func1ions and duties of the security officers. 

(d) Security officer authority. 

(e) Apprehension policies and procedures. 

(f) Response to bomb threats or suspcctt-d IED. 

(g) Response to intrusion alnnns. 

(h) Response to unauthorized individuals. 

(i) Response 10 discovery of prohibited i1ems. 

(i) Response to lire alarms and building evacuations. 

(k) Customer Service and Diversity Awareness Training. 

(I) Access control procedures. including ,-isitor.;. 

(m) Response to robberies .u,d other violent crimes. 

(n) Providing motorist assistance. 

( o) Providing escort services to employees. 

(p) Radio communications procedures. 

(q) Use of force. 

(r) Repon writing. 

(s) Lost and found property. 

(t) Building/Gate Security Checks. 

(u) CCTV monitoring procedures. 

(v) Alnrm monitoring/response procedures. 

(w) HQ parking procedures. 

(x) Current issued Post Orders. Access Restrictions (Security Alerts and Access Status Notifications), Operations 
Bulletins.. Special Notices. etc. 

(y) Vehicle inspection techniques and practices for detecting bombs or other dangerous materials. 

(z) Personnel screening (use o f ;w ay, band wands, etc.). 

ii. SOP Distribution 

(3) The Contractor sh:tll maintain cu1TCnt copies of applic3blc SOP's in hard copy 31 each stationary post and electronic 
copies in a centr.il electronic file location nvailablc to all officers. 

iii. SOP Training and F:imilinrimtion 

(a) Prior to 11SSignmcnt to any post for duty either for shift o r relic( the Contractor shall provide each new employee 
training sufficient to ensure a general familiarization of all BPA Posts and SOP's .. The Conuactor shall provide post 
specific tr.lining suA1cicnt to ensure officers are thoroughly trained, and knowledgeable of the post SO P's and duties 
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associated with the post Officers ass.igncd to a post must be familiar with the duties of other posts having operational 
intcnlepcndcncies. Training shall be documented in electronic and/or bardoopy format in individual Officer Tmining 
Records 

iv. SOP Review Requirements 

(a) Unless otherwise directed by OSCO. the ConlT'3ctor shall conduct quarn:rly reviews of ofliccr knowledge and 
understanding of the SOP's for the post or posts which the officer is a.~igncd. The reviews may be oral interviews, 
written exams. practical dcmonstrntion. or any combination of all three. The Contractor shall maintain records 
documenting reviews. 

(b) Results of quarterly evaluations shall be provided IO the COR through the use of a Limited Scope Pcrfonnancc 
Testing Database. These results may also be used to dctennine future training requirements. 

v. SOP Updates 

(a) The Contractor shall conduct and document annual reviews ofSOP's. The Contractor ·hall pro,'ldc lhc COR with 
updates :ind changes to SOP's as thcyoceur and must incorpor:uc ch:mgc recommendations or requirements dirccicd 
by OSCO. 

S) CERTIFICAT IO. S Al'I/D CREDENTIALS 

a. Anncd Security Officer Ccnification.~ and Credentials 

i. BPA 's sccuriiy program uses armed security officers. The Contractor shall fully comply with the Revised Code of 
Washington, Washington State Criminal Justice Training Commission regulations, and the Washington Administrative 
Codes regarding the licensing of Prh~dte Security companies and security officers. Additionally, the Contrnctor shall fully 
comply with Oregon Revised Statutes. Oregon Depllrtmcnt of Public S:ifcty Stl11!d3rds and Training and Oregon 
Administrative Rules. E:ich armed security officer assigned to W:ishington facilities shall be licensed as a Washington 
Armed Private Security Guud. Each armed security officer assigned to Oregon facilities shall be licensed as an Oregon 
Armed Private Security Officer. Authorized Guard I (unarmed officcns) shull be lit-cnsed as unarmed security officers in 
the state that the officer is assigned_ All officers shall be licensed in compliance ,vith state lalV. Security officers may be 
dual<ertificd in order to support BPA deployments \\;thin BPA 's service area. Security supervisors and security officer.; 
shall carry their state issued Security Officer licenses ,vitb them at all times while on duty. The Contractor shall assess 
DOE Protective Force requirements for feasibility of implementation when conducting self-assessments as identified in 
section 42 of this SOW. 

b. Allowed Eitccptions to Anncd Security Officer Certifications and Credentials: 

i. Exceptions to BPA 's contract requirement to use armed security officers involves temporarily allowing licensed unanncd 
security officers to occupy d~ig.natcd posts while the administrntivc process for armed security officer licensing is 
completed. Under these exceptions, the Contractor may use unarmed security ofliccrs only as specifically authorized Wld 
approved ia :idvance by lhe COR or designated rcprcscnrativc from BPA 's OSCO. BPA expects officers crrq,loycd using 
this exception will h:i,·c c-0mplctcd all requirements for :inned security officer licensing including successful completion 
of armed security officer train mg classes and qualification course of fire conducted and certified in compliance with state 
requirements prior to assignment to these posts. Ofliccrs must complete the :ippropriate training and dcmonstmtc the 
knowledge. skills. and abilities lo effectively conduct operations for the assigned post prior to post assignment. The 
following posts upon notification and approval of the COR may be posted under this exception with state licrnscd 
unarmed security officers for n period of no more than 45 calcnd:ir days unless otherwise approved by the CO/COR: 

(a) HQ Post 6 

(b) HQ Post 9 

(c) Ross Post I day shill (Dittmer building West Entrance) 

(d) Ross Post 2 day shift (Ros.~ Complex Construction Services Building) 

(c) Eugene Starr Complex Post I, dny shifi only 

(f} Munro Post I. Munro Alarm Monitoring Station (AMS) 

c. Transition (60 Calendar Days) 

1. Within 15 crucndar days following contrncl award. the Contractor must develop a transiiion plan ensuring necessary staff, 
certifications, training. and continuity 11TC mainlllincd in accordance with this SOW in order to mainlllin effective security 
operat ions. The Contractor must submit the transition plan to the COR for review and approval no later than 20 calcndu 
days following contract award. At a minimum the pl:in shall address: 

ii. Sl!lffing Levels 

iii. Process fortran,itioning pn:dccessor employees 

iv. Recruitment of new employees 

v. Strategy for providing post coverage during breaks and meal periods 
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vi. Strategy for transition of unifonns 

vii. Supervisory plan implementation 

viii. Roles of management and administrative personnel 

ix. Communication methods and protocols 

x. Inventory and equipment including weapons nod ammunition 

xi. Daily transition event calendar 

xii. Toe Selected Coniractor shall provide weekly mmsition status reports during the transition period to address the follO\ving 
items: 

(a) Staffing 

(b) Permits. Licenses. and Registrations 

(c) Personnel clearances 

(d) Transition events/milestones 

(e) Equipment and unifonn purchoscs 

(f) Emergency R:idio Network agreement with regional emergency services communications agencies 

(g) Transition Expectations nt End of Cont.met 

(i) At the beginning of the transition period to a follow-on contract. the Contractor shall provide personnel records. 
including but not limited to, training, medical, suimbility and security records to the succcssorContrnctor within 
IO calendar days. 

6) CO~ TRACTOR FURNISHED TRAINl~ G 

a. Toe Contractor shall develop a Job Task Analysis (JTA) and identify general training needs as well as post-specific training 
needs in addition to State required Security Officer liccnsingrcquiromcnts. JT A ·sand post certification processes shall be part 
of annual training which include processes specific lo BPA Contract posts and ~hall be fully implemented within 90 calendar 
days of the award of the contmct. JT A information shall be used to develop annual post specific certification (Quality Control) 
and an Annual Training Pl:m, which the Contractor shall provide lo the COR by October I of each year. The Contractor shall 
provide pre-employment training meeting all requirements listed under "'Armed Certifications and Credentials"' and kPn> 
Employment Training·· prior to assigning any officer:! post. Post-Employment training is defined a, State rcquiroo annual 
Arrm.-d Security Officer et.:rtification truining, proficiency Ir.tining and wmual post specific certification training conducted 
after initial employment. Post-employment training shall be conducted in accordance with sect ion 16) of the SOW. 

b. Pre-employment and post-employment training shnll be conducted and certified/documented a_t no additional cost to BPA. 
Training hours may be organized in any manner determined to be most efficient for the Contractor other than the training hour 
organizat ion specifically mentioned in this Statement of Work for weapons or use of force. Training hours required for 
Weapons or use of force training shall not be shifted between officers. 

c. Pre-Employment Training 

i. Certification of completion of pre-employment training and licensing requirements for new hire employees shall be 
furnished to the COR prior to the slarl of employee performance. This notification may be in the fonn of an official letter, 
memorandum, or e-mail to the COR. All officer.; must complete the follo,ving training prior to assignment on post: 

(a) Oregon and/or Washington State licensing requirements, including successful completion of firearms qualificat ion 
course(s) of fire mccling requirements of state in which licensed shall be conducted and certified by the Contractor 
prior to using post-employment and other training allotments. 

ii. Orientation training and iask pcrfonnancc demonstration certification reg:u-ding proper use and techniques for handcuff 
application as well as proper use and techniques for Aerosol Self Defense spmy application at the full r.ingc of use of 
forc:c levels. This training shall be performed by an instructor with c~-dcntials accepted by the state in which the officers 
\\ill be certified, forlcss-than- lclhal/usc of force, orthrough other ccrt:ific:uion means approved by the COR (e.g. - master 
use of force instruct.or certification, etc.). At the option ofthe Contractor, orientation I mining for handcufls and/or Aerosol 
Sel r Dcfmsc spray may be wai,•ed if a new-bin: security officer can pro,,idc documc111a1ion of training for handcuffs 
and/or Aerosol Sc.If Defense spray occurring within 6 months prior 10 hire related 10 a prc.,,fously held security, military, 
or law enforcement posit ion. Such documentation shall become a part of the security officcr•s training record for pre
employment training. 

iii. 16 hours of training directed towards use of locally used X-Ray equipment for officers assigned to a post which includes 
use of an X-Ray rnachinc unless they con show documentation of training on a similar model X-Ray system in the 
prc,-ious 6 months and familiarizlltion training on the X -Ray system utilized at BPA. Officers assigned to positions 
requiring use of hand held/ walk through magnc1omctCTS must complete 8 hours of initial training. 

iv. Red Cross or cqui,'1llcnl certification for First Aid and CPR, to include use or automated external defibrillator (AED). 
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,,_ Prior 10 assigning a newly hired officer as the primary sccurily officcrs at any post, newly hired officers shall complete 
sufficient training including familiarization of all silc BPA Posts and SOP's prior to post assignment. The Contractor 
shall provide post specific training and certification to officers. Officers musl complete training and dcmonstr:lte 
sufficient knowledge and understanding of applicable SOP"s, and dcmonstralc capability of performing all duties 
associalod with the post Newly hired officer security posl certification shall be completed within 30 calendar days of 
initial post assignment. Security oflicers musl demonstrate familiarity, knowledge and understanding of the duties of 
other posts having operational in1erdcpcndcncics. 

d. Post-Employment Training and other Training Allotments 

e. Post-Employment License and Ccnificarion Refresher 

i. The Contractor shall provide refresher training to officers. Officcn. must maintain certification and qualification under 
requirements stated in section 16) of the SOW. 

ii. American Red Cross or equivalent CPR. First Aid and AED training shall be conduclcd lo mainlain certifications meeting 
training frequency requirements by the credentialing organization. 

iii. 8 hours of annual refresher training on locally u.mJ X•Ray equipment for each officer posted to use the machine and 8 
hours annual refresher training on hand held / walkthrough magnetometers. 

iv. Annual security post ccni fications for security officers shall be accomplished through a process developed by the 
Contractor and approvcd in advance by the COR. Officers must maintain certification and demonstrate knowledge. skills, 
and abilities to adequately perform in the posts assigned. Initial security posl certifications shall be required for cum:ntly 
employed security officers assigned to perform duties at a new security post. 

f. Firearms Training ( 16 hours) 

i. The Contractor must provide and maintain training outlined in order to develop and maintain the firearms skills of 
officers. This 16-hour block of training shall not include pre-employment or remedial irnining for officers who fail 10 

qualify per state requirements. For remedial truining ~cc ~Remedial Firearms Tr.tining". To the extent po~siblc. the 
Contractor shall incorporate applicable clements of established Dcpanmcnt of Energy training for firearms. 

ii. Frequency ofTrniniag 

(a) Firearms training shall be conducted quarterly in four (4) hour blocks and documented on the contractor training 
plan provided to the COR. The Contmctor may combine two qu:irters of firearms 1mining. to be conducted in a 
single quarter to provide skills dc,·clopmcnt for current licensed and qualified officers. To the greatest extent 
possible. firearms training must be conducted in regular intervals throughout the year in order to limit the 
degradation of firearms skills of Contractor personnel from year to year. 

iii. Live Fire Range Training 

(o) A comprehensive firearms safety briefing sh:tll be provided to all officers prior ro commencement of fin:nrms 
training. All officers shall be rcquin.-d to meet the following minimum firearms proficiency qlllllifications and 
trnining requirements: 

(b) Using the state or other course of fire approved in advance by the COR. qualify one additional time, approximately 
6 months after state required licensing is completed. This can be in conjunction with quancrly live fire training. All 
qlllllifications and ancmpts must be documented and pass or fail and scores must be retained in an officer's 
permanent record made available to the COR upon request. 

(c) All officers shall a11cnd not less than four hours of live fire range training approximately quanerly (except as noted 
for combining two 4 hour blocks). One 4 hour bloclc of training shall be in the form ofConfrontalion Simulation 
(ConSim) truining. or other fonns of training approved by the COR. 

(d) The Contractor may combine up to two (2) quarterly training blocks for a total of8 hours of training 10 be conducted 
1vithin one quarter for officers who may need a more focused. longer block of training (sec ~Frequency of Training"). 
This rulowancc may be used one time per officer per year for officers needing such training. Upon request. the 
Contractor shall provide documentation to the COR of all officers who receive quarterly combined training. 

(e) Training hours may nol be transferred from one officer 10 another. 

(f) Ench quru1crly block of firearm.~ training shall hnve clca.rly defined goals nnd objectives. Each officer must 
demonstrate sati$factory undcr.,tanding and ability 10 perform the objcc1ivcs of the trdining. The Contrnc1or shall 
mai.ntain a record documenting the goals and objectives of each quancrly training session and provide ihcsc lo the 
COR upon request. The COR shall be notified of the results of nil officers failing to dcrnonstralc satisfactory skill 
levels " ~th the clements of the provided training via email. During quarterly training periods the focus of training 
may be on one or more of the below listed clcmenls or additional c lements proposed by the Conlractor and approved 
in advance by lhc COR: 

(i) Use of cover 

(ii) Moving with a firearm 

Contrnct 80004, Mod 011 Page 13 

1024 



(iii) Shooting on the move 

(iv) Low light shooting principles 

(v) Decision scenarios/confrontation-simulation 

(vi) Rcmcdi:il Firearms Training 

(vii) Failing State Licensing QU'11ification Course of Fire 

I. If at any time an ofticcr fails the required state licensing qualification course of fire.. either for license 
renewal or in conjunction with the six month requirement noted in .. Live Fire Range Training•·, BPA \\ill 
consider the officer as not in compli:mcc with the provision listed in the Statement of Wori: '·Armed 
Ccnification and Credentials." The Contractor shall notify the COR as soon as practical when any officer 
mils a qualification course of l'irc. The Contractor shall have a period of 45 calendar days Lo conduct 
needed remedial training in order to bring the officer into compliance ,vith this Statement of Work ,vithout 
additional cost to the Bonneville Power Administration. lfthe officer is not brought into compliance within 
the 45-day grace period, the officer "~II no longer be eligible for contract performance. The COR may 
c:o.tcnd the grace period if determined it is in the best interest of BPA. 

(viii)Failing to Meet Quarterly Firearms Training Objectives 

I. Officers who fail to meet quarterly training objectives shall receive remedial training in order 10 meet 
those objectives. 

(ix) Unsafe Firearms Handling 

I . Unsafe firearms handling, negligent discharge of weapon, or any other unsafe acts in conjunct ion with the 
handling. training or use of firc3rmS shall be reported to the COR or other OSCO personnel within I hour 
or as soon as circumstances allow. lnci<knts, such as an accidental discharge, sh.ill have .i thorough inquiry 
accomplished by the Contract Manager in coordination with OSCO and the BPA Safety Office. A report 
of the inquiry, to include root cause. remedial actions, and any necessary remedial training shall be 
provided to the COR detailing corrective actions to be taken by the Contractor. 

(x) Defensive Tactics Training (8 Hours) 

I. Frequency and Scope ofTrnining 

a. All officers shall ,mend 8 hours of defensive tactics training on an onnual basis. The training shall 
consist of the follO\ving clements unless otherwise approved in advance by the COR. 

b. Handcuffing. 

c. Aerosol Self Defense spray refresher 

d. Take down and apprehension techniques to include Use of Force contiouum scenarios. 

c. Verb.ii Crisis Intervention (verbal commands for taking suspects into custody). 

f. Weapons retention. 

g,. Officer safety and survival. 

(xi) Other periodic training may include. but is not limited to the following: 

I. Vehicle inspection techniques. OOE or equivalent. 

2. OSCO subject briefings as needed. 

3. Re-familiarization with applicable emergency and alarm response procedures. 

4. Report writing. 

5. Po!il documcnrntion familiarization. 

6. NERC CIP requirements and/or procedures. 

(xii) Other Security Officer procedures. 

I. Individual training classes conducted by the Contractor shall include the development of a training plan. 
Class training plnns shall be maintained by the Contractor :ind made a,'llilnhle to the COR upon request. 
Upon a,wrd of the contrncl, the class training plan format tcmplntc shall be provided to the COR for 
approval. A class training plan shall mcludc the follov.<ing information (or other mfonnatlon approved by 
thcCOR): 

2. Training purpose, scope. and objective. 

3. TrJining methodology. 
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4. Training resource needs, 10 include identified instructors. 

5. Training schedule. 

6. Training curriculum. 

7. Training evaluation criteria. 

8. After actions report (AAR) upon completion oftr.1ining. The AAR shall be used to evaluate the success 
of the training and identify follow-up actions needed. 

1v. On the Job Training/ Career Development 

(a) On The Job Training (OJT) 

(i) The Contra.ctor shall furnish nnnual OJT to officers. Officers must demonstrate sufficient undcn;tanding. 
knowledge and capability to perform post duties. This training must address specific needs for conducting 
various day lo day activities associated with post duties. OJT must be relevant 10 successful accomplishment 
of the BPA security mission. OJT must be conducted nt no additional cost to BPA BPA may request some 
types of OJT perfonncd in addition 10 scheduled duty hours which may be considered "additional security 
services." BPA shall determine which types of OJT arc "additional security services". The Contractor must 
maintain a record and roster of officers completing OJf. The Contractor must pro,<idc a certification statement 
ofOJT annually to the COR. OJT shall include a review of the Contractor's firearm.~ safety trnining progrom, 
DOE Vehicle Inspection Procedures, and may include, but is not limited to, the following: 

(ii) Post documentation review. 

(iii) Additional ,·chicle inspection techniques. 

(iv) X-ray and magnetom1..1cr techniques. 

(v) information bulletins, instructions, post operations, Operations Bulletins, etc. 

(vi) Safety information. 

(vii) Supervisory/Management one-on-om: tr.tining. 

(viii)Sccurity Officer procedures/ post procedures. 

(ix) Emergency procedures. 

(x) Ha:mrdous materials. 

v. Contractor Rcqu.ircd Training and Briefings 

(a) The Contractor may require individual employees to attend briefings, meetings. training or seminars relating to the 
specific conditions of employment under which officers arc employed with the Contructor. These may include 
infonnation pertaining to employee performance appraisals, employee benefits, Contmctor policy, compensation 
policy, and other issues arising from time to time. To the extent practical these may be accomplished while the 
employee is posted on duty. However, theContraclor will excn:.isc due diligence with respect 10 contractual position 
requirements to ensure all posts arc filled with a security officer at all times. 

7) COl'ffRACT EMPLOYEE REQUJREMENTS 

a. Officers must meet or exceed the following minimum criteria prior to post assignment: 

1. Must be U.S. citizens. 

ii. Must be at least 21 yc3T11 of age 10 meet Oregon and/or Washington State Security Officer licensing requirements. 

iii. Must possess a high school education or cquivnlcncy ccrti ficatc. 

iv. Shall be physically able 10 perform all assigned anncd security officer duties. functions., and activities. Employees 
performing in security officer positions shnll have the ability to do the follO\ving: stand on post for long period.~ of time 
(e.g. • an 12-hour shift with applicable breaks required by faw); abk to work outdoor.1 during inclement weather or other 
conditions; able to walk uneven terrain during foot patrols; be able to legally and safely operate a motor vehicle; be able 
to lift up 10 40 lbs. without assistance: able to be certified to perform cardiopulmonary rcsuscitat;on (CPR) and use an 
automated c.,ctcmal defibrillator (AED): able to successfully pass firearms qualification and ccrtific111ion without physical 
assistance. including kneeling and other firing positions. 

v. The Contractor shall provide each newly hired officer a physical examination at no additional cost to the Government or 
the employee prior post as~ignmcnt. and every two ycar.s after initial hire. Officers mU5t be cleared as physically able 
mentally and medically fit to perform their respective duties. The Contractor shall provide a list of current employee's 
the date of their last physical examination upon n:quc~1 by the COR. 

\<i. The Contractor shall maintain a drug-free workplace program. In addition, the Contractor's program shall include al a 
minimum. processes for the initinl drug screening of new-hire employees and random screening for employees. Drug 
screening shall be a 5-pancl drug icst regimen. The Contractor must perform drug screenings upon wriucn request by 
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BPA. The Contractor shall provide initial (for clearance purposes) and random drug screening oflhc employee through 
their own established testing facility federally qualified to conduct drug screening. An electronic and/or hard copy of the 
test result shall be made available lo the COR. or other authorized official determined by the COR or CO. upon request 
and, if necessary, forwarded to DOE for record ofcomplianee. 

vii. All employees shall speak English and be literate in English to the extent of reading and understanding pnntcd regulations, 
detailed written orders. training instructions :1Jtd materials, and shall be able to compose reports which convey complete 
information in English. Security oflkcrs shall be able to under.;tand and perform basic computer keyboard opcrntion~ relative 
to the operation of word processing and e-mail software (e.g. - MS Word and MS Outlook) and the cardkey access systems 
used by BPA (currently ProWateh). 

viii. While on duty, security officers shall not supervise or a11cnd to any other contract or duties not directly related to the 
performance of this contract without the advance written consent and approval of the CO and Chief Security and Continuity 
Officer. Contractor employees shall not be current government employees. 

b. Employee Background Checks 

i. Personnel ,viii undergo HSPD-12 personal identity verification and background checks by BPA. Persons not meeting 
adequate security b11Ckground requirements as determined by BPA will not be pomittcd to perform on BPA property. 

11. Security officers must meet state criminal background check requirements for armed guard licensing in the slate in "hich 
they arc working. 

iii. Personnel must directly support North American Electrical Reliability Corporation Critical Infrastructure Protection 
(NERC CIP) standards (Slllndard CrP 006, Cybcr Security- Physical Security of Critical C)'bcr Assets) and must undergo 
personnel risk assessments which BPA \viii conduct a minimum of every 7 )'l:aTS as outlined in requirements established 
in Standard C[P 004. Cybcr Security- Personnel & Training. 

iv. Department of Energy. BPA Office of Security and Continuity of Operations. Contracting Officer or COR will 
periodically request information from officers holding L clearances to initiate and maintain security clearances of officers 
requiring such and performing duties on the BPA Security Services ContracL Any actions on the following process could 
occur: 

(a) PERS EC receives information from PHYSEC COR for guard force that a c learance is needed for a Guard 

(b) PERSEC will pre-fill out forms for signatures: 

(i) OF 306- Declaration for Federal Employment 

(ii) DOE F 5631.18- Security Acknowledgement 

I. Need updated Resume 

(c) PERSEC will send forms to Guard for signatures, Guard to include updated Resume, and return all to PERSEC 

(d) During this time the Guard need 10 go for drug test - send results to PERS EC 

(e) PERS EC will send forward 10 DOE/HQ all forms and drug test 

(f) DOE/HQ will review paperwork 

(g) DOE/HQ will send Gullrd an email to fill out c--QIP (Electronic Questionnaires for Investigations Processing) 

(h) Guard to follow instructions from DOE/HQ to complete c -QIP 

(i) Once e -QIP is returned to DOE/HQ the investigation process starts 

(j) Guard will be contacted by OPM Investigator for background interview and possibly people listed on e-QIP 

(k) This process could take up to a year 

{I) Once investigation is complete PERSEC will receive information from DOE/HQ that Gu.ird is cleared or not 

(m) If cleared 
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(i) Guard will be requested to complete a WBT- Comprehcnsi\re Briefing for Cleared Employees 

(ii) Guard to send certificate from WBT to PERS EC 

(iii) PERS EC \\~U order new DOE Security Badge w/clcarnncc lc\'cl on it 

(iv) PERSEC will fill out a SF-312 (Classified Information Nondisclo;;urc Agreement 

(v) PERSEC will set up time w/Guard to review and sign SF-312 

(vi) Guard will set up a Card Pick-up appointmcnl when new DOE Security Badge is checked in and Guard is 
notified 
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8) DUTlES OF THE CONTRACTOR 

a. General 

i. The Contractor shall provide a highly qualified. professional security force. The Contractor shall take immediate action 
to correct ofiiecr performance. discipline and deficiency issues. The Contractor shall immediately report any termination 
of contract personnel via email to the COR and the Revoke email group. If a tcOT1in:11ion is kno"11 or projected in advance, 
Lhc COR shall be notified as soon as Lhc Contractor is aware of the cmployre termination so the COR may take necessary, 
timely administrative actions. 

b. Conuactor Duties 

i. The Contractor shall protect lives and shall. within the limits of security officer authority, deter unauthorized use. loss, 
theft, trespass, espionage or sabotage of government property, material, and equipment, and Non-Government property 
and equipment located at BPA Facilities. 

ii. The Contractor shall have a well-developed continuity plan that will addn,-ss the agency's needs for adequate security 
coverage in the event of a disaster. This continuity plan will be coordinated through the BPA OSCO COR and Continuity 
Office. 

iii. The Contractor shall implement all regulatory or compliance-based requirements such as BPA policies and dirccti,-cs, 
GSA and FPS building policies and practices, procedures associated with NERC CIP and DOE, or othcr requirements as 
directed by BPA. 

iv. The Contractor shall conduct access control according to curTCnt BPA policy, GSA building policy, CFR's, under 
direction from BPA's OSCO. 

v. The Contractor shall monitor facilities 10 which assigned, for fires, explosions, and other catllSlrophcs by close 
observation ofbuildin~ machinC?J)', vehicles, electrical equipment, and personnel to identify unsafe or potcnliallyunsafc 
condil"ions, or activities. The Contractor shall monitor facilities for the commission of thcfls, as..<;aults, robberies, or other 
violent crimes and n:port lhc same to Law En forccmcnt and OSCO personnel in accordance with developed procedures. 

vi. In the event of a fire. the Contractor shall monitor phone calls and radio transmissions, provide directional assistance to 
responding emergency service providers and if needed, provide traffic controVcordon control at the location of the fire 
and follow procedures associated with such a response. 

vii. The Contractor shnll report all security incidents to OSCO and when oc.curring at BPA HQ building 905 to the FPS. The 
Contractor shall u.sc the BPA standardized security incident report form (Form 5632.0 le) for the submission of electronic 
security incident reports and shall use applicable forms supplied by FPS when nccc:.sary, unless otherwise dircctod by 
OSCO. 

viii. The Contractor shall patrol designated areas according to post duties as described. 

ix. Designated Shifts" identified in the SOW :u-c general guidelines and may be adjusted with advance approval from the 
COR. The Contractor shall establish shift change procedures accommodating the ingress and egress of employees and 
other activities in such a manner ensuring posis remain covered. The Contractor shall also be responsible for 
accommodating administrative needs such as arming and disarming times for officers. 

x. The Contractor shall enforce BPA policies as described. and in a manner as required by the described post duties in this 
SOW. or as otherwise directed by OSCO. 

xi. The Contractor shall investigate security breaches and incidents occurring, nt the direction of OSCO. Security incidents 
involving criminal activity, threats, vioh:ncc. property damage, or any other serious or suspicious activity shall be 
reported to OSCO, LOCI! Law Enforcement and FPS (when appropriate) as soon as it is safe and practical lo do so. This 
includes notifications as needed lo OSCO aflcr hour.i through the designated Duty Officer. Security officer actions shall 
be conducted in accordmicc ,,qth appropriate lnws and in conjunction with established BPA policies. 

xii. The Contractor shall provide employee t-scort services as directed by OSCO. the Contra.ct Manager. or the security 
supervisor when employee safety issues arise or other circumstances exist wnmmting this type of assistance. 

xiii. The Contmctor sh.ill dC\-clop and maintain recall rosters to facilitate the contact of key management personnel and the r=.!11 
of security personnel to duty in :mfficicnt numbers to meet emergency situations arising at BPA facilities. Recall rosters 
shall be maintained in accordance \\~th the Privacy Act of 1974. Recall rosters shall be protected in accordance with BPA 
lnfonnation Protection Program standards. including proper marking, control, and stor.1gc of such documents. Recall 
rosters shall be submitted to the COR prior to the start date of contract services and be shall be updated by the Conlnl.ctor 
and submitted lo the COR on a monthly basis. 

xiv. The Contractor shall provide additional security personnel to pro,~dc security services for special events or emergency 
situations as needed and requested by BPA. These additional security scr\'iccs arc not included as part of the inactive posts 
outlined in this SOW that may be activated during an increased threat level. Additional s«urity services needed in each 
instance shall be for n minimum of 2 hours. To the extent possible, OSCO will provide advance notification via e-mail 
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and/or phone call 10 the Contract Manager of any request for additional security services. OSCO shall provide the 
Contractor with specific security ofliccr duties for each instance. 

xv. The Conlrnctor shall supply an organization chart to the CO and COR as part of the transition plan. It will include the names 
of company officers. S"Upcl"\-iSors, managers, and other key organizational personnel assigned 10 the BPA contraci with 
their business c-0ntact infonnation. As changes in staffing occur. the Conlrnctor shall provide updated organization chans 
toBPA. 

xvi. Security officers and security supervisors shall not be on duty for more than 12 consecutive hours or in excess of 60 hours per 
week unless approved in advance by the COR. The Contractor must allow for sufficient personnel rest betwt.-cn periods of 
work. 

icvii. The Contractor shall comply with all BPA policies to include Hara.ssrrn:nl Free \Vorkplucc and Smndwds of Conduct BPA 
will provide these policies at the post-award orientation. The Contractor shall distnl>utc to all officers. In addition, annual 
training required by BPA of:ill contract employees shall be conducted. Training must be approved in advance by the COR 
at no additional cost to the GovcmmenL 

xviii.The Contractor shall manage all training processes and requirements in accordance with this SOW. 

xix.The Contractor shall maintain training documentation sufficient to demonstrate officers have met all requirements for 
licensing, trnining, and annual s<.-curity post certification. These records shall reflect the specific nature, scope and detail 
of on-post training and certification. Training records shall be made available to the COR upon rcqucsL 

Xlt. The Contrnetor shall develop and maintain hardcopy post books containing operational infonnation. including but not 
limited to: 

(a) Ponions of the Statement of Work appliCllble to the post 

(b) General Orders as outlined in the Statement of Work. 

(c) Post-applicable Standard Operating Procedures (SOP' s). applicable CFR information. and other emergency plnns 
applicable to the post. 

(d) Short term briefing information. alerts. orders etc. 

(c) Emergency call out lists (maintained under Privacy Act of 1974 and protected under BPA Information Protection 
Program standards). 

(f) When available, BPA provided maps and building schematics. 

(g) When available. operating in.,tructions 10 include, but not limited 10 physical access control systems (PACs), card 
key readers, fire afann panels. fire suppression systems. intrusion alann systems. mechanical cnunciator panels. and 
ccrv system.~. and other operational equipment. 

(h) The Contractor shall conduct and document alarm system checks as directed by OSCO. Completed documentation 
shall be submincd 10 OSCO. 

(i) The Contractor shall safeguard information identified as sensitive, to include Official Use Only (QUO), Critical 
Information (Cl). or Personally Identifiable Information (Pl)) in accordance with established BPA Information 
Protection Program standards. 

(j) The Contractor shall assist OSCO with evaluating the applicability of Protective Force requirements contained 
within applicable DOE Manuals that may be integrated into BPA 's security program. 

(k) The Contractor shall have a retention plan to maintain a low tum-over rate of employees. 

9) WEAPONS REQUIREMf.,"'ffS 

a. Weapons and Ammunition 

i. Unless otherwise approved in advance by the COR. the duty weapon shall be a semi-automatic pistol. of at least 9mm 
caliber with one loaded 15-round magazine. Anncd security officers shall carry two additional 15-round magazine when 
on duty. unless othcnvisc approved by the COR. The pistol and ammunition sclccrcd must meet local. state or federal 
law enforcement specifications for performance. 

ii. The Contractor shall provide duty weapons as indicated above in a quantity to am, all officers on duty. A 5uitabk quantity 
of spa.re weapons muS1 be available in the event of breakage or emergency and to enable the arming of posts identified 
in this SOW as being not currently activated A sufficient number of weapons must be kept readily available to provide 
fow- (4) officers weapons and ammunition in support of deployments to BPA field locations. 

iii. Sufficient magJ1.Z.incs shall be readily available for duty issue. troining purposes. breakage and emergency. 

iv. Ammunition shnll be kept in sufficient quantities for duty is~uc, and shall be replaced no less than annually or due to 
identified risk of defect at no additional cost to BPA. 

,,. Duty ammunition shall meet the same standards used by law enforcement agencies. (For Example: Federal Protective 
Scrvic~, Portland Police Bureau. or Multnomah County Sheriff's Office.) 
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vi. Duty ammunition shall be romted to r,mgc ammunition at least annually, requiring new ammunition to be ,1.1pplicd by 
the Contractor for duty use al no additional cost to BP A. 

vii. Holsters shall be Ill a minimum a level 3 retention holster. similar to what LE is currently us.ing. requiring rwo scparntc 
actions io rekasc retentions nnd draw the weapon. Example; an SSL sleeve or thumb break combined "~th a rocking 
motion. 

viii. All modifications and ahcrations to firearms require advance approval of the COR. All modifications shall be performed 
by fnctory certified or DOE certified wmorers. 

ix. All weapons shall be maintained in clean and serviceable condition. 

x. Weapons shall be inspected at least annually by a factory certified or DOE certified armorer. Weapons inspections shall 
be documented and an electronic copy of the documentation forwarded to the COR. 

xi. Firearms shall be returned 10 the shift supervisor or a designated Wc-.ipons Safety Officer (WSO) at the end of each tour 
of duty. Prior to storing or re-issue of the firearm, the shift supervisor/WSO shall assess operational condition of the 
firearm by clearing the weapon, checking ammunition in magazines. 

xii. All weapons and ammunition shall be storod and locked in suitable lockers provided by the Conlr.lctor and approved in 
advance by the COR.. 

xiii. The Contractor shall develop and implement an accountability process for weapons. ammunition. and other equipment 
such as, but not limited to, less than lethal weapons. radios, other opcra6omtl equipment, etc. 

b. Firearms Policy Requirements 

i. The Contractor shall del'clop and submit for approval to the COR a program plan for firearms safety, specific to the use 
of firearms in the performance of the contract This shall be provided by the Contractor as part of the transition plan. 
Once approved. modifications to firearms safety rcquirctn\,'TIIS must be approved in advamx: by the COR. 

ii. The firearm; safety program shall be approved in advance by the COR and shall address. as a minimum. the following: 

(a) A statement of policy and procedural outline relating to the safe use of firearms. 

(b) Procedures for the anning and disarming of officers for duty/relief of duty. This shall include loading and unloading 
SUpen'ision of duty weapons by trained WL'11pons Safety OOiccrs (WSO' s). 

(c) Procedures for inventory. accountability. and control of firearms by shift, as well as firearms maintenance and 
inspection. including a schedule denoting the frequency of these activities. 

(d) Procedures for ro1a6on/rcplaccmcnt/disposition of unserviceable weapons. 

(e) Procedures for ammunition accounmbility, storage. rotation. disposal, and inspection. 

(f) Policy for reporting accidents. incidents. unsafe conditions, and negligent discharges. 

(g) Policy for correcting and preventing accidcrits. incidents. unsafe conditions. and negligent discharges. 

(h) Policy for evaluating an officer's mental readiness lo return to won: following a use of force incident involving a 
weapon. A licensed Mental Health official must perform an evaluation of the officer's readiness before returning to 
work. 

{i) Firearm safety briefing form completed by each officer during each live fire range training session. These forms 
(electronic or hardcopy) must be available for review by the COR upon request. 

(j) The Contractor shall assign a professionally qualified individual responsible forcondueting self-assessments of the 
Firearms Safety Program on an ongoing basis. Assessments shall be conducted at least annually. The results of these 
assessments shall be documented on a standardized Contractor supplied fonn listing date and time of assessment. 
Any findings shall be docun1cntcd and shall be submitted to the CO R electronically. The Contractor shall 
immediately correct any unsafe conditions discovered involving fircann.~ safety. Firearms Safety Program 
violations, and a mitigation plan must be immediately brought to the allcntion of the COR.. Assessment documents 
must be made available to the COR upon n:qucst. 

iii. Firearms Instructors I Armorers 

(a) Firearms instructors may be security officers, Law Enforcement Instructors, supervisors or Contractor provided 
instructors designated by the Contractor to conduct firearms training. Fircanns instructors shall be certified by the 
state for which officers are being trained or instructed. Guest or adjunct in.structors may be used with advance 
approval of the COR.. 

(b) Armorers may be security officers.. supervisors, or Contrnetor provided armorers designated by the Contractor to 
perform these duties. Armorers shall have complctL-d factory training or DOE certificat ion to inspect, modify, or 
repair firearms being used on the contract. The Contractor shall submit electronically to the COR the armorers' 
qualifications. 

ii'. Administrative Handling of Weapons 
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(a) Gcncnil 

(i) All administrative fire.inns handling shall be perfonned in a manner consistent with safe and accepted practices. 
Firearms shall be treated as if they were loaded at all times. Weapons shnll be confirmed as unloaded in 
accordance with established procedures. 

(b) Loading and Unloading Weapons 

(i) Procedures for the loading and unloading of firearms shall be developed by the Contractor and approved by 
the COR as part of the weapons safety program. Changes to procedures shall be submitted for approval by the 
COR prior to implementation. Arming and disarming procedures shall be posted in plain sight at each 
designated arming station. 

(c) Less Than Lethal Weapons/Equipment 

(i) Aerosol Sci f Defense Spray- All security officers shall carry Aerosol Sci f Defense spray in an appro\'oo holder 
located on their duty belt while on duty. 

(ii) Handcuffs - All security officers shall carry a minimum of one set of handcuffs in an approved handcuff case 
located on their duty belt while on duty. 

(iii) The Contractor shall provide and 1Tl3intain sufficient quantities of these devices a,, readily available to all 
security po!.IS. 

(iv) New security officers shall receive appropriate orienl3tion training and t:isk performance tr.iining on the proper 
use of applicable ICS'S than lclhal devices prior to assuming any security post. 

10) COMPANY REPRESENTATI VES AND SUPERV1SIO~ 

a. Qualifications of key personnel: 

1. The Contr.ictor sha.11 identify, by name, key management, supervisory, and instructor personnel. Unless otherwise 
approved by the CO and COR, requisite qlllllifications arc as follows: 

(a) Management/Contract Manager-Shall have a minimum of four (4) years· experience in the m:magement of security 
services contracls. 

(b) Supervisors - Shall have a background and experience including a minimum of four (4) years associatod with a 
security, miliIBry police, or law enforcement career. Refer to section 21) Company Representative. ?am. c) Of this 
SOW for further requirements. 

(c) Instructor - Shall have professional credentials consistent \\~th pcrfonning in the capacity of :m instructor. 
Credentials include state certification or accreditation, Dcpanmcnt of Energy certification, or other certification, 
apprO\·ed by the CO and COR. Additionally, instructors shall have a minimum of four (4) years· experience in a 
security, military, or law enforcement career. 

ii. Company Representative 

(a) The Contractor shall provide a Contract Manager. The Contract Manager shall be dedicated solely to the 
performance of this contract and will not be assignt-d to any other contracts. The Contract Managc,r may appoint a 
supervisor to act in place of the Contraet Manager as needed for temporary absences. OSCO will retain final 
oversight and decision-making authority over security operations. 

(b) The Contract Manager shall assist OSCO with the development of security procedures and policy. 

(c} The Contract Manager shall maintain proper discipline, appearance. conduct., profC.'lsional bearing and demeanor of 
all officers and supervisors. 

(d) The Contractor shall provide supervision focused on the day-to-day contr.1ct performance of officers. Supervision 
shall also be the direct liaison to the Contract MllJ13gcr and OSCO for security operation,. Supervisors shall assist 
with training {post certification. OJT, etc.) as necessary 

{e) The Contractor shall provide one twenty-four hour per day, seven day per week supervisor at the Ross Complex and 
supervisors assigned to BPA HQ. Cclilo and the Munro Complex for 12 hours per day, Monday through Friday 
(except holidays). The supervisors shall be responsible for supervising officers performing duties at the various 
locations at specified times as noted in "Designated Coverage.'' 

(f) Supervisors sholl be certified as a supervisor by the state in which supervisory work is to be pcrfonned if required. 
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(iv) Coordinating and ensuring training completion of officers assigned. 

(v) Outside the hours outlined for a dcsii,rnated security supervisor the security supervisor from the Ross Complex 
will perform this function for the Headquarter... Duties of the Ross Complex security supervisor arc outlined 
in the Statement of Work. 

(vi) Shift supervisors may relieve security posts for designated break periods only when there arc no other 
alternatives (e.g. - patrol. etc.) available. 

(vii) The supervisor shnJI inspect all assigned officers/posts at least once per shjft_ Each officer/post inspection shall 
be entered in the Security Officer Rcpon (SOR) and initialed by the inspecting supervisor. SOR ·s shalJ be made 
available electronically to the COR upon request. 

(viii) lfn Security Officer is not available to be posted at the beginning ofa ihifl the Contractor Supervisor shall call 
lhc Physical Security Duty Officer, OSCO personnel or COR and provide the expected timelinc and plllfl to 
restore coverage of the post. 

(ix) Alternate shift supervisors shall serve in lhc absence of a designated Shift Supervisor. The alternate shift 
supervisor must meet the criteria stipulated for "Supervisor." 

11) S EClJR1TY S UPERVISOR PROCEDURES A.'ID D TIES 

a. General Description 

i. The supervisor is responsible for ensuring completion of security officer training and proper management and 
maintenance of all ,ccurity post.s listed in this SOW. Supervisors shall not supervise any security posts associated with 
other contracts. Shift Supervisor's shall be nnncd. 

11. Designated Coverage 

(a) Ross Complex 

(i) All Shifts 24 hours a day, 7 days a week unless otherwise approvl.-d by lhc COR, one supervisor shall be on 
duty and responsible. 

(ii) Ross Supervisor Supervision of Portland Headquarters 

I. Monday through Friday from 1800 - 0600, Weekends and Holidays provide supervisory duties. 

(iii) Portland Headquarters 

I. Monday through Friday, c."<ccpt holidays. from 0600- 1800 hours, unless otherwise approved by the COR, 
one supervisor shall be assigned to and responsible for Portland Hcadquancrs. 

(iv) Cclilo Complex 

I. Monday through Friday, except holidays. from 0800- 1600 hours, unless otherwise appro,,ed by the COR. 
one supervisor shall be assigned to and responsible for the Cclilo Complex. 

(v) Munro Complex 

I. Monday through Friday, except holidays. from 0600- 1800 hours. unless othcnvise approved by the COR. 
one supervisor shall be assigned to and responsible for the Munro Complex. 

b. Supervisor Duties 

1. Supervisors shall not have other responsibilities not related to this contract. Supervisors shall be responsible for the 
following: 

(a) Providing a formal briefing for security officers at the beginning of each shift. This shall include, but is not limited 
to, pertinent pass-down information. security alerts. or termination advisories. 

(b} Ensuring posts remain staffed as required. Pro,ridc suitable replacements to staffing as needed. 

(c) Notifying the Contract Marutgcr :md OSCO if the Contractor is unable to provide coverage for a post. 

(d) Providing back-up assistance to security officers as needed. If additional assistance is needed. the supervisor shall 
immediately ensure Federal Protective Service (FPS) or local law enforcement. and OSCO, is notified as 
3pproprialc. 

(c) Ensuring familiarity with the duties and responsibilities of the posts under their supcnrision. 

(!) Ensuring post books :u each post ore kept current and all officers arc knowledgeable regarding inforrru1tion contained 
in the post book. 

(g) Conducting tests of security system equipment, in accordance with written plans and SOP's. A written report of the 
results of testing shall be provided to OSCO electronically. 
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(h) Ensuring completion of Annu3l Post Certification Tests. Limited Scope Performance Tests (LSPT's). Alarm 
Response and Performance Tests (ARAPTs), and other security exercises as indic-Jted in established plans and 
SOP's. This includ~ coordination v.~th the Contract Manager and OSCO, if necessary, as well as documenting, 
maintaining. and tracking ,~Tillen evaluations associntcd \\ith lhese perfonnance tests, idcn1ifying and making any 
needed corrective actions. 

(i) Gathering. reviewing, and submitting security incident reports and forms prcpnrcd during lhc shifi. The submission 
of reports and forms shall be coordinated with lhe Contract Mnnager and COR. Form-.lrcports shall be filed 
electronically in appropriate folders on BPA networks and as directed by OSCO personnel. 

(j) Reviewing documentation maintained by posts. Ensuring documentation is maintained and submitted in accordance 
with directives established by OSCO. This includes, bu1 is not limited to Security Desk Blottc-1-s, applicable visitor 
documents and logs. NERC CfP compliance documentation and records. 

(k) Coordinating with the Contract Manager to provide vernal briefings to the COR. other OSCO stalT. or the Chief 
Security Oflicl'r regarding significant security-related events as needed. 

{I) Ensuring timely notifkation is made to the relevant Facilities Management office conccrning buildings and/or 
grounds-related issues 

(m) Ensuring noiilication is made to the Controct Manager and OSCO Physical Security Duty Officer, if necessary, 
regmding security incidents occurring after normal duty hours as soon as safely possible. 

(n) Conducting an inspection of each security officer prior to posting. This inspection shall include at the minimum: 

(i) Ensuring pcn;onal 11ppcamncc of security officers is acceptable in accordance with established policies. 
Ensuring each security officer is properly licensed and equipped with the necessary inclcmenl or wwm wcalht.>r 
garments. Ensuring all officers on duty possess a valid DOE/BPA iden1ification badge for disi>lay. 

(ii) Ensuring each officer is fit for duty. The Supervisor shal l not allow any security officer to stand post if he or 
she appcaT) to be undn the influence of alcohol, dru~ medication. or other intoxicants. The supervisor shall 
not allow any security officer to stand post without sufficient rcsl 

(iii) Providing a shift briefing regarding any relc\lllnt issues brought forward from pre.,ious shifts, such as post 
orders. special notices. access restrictions, etc. 

12) Gl::"IERAL SECURITY OFFIC ER CO:"IDUCT (General O rders, Section I) 

a. All securi ty officers shall be held to the highc~1 standards of professional conduct. appearance, and performance. BPA docs 
not grant or authorize any use of force or exercise of authority not permitted under the slllte laws governing the actions of 
security officer.;. This section is applicable 10 post descriptions as noted and shall be included with each post book. 

b. Use ofFon::c 

L Security personnel shall, at all times. attempt lo perfonn their duties v.ith the minimum force necessary. Applic.-iblc laws 
rcgmding the use of force shall be obsen-cd at all times. 

c. Literature 

i. Only authorized reading material npprovcd by !he COR or OSCO may be read on post Newspapers, magazines, novels, 
or other personal reading material, both hardcopy and electronic in nature, arc not authorized. 

d. Personal Audio/Video Equipmcnl and Personal Cell Phones 

i. Personal audio players. video players, and televisions arc not authorized for use at any post. PC!SOnal cell phones shall 
be limited to emergencies and necessary family communications while on post, during the performance of an officer's or 
supcn-isor's duties. Change! in the use of these types ofcquipmcnt must be approved in advance by the Contract Manager 
and COR. The authorized use of any personal equipment shall not interfere with the operation or professional appearance 
of the posL 

c. Appcaruncc 

i. Security officers shall present a professional appearance at all Limes \\ith the unifonn clean and pressed. 

f. Socializing 

L While on post. security officers will ITillintain a professional and polite demeanor. and sh.all not become engaged in 
lengthy. protmetcd or disruptive conversations with visitors. employees, guests, or other officers. If u guest. visitor or 
employee becomes distracting. lhc supervisor shall be notified and tbc supervisor shall notify the Contract Manager and 
OSCO. 

g. Emergency 

i. Security officers at all posts shall take immediate action such 3.S ca.lling local law cnforccmcnl (to include FPS when 
appropriate). fire department, and OSCO for assismncc when a situation is discovered presenting an immediate danger 
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to life and/or property. Threatening individuals, confirmc:d building intrusions. fire. broken water/oil lines an: some 
examples. Other non-emergency matters arc to be referred to the Contract Manager and OSCO for assistance. 

h. Observance/ Situational Awareness 

i. All supervisors 3Jld security officers shall maintain a high level of situational awareness and be observant for any 
suspicious activity. When feasible, officers shall auempt 10 identify suspicious personnel and observe and rcpon any 
information that rcason11bly can be obtained such as: 

(a) amc. address. or any other identifying information 

(b) Physical description 

(c) Vehicle description 

(d) Vehicle license number 

(c) Direction of travel 

(I) Statements made by suspects or individuols 

(g) Other infonnation useful in an investigation 

i. Demeanor 

i. All security officers shall maintain a polite and friend!)' demeanor while on post Officers arc authorized to use a 
command voice or assen officer presence in order to carry out their duties when necessary. Officers shall not engage in 
disruptive or malicious conversations or behavior while on duty. 

j. Arrests or restraint~ 

i. Arrests and restraints shall be applied according to the laws of the state in which the incident occurs. Security Officers 
shall not s ign civil or criminal complaints on bchalfofBPA. 

k. Officer Safety 

i. Security officers shall exercise caution at all times and under all circumst31lccs. The primary function of security officers 
is to observe and repon incidents and suspicious activity. Officers shall take appropriate actions as necessary. in 
accordance with the appropriate laws . to maintain the safety and security of client personnel and propcny. Officers shall 
seek 3SSiStance from other security officers. FPS when appropriate. local law enforcement. and OSCO when ncxdcd. 

I. Security Officer Reports 

i. All security officers shall maintain a Security Officer Rcpon (SOR) of activities during their assigned shift. This rcpon 
shall be specific regarding times actions were taken and inspections conducted. The time and name of the supervisor 
making the supervisory inspection shall be recorded in this n.-port. The rcpon shall be submitted lo OSCO ot the start of 
the next regular work day for review, unless otherwise directed by the COR. Written reports an: not for general reading 
and arc to be kept secure at all times. For designated posts. the Security Desk Blotter shall be used in ploce of the SOR. 
Significant activities performed by the Security Supervisor shall be entered on the appropriate Desk Blotter. Supervisors 
relieving officers for breaks or other reasons shall make annotations on the relieved officer's SOR. 

m. Communication 

L Contractor-issued cellular phones ond BPA landlines may be used 3S secondary means of communication when primary 
means of communication arc not available. 

13) DELIVERABLES AND PERFOR.1\'lANCE 

a. Anicle I, Table I 

b. Listing By Appcnrnncc In Statement Of Work 

Due Date Subject Destination Other Information 
At Award \Vcaoons Stora~c Anoroval COR 
At Award Certificate of Authority COR/CO 
At Award Pcr.;onnel Secret Security Clearance Personnel Security 

Initiated 
At Award Certificate of Good Standing COR/CO faccutivc On .. kr 12829 
At Award DOE Facility Security Clearance COR/CO SF328 

90 Days after start of Coo tract SOPs COR 
Quarterly Officer Evaluation of SOP COR At the end of each Fiscal 

YcarQuancr 
As Updated or Annually Updates to SOP COR 
whichever is first 
At Award/Annually Annual Trainin_g Plan COR 
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Due Date Subject Destination Other lnfonnation 
Prior to Post Assignment Certification of Pre-Employment COR 
Provide documentation upon Training 
Rcauest 
Conduct as Required/Provide Post-Employment Licensing ond COR 
Documentation Upon Request Catification Refresher 
Upon Request Documentation of Qualification COR 

Attempts 
As Rcauircd Combined Ouartcrlv T mining COR 
Upon Request Trninin,g Goals nnd Objectives COR 
Unon Comolction Results of Quarterly Training COR 
As Required Notification of Failure to Qualify COR 
As Soon As Safely Possible Rcoort of Uns:ifc Act COR 
As Required Rcmodial Action Plan for COR 

Preventing Furure Unsafe Act~ 
At Award Class Tmining Fonnat COR 
Uoon Rcqu,-st Class Training Pinn COR 
Unon Request OJT Reaort COR 
Uaon Rcaucsl Documentation of Medical Eum COR 
Upon Assignment Document:ltion of Criminal History COR Letter Signifying 

Chcc.k Acceptable Criminal 
Historv Check 

As Required Email Notification of Employee COR Email to COR email box 
Terminations 

As Reauircd Sccuritv incident Rcnnrts OSCO/FPS 
Al Award of Contract and Company Key Personnel and COR 
updated as Changes Occur Officer Recall 
Prior to Award of Contract O~anizationalChart COR/CO 
Uoon Request Training Records COR 
Unon Rcauc:sl Post Books COR 
As Required Security Alarm Checks COR/Sccurity System 

Administra1or 
As Required Firearms Modification Approvnl COR 
Unon Reaucsl Wc.-ap0ns lnsncction Documcntal"ion COR 
Upon Rcquc:;I We.a pons/ Ammunition/Equipment COR 

:iccountabilitv documentation 
Al Award of Contract Firearms Safctv Pro!ITllltl COR 
Annual on date ofControcl Firearms Safety Program COR 
Award Assessments 
Uoon Rcqucs1 Firearms Safety Briefin~ COR 
As Required Guest Fircanns Instructors COR 
As Required Armorers Qualifications COR 
At Award of Contract Firearm Load/Unload Procedure:; COR 
As Required Supervisory Post Check COR/SOR 

Documentation 
As Required Post Books, Forms, Tests. Reports, COR 

SORs. Compliance Documents 
As Required Shift Schedule Changes COR 
As Required Performance Assurance Training COR 

Elements 
Annually Annual Self-Assessment COR 
14 Business Days a fler Annual Self-Assessment of COR 
Assessment Comolction Adherence lo SOW Rcoort 
120 days following Award of Performance Testing Methodology COR 
Contract 
Twice Monthly Pcrfom1ancc Tc:.ts, (Security COR Conduct and Document on 

facrciscs 10 include verbal LSPT/ARAPT Lag 
questions or nctions taken) 

14) SHTFT AXD POST REQUIREM ENTS 

a. The Contractor shall furnish $CCunty officers for the designated posts and shifts as described in post descriptions. When BPA 
deems necessary. the Contractor shall furnish security officers for posts identified in the SOW. but not currently active 3S 

identified in this SOW. The Contractor may submit alternative shift schedules to the COR, and upon written approval in 
advance, may implement the approved schedule. A copy of the specific po~1 description and requirements as noted in the 
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applicable sections shall be provided lo each post for officer reference. Additionally "General &curily Officer Conduct .. and 
"'General Post Requirements" shall be provided to each post. 

b. Shifts 

i. Posis described as 24 hours per d:ty shall be staffed ru; eight-hour posts. No officer sh3II be posted for grc3tCT than 12 
hours in a 24 hour period except in emergencies following coordination with OSCO Staff. The Officers must have no 
less than 8 hours away from work between shifts. Exceptions forcmclllency circumslllnccs shall be evaluated for approval 
by the OSCO StalT or COR. 

c. Shirt Rcquircmems 

i. The Contractor shall staff shifts to optimize security coverage throughout the workday and overnight hours. Shifts shall 
be scheduled in such a manner to avoid lapses or voids in security coverage during the times of the day that employees 
arc coming to work. breaking for lunch. or leaving the work place. Changes to shift rcquircmentS may be adjusted by the 
Contractor in coordination with COR and meeting BPA requirements. Changes shall be evaluated for efficiencies of 
operation and any cost implications. 

ii. Under the direction of the shift supervisor, sccurily officers shall obtain all necessary equipment prior 10 assuming the 
duties of their assigned post. Appropriate logs. forms and control rosters shall be filled out noting the issuance of such 
equipment. 

iii. "General Sccuriay Officer Conduct" expectations shall be observed while officers arc on shift. 

iv. Personnel shall not consume alcohol, drugJ>, or olhcr products that may negatively impact judgment or physical response 
as ncccsi;ary 10 carry out the duties within 8 hours of duly. Personnel taking prescription drugs causing drow~incss, 
caution use while opC111ting machinery. or driving a vehicle shall inform their supervisor within I calendar day of 
prescription and may require a mcdica.l release in o rder to resume duties. 

v . Security officers and supervisors expected to operate motor vehicles as part of their duties s hall be in posscs.'iion of a 
valid state-issued dri~~r•s liccmc at all time~ while operating such vehicles. Officers assigned to positions not rcquiring 
operation of motor vehicles nor having to drive while working on the BPA Security Services Contract shall be in 
possession of federally issued identification and arc not required 10 be in possession of state issued driver's license. 

vi. At all times while posted, security officers shall ensure persons entering BPA controlled property and moving about BPA 
controlled properly properly display appropriate identification. 

vii. If an employee refuses to display identification properly, the security officer shall immediately inform the shift 
supervisor, document the incident. and perform other actions in accordance with established SOP's. The Contract 
Manager and OSCO shall be notified immediately. 

viii. If the scc11rity officer perceives a threat to BPA property or personnel. the officer shall talcc appropriate aelion.s to manage 
the threat. The Contract Manager and OSCO shall be notified immediately 

ix. Security officers shall complete Security Incident Reports when directly involved in a response or perform follow up to 
a response. This includes incidents where the officer or supervisor is a witness. Security Incident Reports shall be 
submitted prior to officers involved being released from duty. 

x. Security officers shall 611 out electronic or hardcopy (or both) Security Officer Report (SOR) for each shift noting security 
officer activities. The SOR shall note when the oflicer came on duty. patrolled specific llrcas. took breaks. lunch. or other 
information confirming appropriate security activity. Security offica-s and supervisors shall maintain electronic or 
hard copy (or both) SOR notebooks to record information, assist in preparation of incident reports, and for possible use 
in coun. 

xi. Security officers shall perform inspections of visitors' baw,, briefcases. boxes, other hand-carried items, and vehicles 
upon entry as outlined by SOP's, or otherwise din:ctcd by OSCO. 

xii. Security officers shall enforce BPA security policies as noted in poSt duties. post orders. and BPA or Contractor provided 
SOP's as approved by OSCO. 

xiii. Security officers shall be familiar with BPA bomb threat. medical. and fin: response instructions. SO P's shall be prepared 
lo respond and assist. as required. during an emergency. 

xiv. Security officers at entry points shall inform visitors that firearms and dangerous weapons arc prohibited and ask all 
visitors if they arc cunying any lirc:srms or other dangerous weapons. If a vh.itor or Contractor i~ carrying u weapon or 
other prohibited con1raband. the si1untion shall be handled in accordance with site specific procedures. The officer shall 
1101 recommend any course of action rcgnrding the disposition, storage or security of the subject weapon or oontmband. 
The officer shall im~dia1cly report the incident ro lhe Securi1y Supervisor, FPS (for incidents occurring at BPA HQ), 
the Contract Manager, and OSCO. 

xv. Security officers shall be familiar ,vith designated NERC CIP controlled areas at their post l()Cj)tions :ind must be familiar 
with access and response requircmcnrs for those areas. 
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IS) SAFETY R£QUlREME.'ffS 

a. The COR, designated field inspector. or any BPA employee or contractor may cause any work to cease if any safety violations 
arc observed. No further work will be :illowcd until such time as the situation is resolved. 

b. The Cont.raclor shall provide to the COR, prior to the start of the contrnct, a Material Safety Data Sheet on products the 
Contractor will be bringing to the job site that employees may be using, exposed to or which may be stored on the site. Prior 
to performance on this contract, a Site Specific Safety Plan (SSSP) must be submitted in writing to the COR to address typical 
lllld routine tasks required under this contrnct. ln accordance with Clause 15-13. Contractor Safety and Health Requir.:mcnts. 
any additional authorized servic-cs involving exposure to potential high-hazards, as determined by the COR, shall require the 
submittal of a supplemental Site Specific Safety Pinn in writing prior to work starting on those high-hazard wk:s. The SSSP 
is subject to review and approval by the BPA Safety Office. Changes in work procedures or added work scqucmccs not initially 
spcci lied in the SSSP shal I require an update and wil I generate a new review and approval process for the updated anal)l!iiS or 
plan. 

e. All applicable Fedcml, Government and toe.al safety requirements shall be observed by the contractor and its employees. 

d. Many BPA facilities arc cncr1,oized and could pose risk 10 the life and safety of any Contractor personnel who enter such areas. 
Security contract personnel who arc trained and hold :i Contractor Non-Electrical Worker Pc_rmit may bc allowed in areas 
requiring Permit without escort of BPA personnel. Personal Protective Equipment Required for Entering areas requiring the 
Permit: 

i. White Hare! Hat. Hard hats approved by the Administration shall be worn by ALL PERSONS in the follo\1/ing locations 
and conditions except for work inside tmnsformcrs. po"·er cin:uit breakers. under vehicles. or in similar 
restricted/protected situations. 

(a) In fenced substation yards :ind other designated hard hat areas. 

(b) When cng:igcd in or when in the close proximity of outdoor work or in all =s where there is exposure above head 
level to moving cqui pment, work, or materiaJ handling. 

(c) Persons working at elevated locations more than 4 feet above the ground and utilizing fall protection PPE shall wear 
a BPA approved climbing style helmet :mached with chin strap. 

ii. ldcntificntion/Color-Coding System. To distinguish between Qualified Electrical Employtes and others. YELLOW 
hard hats \\~II be restricted to holders of Elecrrical Worker Pem1its. Additional hard hat colors utilized on the BPA 
system are: 

(a) BL E: Riggers 

(b) RED: Construction Equipment Operators 

(c) GRAY: Carpenicrs (Note: Due 10 gray being unavailable in a climbing style hclmcL. white shall be substituted.) 

(d) WHITE: All Others 

iii. Protective Footwear. Appropriate footwear that provides adequate support and protection to the: foot. toes und ankles for 
the work being performed shall be worn. Lace-up, over the ankle leather boots with rigid sole and heel meeting ASTM 
F 2413- 11 with an EH Rating or ASTM F 2413-05, Class 75 Y.ith EH rating shall be worn in all work area..~ where hard 
hats arc required and other an:a., as dctennincd by a supe,visor. Supervisors have the responsibility for assuring that 
appropriate footwear is worn. Employees have the responsibility to wear appropriate footwear for the job. 

iv. Arc Flash (FR) Clothing: 

(3) Arcing from fnultcd components can occur when working on or near encrgi7..cd circuits. In some cases, this arcing 
will c.~pcl molten m~1al and can produce enough heat to cau.~c bums to a worker and ignite clothing. BPA 's goal is 
to establish requirements that protect workers from the onset of 2nd degree bums ( 1.2 cal/cm2). but not overprotect 
to the point of causing restricted/inhibited visibility, heat exhaustion, nod inability to perform work. Arc-rated 
clothing has a raring corresponding to the minimum Arc Thermal Protection Value (A TPV) which pre,•ents the 
onset of 2nd dcgn:e burns. 

(b) To maiotain conformance with Federal OSHA work slandnrds BPA ha.~ adopted the policy of protecting workers 
from the hazards of an: flash by requiring minimum clothing rating of8 caVcnr for those who may be exposed lo 
arc na.~h hazards nonnall)• found in the energized area of BPA substations. Thi,; clothing must bc worn by contract 
worker.. anytime they arc in the energized area of the sub~tation yurd. The boundary for this requirement is from 
any control house door exiting into the energized substation yarcl or from the substation gntc entering into the 
energized substation yard. 

(c) Therefore, if lhc contract worker must enter the energized substation yard to work the minimum requirements for 
arc rated clothing must be met. Long slcc\'c coveralls with a rating of 8 cal/cm2 can be utilized in lieu of rnted pants 
and long sleeve shirt. Any jackets or min gear worn nlso needs to meet the minimum rating of8 caVcnr. 

{d) Arc Rated clothing with a minimum rating of8 ca.lorics/em2 shall be worn inside of energized substations or when 
an employee is performing work which may expose them to an arc haznrd. The wearing of clothing and footwear 
made from acetate, nylon, polyester, or rJyon either alone or in blends (unless labeled with no Arc Thermal 
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Protection Value of8 caU cm2 OT greatcr) is prohibited alone or under arc rated clothing when an employee may be 
exposed to the h.iznrds of electric an:s or flames. Long sleeve arc rated sh11ts shall be worn with sleeves rolled down 
and shirts tucked into pants. 

v. Contractor Non-Electrical Worker Pcnnit: Contractor employees performing security scrviccs at the Eugene Starr 
Complex or while deployed to a Substation under this contract may be required to successfully pass the Non-Electrical 
Worker Permit examination, pass the Substation Electrical H32.ard Awareness Training and Tour, and p:i.ss NERC-CIP 
Field Training. BPA reserves the right and option to provide an escort in lieu of above requirement. 

vi. Cclilo Special Risk Pbn 

(a) BPA 's Celi lo facility has had extensive mercury contamination as a n:sult of the use and maintenance of mercury 
arc valves (rectifiers) employed at the facility from 1970 to 20o:i. Most of the interior of the building is now mercury 
free. Background concentrations of the toxic clement arc extremely low minimizing the risk of future health 
concerns from inhalation. However, care should be exercised during future renovation should encapsulated locations 
be disturbed. Any drilling. cutting. or floor demolition should be accompanied by monitoring to ensure that 
contractors arc not unnecessarily exposed to brief albeit elevated local v-Jpor concentrations. 

(b) 1nc contractor shall revic:wthc Po.tt-Abatemenl Clearance Report for Phme 3 MercuryAba1~1U!l1/ Arms at Celilo COlnY!l'ter 
Sra1ion 17,e Dalles. Orego11, dated October 11, 2013. The n,-pon will be provick-d to the contrat-'lor by the COR.. 

{c) 29CFR 1910.1200 Mcn:uryHazard Communication Training will be conducted and docwncntcd for officers that will work 
at thcCclilo DC Conver1crbuilding. 

q SECURITY SERVICES AT THE BPA HEADQUARTERS 

I) General 

a Standard security officer procedures shall apply to all HQ security posts. Shi A hours may be: adjusted through the appro\'al of 
the COR.. All posted officers aad patrols assigned to the BPA Headquarters shall be: lcnowlcdgeablc of building evacuation. 
:Jicltcr-in-plucc procedure~ und othcT contingency procedures. 

b Questions about physical .security and access control policy shall be deferred to the HQ' s Physical Security Specia lists. 

c Parking Garage Entrance Bollard System Operation 

(i) Security officers must understand the safe operation of the garage entrance bollard system prior to assignment to posts 
I. 2. 8 or 9. Officers shall not operate the garage entrance bollard system unless propcrly trained. 

(ii) Training required to operate the bollard sy~'lcm shall be conducted by security supervisors or training personnel ensuring 
adequate understanding of the safe operation of the system according 10 the policies and procedure established in this 
SOW and SOPs developed by the Contr:tc1or. 

(iii) Training for bollard system operation shall be documented on the individual security officcr·s training record. Security 
officers required to operate the bollard system must dcmonstrnte the ability to safely do so prior to assuming duties of 
the post. Procedures for operating the bollard system shall be placed at each applicable post. 

(iv) Bollard system operating hours under non-emergency conditions 

(a) From the hours of 1800 - 0600, Monday through Friday, bollards shall remain engaged in the up position with the 
parking garage doors closed. 

(b) From the hours of0600- 1800. Monday through Friday. bollards shall remain engaged in the down position with 
the parking garage doors open. 

(c) During weekends and holidays, bollards shall remain engaged in the up position with the garage door closed nt all 
hours. 

(d) OSCO may direct changes in use of the bollard system a~ needed_ 

2) Headquarters Security Post I 

a Description of Post 

(i) HQ Post I is located at the security console located in the main lobby of the BPA Headquarters Building. HQ Post I is a 
one-person post, operated by an armed, unifonncd security officer24 hours per dny. 7 days pc:T week. The security officcr 
shall be equipped with a portable radio. flashlight. and other equipment necessary to pcrfonn building security services. 
The officer shall be trained and competent to operate the bollard system during nonnal and emergency operations. The 
primary responsibility of this post is to monitor and control pcrsonm:J ac.cess through the use of CCTV. cardkcy physical 
ncccss conlTol systems (P ACS), and manual proccs.~ing procedures. 

b Designated Shi fis 

{i) This post shall operate 24 hoW'S per day, sc,•cn days pcr week. The post shall ha,,c three shifis pcT day. 

c Post Duties 
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(i) Officers shall pcrfonn the following: 

(a) Conduct functional checks of all equipment and systc!TL~ used on this post upon assuming duties. Rcpon equipment 
malfunction.~ or deficiencies in accordance \\~th established procedures. 

(b) Monitor the CCTV and PACS for the BPA Headquarters. Allow access after nonn:il business hours only to persons 
with valid BPA or other approved identification. or. indhiduals or groups approved for access and authorized by 
OSCO. BPA and Contractor personnel must present their ID badges to the lobby access portal to gain building 
access p.ist HQ Post I. Guests of employees and all visitors arc required to follow established procedurcs for visitor 
access. All persons entering the building arc subject to screening. 

(c) Require all visitors and guests to be identified "ia government issued photo ID and to sign in and obtain a visitors 
badge. Ensure visitors and guests arc screened properly before cntiy. 

(d) Dispatch and monitor Headquarters security posts and patrols for various situations that may arise. 

{e) Maintain radio or alternate communications and conduct security status checks with posts and patrols assigned to 
the SPA Headquarters on an hourly ba.sis during daylight hours nnd every 30 minutes during hours of darlmcss or 
increased security posture. 

(f) Monitor and respond to all building alanns for the Headquarters Complex in accordance with designated procedures. 
This includes door alanns, intrusion alarms, duress alarms, computer room alarms, and fire alarms. For the Pro Watch 
system. this post shall maintain an cvcm log of aJarm activity. 

(g) Process and ma.intnin visitor access request!> and administer visitor access procedures. Temporary badges shall be 
i~ut-d for cleared visitors as well as BPA and Contractor employees who do not have their Government issued 
identification. Prior to issuing a tcmpordl)' local site specific only {LSSO) badge. appropriate procedure:; shall be 
followed based upon the status of the individual (i.e. foreign national. escorted/unescorted access. etc.). Any BPA 
Temporary badge issued must be returned upon the employee or visitor's departure from the building. 

(h) Maintain the ckctronic Hcadqunrtcr.s Security Desk Blotwr. listing :,ccurity•rclatcd activity nnd information for a 
24-hour time period. The Contractor shall submit the blotter for review as determined by OSCO. 

(i) Maintain communications with FPS via established procedures. 

(j) Maintain open communication with contract security officers for the 911 building regarding pertinent security 
incidents, events. or information which may impact the 911 building. personnel. or protective force. 

3) Headquarters Security Post 2 

a Description of Post 

(i) This post is a roving patrol encompassing the Hcndquarters complc.x. This is a one-person post. operated by an armed. 
uniformed security officer 24 hours per day, 7 days per week. The security officer shall be equipped "~th a ponable radio. 
flashlight. and other equipment nc:cessary to perform the required security services. This security officer shall be trained 
and competent to operate the bollard syiitem during normal and emergency operations according to section 25.b of this 
SOW. The primary responsibility of this post is to conduct security patrols of the interior of the Headquarters (905) 
building. the exterior of the East Side Federal Complex (905 and 911 buildings). 

b Dcsignnted Shifts 

(i) This po~,: shall be 24 hours per day, 7 days per week and shall ha,·e three shifts per day. 

c Post Duties 

(i) Officers shall perfonn the following: 

(a) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies in ac.c-0rdancc with C$13blishcd procedures. 

(b) Conduct a minimum of two foot patrols each shift throughout the intcnor of the Headquarters building and the 911 
building fitne!'s center (BPA Club Fed) area al random frequencies, unless otherwise directed by the security 
supervisor. Contract Manager. or OSCO. These patrols shall bcrccordcd on an electronic or hardcopy SOR. Perform 
general security checks of all areas patrolled. During interior patrols pa.rticular aucntion shall be given to scn.~itive 
areas such as JTS rooms and the Duty Scheduling Center (DSC) due to NERC ClP requirements associated with the 
DSC. 

(c) Conduct a minimum of l\"o foot patrols per shift of the exterior of the Headquarters building and the 911 building 
(exterior area comprising the East Side Federal Complex) al random frcqucricics, unless otherwise directed by the 
security supervisor. Contract Manager, or OSCO. 

(d) Conduct patrols. or other security measures of internal Headquarters building parking levels in basement levels B
l , B-2 , 8 -3. and 8-4. 

(c) Conduct patrols as othcnvisc directed by the security supervisor, Contract Manager. or OSCO. 
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(f} Enforce building rules lUld regulations and perform other duties as directed by special order.;. Operations Bulletins. 
or vcri>al instructions from security supervisors. the Contract Manager. and OSCO. 

(g) Enter aJI incidents in the electronic or bnrdcopy Security Officer's Report (SOR) and rcpon aJI incidents and 
suspicious activity to HQ Post l and/or the security supervisor through the most expeditious means possible. Provide 
written reports as required. 

(h) Dil"Cct person.~ with lost and found items 10 OSCO. or take custody of items brought to the post and tum them in lo 
OSCO. 

(i) Respond to alarms as dispatched by HQ Post 1. the security supervisor. Contract Manager. OSCO. or FPS. Requcst 
assistance if necessary. Log and report all alann incidents on the electronic or hardcopy SOR. Response lo security 
alarms for the Duty Scheduling Center (DSC). JTS rooms, BMS room. or Personnel Security Office shall be priority. 

(j) Respond to other sccuri1y- rcla1cd events as directed by HQ Post 1. the security supervisor. Controct Manager, or 
OSCO. 

{k) Provide officer bre3k relief or post nssist:Jncc as directed. 

( I) Perform patrols at random frequencies in an c!Ton lo not establish a pattern. 

(m) Perform other duties as assigned by the security supervisor. Contract Manager, or OSCO 

(n) Maintain radio contact with HQ Post I during foot patrols 10 the extent possible. 

(o) Ensure the doors at the Headquarter.; building secure automatically in the ProWatch security system at 1800 hour.; 
on normal weekdays. After 1800 hour.;, this post shall conduct a check of all exterior doors 10 ensure they aro secure 
and the security system is working properly. 

4) Hcadquartcn; Security Post 3 (Currently not active) 

a Description of Post 

(i} OSCO may request activution and manning of this post for contingency operations. specific security conditions 
(SECONs). or other security needs. This post shall not be occupied unless directed by OSCO. When activated, this shall 
be a one-person post manned by an armed, uniformed security officer, up to 24 hours per day, 7 days per week. Specific 
duties and hours for this post will be described at the time it is activated. 

5) Headquarters Security Post 4 (Currently not active) 

a D~ption of Post 

(i) OSCO may request activation and manning or this post for contingency operations. spccjfic security conditions 
{SECONs). or other security needs. This post will not be occupied unles.~ directed by OSCO. When activated, this shall 
be a one-person post manned by an armed, uniformed security officer. up to 24 hours per day. 7 days per week. Specific 
duties and hours for this post "~II be described at the time it is activated. 

6) Hcadquancrs Security Post 5 

a Description of Post 

(i) This post monitor.; access to the BPA Headquarters al the cast entry. This is a one-person post. operated by an armed, 
wiifonned security officer, 12 hours per day. Monday through Friday, excluding designated go,·cmment holidays or as 
indicated by OSCO during higher security condition (SECON) status. The security officer shall be equipped with a 
portable radio, magnetic wand. x•ray machine. magnetometer and other equipment necessary to perform the required 
security services. The primary responsibility of this post is to ensure all visitors and their hand-carried items entering the: 
BPA Hcodquancrs :ire properly screened prior to entering the facility. 

b Designated Shi fis 

(i) There shall be one: shin pcr day established for this post. The hours of this shi A :i.rc 0600-1800. Contr.ictor proposed 
hours of operation may be modified under approval of the COR. 

c Post Dulics. 

(i) Officers shall perform the following: 

(a) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Rcpon equipment 
malfunctions or deficiencies in accordance with established procedures. Functional checks or the magnetometer, 
hand-held wand. and x-ray machine sholl be conducted and documented in accordance with c~1ablishcd procedures. 

(b) Identify visitor.; and determine their need to enter the fucility. 

(e) Screen vis itors by using the mn!,'lletomctcr (or hnnd-hcld magnetic wand). Screen hood-carried items in the 
possession of ,tisitors by using the x-ray machine or visual inspection. Ell1)1oyces entering the SPA Hcadquancrs 
may be subject to screening :11 the direction of OSCO. OSCO may introduce new equipment or technology for 
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screening personnel entering the f.Jcility. Security officers shall be properly Lrain1.-d on new equipment or technology 
introduced prior to use with verification or training annotated in the officer's individual training record. 

{d) Check for appropriate identification badge on persons entering the lobby are.a from outside BPA controlled space. 

(e) Inform all visitors firearms and other weapons arc prohibited and ask all visitors if they arc carrying any firearm.,; or 
other weapons. If any individual is carrying a weapon or other prohibited contraband, the situation shall be handled 
in accordance with site specific procedures. The officer shall not rcoommcnd any course or action regarding the 
disposition. storage or security of the subject weapon or contraband. The officer shall immediately initiate reporting 
the incident to the security supervisor. 

(f) React or respond to s1.-curity incidents occurring in the lobby area of the Headquarters building posing a threat to 
personnel and/or property. 

7) Headquarters Security Post 6 

a Description of Post 

(i) This is a one-person post occupied by an armed, uniformed security officer 12 hours per day. Monday through Friday, 
excluding government holidays. The post is located in the lobby of the BPA hcadquan= building. The security officer 
is responsible for ensuring only authorized personnel enter lhc Headquarters facility by verifying the identific.ation badges 
of all persons entering the building from the lobby and ensuring badges are worn prop<:rfy. This post may be un:inncd in 
accordance with Section 13.b Mfaccptions" in this Statement of Work. The primary responsibility of this post is to ensure 
:tll persons entering the building from the lobby area have appropriate identification badge and access authorization. 

b Designated Shi fls 

(i) Monday lhru Friday, 0600 to 1800, except designated government holidllys. Hours of operation may be modified 
following COR approval prior to making the change. 

c Post Duties 

(i) Officers shall p<:rform the following: 

(ii) Conduct functional check.~ of all equipment and sy,;tcm~ used on this post upon :l.'i$Uming dulics. Report equipment 
malfunctions or deficiencies in accordance with cslablished procedures. 

(iii) Ensure all persons en1cring the building from the lobby area have the appropriate identification badge (to include visitor 
b:idgcs). 

( iv) Re:1poncl to all instructions from HQ Post I, the shift supcrvisor. Contract Manager. or OSCO staff. 

(v) Requesl assislance when ncccs.~ary from the HQ Post 2 security officer during periods of heavy pedestrian traffic in 1he 
lobby. 

(,<i) Use any additional equipment introduced by OSCO for screening and/or verification of personnel entering the facility. 

(,·ii) Observe HQ Post 5 and provide assistance ifncccs.ary when prohibited items arc identified during visitor screening. 

(viii)Rcact or respond to security incidents occurring in the lobby area of the Headquarters building posing a threat to personnel 
and/or property. 

(ix) Monitor personnel entering the building from the west entrance. ensuring only authorized personnel enter the building 
and others an: directed to HQ Post 5 for screening. 

8) Hcadquancr.; Sl.'Cllrity Post 7 (Bl Loading Dock Doors) 

a Dcscrip1ion of Post 

(i) OSCO may request activation and manning of this post for contingency operations. specific sccurily conditions 
(SECO, s). or other security needs. This post will not be occupied unless di=tcd by OSCO. When activiatcd, this shall 
be a one-person post manned by an armed, uniformed security ofliccr. up to 24 hours per day, per week. Specific duties 
and hours for this post will be described at the time it is activiated. 

9) Hcadqunncrs Security Post 8 

a Description of Post 

(i) This is a one-person post occupied by an armed. uniformed security officer 12 hours per day. Monday through Friday. 
excluding designated government holidays. This post is located on N.E 9th Street on the west side of the Headquarters 
building at the garage entry ramp. Along with HQ Post 9, this post serves as the primary access control point for vehicular 
entry into the Hcadquaners garage. This officer shall be trained and competent to operate the bollard system during 
normal and emergency operations. This officer shall be equipped with all standard equipment plus an ANSI 207 
compliant Public Safety Vest for Security and other equipment necessary to perform required security services. The 
officer assigned Lo this post shall be capable of nssuming the duties of HQ Post 9. The primary responsibility of this post 
is ensuring only authorized personnel gain entry into the BPA Headquarters through the pnrkinggaragc/bascmcnt area. 
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b Designated Shin 

(i) Monday lhru Friday, 0600 to 1800, except designated government holidays. Contractor proposed hours of operation may 
be modified under approval of the COil. 

c Post Duties 

(i) Officers shall perform the following: 

(a) Conduct functional checks of all equipment and systems used on this post upon :issuming duties. Rcpon equipment 
malfunctions or deficiencies in accordance \\1th established procedures. 

(b) Ensure only authorized personnel gain entry into the BPA Headquarters parking garage/basement area. All 
individuals seeking access arc required to have proper identification for authorized unescorted access to enter the 
BPA Headquarters or 911 building. 

( c) Conduct general and emergency access control and prevent intrusions. 

(d) Observe the area for unusual or suspicious activity, vehicles and items and immediately report all such activity to 
HQ Post I. who, in tum. \\111 make appropriate notifications to the security supervisor. FPS. Contract Marogcr. and 
OSCO. 

(c) Inform all delivery or Facilities Vendors requesting entrance that lirc:inns and dangcrou.~ weapons arc prohibited 
and ask them if they arc carrying any firearms or other dangerous weapons. If any individual is carrying a weapon 
or other prohibited contraband. the situation shall be handled in accordance with site specific procedures. The officer 
shall not recommend any course of action regarding the disposition, stor.igc or security of the subject weapon or 
oontraband. The officer shall immediately report the incident to HQ Post I, who, in tu m, will make appropriate 
notification.~ to the security $Upcrvisor, FPS, Contract Manager. and OSCO. 

{f) Coordinate with HQ Post 9 10 conduct periodic e;<tcrior building patrols of the Eastside Federal Complex (905 and 
911 buildings). When the HQ Post 9 officer is unanncd in accordance with Section 13.b ·'Exceptions." these patrols 
shall be conducted only along the west side of the building. from NE Lloyd Blvd. to NE Holladay, with HQ Post 8 
keeping in visual contact with HQ Post 9. When HQ Post 9 is armed, these patrols shall extend to the full perimeter 
of the building as long as radio contact is properly maintained. OSCO will detcnninc frequency of perimeter p11trols. 

(g) Assist HQ Post 9 with conducting vehicle inspections according to current procedures as provided by OSCO. Assist 
HQ Post 9 ,vith screening non-badged individuals entering the garage with limited access (e.g. - authorized vendors 
and delivery personnel). 

(b) Use any additional equipment introduced by OSCO 

I 0) Hcadquarteni Security Post 9 

a Description of Post 

(i) This is a one-person post occupied by an anncd. uniformed security officer 10 hours per day, Monday through Friday, 
excluding designated government holidays. This post is located on N.E 9th Street on the \Vest side of the Hc:idquartcrs 
building at the garage entry ramp. Along with HQ Post 8. this post serves as the primary access control point for vehicular 
entry into the Headquarters garage. This officer shall be trained and compctcn1 10 operate the bollard system during 
normal and emergency operations according to Section 25.b of this SOW. This officer shall be equipped with all standard 
equipment plus an A SI 207 compliant Public Safety Vest for Security and other equipment nccessnry to perform the 
required security s1.,TViccs. The officer assigned to this post shall be capable of assuming the duties of HQ Post 8. This 
post may be unarmed in accordance with Section 13.b .. Ellccptions" of this Statement of Work. The primary responsibility 
of this post is to verify. process, inspect. control. and monitor visitor and delivery vehicular traffic entering the building 
via the basement ramp entry on NE. 9th Avenue. 

b Designated Shift 

(i) Monday lhru Friday, 0700 to 1700, c:<cept designated government holidays. Contractor proposed hours of operation may 
be modified following approval of the COil. 

c Post Duties 

(i) Officers shall perform the follo,ving: 

(ii) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
ma.If unctions or deficiencies in accordance \\;th established procedures. 

{iii) Verify, process, screen. conlrol, and monitor visitor and delivery vehicular traffic entering the building via the basement 
ramp entry on KE. 9th Avenue. 

(iv) Conduct ,•chicle and personnel scn:cning according to current proccd~ as provided by OSCO. Permit access to delivery 
vehicles to the B-1 loading dock for discharging tall,'<> according to current procedures as provided by OSCO. 
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(v) Ensure only authorized personnel gain entry into the BPA Headquarters parking g.iragc/bascmcnt ari:.i. All individuals 
seeking access arc required to have proper identification for authorized unescorted access lo enter the BPA Headquarters 
or 9I I building. 

(,<i) Conduct general and emergency access control and deter unauthorized intrusions. 

(vii) Observe for unusual or suspicious :ictivity. vehicles and items and immediately rcpon all such activity 10 the HQ Post I , 
,mo, in turn, will make appropriate notifications to the Security Supervisor, FPS, Contract Manager, and OSCO. 

(viii)lnform all delivery or Facilities Vendors requesting entrance that firearms and dangerous WL'llpons arc prohibited and a.~k 
them if they an: carrying any firearms or othcr dangerous wi:apons. If any individual is carrying a weapon or other 
prohibited contraband, the situation shall be handled in accordance with site specific procedures. The officer shall not 
recommend any course of action regarding the disposition. s torage or 5eeurity of the subject weapon or contraoond The 
officer shall immediately rcpon the incident to HQ Post I, who, in tum, will make appropriate notifications to the security 
supervisor. FPS, Contract Manager. nnd OSCO. 

(ix) Coordinate with HQ Post 8 to conduct periodic exterior building patrols of the Eastsidc Federal Complex (905 and 911 
buildings). When the HQ Post 9 officer is unarmed in accordance 1vith section 13.b " Exceptions,- in this Statement of 
Work. Patrols shall be conducted only along the west side of lhe building, from NE Lloyd Blvd. to NE Holladay, keeping 
in visual contact with HQ Post 8. When HQ Post 9 is armed. these patrols shall be c.,tended 10 the full perimeter of the 
building as long as radio contact is properly maintained. OSCO will dctcnninc frequency of patrols. 

(x) Use any additional equipment that is introduced by OSCO for the screening and/or ,·eriftcation of personnel entering the 
facility. 

D) SECURITY SERVICES FOR THE ROSS COMPLEX 
I ) General 

a. Standard security officer procedures shall apply to all Ross Complex security posts. Under the direction of OSCO, the 
Contractor shall establish procedures for monitoring the ingress and egress of commercial vehicles, visitors and l'cndors. The 
contractor shall maintain entry logs and visitor access procedures, as well :is radio and t.:lephone communications between 
the various posts, ~upcrvisors. BPA visitor/vendor sponson., the Contract Manager, and OSCO as needed. Post hours shall be 
performed as indicated unless adjusted by OSCO. Posts directly supporting response to NERC ClP designated areas. or olbcr 
critical assets. shall be familiar with the location of those areas. access requirements. and procedures for entry. All posts and 
patrols a.~signed to the Ross Complex shall be knowledgeable of building evacuation, shelter-in-place procedures, and other 
contingency procedures. 

b. Questions about physicnl security and access control policy shall be deferred to the Ross OSCO Physical Security Spccialh"ls. 

2) Ross S<x;urity Post I 

a. Description of Post 

i. Ross Post I is a one-person posl operated by an armed, uniformed security officer IO hours per day. Monday through 
Friday, 5 days per week C,'(eept Federal Holidays. The security officer shall be equipped with necessary equipment to 
perform building security services and shall be familiar with use of the Pro Watch security system for access control 
purposes. Ross Post I is l~tcd at the security console al the West entrJncc of the Diumer Building. The prim.'lry 
re~-ponsibility of this post is to monitor and control occcSs for the west entrance 10 the Dittmer building. 

b. Designated Shifts 

i. This post will operate IO hours per day, 5 days per week Monday through Friday, except holidays. Hours of operation 
shall be fi-om 0600 to 1600. 

c. Post Duties 

i. Officers shall pcrfonn the following: 

ii. Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance with established procedures. 

iii. Monitor the eJcctronic verification of ID badges for authorized BPA and contmet employees entering the Dittmer building 
through the ph~ical access control system (PACS). which is currently the ProWatch system. Ensure established access 
control procedures arc followed by nil personnel. 

iv. Serve as a primary processing point for vendors requiring csconcd access to the Dittmer building. 

v. Direct other non-badged (external 10 BPA) ,•isitors for the Diumer building to enter Lhrough Ross Post 4, located at the 
East entrance. unless othcmisc directed by OSCO. 

VI. ls.<ruc appropriate visitor badges for vendors 10 the Dittmer building and temporary BPNContractor employee badges 
following established SOP's. 

vii. Screen all vendors processing through this po~1 for escorted entry to the Diltmer building for any dangerous weapons or 
prohibited item~ in accordance with established procedures. If wcap<1n or other prohibited contraband is present or 
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detected, the incident shall immediately be reported to Ross Post 9 Ai\1S who ,,ill notify the Security Supervisor. Contrnct 
Manager, and OSCO. 

viii. Conduct inspections of al I hmd-carried itcmi; being carried into or out of lhc Dittmer building by vendor.;. 

ix. Conduct inspections ofh:md-carried items of employees as din:ctcd by OSCO. 

x. Ensure the designated card-reader entrance doors (wcsl lobby doors) arc unlocked and the lobby lights arc turned on at 
0600 or when otherwise din:ctcd. 

xi. Ensure the designated card-reader en I ranee doors ( west lobby doors) arc secure and functioning properly upon completion 
of shin on nonn31 duty days. Aller 1800 hours, this post bc<Jomes the primary entry point for the Dittmer building vi3 
card reader operation. 

xii. Use all equipment introduced by OSCO for access control or the screening of personnel cnlcring the facility through this 
post. This includes the proper use of the Diumcr ProWatch system for monitoring electronic access verification to 
Dittmer. 

lliii. Follow nonnal procedures established for Ross Post 4 in the event visitors an: directed to process through this post. 

,uv. Respond to PACS al:inns associ:itcd with access control for the Dittmer building west entrance. Ensure all al31'tll activity 
associated with this post is entered in the ProWateh Event Log. Entries shall include alarm as.~cssment. cause. and name 
of subject (if applicable). 

xv. Perform administr:1tivc duties by maintaining electronic and/or hardcopy documentation such as security alerts, daily 
visitor logs for Dittmer. and any other documentation deemed necessary by the Contractor or OSCO. Conduct other 
administrative duties as assigned by the Contract Manager or OSCO. 

xvi. Provide assistance to the Alarm Monitoring Station (A,\.1S. Ross Post 9) by monitoring CC1V systems for the Ross 
Complex. 

xvii. Perform security procedures as directed by OSCO and/or the Contract Marutger. Procedures for this post may be changed 
BY OSCO as needed. 

3 ) Ross Security Post 2 

a. Description of Post 

i. Security Ross Post 2 is dedicated to the Construction Services Building (CSB, building Z-610) and surrounding parking 
lots. This post is occupied by an armed. uniformed security officer, but may be unarmed in accordance \vilh Section 13.b 
"Exceptions" in this Statement of Work. This post combines a stationary post and foot patrol. The security officer shall 
be equipped to perform the security services required at this location. 

b. Designated Shills: 

1. Perform 3 combination of stationary duties and foot pauol from 0600 - 1600 hours, Mond:iy through Friday except 
holidays. 

e. General Post Duties 

i. Officers shall perform the following: 

(a) This post is designated as an armed post except as noted in Section 13.b "'Execptionstt in this Stiltcmcnt of Work. 
This is primarily a walking post located at the CSB building. The primary responsibility of this post is to monitor 
activity in and around the CSB building. The assigned officer shall conduct random foot patrols throughout the 
building and sum:>unding parking lots and sha.11 maintain visible security presence. 

(b) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance \,~th established procedures. 

(c) Identify and process visitors. Conduct inspections of hand-carried items for visitors. OSCO may direct inspections 
ofhand carried items on BPA employees. 

(d) Provide assi.~tancc monitonng CCTV systems for the Ross Complex. The primary focus shall be the CSB building 
and surrounding areas. 

(c) Ensure card-key operated doors function properly at the beginning of each shift-. Place sign-in logs at the security 
desk by the entrance doors, and ensure the doors remain appropriately secured throughout the day. 

(f) Investigate any alarm or malfunction condition related to the building. These situations shall be reported to the 
Alarm Monitoring Station (Ross Post 9 ) and the officer at this posi shall toke any necessary corrective actions. 

(g) Conduct checks of the CSB room 104. as directed by OSCO. Checks shall be annot.rucd on the Security Container 
Check Sheet (SF Form 702) located on the door. 

(h) Inform visitors that fireanns and dangerous weapons arc prohibited and ask visitors i fthcy arc carrying any firearms 
or other dangcrow weapons. If a visitor. or Contractor is carrying a weapon or other prohibited contraband, the 
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situation shall be handled in accordance with site specific procedures. The officer !!hall not recommend any course 
of action regarding the disposition, storage or security of the subject weapon or contraband. The incident shall 
immediately be reported to Ross Post 9 AMS who will notify the Security Supcrvioor. Contract Manager, and OSCO. 

(i) This post shall be transported by a Ross Vehicle Patrol to and &om their posting at the CSB building. 

4) Ross Security Post 3 

a Description of Post 

i. Ross Post 3 is a one-person patrol operated by an armed. uniformed security officer 24 hours per day. 7 days per week. 
The primary responsibility of this post is to provide patrol coverage for the Ross Complex. 

b. Designated Shifts 

i. This post will be manned in throe 8 -hour shifts as follows: 

(a) Shift l: 0000-0800 

(b) Shift 2: 0800- 1600 

{c) Shift 3: 1600-2400 

c. Post Duties 

i. Officers shall perform the following: 

(a) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or dcficicncic:; in accordance with otnblishcd proccdu=. 

{b) Patrol the Ross Complex to include external and internal patrols. 

(c) Monitor the complex for trespassers, building security issues, and fire and safi:ty hazards and report for correction. 

(d) Conduct perimeter cheeks looking for fence line holes, damage. or suspected unauthorized entry. 

(e) otify Ross Post 9 that perimeter c hecks arc being conducted. 

(f) Assist Ross Post 5 with traffic control at the main gate as needed. Respond to the main gate as needed aflcr hours to 
assist with entry control when Ross Post 5 is not manned and the gate is fully automated for access. 

(g) Coordinate building and gate checks for the Ross Complex v.~th Ross Post 8. Annollltc the checks on a hardcopy 
building chock sheet which is subsequently scanned and s ubmitted 10 OSCO electronically. 

(h) Respond to alarms. Check the cause of intrusion alarms or fin; alarms, request assistance, and reset intrusion alanns 
if appropriate. I f the equipment is malfunctioning. notify Ross Post 9. Record the activity in the SOR, and when 
necessary, complete an electronic Security Incident Report. Priority response shall be given to any evidence of 
intrusion or unauthorized access to the CSB room I 04, NERC CIP areas. or other critical assets. 

(i) Respond to o ther emergencies at the Ross Complex or Parle Place office complex as required. Facilitate the entry of 
emergency vehicles and personnel when ncccs,ary. This may include controlling traffic and/or escorting emergency 
vchic.lcs to the site of the emergency. 

(j) Provide assistance to other security posts on the Ross Complex as needed. 

(k) Coordinate p:itrols and security checks oflhc Park Place office complex with the Security Supervisor a minimum 
of once per shift Patrols shall include an intcriorehcck of the office suites as well as an exterior patrol of the parking 
lots and parking structure. 

(l) Assi~t with conducting foot patrols of the interior and e.,tcrior of the Dittmer building al least once during each shift. 
This check shall be recorded on the officer's SOR. 

(m) ObserYc for facility-related problem~ and notify Ross Post 9 of discrepancies observed Facility-related items 
include, but arc not limited to. proper operation of automated gates. fence line dam.1ge. building damages or 
equipment failure, lighting outage$, etc. Light poles not operating and fence line damage shall be reported by the 
patrol to Ross Post 9 who will notify Facilities Management. 

(n) Unlock and/or lock designated perimeter gates. This may include responding to gate 16 to assist with :m m·cr-sizcd 
vehicle as necc:s.'18!)' follo"ing the departure of the ROS:! Post 6 officer. 

(o) Check the "Fog Test" laboratory area, 1hc Technical Tra.ining building, and the line test and training srca, the 345KV 
yard. Paul Johnson Substation. ABC parking lots. and Ross MHQ area (arc.is not ,vithin the fenced Ross Complex). 

(p) Check the parking lots for security of parlced vehicles. When patrol duties and time allows, perform random 
government vehicle checks for security and keys left in the vehicles. 

(q) Raise and lower the flogs at the Dittmer building. Flags shall be raised at sunrise and lowered at sunset daily. or 
otherwise dircctcd. 
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(r) Monitorl"03d conditions on the Complex. Notify the Security Supervisor and Ross Post 9 AMS of inclement weather 
conditions. 

(s) Conduct patrols or checks as otherwise directed by the Security Supervisor. Contract Manager or OSCO. 

(t) Respond to assist BPA employees or Contractors with vehicle problems, escorts 10 vehicles, etc. 

(u) Assist in rclicfbrcab and lunches for officers assigned lo other Ross posts. 

5) Ross Security Post 4 

a. Dcscnption of Post 

i. This is a one-person. fixed post occupied by an armed, uniformed security officer 12 hours per day, Monday through 
Friday, excluding holidays. The security officer assigned to this post shall be equipped with the necessary equipment to 
perform the required buiJding security services and shall be familiar witb the use of the Pbysical Access Control and 
Alarm System. Ross Post 4 is located :u the security console a1 the Ea.~t entrance of the Diltmcr Building. The primnry 
responsibility of this post is to monitor and control access for the East entrance to the Dittmer building, as well as manage 
and process visitors for the Diltmcr Building and the Ross Complex in general. 

b. Designated Shilk 

i. The hours of this post arc Monday through Friday. 0600- 1800 hours. except holidays. 

c. Post Durics 

i. Officers shall perform the following: 

(a) Conduct functional ehc:cks of aJI equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance with established procedures. 

(b) Monitor the electronic verification or ID badges for aulhorized BPA and contract employees. Ensure appropriate 
Access Control procedures arc followed by personnel authorized unescorted access and by BPA escorts hosting 
visitors to the Dittmer Building. 

(c) Process and manage Visitor Access Requests for the Ross Complex. the Dittmer Building, and the Dittmer NERC 
CIP PSP. This shnll include verifying thar Foreign Na1ional (FN) visitors have been approved by OSCO. 

(d) Serve a.~ the primary access and processing point for all non-badged (ex1emal lo BPA) vi~itors for the Dittmer 
building and the Dittmer NERC CrP PSP following established SO P 's. 

(e) Serve 3S an alternate processing point for vendors requiring escorted access to the Dittmer building or the Dittmer 
ERC C IP PSP (Ross Post I is primary). 

(f) Issue visitor badges and temporary BPNContractor employee badges follo,ving established SOP's. 

(g) Screen all non-oodgcd (external to BPA) visitors to the Dittmer building (or dangerous weapons or prohibited items 
in accordance 1\ilh established procedures. (fa weapon or other prohibited contraband is present. the incidcnl shall 
immediately be reported to Ross Post 9 AMS who will notify the Security Supervisor. Contract Manager, and OSCO. 

(h) Conduct inspcct;ons ofhand-c.micd i1cms being carried into or out ofLhc Diltmcr building by visitors and employees 
as directed by OSCO. 

{i) Ensure the east lobby doors arc unlocked and the lobby display lights arc turned on at 0600 or when othern~sc 
directed. Tum on and inspect the walk-through metal detector for proper function, in accordance with cslllblishcd 
procedures. 

(j) Ensure the cast lobby doors ore secured at 1600 hours or when otherwise dirncted by OSCO personnel. 

(k) Train 10 properly use all cquipmcnl that is introduced by OSCO for access control or the screening of personnel 
en1cring the facility through this post. including the proper usc of the Dittmer PACS for monitoring e lectronic access 
verification to the Dittmer building and Dittmer Building PSP. 

(I) Respond to alanns associated with the PACS for the Dittmer Building cast cntr.mcc. Enter nil alarm activity 
associated with this post in the PACS Event Log, Enlrics shall include alarm assessment. cause. and name of subject 
(if applicable). 

(m) Provide administrati,,e support by mainl:lining documcniation such as security alerts, daily Dittmer visitor logs, 30d 
any 01hcr documentation deemed necessary by the Contractor or OSCO. Conduct other administrarivc duties as 
assigned by the Con1ract Manager or OSCO. 

(n) Be knowledgC3blc of building evacuation. shelter-in-place. and other contingency procedures and assist Ross Post 
9 when necessary. 

(o) Perform security procedures as directed by the Security Supervisor, Contract Manager, or OSCO. 

6) Ross Security Post 5 

Contrncl 80004, Mod 011 Page 3S 

1046 



28390016 

a. Description of Post 

i. This is a one-person post operated by an armed. unifonncd security officer 12 hours per day, Monday through Friday, 
excluding holidays. Ross Post 5 is located at the main gate on Nonh Road adjacent to District Office Building I (008-
1 ). This post is the primary access poini for employees and visitors to the Ross Comple;,;. The primary responsibility of 
this post is to ensure only authorized personnel gain access to the Ross Complc.~. The officer assigned to this post shall 
coordinate 3nd communicate with other security posts. m:iintaining smooth flow of traffic occurs and ensuring authorized 
vehicles, visitors. and vendors arc traveling to their appropriate destinations. This post shall routinely communicate with 
the primary ,~sitor processing post (Ross Post 4) in order to establish and or confinn the authorization of visitors. 

b. Designated Shifls 

i. This post shall be manned in 12-hour shills 0600- 1800. Mondays through Fridays e:1.ccpt holidays. 

c. Post Duties 

i. Officers shall perform the following: 

(a) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Repon equipment 
malfunctions OT deficiencies in nccordanec "~th established procedures. 

(b) Primary responsibility is to ensure only authorized personnel are permitted access to the Ross Complc;,,; through the 
main gate. including both vehicle and pedestrian traffic. Access shall be pcrmiued to BPA federal and Contractor 
employees ";th valid identification badges. 

(c) Control aeccssof ,<isitors and their vehicles, ensuring all occupants of the vehicle pn:scnt proper photo identification. 
Conduct vehicle inspections, visitor screening, issuance of visitor badges. and log all visi tors in accordance with 
established procedures. 

(d) Conduct vehicle inspections in acwrdancc " ~lh established proccdun:s, or as diroctcd by the Contractor Manager 
and approved in ad~-ancc by OSCO. 

(c) Permit access 10 individuals listed under the carpool program as directed by OSCO. 

(f} Inform all visitors fircanns and dangcrou.~ weapons arc prohibited and ask all visito.rs if they arc carrying :my 
firearms OT other dangerous weapons. If a visitor. or Contractor is carrying a weapon or other prohibited contraband. 
the situation shall be handled in accordance with site specific procedures. The officer sh.all not recommend any 
course of action regarding the disposition, 5loragc or security of the subject ,~capon or contraband. The incident 
shall immediately be reported to the Security Supervisor. Contract Manager, and OSCO. 

ii. Vehicle Barriers and Security Procedures 

(a) Visitor lane vehicle barriers shall be opened only aficr the ,<isitor vehicle and the visitor(s) arc screened. determined 
10 be free of contraband or prohibited items., verified for the visit and determined 10 be authorized on site access. 

(b) Immediately after allowing en cry of authorized visitor vehicles. all visitor vehicle barriers shall be returned to the 
secure position prior to commencement of further visitor processing. 

(c) Vehicle Barrier and Security Procedures During Higher Threat Levels 

(d) All vehicle barriers shall remain active and engaged when higher threat conditions c,cist as directed by OSCO. 

(c) If u security officer or lhc on-duly Security Supervisor determines conditions exi~1 warranting vehicle barriers to 
remain in the active and engaged position, the Security Supervisor shall notify the ConlrOct Manager and OSCO 
immediately. 

7) Ross Security Post 6 

a. Description of Post 

i. This is a one-person post operated by an armed, uniformed security officer 8 hours per day. Monday through Friday. 
c;,;cluding holidays. This post is located at Gate 16 near the East Storage Yard. This post serves as the main entry point 
for commercial vehicles. delivery trucks. and other large vehicles. The primary responsibility of this post is 10 ensure 
only authorized vehicles and personnel gain access through the gate and arc screened appropriately. The officer assigned 
to this post shall be adequately trained and familiar ,~th vehicle inspection techniques. The officer must conduct 
inspections of large commercial vehicles. paying close allcntion and looking for suspiciou.~ items, contraband, dangerous 
weapons including, but 001 limited to, explosives and bombs. Titc officer assigned 10 this po,,1 shall coordinate and 
communicate with other security posts and/or BPA personnel to ensure delivery :iu1horiza1ion. maintain smooth now of 
tr.sffic. 

b. Designated Shift 

i. This post shall be manned one shill per day, from 0700 to 1500. 

c. Post Duties 

i. Officers shall perform the following: 
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(a) Conduct functional checks of all equipment 311d systems used on this post upon assuming duties. Report equipment 
malfunctions or dclicicncics in accordance \\~lh established procedures. 

(b) Ensure only authorized vehicles and personnel gnin access through gale 16 and arc screened appropriately. 

(c) Direct visitors and employees in passenger vehicles around the exterior of the complex 10 the appropriate gate for 
entry. 

(d) The security officer at 1h15 post shall provide directions to delivery drivers as needed .. 

(c) Issue appropriate temporary access badges and maint:Jin a visitor log to annotate the visilors/commcrcial operators 
allowed through Gate 16. 

(f) Allow large govcmmenl vehicles whose drivers have valid BP A or other authorized government identification to 
proceed through the gale without iru.--pcction unless spccificall)' directed by OSCO. 

(g) Inform all visitors fircanns and dangerous weapons arc prohibited and ask all visitors if they are c.arrying any 
fircanns or other dangerous weapons. If a visitor or Contractor is ca.nying a weapon or other prohibited contraband, 
the officer shall act in acmrdancc with site specific procedures. The security officer shall not recommend any course 
of action regarding the disposition, storage or security of the subj eel weapon or contraband. The incident shall 
immediately be reported 10 the Security Supervisor. the Contract Manager, and OSCO. 

8) Ross Security Post 7 (Currently not active) 

a. Description of Post 

1. This post is not acti,·c under norma.l circumstances and may be activated and manned for contingency operations. specific 
threat conditions, or other security needs. This post shall not be occ:.,-upicd unless directed by OSCO. When activated, this 
sh3U be a one-person post manned by an armed. uni formed security officer. up to 24 hours per day. 7 days per week. 
Specific duties and hoUJs for this post \viii be dcscrilx:d al the lime it is activated. 

9) Ross Security Post 8 

a. Description of Post 

i. The Ross Complex vehicle patrol, Ross Posl 8. is an armed. uniformed, one-person patrol on duty 24 hours per day 7 
da)-s a week. The primary responsibility of this post is to provide patrol coverage for the Ross Complex. 

ii. The officer assigned to this post shall coordinate palm! coverage with the Ross Post 3 security officer and communicate 
\\ith other security posts to monitor site security. 

b. Designated Shins 

1. This J>0-'1. shall be manned in thn.--c 8-hour shifts all follows: 

(a) Shift I: 0000-0800 

(b) Shift 2: 0800- 1600 

(c) Shift 3: 1600-2400 

c. Post Duties 

i. Officers shall perform the following. 

(a) Conduct functional checks of all equipment 311d systems used on this post upon assuming duties. Rcpon equipment 
malfunctions or deficiencies in accordance ,,~th established procedures. 

(b) Patrol the Ross Complex at random frequencies. This shall include c.xtcmal and internal patrols. 

(c) Conduct perimeter checks, obscNing for fence line holes, damage, or suspected unauthorized entry. 

(d) Notify Ross Post 9 when oonducting perimeter checks and of any damaged location, intruders or other suspicious 
activity. 

(c) Determine the c.ausc of intrusion alamlS or fire alarms. request assistance. and reset intrusion alam1s if appropriate. 
If the equipment is malfunctioning, notify Ross Post 9 . Asl.'ist as appropriate, but do not abandon other patrol duties. 
Record the activity electronically or hnrdcopy in the SOR and when necessary, complete an electronic incident 
report prior to departing for the day. Priority response shall be given to any evidence of intru.,,'ion or unauthorized 
access to the CSB Limited Arca (room I 04). NERC C IP arc.as. or ocher critical assets. 

(f) Respond to other emergencies as required. Facilitate the entry of emergency vehicles and personnel. This may 
include controlling traffic and/or csconing emergency vehicles to the site of the emergency. 

(g) Assist in monitoring vehicular traffic entering and dcpaning the Ross Complex. 

(h) Coordinate other patrol activities with Ross Post 3 and the Security Supervisor. to include patrol coverage for BPA ' s 
Park Place office complex leased space. 
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(i) This post shall provide continuous vehicle patrol of the Ross Complex when possible. 

(j) Enter all incidents in 1he electronic or hardcopy Security Officer's Rcpon and provide electronic n:pons as required 
10 the Physical Security Team via email. 

(le) Respond to assist BPA employees or Contractors ,vith vehicle lock-outs, escorts to vehicles, etc. 

(1) Pcrfonn other duties related to physical security as directed by the Security Supervisor, Contr.ict Manager, or OSCO. 

I 0) Ross Security Post 9 (Alarm Monitoring Station) 

a. This post falls under the U.S. Department of Labor. Wage Detcnnination category of Alarm Monitor. 

b. Description of Po~t 

L This post is located in the Alarm Monitoring St:ition (AMS) near the west entry to the Dinmcr bui ld ing. This is a one
person post, occupied by an armed, unifonned security officer 24 hour.; per day, 7 days per week. The security officer 
shall be equipped with the equipment necessary to pcrfonn the required security services. 

ii. The primary responsibility of this post is to provide monitoring of security alann ~-ystcms not associated \\~th BPA 's 
NERC CIP sites, CCTV systems. and remote security systems at all hours and under all conditions. ln addition 10 these 
dut.ies. this po~'l shall be familiar with duties related to Ross Post 10. prtwiding backup for Ross Post 10 when necessary. 
This s_hall include monitoring designated NERC CfP sites and interacting ,vith personnel regarding access control and 
security issues relating 10 those sites. 

c. Dcsignat ... -d Shi fis 

1. This post shall be manned in three 8-hour s_hifls a.~ follows: 

ii. Shifi One: 0000- 0800 

iii. Shifi Two: 0800 - 1600 

iv. Shill Three: 1600-2400 

d. Post Duties 

i. Officers shall perfonn the following: 

(a) Conduct functional checks of all equipment and sy,,tcms used on this posl upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance "~th established procedures. 

(b) Monitor security a larm systems. physical access control systems (P ACS), and CCTV systems for the Ross Complex. 
to include the Federal Credit Union al the Plant Services Building. the Dittmer Building and Dillmcr Control Center 
(in the absence of Ross Post 10), Hcadquaners. and other field sites as determined by OSCO. This shall also include 
the monitoring of security systems and CCTV systems at the Eugene Starr Complex as outlined in established 
procedures as well as NERC CIP field sites in the absence of Ross Post 10 due to breaks. 

(c) Use established procedures for n.-sponding 10 emergency situations or alarm activations.. When necessary, the AMS 
officer shall dispatch oppropriate patrols and contuct the Clarie County Regional Communications Agency lo rcpon 
emcrgcncy situation.~ at the Ross Complex or Park Place ofticc complex. The Contract Manager and OSCO shall be 
notified when outside agencies arc oontnctcd to respond. 

(d) Notify local law enforcement, the Contrnct Manager, and OSCO in the event of suspicious or criminal activities in 
accordance with Standard Operating Proccdurl-s. 

(c) Follow esmblishcd procedures in response to alanns or other emergency situations occurring at field sites and notify 
Lhc appropriate BP A Control Center (Dittmer or Munro). 

(f) Serve as a command and control/communications function for all posts and patrols. Dispatch p:itrols/sccurity 
officers as needed to suppon daily security operations. Communicate infoml3tion 10 patrols regarding any unusual 
or suspicious activity. 

(g) Conduct periodic radio checks of all security posts. Communications checks shall be made by radio every hour 
during daylight hours and every 30 minutes during hours of darkness. During incrc:iscd threat levels, 
communica1ions checks shall be conducted every 30 minutes. The frequency of communications checks ITlllY be 
changed by OSCO. 

(h) Mainlain the electronic Security Desk Bloucr, listing security-related activity and information for a 24-hour time 
period Foml3tting or content of specific bloucr entries may be added or changed by OSCO. 

(i) Perform other administrative functions such as, but not limited to. maintaining hard copies 3nd electronic copies of 
Security Checklists. Standard Operating Proct.-durcs, Security Alens, Tem1ination Ad,•isories. Call-Down Lists, 
Incident Reports. and Duty Officer Schedules. When necessary. disseminate by e-mail Access Revocation Notices 
via established proocdures. Record and maintain CCTV recordings of security-related incidents. Write and submit 
incident rcpons when applicable. 
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(j) Act as the primary point of contact for any Dittmer building access for employees and Contr.lctors aflcr Ross Post 
I and Ross Post 4 has closed for the day, including weekends and holidays. 

(le) Issue and collect keys to authori7.cd personnel as dctcnnincd by OSCO. 

(I) Record information pertaining to false and nuisance alarms for security sy.,tcms in aeconlnnce with established 
procedures. Rcpon problems with alann system or CCTV system hardware or software in accordance wit.h 
established procedures. 

(m) Assist with security system testing of BP A alarmed sites by pro,~dmg alnrm monitoring support and records during 
and following testing. 

{n) Notify appropriate pen.onncl during inclement weather in accordance with established procedures. Additional duties 
may include updating the BPA Emergency Information web site to reflect possible building closures or delayed 
openings. 

(o) Maintain communications with the BPA nurse at the Ross Complex and Parle Place office complex, making 
notifications 10 the nurse for emergency medical sitlllltions during normal business hours. This may include cell 
phone or radio communications. 

(p) Maintain familiarity with operating and sending emergency notifications through the designated Emergency 
Notification System (ENS). 

(q} Answer the Federal Crime Witness Hotline. 

11 ) Ross Security Post IO (AMS)- NERC Systems 

a. This post falls under the U.S. Department of Labor, Wage Dctcnnination category of Alarm Monitor. 

b. Description of Post 

,_ Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or efficiencies in accordance with established proet--durcs. 

ii. This post is located in the Alann Monitoring Station (AMS) near the west entry to the Dittmer building. This is a one
person post. occupied by an armed. unifonncd security officer 16 hours per day, Monday through Friday, c..~cluding 
holidays. At BPA 's discretion. the option to convcn this post to 24 hours per day, 7 days per week, may be exercised. 
The security officer shall be equipped with the equipment nc:ccssnry to perform the required security services. 

iii. The primary responsibility of this post is to provide monitoring of NERC CIP security alarm systems, PACS, and CCTV 
systems under all conditions. This post serves a.~ the primary point of contact with BPA pc-rsonncl rcgi!J'ding access 
control and security of designated NERC Cl P field sites and facilities. Additionally. this post will pro,;de badmp to the 
Ross Post 9 AMS officer. This post serves as a primary point of contact for any Dittmer building NERC C IP PSP access 
issues for employees and Contractoni. 

c. Designated Shifts 

i. As a 16-hour post. this post shall be manned in two 8-hour shifts as follows: 

(a) Shift One: 0600- 1400 

(b) Shift Two: 1400-2200 

d. Post Duties 

i. Officers shall pcrfonn the following: 

(a) Monitor security alann systems and CCTV syslems for all designated NERC CIP sites and facilities, to include the 
Dittmer building NERC CIP PSP (Dittmer Control Center). 

(b) Be familiar with all Ross Post 9 duties and provide backup as necessary for monitoring non-NERC CIP sites. This 
includes the Ross Complex. the Federal Credit Union at the Pinnt Services Building, Headquarters. and other field 
sites as dctem1incd by OSCO. This shall also include the monitoring of security systems and CCTV systems at the 
Eugene Starr Complex as outlined in established procedures. 

(c) Use established SOP's and procedures for responding to emergency situations or alarm activations associated with 
NERC CIP sites. When necessary, Ross Post IO shall dispatch appropriate patrols and contact the Clark County 
Regional Emergency Communications Agency to request response fium outside agencies for situations at the Ross 
Complex. The Contruct Manager and OSCO shall be immcdfarcly notified when outside agencies arc contnctcd to 
respond. 

(d} Following Standard Operating Procedures notify local law enforcement the Contract Manager, and OSCO in the 
event of s:uspicious or crimin:d activities. 

{c) Followcstnblishcd procedures relating to NERC CIP sites and contact the :ippropri:ite BPA Control Ccnter (Dittmer 
or Munro) in response to alarms or other emergency situations occurring at NERC CIP field sites. 
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(f} Respond to Pro\Vateh al3mls associated with NERC CJP sites and follow established re.sponsc proccdum1. Enter all 
alarm activity as.sociatcd with NERC CIP sites in the Pro Watch Event Log. Entries shall include alarm assessment, 
cause. and name of subject (if applicable). 

(g) In the absence of Ross Post 9, serve as a cooun;ind and control/communications function for all posts and patrols. 
Dispatch patrols/security officers as needed 10 suppon daily security operations. Communicate infonnation to 
patrols regarding any unusual or suspicious activity. 

(h) In the absence of Ross Post 9. conduct periodic rJdio checks of all security posts. Communications checks shall be 
made by radio every hour. During increased threat levels, communications checks shall be conducted every 30 
minutes. The frequency of communications checks may be changed by the Contract Manager or OSCO. 

(i) Maintain the NERC CIP Security Desk Bloncr, listing sccurity•rclatcd activity for NERC GIP sites for a 24-hour 
time period. fonnauing or content of $pccific blotter ent.rics may be added or changed by OSCO. This electronic 
blotter shall be submilled dnily ,~a email to OSCO. 

(j) Perform other administrative functions associated with the monitoring of ERC CIP sites such as, but not limited 
to, maintaining electronic and/or hard copies of Weekly Alarm Mask Outage Log. NERC Physical Security 
Perimeter (PSP) Alternate Access Log, Call-Down Lists, NERC Reports, nnd Duty Officer Schedules. Record and 
maintain CCTV clips and gcncmtc CD-ROMs ofN ERC CLP security-related incidents. Write and submit electronic 
incident reports as applicable. 

(k) Act as the primary point of contact for any Dittmer building PSP occcss issues for employees and Contracton<. 

(I) Electronically document false nnd nuisance alarms for NERC CIP security systems in accord11ncc with established 
procedures. Electronically report problems with a larm system or CCTV S)ll,'1Cm hardware or software in accortlancc 
with established procedures. 

(m) Assist with security system testing as directed. 

(n) Maintain familiarity \\ith operating and sending emergency notification:s through the Emergency Notification 
System (ENS). 

(o) Perform patrols of the Dittmer building, Dittmer Control Center, and Dittmer building exterior when directed by 
OSCO. When possible, Ross PoSt 10 may act as 1hc primary response clement for security iS!lucs associated with 
the Dittmer building or Dittmer building PSP. 

E) BPA PARK PLACE LEASED OFFICE C OMPLEX SECURITY POST I 

I) Description of Post 

a. This post shall be a one person post occupied by an armed, uniformed security officer al BPA Parle Place office complex 
leased office space, located at 7500 NE 41st Ave., Vancou,•cr, WA 98662. 

b. This post shall be manned 12 hours per day. Monday through Friday, except federal holidays or as othem~se directed by 
OSCO. This post may be unarmed as aUowcd under arm.ing Section I 3.b " Exceptfon:s" unless circum.-tanccs as.,;ociatcd with 
the activation of this post warrants no cxc.cption as determined by OSCO. 

c. The primary responsibility oithis post is to monitor access 10 the BPA co.n1rollcd areas, patrol the facility and adjacent public 
areas. 

d. Questions about physical security and access control policy shall be referred to the Ross Physical Security Spccialis1s. 

2) Designated Shills 

a. This post shall be manned in one 12-hour shift from 0600 - 1800 Monday through Friday. except designated federal holidays. 

b. Additional hour requirements or posts may be added at the discretion of OSCO. 

3) Post Duties 

a. Officers shall perform the follo,~ng: 

b. Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies in nccord:.mcc with established procedures. 

c. Perform interior and exterior patrols of designated buildings throughout the shill The officer shall conduct patrols of the 
complex. parking areas, garages, etc. Interior patrols shall include mndom foot patrols of the various work areas of the 
buildings occupied by BPA. Oflicers shall inspect stairwells, work areas., restroom facilities, lobbies and entrances. The officer 
is expected to verbally internet with employees while performing their rounds. thus giving the employees a sense of active 
security operations. 

d. Remain alert for unu_o;ual, suspicio11s~, or unauthorized activities in, around, and throughout the Park Place office complex area. 

c. Monitor pcrsoMcl traffic entering, exiting. and inside buildings. 

( Monitor a1.'1ivitics in the main lobbies of buildings maintaining safety and security of BPA work areas. 
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g. Respond to emergency situations involving the Park Place office eomplc."<. Notify 1hc BPA nurse for medical emergencies 
during nonnal business hours. This post shall be familiar with emergency evacuation procedures for the Park Place office 
complex buildings occupied by BPA personnel. 

h. Verify identities of individuals entering BPA work areas as necessary. When necessary. remind BPA staff members 10 
properly display their ID in accordance with established procedures. Immediately rcpon uncooperative personnel to the 
Dittmer AMS who will notify the Contract Mnnager and OSCO via telephone. 

i. Notify BPA Facilities using web request for Service Requests. FaciliticsOpcmtionsCallCentcrm bpa.gov email or call 360-
418-2070 if problems exist with the doors. 

j. Maintain communications with the Ai"1S (Ross Post 9) for the Ross Complex. 

F) EUGE ' E STARR C0~1PLEX SECURITY POSTS I and 2 

I ) General lnfonnation 

a. Two security posts (Cclilo Post I and Cclilo Post 2) arc assigned for the Eugene C. Starr Complex. located in The Dalles. 
Oregon. These posts shall be manned by armed and uniformed security officers/supervisor on a 24n basis. An Exception Lo 
this shall be for Cclilo Post 1, which may be unarmed as allowed in section B) 5) b o f this statement of work "Exceptions," 
but only during day shift hours. The unarmed status ofCclilo Post I may not exceed 45 calendar days without approval of the 
COR. 

b. A Security Supcrvisorshall assume duties as Cclilo Post I from 0800 to 1600 Monday through Friday, except federal holidays 
in addition to performing supervisory duties. When a need exists to man Cclilo Post I with an unarmed security officer, the 
Security Supervisor shall assume duties as Celi lo Post 2. 

e. All officers assigned to the Eugene Starr Complex shall be trained and c.apablc of operating the various security systems, 
CCTV systems. and remotely controlled gates prior to assuming post independently. 

d. All officers assigned 10 the Eugene Starr Complex shall possess a valid Access Pl-nnit required for entering energized areas 
a.~ stntod in the BPA Rules of Conduct Book (ROC). 

c. All officers assigned to the Eugene Starr Complex shall be familiar with designated NERC CIP areas on the complex and 
access requirements associated with NERC CIP areas. 

( Under thedircc1ion of OSCO, the Contractor shall cstabli~h Standard Opcr.1ting Procedures (SOP) specific to the Eugene Stnrr 
Complex. These proccdum; shall fadlitate compliance with BPA requirements and the operation of the security :1y5tcms. 
CCTV syi.'lcms., alarm response, operation of remotely controlled gates, and other systems as they arc implemented. Vehicle 
inspections shall be conducted in accordance with approved SOPs. 

g. Questions about physical security and occcss control policy shall be deferred to the South Region Physical Security Specialist 
or other OSCO Physical Security Specialists. 

2) Post Descriptions 

a. Cc! ilo Post 1 

i.Thc primary responsibilities of this post arc 10 monitor aoocss to the Eugene Starr Complex via access control systems and 
CCTV systems, ad~ alarms associated with security systems., and remotely operate gates as needed. 

b. Cclilo Post 2 

i. The primary responsibilities of this post arc to conducl vehicle patrols. building foot patrols, incident response. vehicle 
inspections, and visitor access control. 

c. Designated Shifts 

i. Cclilo Post I 

(a) 24 hours pcrday. seven days per week and posted as follows: 

(b) Shift One: 0800-1600 (Supervisor only on Monday- Friday. excluding BPA observed holidays) 

(c) Shift Two: 1600-0000 

(d) Shift Three: 0000-0800 

ii. Celilo Post 2 

(n) 24 hours per day, seven days per week and posted as follows: 

(b) Shift One: 0800-1600 

(c) Shift Two: 1600-0000 

(d) Shift Three: 0000-0800 

d. Post Duties 
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i. Officers shall pcrfonn the following: 

ii. Cclilo Post I 

(a) Act as the primary post to monitor physical acttss and sccurity•n:latc.d activity for the Eugene Starr Complex vfa 
security systems and CCTV systems. 

(b) Use established procedures for responding to emergency situations, alarm activations, suspicious activity. or 
criminal incidents. When necessary. dispatch Cclilo Post 2 and conlllct the Wasco County Emergency Dispatch 
(911), to request response from outside agencies for situations at the Eugene Starr Complex. Not-ify the Contract 
Manager and OSCO when outside agencies arc contacted to respond. 

(c) Respond as necessary to assist Celilo Post 2 in performing site-related duties. incident response, or alarm response. 
Conduct patrol~, access control, and assist as necessary for visitor access and vehicle inspections. Contact the AMS 
(Ross Post 9) prior to leaving this post to assist Celi lo Post 2. 

(d) Record infonnation pcrlllining to false and nuisance alarms for security systems in accordance with established 
procedures. Rcpon problems with al:um system or CCTV system hardware or software in :sccordancc with 
established procedures. 

(c) Maintain the Security Desk Blotter. listing sccurity-rclat.ed activity and information for a 24-hour time period. 
Formatting or content of specific blotter entries may be added or changed by OSCO. 

(f) Maintain communications with Ross Post 9 (AMS) through procedures established for communications checks. 

(g) Respond to suspicious activity observed or reported. Report suspicious activity to the Dittmer AMS and notify local 
law enforcement in the event of an emergency. 

(b) Receive. review, and process BPA Visitor Access Request (VAR). Issue site specific temporary badges for visitors 
or employees who have forgotten their badge. 

(i) Pcrfonning as Supervisor: 

(i) Act as the POC for daily protective force security operations and administration with management statT at the 
Eugene Starr complex and OSCO. 

(ii) Ensure compliance with all applicable ponions of this statement of work as well as requirements for NERC 
Cl P designated areas. 

(iii) Be trained and certified to perfonn :di security functions associated with Cclilo Post 2. Provide back-up to 
Cclilo Post 2 as needed. Assist, relieve, and train officers as needed. 

(iv) Perform other administrative functions such as. but not limited to. maintaining hard copies and/or electronic 
copies of security checklists, training l'C()Ords, ~'tandard operating procedures, security alerts, termination 
advisories. call-down lists, incident reports. and ph~ical security duty officer schedules. When necessary. 
ensure video clips of security-related incidents that meet evidcntiary requirements arc recorded and maintained. 
Ensure incident n:pons arc accomplished, filed for record. and submitted to OSCO in a timely manner. 

(v) Ensure security officer repons an: completed and that desk blotters and security incident reports are reviewed 
and subm11tcd to OSCO. 

iii. Cclilo Post 2 

(n) Conduct random patrols throughout the Eugene Starr complex (a minimum of one every three hours and no less 
than three p:Urols in an eight-hour shift). 

(b) Process and screen visitors enrering the complex and conduct vehicle inspections in accordance with established 
BPA requirements and current procedures appro\'cd by OSCO. 

(c) Inform all visitors that firearms and dangerous weapons arc prohibited and ask all visitors if they are carrying any 
firearms or other dangerous weapons. If a visitor, or Contractor is carrying n weapon or other prohibited contraband, 
the officer shall act in accordance "~th csbblishcd procedures. The officer shall not recommend any course of action 
regarding the disposition, storage or security of the subject weapon or contraband. The incident shall immt-diatcly 
be reported to Cdilo Post I, the Contract Manager and OSCO. 

(d) Ensure security incidents arc rcponed to Cclilo Post I. the Contract Manager, and OSCO immediately via telephone 
followed by an emailed electronic Security Incident Report. 

(e) Respond to and investigate alarms or other emergency sittllltions oa the complex, including emergency building 
evacuations. 

(f) Respond to suspicious activity :is observed or dispatched. or as reported by employees. 

(g) Assist Celi lo Post I as required. Perform functions such as monitoring physical access and security-related activity 
for the Eugene Starr Complex via ~curity systems and CCTV systems. 
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(h) Report ~-uspicious activity to Celi lo Post I. the Contract M3D3gcr and OSCO. 

(i) Pcrfonn other duties, such as Random Anti-terrorism Measures (RAMs) or other sccuriry measures initiatl'd by 
OSCO. 

(j) Ensure Security Officer Reports and the daily Security Desk Blotter arc accomplished in accordance with established 
directives. 

iv. Assist, relieve, nnd train officers as needed. 

v. Perform other administrative functions such as. but not limited to. maintaining hard copies and/or electronic copies of 
Security Checklists, Stand=! Operating Proccduf¢S. Security Alerts, Tcnninalion Advisories. Call-Down Lists, Incident 
Reports, and Oury Officer Schedules. When necessary, record and maintain CCTV clips of security-related incidents that 
meet evidcntiary requirements. Write and submit incident electronic reports when :ipplicablc. 

vi. When manned during BPA off duty hours, lo include weekends and holidays I.his post shall provide a combination of 
patrol duties on the Eugene Starr Complex. 

G) SECURITY SERVICE FOR MUNRO COMPLEX 

I) BPA's Munro Control Center (MCC) and Munro Ahcmatc Scheduling Ccnlcr (MSC). co-located in Mead. Washington, is a Ticr 
I critical asset for the agency's ability to maintain electrical reliability and stability for the region 

a. General Information 

1. MCC/MSC shall have two (2) security posts {Munro Post I and Munro Post 2) and one (I) Security Supervisor (Munro 
Post 3). These posts shall be manned by arrnccl and uniformed security officers. 

ii. Standard security officer procedures shall apply to all Munro Complex security posts. Under the direction of OSCO, the 
Contractor shall establish OSCO approved procedures specific to MCC/MSC for monitoring security systems. camera 
systems, responding to alanns. conducting patrol acti>-ity, monitoring the ingress and egress of commercial vehicles, 
visitors and vendors to ensw-e persons or vehicles travel only to !heir authorized destinations :ind exit 1hc complex in a 
timely manner. Officers shall maintain entry logs and visitor access procedures, as well :is radio and telephone 
communic.stion.s between the ,-ariow posts. 5Upcrvisors. BPA visitor/vendor sponsors. the Contract Manager. and OSCO 
as needed. Posts directly supponing response 10 N ERC CIP designated areas. or other critical assets. shall be trained and 
familiar with the location ofthosc areas. access requirements, and procedures for entry. All posts and patrols assigned to 
the Munro Complex shall be lmowlcdgcable of building evacuation, shelter-in-place procedures. and other contingency 
procedures. 

iii. Questions about physical security and access control policy shall be defoncd to the East Region Physical Security 
Specialist or other OSCO Physical Security Spccialim. 

b. Munro Post I, Munro Alarm Monitoring Station (Ai'v!S) 

L This post falls under the U.S. Department of Labor. Wage Determination category of Alarm Monitor. 

ii. Description of Post 

(a) This post is locat<.-d inside the Munro Scheduling Center facility, alternate Alarm Monitoring Stition (AMS). This 
shall be a one.person post, manned 24 hours per day, 7 days per week. 

(b) This posl is located inside the Munro Scheduling Center facility, alternate Alarm Monitoring Station (AMS). This 
shall be a one-per.;on post. manned 24 hour.; per day, 7 days per week. l11e security officer shall be equipped and 
trained as necessary 10 perform the required security services. 

(c) The primary responsibility of this post shall be 10 provide monitoring of security alarm systems associated "~th the 
Munro facility and BPA's NERC CIP facilities, to include associated CCTV systems and remote security systems 
at all hours and undcr all conditions (similar to Ross Post 9 and I 0). This post shall be familiar with duties related 
to Ross Posts 9 and 10. providing backup for thc:se posts when necessary. This post shall inter:ict with local site ood 
field pcr..onncl rcganling access control and security issues following established procedures appro,•cd by OSCO 
relating to MCC/r,.1SC as well as monitored field sites. 

111. Designated Shifts 

(:t) This post shall be m:inncd in three 8-bour shifts as follows: 

(i) Shin One: 0000- 0800 

(ii) Shin Two: 0800- 1600 

(iii) Shift Three: 1600- 0000 

iv. Post Duties 

(a) Officers shall perform the following: 
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(b) Conduct functional checks of all equipment 311d systems used on this post upon assuming duties. Report equipment 
malfunctions or dclicicncics in accordance \\~lh established procedures. 

(c) Monitor security alann system~ and CCTV systems for all designated sires and facilities. in addition to the 
MCCIMSC. Assess and documcni alann activity according to established SOP's. 

(d) Mainuin familiarity with all Ross Post 9 and Ross Post 10 duties. Provide backup as necessary for monitoring 
fncilitics and sites fulling under the responsibility of Ross Post 9 and Ross Post I 0. 

(e) Use established SOP's and procedures for responding to emergency si1uatio1L~ or alarm activations, to include those 
alanns associated wi1h NERC OP facilities. Dispatch appropriate patrols and contact the local regional emergency 
communicat ions agency (911) to request response from outside agencies for situations at the MSC/MCC complc.>c. 
The Security Supervisor, Contract Mruiagcr and OSCO shall be notified when outside agencies arc contacted lo 
respond. 

([) Notify local law enforcemenl Security Supervisor. 1he Contract Manager. and OSCO in the event of suspicious or 
criminal activities in accordance ,vith Standard Operating Procedures. 

(g) Follow established procedures relating to NERC CIP sites and contact the appropriate BPA Control Ccntcr(Dittmcr 
or Munro) in response to alarms or other emergency situations occurring at field sites. 

(h) Respond to and electronically document alll11TlS associa1cd with NERC CIP sites and follow established rt.'SpOnse 
procedures. Documentation shall include alarm asscssmenl., cause, and name of subject (if applicable) and security 
status or site. 

(i) Communicate with Munro Post 2 and Post 3 as needed to support daily security operations for MCC/MSC. 
Communii:alc information to Munro Post 2 and Post 3 regarding any unusual or suspicious activity. 

(j) Conduct periodic communication checks with Munro Post 2 and Post 3. Communications checks shall be conducted 
every hour. During increased threat levels, communications checks shall be conducted every 30 minutes. The 
frequency of communication~ checks may be changed by OSCO. 

(k) Conduct communication checks with the Ross AMS. Communiciuion checks shall be conducted hourly during non• 
duty hours to include weekends and holidays. 

(1) Maintain the Security Desk Blotter, listingsccu_rity-rcla1cd activity to include NERCCIP sites. Formatting or content 
of specific blollcr entries may be added or changed by OSCO. This bloncr shall be electronically submincd daily to 
OSCO. 

{m) Pcrlonn other administrative functions associated with the monitoring of ERC C IP sites such as. but not limited 
10, maintaining electronic and hard copies of Weekly Alann Mask Outage Log, NERC Physical Security Perimeter 
(PSP) Alternate Access Log, Call-Down Lists, NERC Reports, and Duty Officer Schedules. Record and maintain 
CCTV clips and generate video clips ofNERC CIP sccurity-rcl:itcd incidents. Write and submit incident repons as 
appliC3blc. 

(n) Electronically record information pertaining to false and nuisance alarms for NERC CIP and non- NERC CIP 
security systems in :iccordancc with established procedures. Report problems with alarm system or CCTV system 
hardware or software in accordance with established procedures. 

(o) Assist with security system testing of BPA HQ. Ross Complex and Vancouver Mall locations. also support OSCO 
Physie:il Security Speeialb-ts during alarm system testing. 

(p) Maintain familiarity with operating and sending ctncrgcncy notilicatioru; through the Emergency Notification 
System (ENS). 

(q) Perform a combin3tion of alarm monitoring duties and Emergency otification System duties associated with 
Continuity of Operations activities. 

(r) When pcrfomling Continuity of Operations duties. ~-1unro Post I shall coordinate with the Ross AMS when leaving 
post 10 ensure continuous field site 313ml system monitoring. 

c. Munro Post 2. Munro Main Gate and Patrol 

i. Description of Post 

(a) This shall be a one-person post manned 24-hours per day, 7 days per week. The security officer shall be equipped 
and trained as necessary to perform the required security sc:rviccs. 

(b) This post shall be located at the Munro Main Gate when the Munro Security Supervisor (Munro Post 3) is on duty. 

(c) This post shall conduct patrol activity during hours when the Munro Security Supervisor (Munro Post 3) is not on 
duty, or as otherwise directed. 

(d) This post shall be trained to provide support 10 Munro Post I for break relief, including monitoring sun,cillruice and 
alarm systems for NERC CJP and non-NERC CIP sites. 
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ii. Dc5ignatcd Shills 

(a) This post shall be manned in 12-hour shifts as follows: 

(i) Shifl One: 0600- 1800 

(ii) Shill Two: 1800 . 0600 

iii. Post Duties 

(a) Officers shaU perform the following: 

(b) Perform duties in accordance with this SOW as applicable to location. 

(e) Conduct functional cheeks of all equipment and ~-ystcms used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies to Contract Manager, OSCO and send notification to BPA Service Tracking in 
accordance wilh established procedures. 

(d) While manning the Munro Main Gate, ensure only outhorii:cd personnel gain access to the MCC/MSC complex. 
Process and screen visitors entering lhe compkx and conduct vehicle inspections in accordance with ~"tablishcd 
BPA rcquircmcms and current procedures approved by OSCO. 

(e) While eonductmg patrol, rcm.1in highly ,isiblc: in !he areas around MCC, MSC, the Bell Maintenance Headquarters 
and BcU Substation facilities by conducting bolh vehicle and patrols. Patrol activity shalt c."ttend to all BPA fee
owned property associated "~th Bell Maintenance Hcadquancrs, Bell Substation. and MCC/MSC. 

(!) Respond to and investig-Jte alarms on the complex. 

(g) Respond to suspicious acti\ity as observed or dispatched. or as reported by employees. 

(h) A.<sist Munro Post I as required. 

(i) Report suspicious activity to Munro Post I. Munro Post 3, the Conlrtlet l\13ru1ger and OSCO. 

(j) Inform al I \isitors that firearms and dangerous weapons arc prohibited and ask all visitors if 1hcy arc carrying any 
firearms or other dangerous weapons. If n visitor. or Contractor is carrying a weapon or other prohibited contraband. 
the ofiiccr shall act in ac-eordance with established procedures. The officer shall not recommend nny course of nction 
regarding the disposition, storage or security of the subject weapon or contraband. The incideni shall immediately 
be reported to Munro Post 1. Munro Post 3. and OSCO. 

(k) Perform other duties. such as Random Anti-terrorism Measures (RAMs) or other security measures initiated by 
OSCO. 

d. Munro Post 3. Supervisor 

i. Description of Post 

(a) This post shall be m:inncd 12 hours per day, Monday- Friday with the exception of designated federal holidays. 

(b) Refer to SOW Sections B) 10) and B) 11 ). 

ii. Designated Shifts 

(a) One (I) 12-hour shill per day, Monday - Friday with the exception of designated federal holidays. 

(b) Shill time: 0600- 1800 

iii. Post Duties 

(a) Serve as a patrol function for the areas around MCC. MSC, the Bell Maintenance Hcadquaners and Bell Substation 
facilities by conducting both vehicle and patrols in addition to performing supervisory duties. 

(b) Respond 10 ond investigate alarms activations. 

(c) Respond to suspicious activity ns observed or dispatched. or as reported by employees. 

(d) A~~ist Munro Post 1 ns required. 

(c) Ensure suspicious activity is rcponcd to the Contract Manager and OSCO. 

(f) Serve as the POC for daily protective force security operations and administration with management staff at the 
Munro complex and OSCO. 

(g) Ensure compliance with all applicable portions of this statement of work as well as rcquin:mcnlS for NERC CIP 
designated areas. 

(h) Trained and certified to perform all security functions associated with Munro Post I and Munro Post 2. Provide 
back-up to Munro Post I or Post 2 as needed. Assist. relieve, nnd train ofticers as needed. 
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(i) Perform other administrative functions such as. but not limited to, maint1in ing hanl copies and/or electronic copies 
of security checklists. training records, standard operating procedures. SL'CUrity alerts. termination advisorie.,;. call
down lists, incident reports, and physical security duty officer schedules. When necessary, ensure video clips of 
security-related incidents that meet evidcntiary requirements arc recorded and maintained. Ensure incident reports 
arc acoomplisbed. filed for record. and submitted lo OSCO in a timely manner. 

(j) Ensure security officer reports arc completed and that desk blotters and security inddcnt rcpons are reviewed and 
submitted to OSCO. 

iv. Vehicle Barriers and Security Procedures 

(n) During nonnal duty hours. 0600 - 1800 on weekdays, the outer facility vehicle gate shall remain open. unless 
otherwise directed by OSCO. or if emergency conditions arise warranting securing the outer g-.itc. In such cases. 
Munro Post I , and OSCO shall be advised immediately. 

(b) The outer vehicle gate shall remain dosed. requiring personnel to badge in for access during non-business hoUJ"S 
including holidays. 

(c) The inncr vehicle gate shall remain closed at all times, requiring personnel ,vith authorized access to badge at a card 
reader to operate the gate. 

(d) Munro Post 2 shall issue access cards to visitors allo\ving operation of the gate aflcr screening and access to the 
General Office Building. 

(c) The inner automated vehicle gate for the MCC area shaJI remain closed at all times. 

(f) Visitors requiring access to the MCC shall be processed according to established procedures al the main gate before 
proceeding to the MCC gate ond meeting their BPA host a1 the MCC Main Entry. 

R) S ECURITY OFFIC ER DEPLOYMENT 

I) Additionnl Security Services requested by BPA will be paid at the Armed Security Officer rate unless pre-approved by an OSCO 
representative. BPA will reimburse Contractor for deployed Armed Security Supervisors who till an Additional Services 
deployment post at the Armed S<.-curity Officer rate during the deployment unless OSCO rcprcscntalivcs make the determination 
that supervisory duties will be approprintc during the deployment. 

2) Armed Security officers may be deployed to non<ncrgittd sites or may remain outside of energized facilities providing security 
in the event of incrca5ed tl1rcats. criminal activity or if substantial BPA assets require protection. OOiccrs remaining outside of 
energized access areas during deployment arc not required to hold BPA Access Pennits. 

3) Security officers may be requested to deploy within encrgi7_cd access areas to provide security in the event or increased threats, 
criminal activity or ifsubst.an1ial BPA assets require protection. 

4) Security officers deployed within energized facilities arc required 10 hold valid Contr.!Ctor's Access Pcnnits, or other necessary 
permits. for energized facility access. To obtain this pcnniL each officer to be deployed to an energized facility and maintaining a 
Access Permit must meet all Substation Operations Group rcquircment.s for sarcty and training. 

5) All security officers shall be familiar ,vith safety information outlined in this section. In addition, officers must pcrrorm 
requirements contained in the deployed security officer post orders outlined below. 

6) Emc:rgcney and Non-Emergency Deployment 

a. The Conimctor may be asked to deploy security office.rs in situations arising from either I) a credible and sc.ri011.~ 1hrca1 10 a 
BPA facility, personnel. or resources, in the event OSCO determines a high likelihood of criminal activity could occur at a 
BPA site, or 2) when other activity such as an earthquake or other natural disaster potentially jeopardizes the BPA mission of 
providing electrical power. As directed by the CO, trJvcl costs due to deployment outside of local areas where oOiccrs arc 
assigned will be reimbursable in accordance with the Federal Travel Regulation {ITR). Travel cost estimates must be 
submit1ed in writing electronically and approved by the COR or other OSCO Physical Security (Federal employee) 
representative in advance of actual travel. 

b. 1otification 

i. The Contractor will be notified in writing. e-mail. or phone of a pending socurity deployment. Deployment requests "~II 
be made verbally ifa deployment is nccdcd immediately. Kotifications arc authorized from the CO, COR. Chief Security 
Officer or Physical Security Representatives (Federal) within OSCO. 

c. Training 

i. Security officers must complete BPA provided energized facility safety training prior to posting within an energized 
covironnx:nt. The Contractor shall maintain an up to date list of security officers who hold current Contractor Access 
Permits. The Contractor shall provide a copy of this list io ihe COR upon request. 

11. Security officcc; must complete any training rcquin.,d to maintain certification for the Contractor Access Permit and 
access to energized environmcnt.'i. Training shall be dQcumcntcd in electronic or hardcopy format by the Contractor and 
made available for to the COR upon request. 
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d. Equipment 

i. Contractor furnished cxiuipmcnt: 

(a) All nonnal duty gear including rain gear, and cold weather ge.ar as needed. 

(b) Vehicle meeting the needs of the terrain and situation. 

(c) Cellular Telephone. 

(d) Ponable Anning Barrel. or equivalent, safe procedure if arming/disarming is to occur on site. 

(c) Water as needed. 

(f) Other items deemed necessary by the Contractor or COR. 

e. Post Duties 

1. Officers deployed shall be armed. The Contrnclor shall comply wiih the post duties as provided by OSCO as coordinated 
with deployed site responsible official. Deviations from post duties require email or verbal approval in adVllllCc from an 
OSCO representative. 

ii. Upon arrival 31 an energized facility, the ofliccr must follow BPA training for accessing an energized site. 

iii. Upon arrh'lll ton field site. security officers must meet with the BPA Site Supervisor. Ii th.is is not possible. the officer 
must follow the direction of OSCO through the on-duty Security Supervisor. 

iv. If nn intruder is discovered on site. security officers must attempt to control the situation in the safest manner possible. 
Security officers sh3ll not pursue a suspect into an energized facility. I f the intruder gains access to the cnergi:i:cd yard 
and is non-compliant, security officers shnll 1rnmcdi:11ely notify the responsible AMS who will contact law enforcement 
for assistance nnd notify the nppropri:uc Control Center. If an inttu.sion into an energized arcn is suspected, security 
officers shnll notify the responsible AMS who "~II contact law enforcement for assistance and no1ify the appropriate 
Control Center. Security officers shall take a position of cover alloMng for observation of the facility and awnit the 
arrival oflaw cnforccmcnL 

v. Security Officer Reports (SOR 's hardcopy or electronic) must be maintained noting the date and time of various patrol 
duties such as perimeter. building, or surrounding area checks. Security officers must mainl3.i.n record of the time nnd 
reason for the departure from posts. Security officers must coordinate post departures ,vith the responsible AMS. 

vi. At the end of shifl, prior to departure, S4--curity officers must notify the appropriate AMS, and note the time of departure. 
Deployed security offict.-rs must maintain communication capability with the Responsible AMS unless circumstances, 
such as the remote location of the facility, prevent communications from the site. 

f. Discharge of Firearms 

i. Officers shall a1,oid discharging a firearm in. around or near an energized facility unless no other alrcmativc exists. 

ii. Officers shall not discharge liquid (Aerosol Self Defense spray) within the energized environment due to possible 
electrocution hazard. 

I) PERFORMA!'iCE ASSURANCE 

I) The Contractor shall establish a performance assurance or quality assurance program ensuring personnel pcrfonning duties have 
the appropriate knowledge. s.kills, and abilities to perform the following: 

a. Work in both corporntc :md industrial security fU11ctions 

b. Personnel an: screened to meet the highest lc,·cl of integrity to perform security-related duties 

e. Personnel arc able to meet extensive background checks and security clearance standards 

d. Personnel meet appropriate physical capability/readiness levels associated ,vith security-related duties 

c. Personnel retention is addressed 10 maintain continuity of personnel nnd a low employee turnover rate. 

f. This performance assur.incc. or quality assurance. program may be 3 pre-ex.isling program employed by the Contractor. The 
program must meet any additional specific rcxiuircmcncs outlined within this statement of work. 

g, The Contract Manager shall ensure all BP A-specific clements of the Pcrfol"!Tl3ncc Assurance Program outlined below arc met. 

2) Training Elements 

a. Job Task Analysis (JT A) 

i. A JT A shall be developed for all security posts within 90 calendar days of the award of the contr.ict following the Oregon 
Department of Public Safety Standllrds and Training: 111e Job Task Analysis (IT.A.) Process. 
ht1p;//www.orsgon.gov/dps~t/at/docs/1hcjtaprocc,s.pdf 
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ii. JT A's shall be reviewed and updated a minimum of annually. Reviews sha.11 be documented by the Contractor and 
documcntution provided lo the COR. 

iii. The JTA shall provide the basis for contractor provided individual security post training as well as security post 
certifications. 

3) Security Post Ccnilications 

a The Contractor shall develop, review and or ndapt methodology, rcquin:mcnts, documentation methods. and testing material 
to conduct initial security post certifications as well as annual (recurring) security post certification training specific to the 
BPA Security Services Contract implemented within 90 calendar days of the award of the contract. 

b. At a minimum, initial security post certifications shall include task knowledge/task pcrfonnancc certification based on the 
applicable security post JT A 

c. Annual security post certifications shall include at a minimum written knowledge testing of specific post procedures for all 
security officers pos ted. Similar posts may use the same as well a.~ written testing. TI1is shall apply for new hires and existing 
security officers newly assigned 10 a securi ty post. 

d. Security post certification methodology shall be hicran:hical and must be approved in adVllllcc by the COR. 

4) Self-Assessments 

a. The Contractor shall conduct annual self-assessments rcbting to security posts, post duties. and security training, security 
firearms training. and firearms safety. 

b. Self-assessments mu,;t identify findings. if applicable. and corrective actions. 

c. The Contractor shall track and follow-up on corrcctfrc actions in an effort to close identified findings. 

d. The Contractor shall notify the COR upon the initiation of a sclf-as.~essment and shall provide to the COR the written self
assessment report in an electronic format within 20 business d:iys of assessment completion. 

5) Pcrfornumcc Testing 

a. The Contractor shall develop methodology as part of their internal Q uality Control Program to implement. document, and 
maintain performance testing (e.g. alann response pcrfonnancc tests and limited scope performance test~) for the security 
force carried out by Contrnctor :issigncd personnel: Contmct Manager, Contract Quality Control personnel or designated 
security supervisors. 

b. Performance testing methodology shall include an applicable safety plan which shall be approved in advance b)• the COR 
before implementation. 

c. Performance testing methodology shall be finalittd for approval within 120 calendar days following award of the comract. 

d. Once finalized and implemented. \\Titten records of performance testing shall be forwarded 10 the COR. 

c. Limited Scope Performance testing shall be performed a mini1n1m of twice a month and documented. Documentation shall 
include evaluation c ritcri:i/objcctivcs. results. and corrective actions needed, if applicable. 

J) PERFORMA!'iCE EVALUAT IO~S 

I) The CO and COR shall meet with Contractor senior per.mnncl assigned to support the contract in-person or \<ia phone not less than 
annually 1.0 discuss results ofBPA quality control findings and ovcmll pcrform:incc. 

2) The Contr.ictor shall provide a plm for corrective actions within 5 calendar clays following notification from the CO or COR of 
corrective action. poor pcrfonnancc or failure to perform. The Contractor must provide infonnation on actions to be taken and 
expected completion date nnd notification when corrective actions are completed. 

APPE~DlX 1-SUBCONTRACTL-XG PLA~ 

The approved full text subcontracting plan is loc11tcd in the official file. 

APPE:-,iDIX 2 - COLLECTT\'E BARGAINING AGREEMEl\1 

The full text c-0llcctive bargaining agreement, signed 8/19/2019. is locawd in the official file. 
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UNIT I - CO~IMLRCIAL 
CONTRACT-BASIC TERMS (28-1.1 ) 
(MA R 2018)(BPl 28.3.4) 

(a) This is a Finn Fixed Price (FFP) contract for eleven months with options to extend for four pr<>priccd one-year option periods. By 
signing the contract cover page, Bonneville 311d the Contra.ctor agree, subject to the attached tcnns and conditions. the Contractor sha ll 
sell to Bonneville the services identified herein al the prices set forth in the Schedule of Pricing. 

(b) This contract shall become effi:ctive upon receipt of the signed cont:r.ict and shall continue until the earlier of its expiration or termination 
pursuant to Clauses 28-9.1 and 28-92, Tcnniaation for Cause or Clauses 28-10.1 and 28- 10.2, Termination for Bonneville's 
Convenience. Bonneville may extend the tcnn of the base contr.1e1 by exercising the pre-priced option. if any. by giving written notice 
to lhc ContrnC'lor. 

SCHEDULE OF PRIC ING (28-2) 
(J UL ?013)(BPI 28.3.4) 

The contractor shall provide the services at the prices identified in accordance with the Statement of Work (SOW}. Contract Line 11cm 
Numbers (CU s) 000 I - 0005 and oorrcsponding option p,riod CLINs are FFP. CUNs 0006 - 0008 and corresponding option period CLINs 
arc T &M based on actU31 costs. The Contractor submittoo cost estimates must be submitted to and appro"cd by the COR in advance. Contract 
extension in accordance with BPI Clau:sc7-40 is based on the :schedule ofprfo:.,s. 

Cl.IN Oe$crl ption 

Base Period: l l/ t/!018 - 09/30/2019 
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0006c Security Officer, Unarmed • Overtime Rate 

0006f s~-curity Officer, Armed • Overtime Ra1c 

0006g Security Officer, Supervisor - Ovcnimc R111e 

·n cnt S cu rvi s \ 

0007a S1.'Cwity Officer. Unanncd - S1andard Rate 

0007b Security Officer. Armed - Srdndard Rau: 

0007c Security Officer, Supervisor• S1andard Rate 

0007d Alarm Monitor • Standard Rate 

0007c Alarm Moni tor. Supervisor • Standard Rate 

0007f Security Officer, Unarmed • Overtime Rate 

0007g Security Officer. Armed • Ovcnime Rate 

0007h Security Officer, Supervisor- Overtime Rate 

0007i Alann Monitor • O\'crtimc Rate 

5001 Physical Security Transition Services 

0007j Alarm Monitor, Supervisor . Owrtimc Rate 

0008 Travel Costs LAW FTR 

CU N Description 

OPTIO~ PERIOD I : 10/01/2019- 09/30/2020 

1001 Hcadqumtcl'$ Complex Security Posts 10/1 - 11/30/19 

1002 Ross Complex Security Posts I 0/1 • 11/30/19 
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1003 Park Place Security POSIS 10/1 • 11/30/19 

1004 Eugene Starr Complex Security Posts 10/1 • 11/30/19 

!005 Munro Complc,"t Security Posts 10/1 - 11/30/19 

1006 Deployment and Urgent Security Services OR 

1006a Security Ofliccr. Unanned • Stundard Rate I 0/1 • 11 /30/19 

1006b Security Officer, Anned • Standard Rate 10/1 • 11/30/19 

I006c SccurityOmccr,Supcrvisor- St1ndard Rate 10/1 - 11/30/19 

1006:I Alann Monitor • Stand:ud Rate 1011 • 11/30/19 

1006c Security Officer, Unarmed • Overtime Rate I 0/1 • 11/30/19 

10 ·s • i c t I 0/1 • I 

le 10/1 • 11/30/ 

1006i Security Officer, Unarmed • Standard Rate 12/1 -9/30 

1006j Security Officer, Armed• Standard Rate 12/1 -9/30 

k 

I n 
1006o Security Officer, Supervisor • Overtime Rate 12/1 -9/30 

I006p Alarm Monitor • Overtime Rate 12/1 -9/30 

1007 Deployment and Urgent Security Services \VA 

1007a Security Officer, Unanned • Standard Rate 10/1 • 11 /30/19 

1007b Securi Officer. Anncd - Standard Rate 10/1 • 11/30/19 

1007c Security Ofliccr, Supcl'\~sor- Stindard Rate 10/1 • 11/30/19 

1007d AlnrmMonitor • Sttndard Rate 10/1 • 11/30/19 

I007c I 0/1 • I l/30/l9Alarm Monitor, Supervisor • Standard Rate 

1007f Security Officer, Unarmed • Overtime Rate 10/1 • I 1/30/19 

1007g Security Officer, Armed • Overtime Rate 10/1 • 11/30/19 

1007h Security Officer. Supervisor - Overtime Rate I 0/1 • 11/30/19 

1007i Alarm Monitor • Ovc:nimc Rate I 0/1 • 11/30/19 

1007j Alarm Monitor, Supervisor • Overtime Rate 10{1 • 11/30/19 
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Eugene Starr Complex Scc.-urity Post,; 12/1-12/31 

Munro Complex Security Posts 12/1 - 12/31 

Cost Reimbursement for October nnd November 2019 
Ad·ustmcnt 
Hc:idquancrs Complex Security Posts 1/1 • 9/30 

Ross Complc.~ Security Posts 1/1 • 9/30 
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1017 Park Place Security PostS 1/1 • 'J/30 MO 
!018 Eugene Starr Complc.~ Security Posts 1/1 • 9/30 MO 

IOl9 Munro Complex Security Posts 1/1 • 9/30 MO 

CLIN Description Unit 

Option Period 2: I0/01no20 . 09130/2021 

200 I Headquarters Complex Security Posts MO 6 

2002 Ross Complex Security Posts MO 6 

20 3 

n I curit s , 
Co u·ry P s:rs 

2006 Deployment and Urgent Security Services OR 

2006a Security Officer, Unanncd • Standard Rate 

2 S u IC , cd · lC 

u C' re 

0 ann ito • ate 

2 S ·c . na ·m R e 
2006f Security Officer, Armed • Overtime Rate 

2006g Security O fficcr, Supervisor • Over1imc Rate HR 

2006b Alarm Monitor . Overtime Rlltc HR 

2006i Security Officer. Uru1nncd • Standard Rate HR 

2006j Sccurit Officer. Anncd • Standard Rate HR 
2006k Security Ofliecr, Supcl'\~sor - Standard Rate HR 

20061 Alarm Monitor • Standard Rate: HR 

2006m Security Officer, Unarmed • O,rertime Rlltc HR 
2006n Security Officer, Armed - Ovcnime Rate HR 

2006o HR 
2006p 

2007 
2007a Security Officer. Unanncd • Standard Rate 

2 d 
07 

2 7 IC 

20 7g S tc 
, 7h uri C 31 

20 A nn "me ate 

2 Aann r - rti 

20 • Stan Rate 

20 71 S • ·1 la cJard • C 

_o ccurit n 

'0 n ni to • a 

0 M ito .S - tanda le 

2007p Security Officer. Unannttl - Overtime Rate 

2007q Security Officer, Armed . Ovcnime Rate 

2007r Security Oniccr. Supervisor- Ovcnimc Rate 

2 s itor- v "me ale 

2 7t it 's is - vc C 

2008 Tmvel Costs lAW FTR 
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2009 Hcadquancrs Complex Security Posts MO 6 

2010 Ros:; Complc.x Security Posis MO 6 

2011 Park Plllcc Security Posts MO 6 

2012 Eugene Starr Complex Security Posts MO 6 

2013 Munro Complex Securi ty Posts 

2014 Cost Reimbursement for Price Adju~'lmcnl 10/1-3/3112021 

Unit 

0 / 0 

ts 11 

0 I I 

3003 Park Place Security Posts MO II 

3004 Eugene Starr Complex Security Posts MO II 

3 5 0 xcc ty P s 

3 l :i U ent cu 

0 IC 

30 S °C ta C 

3006c Security Officer, Supervisor- Stu1dard Rate 

300<xi Alarm Monitor - Stnndard Rate HR 

3006c Security Officer. Unarmed - Overtime Rate HR 

3006f Security Officer. Armed - Overtime Rate HR 

3006 Sccuri Officer. Supervisor- Overtime Rate HR 
3006h Almn Monitor - Overtime Rate 

3007 Deployment and Urgent Security Scrvic.cs WA 

3007a Security Officer. Urumned - Standard Rlltc 

300b Security Officer, Anncd - Standard Rate 

3007c Security Officer, Supervisor- Stu1dard Rate 

3007d Almn Monitor - Standard Rate 

3007c Alann Monitor, Su sor • St:md:lrd Rate 

3007f Security Officer, Un.inned - Overtime Rate 

30 7g IC 

30 

30 
3 07j 

3 8 T vcl 

SIS 

0 

30 enc S arr Com le ccuri SIS 

30 

3006 Dcploymcnt and Urgint Security Services OR 

3006a Sccuri1y Officer, Unarmed - Standard Rate 

3006b Stturity Oniccr. Armed- Standard Rate 

3 Sec ·1 ,cc upc a nr le 

3 it - s u 

3006c Stturity Officer. Unarmed - Overtime Rate 
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3006f Security Ofliccr, Armed - Overtime Rate 

3006g Security Officer, Supcn.~sor • Ovcnimc Rate 

3006h Alann Monitor - Overtime R:ltc 

3007 Deployment and Urgent Security Services WA 

3007a Security Ofliccr. Unanncd - Stundard Rate 

3007b Security Officer, Anned - Standard Rate 

3007e Security omccr, Supervisor- Stmdard Rate 

3007d Alann Moni tor • Standard Rate 

3007c Alann Monitor, Supervisor • Stand:ml Rate 

30 ·, 1cer, U e 

30 u IC , d - le 

3 7b ·1 c , Su 

3007i Alann Monitor • Overtime Rate 

3007j Alann Monitor, Supervisor • Overtime Role 

3 T ts l 

L . 
Option Period 4: 10/0 1/2022 • 09/30/2023 

4001 Headquarters Complex Security PosL~ 

4002 Ross Comple" Sccurily Posts 

4003 Pali< Place Security Posts 

4004 Eu enc Starr Complex Sccurit Posts 

4005 Munro Complex Security Posts 

4006 Deployment and Urgent Security Scrvic.cs OR 

4006a Sccuri1y Officer. Unanncd - Standard Rate 

4006b Security Officer, Armed - Srandard Rate 

4006c Security Officer, Supervisor - Stmdard Rate 

4006d Alann Monitor - Standard Rate 

4006c Sccuri Officer. Unanned • Overtime Ra1e 

4006f Security Officer. Armed • Ovcnimc Rate 

ate 

C 

s IC 

Alarm 

A nn LC 

U ·1 V m C 

·1 C IC 

s ·, ,Su ri · . at 

0 rm o ito . , •c • le 

ni to .S pc r - vc 

'C • L 
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MO 
MO 
MO 
-Ill m 

MO -Elm 

HR 

HR 

Ell 
ID 
El 
Ell 
lml 
ID 
Im.II 
Im.I 

Im.I 
Bl 
ID 
Im.II 
Ell 
ID 
Ell 
DI 
Ell 
llml 

(b) (4) 
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INVOICE (28-3) 
(OCT 2014) BPI 28.3.4) 

(a) The: Contractor shall submit an elc:c:lmnic invoice (or one: hard-copy invoice. if authorized) to the address designated in the contract to 
n.-ccivc invoices. An invoice must include -

(I) Name and address ofthc ConU'3ctor; 

(2) Invoice d:llc and number, 

(3) Contract number. contract line item number and. if applicable. the order number. 

(4) Description. quantity. unit of measure. unit price and extended price ofthe item; delivered; 

(5) Shipping number and date of shipment, including lhc bill of lnding number nnd weight of shipment if shipped on Go,·cmmcnt bill 
oflading: 

(6) Tenns of any discount for prompt payment offered: 

(7) Name and address ofofficinl to whom payment is to be sent; 

(8) Name, title, and phone number of person to notify in event of defective invoice; and 

(9) Taxpayer Identification Number (TIN). The Contracror shall include its TIN on !he invoice only if required elsewhere in !his 
contract. 

(10) Electronic funds transfer (EFT) lxmldng information. 

(b) Invoices will be handled in nccordnncc wi1h the Prompl Payment Acl (31 U.S.C. 3903) and Office of Management and Budget (Ol\113) 
prompt payment rcgulanons at 5 CFR pan 1315. 

PAYML'IT-FlRM FIXED PRJCE (28-4.1) 
{MAR 2018)(BPI 28.3.4) 

(n) Payment. 

{I) Items accepted. Payment shall be made for items accepted by Bonneville that have been delivered 10 the delivery destinations set 
forth in 1his eonlract. 

(2) Prompt Payment. Bonneville will make payment in accordance with the Prompt Payment Act (31 U.S.C. 3903) and prompt payment 
regulations at 5 CFR Part 1315. 

(3) Electronic Funds Transfer. 

(i) Payments under this contract shall be made by electronic fund.!, trarufcr (EFT). Contractor sh3ll provide its taxpayer 
idcn1ification nwnbcr (TIN) and other nec:e5sary banking information for Bonneville to make payments through EFT. Rcccipl 
of payment information. including any changes. must be received by Bonneville 30 days prior 10 effective date of the change. 
Bonneville shall not be liable for any payment under this contract until receipt of the correct EFT information from Contractor, 
nor be liable for any penally on delay of payment resulting from incorrect EFT information. Bonneville shall notify 1hc 
Contractor within 7 days of its receipt of EFT information which it determines 10 be defective. 

(ii) If Contractor assigns lhc proceeds of this contract per Clause 28- 18 As.o;ignmcnt. lhc Contractor shall require. as a condition 
of any such assignment, that the a~signcc agrees to be paid by EFT and shall provide its EIT information as identified in (iii) 
below. The requirements of this clause shal l apply to the :issignce as ifil were the Contractor. 

(iii) Submission of EFT banking information to Bonneville. The Contractor slull submit EFT enrollment banking infonmtion 
directly to Bonneville Vendor M:lintcnancc Team, using Subs1itu1c IRS Form w9e. Request for Taxpayer ldcmilication 
Number and Cmification, available from lhe CO or the Bonneville Vendor Maintenance Team. Contact and mailing 
information: 

Bonneville Power Administration 
POBox491 
A lTN: STS-MODW Vendor l\faimcnancc 
Vancouver, WA 98666-0491 

email: V endorM:lintenanccfti bpa.gO\• 
phone: 360-4 18-2800 
fax: 360-418-8904 

(4) DiscounL In connection with any discount offered for early payment. time shall be computed from the date of the invoice. For the 
purpose of computing the discount earned. payment shall be considered to hove been made on the date which oppcars on the 
payment check or the specified payment date if an electronic funds tmnsfcr payment is made. 

(5) Overpayments. If the Contractor becomes nwarc of a duplicate contract financing or invoice payment or that Bonneville has 
otherwise overpaid on o contract financing or invoice payment, ihe Contractor shall: 

(i) Rcmil the overpayment amount 10 the payment office cited in the contmct along with a dcscriprion of lhc o.-crpaymem 
including the -

{A) Circums11mccs of the overpayment (c:.g. duplicaie payment, erroneous payment. liquidation error, d:!te(s) of 
overpayment); 
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(B) Affected contract number 311d delivery order number, if applicable; 

(C) Affected contract line item or subline item, if applicable; and 

(D) Contractor point of contact. 

(ii) Provide a copy of the remittance and supponing documentation 10 the Contracting Officer. 

(6) Interest. 

(i) All amounts that become payable by the Contractor to Bonneville under this contract shall bear simple interest from the date 
due until paid unless paid ,vithin 30 days of bccommg due. 'The interest rate shall be the interest rate established by the 
Secretary ofTrcasury as provided in Section 6 11 of the Contracts Disputes Act of 1978 (Public Law9S-563X41 U.S.C. 7 101-
7109), which is applicable to the period in which the amount becomes due, as provided in (a)(6)(v) of this clause, and then at 
the raJe applicable for each six -month period as fixed by lhe Secretary until the amount is paid. 

(ii) Bonneville may issue a demand for payment 10 the Contr:ictor upon finding that n debt is due under the contr.tct. 

(iii) Final decision. The Contracting Officer will issue a final decision as required by BPI 21.3.11 if: 

(A) The Contracting Officer and tile ContrJctor arc unable 10 reach agreement on the existence or amount of a debt v.• thin 30 
days; 

(B) The Contractor fails to liquidate a debt previously demanded by the Contracting Officer within the timelinc specified in 
the demand for payment unless the amounts were not repaid bccausc the Contractor ha.~ requested an installment payment 
agn:cment; or 

(C) The Contractor requests a deferment of collection on a debt prcviott~ly demanded by the Contracting Officer. 

(iv) If a demand for payment was previously issued for the debt, the demand for payment included in the fin.al decision shall 
idcnlify the same due date as Lhe original demand for payment 

(v) Amounts shall be due nt the earlies! of the following dates: 

(A) The date fixed uadcr this contracL 

(B) The date of the first wriucn demand for payment, including 311y demand for payment resulting from o default tcnninotion. 

(vi) The interest chaigc shall be computed for the a(;tual number of calendar days involved beginning on the due date and ending 
on-

(A) The date an which the designated office receives payment from the Conlr.lctor; 

(B) The date of issU3Jlcc of a Bonneville check to the Conlr.lctor from which 311 amount othcm,;sc payable has been wi thhcld 
as a credit against the contract debt; or 

(C) The date on which an amount wi thheld 311d applied to the contract debt would othCJ"\visc have become payable lo the 
Contractor. 

PAYMENT- TIME AND MA TERlALS/LABOR RA TE (28-4.2) 
(MAR 2018)(BPI 28.3.4) 

(a) Services accepted. Payments shall be made for services accepted by Bonneville that have been delivered to lhe delivery dcstination(s) 
:set forth in this conlrncL Bonneville will pay the Contractor 115 follows upon the submission of propcr invoices approved by the 
Contracting Officer: 

(I) Hourly rate. 

(i) The amounts shall be computed by multiplying the appropriate hourly rates prescribed in the contract by the number of direct 
labor hours perfonncd. Fractional pans of an hour shall be payable on a prorated basis. 

(ii) The rates shall be paid for all labor pcrfonncd on the contract that mcctS the labor qualifications specified in the contract. 
L:ibor hours incurred 10 perform tasks for which labor qualifications were specified in the contract will not be paid to the 
e.,ctcnr the work is pcrfonned by individuals that do not meet the qualifications specified in the contract, unless specifically 
authorized by the Contracting Officer. 

(iii) Invoices may be submitted once each month (or at more frequent intervals, if appro"cd by the ContT3cting Officer) to the 
Contracting Officer or the authorized representative. 

(iv) When requested by the Contracting Officer or the authorized reprcscntati\'c, the Contractor shall substantiate invoices 
(including any subeonLracLor hours reimbursed at the hourly rate in Lhc schedule) by evidence of actual payment, individual 
daily job timccards, records that ,·crify the employees mct.1 the qualifications for the labor categories specified in the contract, 
or other substantiation specified in the contract. 

(v) Unless the Schedule prescribes otherwise, the hourly r"dtCS in the Schedule shall not be va.ried by ,i rtuc of the Contractor 
ha"ing performed work on 311 o,•cnimc basis. 
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(A) If no ovcnimc rates :ire provided in lhc Schedule and the Contracting Officer approves overtime work in advan.cc, 
ovcnimc rates shall be negotiated. 

(B) Failure to agree upon these overtime mies shall be treated a.~ a dispute under the Disputes clause of this contr:ict. 

(C) If the Schedule provided rotes for overtime. the premium ponion of those rates will be reimbun;ablc only to the extent 
the ovcnimc is approved by the Contracling Officer. 

(2) Materials. 

(i) If the Contractor furnishes materials that meet lhc definition of a commercial item at BPI 2.2. the price to be paid for such 
matcria.ls shall not exceed lhc Contractor's csi.,blished catalog or market price. adjusted to reflect the -

(A) Quantities being acquired; and 

(B) Any modifications ncccs.sary because of contract requirements. 

(ii) facept as provided for in paragraph (a)(2)(i) and (:i)(2)(iii)(B) of this clause. Bonneville \viii reimburse the Conlmctor the 
actual cost of materials (less any rebates, refunds, or discounts received by the Contractor 1ha1 arc identifiable to the contract) 
provided the Contractor -

(A) Has made paymcnt:s for materials in accordance \\~th the terms and conditions of the agreement or invoice; or 

(B) Makes these payments within 30 days of the submission of the Contractor's payment request 10 Bonneville and such 
payment is in accordance with the 1cm1s and conditions of the agreement or imroice. 

(iii) To the extent able. the Contractor shall -

{A) Obtain materials al the most advantageous prices available with due regard to securing prompt delivery of satisfactory 
materials; and 

(B) Give credit to Bonneville for cash and trade discount.s. rebate:., scrap. commissions. and other amounts that arc 
identifiable to the contracL 

(iv) Other Costs. Unless listed below. other direct and indirect costs will not be reimbursed. 

(A) Other Direct Costs. Bonneville will rcimbur.,c the Contractor on the basis of actual cost for the following. provided s uch 
costs comply with the requirements in paragraph (a)(2)(ii) of this clause: Travel Costs in accordance with the Federal 
Travel Rcgu13tions. 

(B) Indirect Costs (Material handling. Subcontract Administration. etc.). Bonneville will reimburse the Contractor for indirect 
co~'ts on a pro-rota basis over the period of contract performance at the follo\ving fixed price: •one. 

(b) Total cost It is estimated that the total cost 10 Bonneville for the performance of this contract shall not exceed the ceiling price set forth 
in the Schedule and the Contractor agrees to use its best cfTor1s to perform the work ~pceified in the Schedule and all obligations under 
this contract \vi thin such ceiling price. If at any time the Contractor has reason 10 believe that the hourly rate payments and material 
costs that \viii accrue in performing this con tr.let in the next succeeding 30 days, if added to all other payments and costs previously 
accrued, will exceed 85 percent of the ceiling price in Ilic Schedule. tl,c Contractor sh.all notify lltc Contracting Officer giving a revised 
estimate of the total price to Bonneville for performing this contract mth ~-upporting reasons and documentation. Ir at any time during 
the performance of this contract. the Contractor has reason to believe that the total price to Bonneville for performing this contract will 
be substamjally greater or less than the then srutcd ceiling price. the Contractor shall so notify the Contract ing Officer. giving a revised 
estimate of the total price for performing this contract, with supporting reasons and documentation. If at any lime during performance 
of this contracL Bonneville has reason 10 believe th.at the work to be required in performing this contract will be substantially greater or 
less than the stated ceiling price. the Contracting Officer Mil so advise the Contractor, giving the then revised estimate of the total 
amount of cfTon to be required under the contract. 

(c) Ceiling price. Bonneville will not be obligated 10 pay the Contractor any amount in excess of thc ceiling price in the Schedule. and the 
Contractor sh:tll not be obligated 10 continue performance ifto do so would exceed the ceiling price set forth in the Schedule, unless and 
until the Contract ing Officer notifies the Controctor in writing that the ceiling price has been increased and specifics in the notice a 
revised ceiling that ~hall constitute the ceiling price for performance under this contrnct. When and to the extent that the ceiling price 
set fonh in the Schedule has been increased, any hours expended and material costs incurred by the Contractor in excess of the ceiling 
price before the increase shall be allowable to the same extent os ir the houn; expended and material costs had been incurred aRcr the 
increase in the ceiling price. 

(d) Access 10 records. At any time before final payment under this contract. the Contracting Officer (or authorized representative) will have 
access to the follo,,~ng (access shllll be limited to the listing below unless othcT\visc agreed to by the Contractor and the Contracting 
Officer): 

(I) Record~ that verify that the employees whose time has been included in any invoice met the qualifications for tht lnbor eatcgorit-s 
~-pecificd in the contr:lct. 

(2) For labor hours (including any subcontractor hours reimbursed at the hourly rate in the Schedule). when timcc.ards an: required as 
substantiation for paymcnt-

(i) The original timocards (paper-based or electronic); 
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(ii) The Contractor's timekeeping procedures; 

(iii) Conrrac1or records that show the distribution oflabor between jobs or contracts; and 

(iv) Employees whose time has been included in any invoice for the purpose of verifying that these employees have worked the 
hours shown on the invoices. 

(3) For material and subcontracl costs that arc reimbursed on the basis of aclual cosl

(i) Any invoices or subconrrnc1 agreements subsmntiating material costs; and 

(ii) Any documents supporting payment of those invoices, 

(c) Overpayments/Underpayments. Each payment previously made ~hall be subject 10 reduction to the extent of amounts, on preceding 
invoice1. that arc found by the Contracting Officer not lo have been properly payable and shall also be subj1--et to reduction for 
overpayments or to incn:a.sc for underpayments. The Contractor shall promptly pay any such reduction within 30 days unless the parties 
agree otherwise. Bonneville wilhin 30 days will pay any such increases, unless the parties agree otherwise. The Contrnetor's payment 
will be made by check. If the Contractor becomes aware of a duplicalc invoice payment or that Bonneville has otherwise overpaid on 
an invoice payment. the Contractor shall-

(I) 

( I) Remit the overpayment amount to the payment office cited in the contmet along with a description oflhc overpayment includjng 
thc-

(i) Circumsmnccs of the overpayment (c.g,, duplicate payment, erroneous payment. liquidation errors, datc(s) of overpayment); 

(ii) Affected contmct number und delivery order number, if applicable; 

(iii) Affi:c1cd contract line item or subline item. ifapplicabk; and 

(iv) Contraclor point of contacl. 

(2) Provide a copy of the n;mitwncc and supponing documcn1ation 10 the Con1rac1ing Officer. 

(I) All amounts that become payable by the Contractor to Bonneville under this contract shall bear simple interest from the date due 
until paid unless paid within 30 days of becoming due. The interest rote shall be the interest rate cs1ablished by the Secretory o f the 
Treasury. as provided in section 611 of the Contrael Disputes Act of 1978 (Public Law 95-563), which is applicable to the period 
in which lhe amounl becomes due. and lhcn al the rntc applicable for each six-month period as established by the Sccrclary until 
the amount is paid. 

(2) Bonneville may issue a demand for paymcnl to the Contractor upon finding a debt is due under the contract. 

(3) Final Decisions. The Qintracting Officer \\ill issue a final decision as required by BPI 21.3. 11 if-

(i) The Contr.icting Officer and the Cont:rnctor an: unable lo reach agrccmcnl on the existence or amount of a debt in a timely 
manner. 

(ii) The Contractor fails to liquidate a debt previously demanded by the Contracting Officer vdthin the timcline sp..-cilied in lhc 
demand for payment unless the amounts wen: not repaid because the Contr-.1ctor has requested an installment payment 
agreement; or 

(iii) The Contractor rcqucsL~ a deferment of collection on a debt previously demanded by the Contracting Officer. 

(4) If a demand for payment was previously issued for the debt. the demand for payment included in the final decision shall identify 
r.hc same due date as 1hc original demand for payment. 

(5) Amounts shal I be due at the earliest of the fol lowing dates: 

(i) The date fixed under this contract. 

(ii) The date of the first written demand for payment, including any demand for payment resulting from a default termination. 

(6) The interest charge shall be computod for the aclual number of calendar days involved beginning on the due dt!le and ending on-

(i) The chic on which the designated office rccci,·es payment from the Contractor: 

(ii) The date of issuance of a Bonneville check/payment lo the Contractor from which an amount otherwise payable has been 
withheld as a credit agaiast the contract debt; or 

(iii) The elate on which an amount withheld and applied to the contnct debt would olhcrwisc have become payable to the 
Contraclor. 

(7) The in1crcst charge made under this clause may be reduced under the procedures prescribed in the Bonneville Purchasing 
Instructions 22. l.4.3(b) in effect on the date of this contr.icl 

(8) Upon receipt and approVlll oflhc invoice designated by the Contractor as the .. completion invoice" and supporting documcritation. 
and upon compliance by the Contractor with all temis of this contract, any oulstanding balances will be paid within 30 days unless 
1hc parties agree othcnvisc. The completion invoice.. and supporting documentation, shall be submitlcd by the Contractor as 
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promptly as practicable following completion of the work under this contract, but in no event later than I year (or such longer 
period as the Contracting Ofliccr may approve in writing) from the date of completion. 

(g) Release of claims. The Contractor. and each assignee under an 3S!>;gnment entered into under this contract and in effect at the time of 
final payment under this contract. shall upon Bonneville's request. e.~ccute and deliver. at the iimc of and as a condition precedent to 
final payment under this contract, a release discharging Bonneville, its officers, agents. and employees of and from all liabilities, 
oblig;,tions. and claims arising out of or under this contract, subject only to the following exceptions. 

(I) Specified claims in stuted amounts. or in estimated amounts if the amounts arc not susceptible to c.'(.lct statement by the Contractor. 

(2) Claims, together with reasonable incidcmal expenses. based upon the liabilities of the Contractor to third panics arising out of 
performing this controcL. that arc not known to the Contractor on the date of the execution 01the release, and of which the Contractor 
gives notice in writing to the Contracting Officer not more thnn 6 years after the date of the release or the date ofany notice to the 
Contr.1c1or that Bonneville is prepared to m:ike final payment. whichever is earlier. 

(3) Claims for reimbursement of costs (other lhnn expenses of the Contractor by reason of its indemnification of Bonneville against 
patent liability). including reasonable incidental expenses, incurred by the Contrnctor under the terms of this contract relating to 
patents. 

(h) Prompt payment. Bonneville will make payment in accordance with the Prompt Payment Act (31 U.S.C. 3903) and prompt payment 
regulations at 5 CFR part 1315. 

(i) Electronic Funds Transfer (EFT). 

(I) Payments under this contract shall be ITl!lde by electronic funds transfer (EFT). Conrractor shall provide its taxpayer identification 
number (flN) and other necessary banking information for Bonneville to make payments through EFT. Receipt of payment 
information. including any changes. must be received by Bonneville 30 days prior lo cffcctiw date of the change. Bonneville shall 
not be liable for any payment under this contract until receipt o f the correct EFT information from Contractor. nor be liable for any 
penalty on delay of payment resulting from incorrect EFT information. BoMcvillc shall notify the Contractor \\~thin 7 days of its 
receipt of EFT information which it det.ermines to be defective. 

(2) If Contractor assigns the proceeds of this contract per Clouse 28- 18 A~signrncnt. the Contractor shall require. as a condition of any 
such assignment, that the assignee agrees to be p:iid by EFT and shall provide its EFT information as identified in (iii) below. The 
requirements of this clause shall apply io the assignee as if it were the Contractor. 

(3) Submission of EFT banking information to Bonneville: The Contractor shall submit EFT enrollment banking information directly 
to Bonneville Vendor Maintcnnncc Team, using Substitute IRS Form w9c, Request for Taxpayer Identification Number and 
Certification, available from the CO or the Bonneville Vendor Maintenance Team. Contact and mailing information: 

Bonneville Power Administrahon 
PO Box491 
A TTN: 1 STS-MODW Vendor Maintenance 
Vancouver. WA 98666-0491 

email: VendorMamtenancc(i1 bpa.gov 
phone: 360-418-2800 
fax: 360-418-8904 

(j) Discount. In connection with any discount offered for early payment. time shall be computed from the date of the invoice. For the 
purpose of computing the discount earned, payment shall be considered 10 have been made on the date that appears on the p:iymcnt 
check or the specified payment date if an elcct.ronic funds tronsfcr payment is made. 

INSPECTION/ACCEPTANCE-FIRM FIXED PRICE (28-5. l) 
(MAR 2018)(BPI 28.3.4) 

The Contractor shall only tender for acceptance those items thnt conform to the requirements of this contract. Bonneville reserves the right 
to inspect or test any supplies or services thnt have been tendered for acceptance. Bonneville may require repair or replaccrncot of 
nonconforming supplies or re-performance of nonconforming sen<iccs at no increase in contract price. If repair/replacement or re• 
performance will not correct the defects or is not possible. Bonneville may seek an equitable price reduction or adequate consideration for 
acceptance of nonconforming supplies or services. Bonneville must exercise its post-ncccptancc rights; 

(k) within a re-.150nable time after the defect was discovered o r should have been discovered; :md 

(I) before any substantial change occurs in the condition oflhe item. unless the change is due to the defect in the item. 

INSPECTION/ACCEPTANCE- TLl\1E A..'iD MATERIALS/LABOR RA TE (28-5.2) 
(MAR 20 I 8)(BPI 28.3.4) 

(a) Bonneville has the right to inspect and test all materials furnished ,md services performed under this contract, to the extent practicable 
at all places and times. including the period of pcrform:mce, and in any event before aceepiancc. Bonnc,<illc may also in.~pcct the plant 
or plants of the Contractor or nny subcontractor engaged in controct performance. Bonneville will perform inspections and tests in 11 

manner that \\<ill not unduly delay the work. 

(b) If Bonneville performs inspection or tests on the premises of the Contractor or a subcontractor. the Contractor shall furnish and shall 
require subcontractors to furnish all rca.-;onablc facilities and assistance for the safe nnd convenient performance of thc:sc duties. 

(c) Unless otherwise specified in the contract, Bonneville will accept or reject services and materials at the place of delivery as promptly as 
practicable after delivery. and they will be presumed accepted 60 days after the date of delivery. unless accepted earlier. 
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(d) Al any time during contract performance, but nol lat.er lhan 6 months (or such olhcr time as may be specified in lhc contruct) after 
acceptance of the services or materials last delivered under this contract, Bonneville may require the Contractor to replace or correct 
services or materials that at time of delivery failed 10 meet contract requirements. faccpt as otherwise specified in paragroph (f) of this 
clause, the cost of replaccmcnl or correction shall be determined under Clause 28-4.2(aX 1 Xi). but the "hourly rate'" for labor hours 
incurred in the replacement or correction shall be reduced to exclude that portion of the rate attributable to profiL Unlc.'>S othc1wisc 
specified below, the portion of the "hourly rate" attributable to profit $hall be 10 perccnL The Contra<."tor shall nol tender for acccpt'111cc 
materials IIJld services required to be replaced or corrected without disclosing the fonner requirement for replacement or correction, and 
when required, shall discloser the corrccti\'e action l:lkcn. 

(c) 

(I) If the Contractor fuils 10 proceed with reasonable prompmcss 10 pcrfonn rcqllircd replacement or correction. and if the replacement 
or correction can be performed within the ceiling price (or the ceiling price as increased by Bonneville), Bonneville may: 

(i) By contract or othcrn;sc, perform the replacement or correction, charge to the Contractor any increased cost, or deduct such 
increased cost from any amounts paid or due under this con1raet; or 

(ii) Terminate this contract for cause. 

(2) Failure to agree to the amount of increased cost to be charged to the Contractor shall be a dispute under the Disputes clause of the 
contracl 

(I) Notwithstanding paragraphs (c)( I) and (2) above, Bonnc,~llc may at any time require the Contrnctor to remedy by corroction or 
replacement, without cost to Bonneville. any failure by the Contrnctor to comply with the requirements of this contract. if the failure is 
due to: 

(I) Fraud. lack of good faith, or willful misconduct oo the pan of the Contractor's managerial personnel: or 

(2) The conduct of one or more of the Contractor's employees selected or retained by the Contractor after any of the Contractor's 
managerial personnel has rcasonnblc grounds to believe that the employee is bnbirunlly careless or unqualified. 

(g) This clause applies in the same manner and to the same extent to corrected or rcplnccmcnt materials or services as to mnterials and 
services originally delivered under this contract 

(h) The Contractor has no obligation or liability under this contract to correct or replace materials and services that at the lime of delivery 
do not meet contract requirements, C."<CCpt as provided in this clause or as may be otherwise specified in the cont:racL 

(i) Unless otherwise specified in the contracL the Contractor's obligation to oorn:ct or replace Bonncville-fum1shcd property shall be 
governed by the clause relating to Bonneville property, if included in this contracL 

C HANCES (28-6) 
(JUL 2013)(BPI 28.3.4) 

Changes in the terms and conditions of this contract may be m:idc only by written agreement of the parties. 

STOP WORK ORDER (28-7) 
(MAR 2018)(BPI 28.3.4) 

(a) The Contracting Officer may. at any time, by \\Tiltcn order to the Contractor. require the Conlrllctor to stop all. or any part. of the work 
called for by this c.ontract for a period of90 days after the order is delivered to the Contractor. and for any further period to which the 
parties may agree. The order shall be specifically identified as a stop work order issued under this clause. Upon receipt of the order, the 
Contractor shall immediately comply with its terms and l:lkc all reasonable steps to minimize the incurrcnce of costs allocable to the 
work covered by the order during the period of work stoppage. Within a period of 90 days after a stop work order is delivered to the 
Contractor. or within any extension of that period to which the panics shall have agree.d. the Contracting Officer shall either-

( I) Cancel the stop work order; or 

(2) Terminate the work covered by the order as provided in the Termination for Bonneville's Convcni<.'T!cc clause of this contract. 

(b) If a stop work order issued under this clause is canceled or the period of the order or any extension thereof expires. the Contractor shall 
resume the work. The Contracting Officer shall make an equi111ble adjustment in the delivery schedule or contract price, or both. and the 
contract shall be modified. in writing. accordingly, if-

( I) The stop work order results in an inc.rcase in the time required for, or in the Contractor's cost properly allocable to, the perfonnance 
ofiiny pan of this contract; and 

(2) The Contractor asserts its right 10 the adjustmcni within 30 days after the end of the period of work stoppage; provided tha1, if the 
Contracting Officer decides the facts justify the action. the Contracting Officer may receive and act upon the claim submitted ai 
any time before final payment under this contract. 

(c) lfa stop work order is nol canceled and the work covered by lhe order is tcnninatcd for the convenience of Bonneville. lhc Contracting 
Officer shall allow reasonable costs resulting from the stop work order in arri,~ng at the termination settlement. 

(d) If a stop work order is not canceled and the work covered by the order is 1crminatcd for cause, the Contracting Officer shall allow, by 
equitable adjustment or otherwise. reasonable costs resulting fi-om the s top work order. 
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FORCE MAJEURF.JEXCUSABLE DELAY (28-8) 
(J UL 2013)(BPI 28.3.3.6) 

The Contmctor shall be liable for default unless nonperformance is caused by an occurrence beyond the rcnsonablc control of the Contrnctor 
and without its fault or negligence such as, acts of God or the public enemy, acts of the Government in either its sovereign or contractual 
capacity. fires, 0oods, epidemics, quarantine restrictions, stnxcs, unusually severe weather, and delays of common carriers. The Contractor 
shall notify the Contracting Officer in writing as soon as it is reasonably possible after the commencement of any excusable delay. setting 
forth the full particulars in connection therewith, shall remedy such occurrence with all l'C'.isonablc dispatch, and shall promptly give written 
notice to the Contracting OfficeT of the cessation of~-ueh occurrence. 

TERMlNATION FOR CAUSE- F[RM FIXED PRICE (28-9.1) 
(.MAR2018)(BPI 28.3.4) 

Bonneville may terminate this contract, or any part hereof, for cause in the event of any default by the Contractor, or if the Contractor fails 
to comply with any contract terms and conditions. or fails to pro,~dc Bonneville, upon request.. with adequate assurances of futun: 
performance. In the event of termination for cause. Bonneville shall not be liable to the Conlr-Jetor for any amount for supplies or services 
not accepted, and the Contractor shall be liable to Bonneville for any and all rights and remedies provided by law. If it is determined that 
Bonneville improperly tenninnted this contract for default, such termination shnll be dccmcd n 1crminn1ion for convenience. 

TERM I NA TIO!'\ FOR CAUSE- -TIME AND MATERIALS/LABOR RATE (28-9.2) 
(MAR 2018)(BPI 28.3.4) 

Bonneville may terminate thi..< contract, or any part hereof, for cause in the event of any default by the Contractor, or if the Contractor foils 
lo comply with any contract tcnns and conditions. or fails to provide Bonneville, upon written request, with adequate assurances of futun: 
performance. Subject to the tcnrlS of this contract, the Cont.r:1c1or shall be paid an amount computed under Clause 28-42 Payment-Time and 
Materials/Labor-Hour, but the ~hourly rate'' for labor hours expended in furnishing work not delivered to or accepted by Bonneville shall be 
reduced 10 exclude that ponion of the rate attributable to profit. Unless otherwise specified in Clause 28-5.2(d) lnspcction/Aceeptancc-Timc 
and Materials/Labor-Hour, the portion of the "hourly rate" attributable to profit shall be 10 percent. In the event of termination for cause, the 
Contractor shall be li:ible to Bonneville for any and all rights and remodics providod by law. I fi t is determined that Bonneville improperly 
temtilll!ted this contract for default, such termination shall be deemed a termination for convenience. 

TERM INATION FOR BPA'S CONVE 'lENCE-FIRM FLXED PRICE (28-10.l ) 
(MAR 20 18)(BPI 28.3 .. 4) 

Bonneville reserves the right to terminate this contract, or any part thereof, for its sole convenience. In the event of such tcrmill3tion, the 
Contractor shall immcdintcly stop all work hereunder and shall immcdi3tcly cause :my and all of its supplicn; and subcontractors ro cease 
work. Subject to the terms of this contract, the Contractor shall be paid an amount for direct labor hours (as defined in the Schedule of the 
contract) determined by multiplying the number of direct labor hours ex.pended before the effective date of termination by the hourly rate(s) 
in the contr..tcl, less any hourly rate payments already made 10 the Contractor plus reasonable charges the Contractor can demonstrate to the 
satisfaction of Bonneville using its standard record keeping system that have resulted from the termination. The Contractor shall not be 
required lo comply with the cost accounting standards or contract cost principles for this purpose. This paragraph docs not gi\'C Bonneville 
any right to audit the Controctor's records. The Contractor shall not be paid for any work performed or costs incurred which reasonably could 
have been avoided 

TERt\HNATlON FOR BPA'S CONY£ '!ENCE-TIME A,"10 MATERlALSILABOR RATE (28-10.2) 
(M AR 2018)(BPI 28.3.4(R), BPI 28.3.3.7) 

Bonneville ~crvcs the right to terminate this contrncL or any part thereof, for its sole convenience. In the event of such termination, the 
Contr.ictor shall immediately stop all work hereunder and shall immediately cause any and all of its suppliers and subcontractors to cease 
work. Subject to the terms of this contract. the Contractor shall be paid an amount for direct labor hours (as define.cl in the Schedule of the 
contract) determined by multiplying the number of direct labor hours ex.pended before the effective date oftcrmimtion by the hourly rate(s) 
in the contmel less any hourly rate payments already made to the Contractor plus reasonable charges the Contractor can demonstrate 10 the 
satisfaction of Bonneville using its standard record keeping system that ha\"c resulted from the termination. The Contractor shall not be 
required 10 comply \\~th the cost accounting standards or contract cost principles for this purpose. This paragraph docs not give Bonneville 
any right to audit the Contractor's records. The Contractor shall not be paid for any work performed or costs incurred which reasonably could 
have been avoided. 

WARRANTY (28-11) 
{JUL Z013)(BPI 28.J.4) 

The Contractor ,vnrrants and implies that the items delivered hereunder arc merchantable and fit for use for the particular purpose described 
in this contract. All express warranties offered by the Contractor shall be incorporated inlo this contract. 

LIMITATION OF LIABILITY (28-12) 
(JUL 2013)(8 PI 28.3.4) 

Except as otherwise pro\-idcd by an express warranty, the Conll"Ocror shall not be liable 10 Bonneville for consequential damages resulting 
from any defect or deficiencies in accepted items. 

Contrncl 80004, Mod 011 Page IS 

1072 



28390016 

DIS PUTES (28-13) 
(JUL 2013)(BPI 28.3.4) 

This contract is subject to the Contract Disputes Act of 1978, as amended (41 U.S.C. 7101-7109). Failure oflhc partic.~ Lo this contract 10 

reach agrocmcnt on any request for equitable adjustment, claim_ appeal, or action arising under or relating to this contract shall be a dispute 
to be resolved in accordance with the clause at BPI Clause 21 -2 Disputes, which is incorporated by reference. The Contractor shall proceed 
diligently with performance of this conlmcl. pending fin3I resolution of :my dispute under the contrnct. 

INDEMNIFICATION (28-14) 
(MAR 2018)(BPI 28.3.4) 

The Contractor shall indemnify Bonneville and its officers, employees. and agents against liability. including costs. for actual or alleged 
direct or contributory inmngcmcnt of. or inducement 10 infringe. any United States or foreign patent, trademark. or copyright. arising out of 
the performance of this contract, provided the Contractor is reasonably notified of such claims and proceedings. 

TITLE (28-16) 
(MAR 2018)(BPI 28.3.4) 

Unless specified clsc"'ticrc in this contract, title to items furnished under this contracl shall pass to Bonneville upon acceptance. rcgurdlc:;s 
of when or when: Bonneville tnkcs physical possession. 

TAXES (28-17) 
(JUL 2013)(BPI 28.3.4) 

The contract price includes all applicable Federal, State, and local [ll)(cs and duties. 

ASSlGNME1'T (28-18) 
(MAR 2018) (BPI 28.J .4) 

The Contmctor or its assignee may assign tigl1LS to receive payment due as a result of performance of this contract to a bank. truSt company, 
or other financing institution. including any Federal lending agency in accordance with lhe Assignment of Claims Act (3 1 U.S.C. 3727). 
However, when a third party makes payment (e.g. use of o Bonneville purchase card), the Contractor may not assign its rights lo receive 
payments under this contract. 

OTH.ER COMPLIANCES (28- 19) 
(JUL 2013)(BPI 28.3.4) 

The Contractor shall comply wilh all applicable Federal, Stille and local laws. executive orders, rules and regufotions applicable lo its 
performance under this oontracl. 

REQ IRE.ME 'TS UNIQUE TO GOVERNMENT CONTRACTS-SERVICES (28-20.2) 
{MAR 2018)(BPI 28.3.4) 

The Contractor shall comply with the following clauses that arc incorporated by reference 10 implement pro,isions of law or Executive 
Orders applicable lo acquisit ions of commercial services: 

APPLICABLE TO A LL SOLICITATIONS AND CONTRACTS: 

(a) The following clauses arc applicable 10 all contracts and solicitations: 

(I) 0rganizalional ConOicts of Interest (Clause 3-2) 

(2) Certification. Disclosure and Limitation Regarding Payments to Influence Certain Federal Transactions (Oause 3-3) 

(3) Contractor Policy to Ban Text Mc.wiging While Driving (Clause I 5-14) 

(4) Contractor Employee Wnistleblowcr Rights (Clause 3- 10) 

(5) Utilization of Supplier Diversity Program Categories (Clause 8-J) 

(6) Restriction on Ccnain Foreign Purchases (Clause 9-8) 

(7) Combating Trafficking in Persons (Clause I 0-25) 

(8) Printing (Clause 11 -9) 

(9) Ozone Depicting Substances (Clause 15-7) 

( I 0) Rcftigcration Equipment (Clause 15-8) 

( 11) Energy Efficiency in Energy Consuming Products (Clnusc 15-9) 

( 12) Recovered Matennls (Clause 15- 10) 

(13) Bio-Based Materials {Clause 15-11) 

(14) Acceleration of Payrrnmts lo Small Business Contractors (Clause 22-21) 

( 15) Subcontmctiag "~th Dcbam:d or Suspended Entities (Clause 11-7) 
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( 16) Affirmative Action for Workers with Disabilities (Clause 10-2) cxccpl under the following conditions -

(i) Work performed outside the United States by employees who were not recrui1ed within the Uni1cd States; or 

(ii) Contracts with Stale or local governments (or any agency, instrumentality, or subdivision) when that entity docs not participate 
in work on or under the contr:icl. 

( 17) Equal Opportunity (Clause I 0-1) except under the follo\\ing condition., -

(i) Work performed on or wi1hin 40 miles of an Indian rcscrvntion where a Tribal Employment Rights Ordinance (TERO) is 
knO\m to be in effect: 

(ii) Work performed outside the United States by employees who were not recruited within the United States: 

(iii) Individuals (as opposed to a firm with multiple employees); or 

(iv) Contracts with Stlltc or local go,•cmmcnts or any agency, instrumentality or subdivision therco( 

( 18) Minimum Wage for Federal Contmcts (Dause I 0-28), except for work pcrfonncd outside the United States by employees recruited 
outside the United Stmtcs. 

(19) Buy American Act- Supplics (Clause 9-3) except for the purchascof

(i) Civil aircraft and rct:ucd articles; 

(ii) Supplies subject to trade agreement thresholds: or 

(iii) Commercial IT equipment and supplies. 

(20) Examination ofRccorck 

(i) The Comptroller General of the United Stntcs, an appropriate Inspector General appointed. under section 3 or SG of the 
Inspector General Act of 1978 (5 U.S.C. app.), the Contracting Officer or authorized representatives thereof shall have access 
to and right to -

(A) Examine any of the Contractor's or any subcontractors' records that pertain to, and involve t.r.lllsactions rel:iting lo. this 
contract and 

(B) ln1crvicw any officer or employee regarding such transactions. 

(ii) The Contractor shall make av-.1ilablc at its offices :it all reasonable times the records, materials. and other evidence for 
examination, :1udi1, or reproduction, unlil three years after final payment under this contrJcl. If lhis contract i.s complc1cly or 
p:irtially 1crmina1cd. the records relating to the work terminated shall be made n1'llilable for three years after any resulting final 
1crmination settlement Records relating to appeals under the disputes cl:iusc or to lit igation or lhc sculemcnt of claims arising 
under or relating to this contract sh3II be made available until such appeals, litigation, or claims arc finally resolved. 

(iii) As used in this clause. records include books .. documcn1s. accounting procedures and practices. and other data. regardless of 
type and regardless of form. This docs not require Contractor 10 crt'atc or maintain any record th:it the Contractor docs not 
maintain in the ordinary course of business or pursu3Jlt 10 a provision of law. 

APPLICABLE TO ALL SOUCITATIONS AND CONTRACTS ABOVE S150K: 
(b) In addition 10 the requirements above, the following clau.<;cS arc applicable to all contract~ and solicillltions that exceed or arc expected 

to exceed S 150K: 

(I) Equal Opportunity for Veterans (Clause 10- 19) 

(2) Employment Reports on Veterans (Clause I 0-20) 

(3) Contract Work Hours and S:ifcty Standard.~ Act - Overtime Comrcnsation (Clause I 0-21) 

(4) Nondisplaccmcnt of Qualified Workers (Cl:1USe 23-5), except for: 

(i) Contracts ::md subc:ontracis awarded pursuant 10 41 U.S.C. ch:ip1cr 85, Commillcc for Purchase from People Who Arc Blind 
or Severely Disabled; 

(ii) Guard. elevator opcra1or. messenger. or custodill.l services provided to the GO\•crnmcnt under contracts or subcontracts with 
sheltered workshops employing the ··severely handicapped'' as described in 40 U.S.C. 593: 

(iii) Agrccmcnis for vending foci Ii tics entered into pursuant to the preference rcgula1ions issued under lhc Rwidolph Sheppard Ac1, 
20 U.S.C. 107; or 

(iv) Service employees who were hired to work under a Fedcr:il service contract :ind one o r more non federal service contracts :is 

pan of a single job, provided that the service employees were not deployed in a manner that was designed 10 avoid the purposes 
of this subpan. 

(v) Employmcn1 Eligibility Verification (Clause 10-18). All solicillltions. contracts :ind IGCs: unless one, or mon:. of the 
following conditions exists: 
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(A) Arc only for work that will be pcrfonncd outside the Unitt.-d Stites; 

(B) Arc fora period of performance of less than 120 days; or 

(C) Arc only for: 

(/) Commercially available off-the-shelf items: 

(1) hem~ that would be COTS items, but for minor modifications (as defined in BPI 2.2); or 

(J) Commercial services that arc -

(I) Pan of the purchase ofa COTS item (or an item that would be a COTS item, but for minor modifications); 

(ii) Performed by the COTS provider; and 

(iii) Arc normally provided for that COTS item 

(4) Arc with other U.S. federal government agencies. 

ADDITIONAL REQUIREMENTS FOR SUBCONTRACTS 

(c) The Com-rac1or shall include the requirements in the following clauses in its subcontracrs when these clauses arc included in the 
Bonncvi lie conlmct for commercial items or services: 

(I) Par.igraph (c) Examination of Record of this clause. This paragraph shall be included in all subcontracts, except the authority of 
the lnspectorGcncral under paragraph (c)(2) docs not now down: and 

(2) Those clauses contained in this paragraph (d)(2). Unless otherwise indicated below, the c."l:tcnt of the rcquin:mcnt shall be as 
identified by the clause: 

(i) Contractor Employee Whistlcblowcr Rights (Clnu.~c 3-10) 

(ii) Utilization of Supplier DiYersity Program Categories (Clause 8-3). if the subcontract offers funhcr subcontracting 
opportunities 

(iii) Equal Opportunity (Clause 10 -1) 

(iv) Affirmative Action for Workers with Dis:ibilitics (Clause 10-2) 

(v) Employment Eligibility Verification (Clause 10-18), unless subcontracting for commercial items 

(vi) Equal Opponunity for Vctt:rans (Clause l 0-19) 

(vii) Employmcnt Reports on Veterans (Clause 10-20) 

(viii) Conrract \Vorlc Hours and Safety Standards Act (Clause 10-21) 

(i.'t) Combating Trafficking in Persons (Clause I 0-25) 

(x) Minimum Wage for Federal Contracts (Clause 10-2.8) 

(xi) Subcontracting with Debarred or Suspended Entities (Clnu.~c 11-7). unless subcontracting for COTS 11cm.~ 

(xii) Acceleration of Payments to Small Business Contractors (O:iusc 22-21) 

(xiii} Nondisplaccmcnt of Qualified Workcr.i (Clause 23-5) 

(d) Text of clauses incoiporatcd by reference is available at: ht tp://www.bpa.eov/Doing0 ~0Bu~incss/purchosc/Pngwdcfuu1t.ospx. 

ORDER OF PRECEDENCE (28-2 1) 
(JUL 2013)(BPI 28J.4) 

Any inconsistencies in this solicitation or contmct shall be resolved by giving pn:ccdencc in the following order: 

(a) The Schedule of Pricing. 

(b) The Assignments. Disputes, Payments, Invoice, Other Compliances, and Requirements Unique to Government Contracts clauses of this 
contract. 

(c) Solicitation provisions if this is a solicitation. 

(d) Other documents, exhibits. and attachments, including any license agreements for computer softwu.rc. 

(c) Thcspccificalion or statement of work. 

APPLICABLE LAW (28-22) 
(JUL 2013)(BPI 28.3.4) 

United States '3w \viii apply to resolve any claim of breach of this contract. 
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UNJT 2 - OTHER CLAUSES 

RESTRICTION 0~ COMMERCIAL AD\'ERTlSI 'G (3·9) 
(MAR 2018) (BPI 35.2} 

The Contractor agrees that without the Bonneville Power Administrntion 's (Bonnc,<illc) prior written consent, the Contractor shall not use 
the names, visual rcprescnt:uions. service marks and/or trademarks of Bonneville or any of its affiliated entities, or reveal the terms and 
conditions. specilicalions, or smtcmcnt of work, in any manner, including. but 001 limited lo. in any advertising. publicity release or sales 
presentation. The Contractor will not stnte or imply that Bonneville endorses a product, project or commercial line of endeavor. 

PRIVACY PROTECTIO:-1 (S-2) 
(MAR 2018)(BPI 5.1.4 ) 

The contractor a.cknowlcdges and agrees that, in the course of its contract "~th Bonneville, contractor will receive or access personally 
identifiable infonnation (PU) belonging to Bonneville. Contractor n:pn:scnts and warrants that its coll1..-ction. access, use, storage, disposal. 
and disclosure of PII will comply \vith all applicable privacy laws and regulations. including the Privacy Act (5 U.S.C. § 552n). the E
Govc:mmcnt Act (44 U.S.C. § IOI). and DOE rcgul:itions (10 CFR § 1008. ct seq.). Contractor is responsible for the actions and omissions 
of its employees for the handling of Prl. Thc contractor agrees to: 

(a) Maintnin all Pll in strict confidence. using such degree of care as is appropriate to avoid improper access, use. or discloswc; 

(b) Limit ac~css to Pll to contractor employees who need the infonn:1tion to complete II job function; 

(c) Have a documented process for training contractor employees on Pll security and privacy; 

(d) Have a documented process for reporting and handling PU security breaches; 

(c) Report any PII security bn:ach to Bonnc,~llc within 24 hours of the breach; 

(t) Use and disclose Pll exclusively for the purposes for which the PIL or access to it, is provided. and not use, sell, rent transfer, distribute. 
or otherwise disclose or make available PII for the contractor 's own purposes or for the benefit of anyone other than Bonneville without 
prior written consent: 

(g) As permitted under current Federal law. allow access to data to authorized Federal agencies. and to individuals wishing to verify their 
own PU: 

(h) Agree that the Federal Government retains ownership of the data at all t imes; 

(i) Seek express written consent from Bonneville before storing any PII on datn servers, including redundant servers, which physically 
reside outside of the United States: 

(j) Implement administrati\•c, physical, and technical safeguards to protect Pll that arc no less rigorous than accepted industry and 
government practices (NLST 800-53 rcv4 and Moderate FLPS-199). and ensure that all such safeguards comply with applicable Federal 
data protection and privacy laws, as well as the terms and conditions of this at:,'J'l:Cment; 

(k) Maintain a documented process to address the removal of PU upon termination of the contract: and 

( I) Upon completion or termination 01 the contrnct, promptly return to Bonneville a copy of all Bonneville data in ilS pos..ession, securely 
destroy all other copies, and certify in writing to Bonneville that all Bonneville Pll has been returned to Bonneville or sccun:ly destroyed 

OPTIO:-1 TO EXTE D SERVICES (7-39) 
(MAR 2018) (BPI 7.9.8) 

Bonnc,<illc may require continued performance of any services within the limits and at the rates specified in the contract. These rates may be 
adjusted only as a result of revisions to prevailing labor mies provided by the Secretary of Labor. The option provision may be exercised 
mon: than once, but the total extcn~-ion of pcrfonnaacc hereunder shall not exceed 6 months. The Contmeting Officer may exercise the option 
by advance written nottcc to the Contractor \\~thin 60 calendar days. 

OPTIO~ TO E}CfEND THE TERM OF THE COl\"TRACT (7-40) 
(MAR 2018) (BPI 7.9.8) 

(a) Bonneville may c.,;tcnd the term of this contract by advance ,1Tittcn notice to the Contractor \1~thin 60 calendar days; provided that 
Bonnc,~llc gives the Contractor a prelimin:iry written notice of it.s intent to extend at least 60 calendar days before the contract expires. 
The preliminary notice docs not commit Bonneville to ao extension. 

(b) If Bonneville exercises this option, the extended eontmct shall be considered to include this option c lause. 

(c) The total duration of this contract. including the exercise of any options under this clause; shall nol exceed 5 years and 7 months. 

LIQULDATED DAMAGES- SMALL BUSINESS SUBCONTRACTl!liG PLAN (8-5) 
(MAR 2018) (BPI 8.3.4.1 ) 

(a) "Failure to make a good faith effort to comply with the subcontracting plan," as used in this clause, means a 1villful or intentional failure 
to perform in accordance with the subcontracting plan approved under this contract. or ,1~llful or intentional action to frustrate the plan. 

(b) If the Contractor has failed to meet its subcontmering goals and the ConLracting Officer decides th.at the Contractor failed to make a 
good faith effort to comply with its subcontracting plan, the Contrnctor shall pay Bonneville liquidated damages in an amount stated. 
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The amount of damages :i1tribut.1blc to the Contr.Jctor's failure to comply shall be wt amount equal to the acnml dollar amount by which 
the contractor failed to achieve each subcontract goal. or in the case of a col'llJTlcrcial products plan, that portion of the dollar amount 
all~blc to the Bonneville contract by which the Contractor failed to achieve each subcontract goal. 

(c) Before the Contracting Officer makes a final decision that the Contractor h3S failed to make such good faith effort, the Contracting 
Officer shall gl\'c the Contrnctor written notice specifying the failure and pcnnitting the Contractor to demonstrate what good faith 
efforts have been made. Failure to respond to the notice may be taken a~ an admis.~ion that no valid explanation exists. If the Contracting 
Officer finds that the conlnlctor failed to make a good faith effort to comply with the subcontracting plan, Ote Contracting Officer shall 
issue a final decision to that effect and require that the Contractor pay the Go,·cmmcnl liquidated dllm3gcs as provided in paragraph (b) 
of this clause. 

(d) With respect 10 :ipprovcd commercial products plans, i.e., company-\~ide or division-\\tjdc subcontracting plan.~ the Contracting Officer 
of the agency that originally approved the plan will exercise the functions of the Contracting Officer under this clause on behalf of all 
agencies that awarded contracts covered by that commercial products plan.. 

(c) The Contractor shall have the right of appeal. under the clause in this contract entitled Disputes, from any final dccisfon of the 
Contracting Officer. 

(I) Liquidated damngcs shall be in addition to any other remedies that the Government may have. 

S ERVI CECO'.'ITRACT LABOR STANDARDS ( 10-3) 
(MAR 20 18)(BPI 10.2.2.3) 

(a) Definitions. As used in this c:lausc-

"Act" means the Scn•icc Contract Labor Standards statute (41 U.S.C. § 6701-6707, ct seq.). 

"Contractor" when used in any subcontract, shnll include the subcontractor. except in the term "Bonneville Prime Contractor." 

"Service employee" means any pcn;on crigaged iri the performance of this contract other than any person employed in a bona fide 
c:o:ccutive. administrative, or professional capacity. as these terms arc defined in Part 541 of Title 29. Code of Federal Regulations. as 
revised. It includes all service persons r1.--gardlcss of any contractual relationship that may be alleged to exist between a Contractor or 
subcontractor and such persons. 

(b) 1\pplicability. This contract is subject to the following provisions and to all other applicable provisions of the Act and regulations of the 
Secretary of Labor (29 CFR Part 4). This clause docs not apply to contracts or subcontracts administratively exempted by the Sc,:rctary 
of Labor or exempted by 41 U.S.C. 6702, as interpreted in Subpart C of29 CFR Pa.n 4. 

(c) Compensation. 

(I) Each service employee employed in the performance of this contract by the Contractor or any subcontraetor shall be paid not less 
than the minimum monetary wages and shall be furnished fringe benefits in accordance with the wages and fringe benefits 
dctcnnincd by the Sccrcto.ry of labor. or authorized rcprcscntati,•e. as specified in any wage determination attached to this contract. 

(2) 

(i) If a wage dct=nination is attached to this contract, the Contractor shall classify tlny class of service employee not listed 
therein which is to be employed under the contract (i.e., the work to be performed is not performed by any classification listed 
in the wage determination) so as to provide a rca~nablc relationship (i.e, appropriate level of skill comparison) between such 
unlisted clai.sifications and the classifications listed in the wage determination. Such conformed class of employees shall be 
paid the monetary wages and furnished the fringe benefits which arc determined pun.--uant to the procedures in this paragraph 
{c). 

(ii) This conforming procedure shall be initiated by the Contractor prior to the performance of contract work by the unlisted claSli 
of employee. The Contractor shall submit Standard Form (SF) 1444, Request for Authorization of Additional Classification 
and Rate, 10 the Contracting Offie~r (CO) no Inter than 30 day,; after the unlisted class of employee pcrfonns any eontrnet 
work. The CO shall review the proposed classificmion and rate and promptly submit the completed SF 1444 (which must 
include information regarding the agreement or disagreement of the employees' authorized representatives or the employees 
thcm.,;clves together with the agency rocomrncndation), and all pcnincnt informntion to the Wage and Hour Divis ion, 
Employment Standards Administration, U.S. Department of Labor. The Wage and Hour Division will approve, modify, or 
disapprove the action or render a final determination in the event of disagreement within 30 days ofrcccipt or will notify the 
CO \\i thin 30 days of receipt that additional time is necessary. 

(iii) The final determination of the conformance action by the Wage and Hour Division sbnll be 1ransmit1cd to the Contracting 
OAicer who shall promptly notify the Contractor of the action taken. Euch alfocted emplO)'Ce shall be furnished by the 
Contr.ictor with a written copy of such dc~crmination or it shall be posted as a pan oflhe wage determination. 

(iv) Establishing rates. 

(A) The process of establishing wage and fringe benefit rates that bear a reasonable relationship to those listed in a wage 
determination cannot be reduced to 11ny s ingle formula. The approach used may vary from wage determination to wage 
determination, depending upon the ci.rcumsianccs. Standard wage and salary administration practices which rank various 
job classifications by pay grade pursuant to point schemes or other job factors may. for example, be relied upon. Guidance 
may also be obtained from the way different jobs arc rated under federal pay systems (Federal Wage Board Pay System 
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and the Gcncr,11 Schedule) or from other wage determinations issued in the same locality. Basic to the establishment of 
any conformable wage rate(s) is the concept that a pay relationship should be maintained between job classifications 
based on the skill required and the duties performed. 

(B) In 1hc case of a controci modification, an exercise of an option or extension of an ex.isling contr.1c1, or in any other case 
where a contract succeeds a contract under which the classification in question was previously conformed pursuant to 
paragraph (e) of this clause. a new conformed wage rate and fringe benefits may be :1.~signcd lo such conformed 
cla~sification by indexing (i.e., adjw;ting) 1hc previous conformed rate and fringe benefits by an amount equal 10 the 
average (mean) percentage increase (or decrease. where appropriate) be1wecn the wages and fringe benefits specified for 
oil classifications to be U$ed on the contract which arc listed in the current wage determination, and those specified for 
the corresponding classifications in the previously applicable ·wage determination. Where conforming actions arc 
accomplished in accordance with this paragraph prior to the perfonnance of contract work by the unlisted class of 
employees. the Contractor shall advise the CO of the action taken. but the other procedures in paragrnph (cX2Xii) of this 
section need not be followed. 

(C) No employee eng:igcd in performing work on this contr.tct shall in any event be paid less than the currently applicable 
minimum wage specified Uildcr section 6(a)(l) of the Fair Labor Standards Act of 1938. as amended 

(v) The w-.1gc rate and fringe benefits finally determined under this subparagraph (c)(2) of this clause shall be paid to all employees 
performing in the cl:issification from the first day on which contract work is perfonncd by them in the classification. Failure 
to pay the unlisted employees the compensation agreed upon by the interested parties and/or finally determined by the Wage 
and Hour Division retroactive to the date such class of employees commenced contract work shall be a violation of the Act 
and thi.~ contr.tct. 

(vi) Upon discovery of failure lo comply with subparagraph (cX2) of this clause, the Wage and Hour Division shall make a final 
determination of conformed classification. wage rate. :ind/or fringe benefits, which shall be n:troacti\.C to the date :.-uch class 
or classes of employees commenced contract work. 

(3) Adjustment of compensation. If the term of this contract is more than one year. the minimum monetary wages and fringe benefits 
required to be paid or furnished thereunder to service employees under this contt3CI shall be subject to adjustment after one :r-car 
and not less often than once every two year.;, under wage determinations issued by the Wage and Hour Division. 

(d) Obligation to furnish fringe benefits. The Contractor or subcontractor lllllY discharge the obligation to furnish fringe benefits specified 
in the attachment or determined under subparagraph (c)(2) of this clause by furnishing equivalent combinations of bona fide fringe 
benefits, or by making equivalent or differential cash payments only in accordance with Subpart D of29 CFR Part 4. 

(c) Minimum wage. In the absence of a wage determination for this contract. neither the Contractor nor any subcontractor under this cont:roct 
shall pay any person pcrfonning work under this contract (regardless of whether the person is a service employee) less than the minimum 
wnge specified by scc1ion 6(a)(l) of the Fair Labor Standards Act of 1938. No1hing in this clause shall relieve the Contractor or any 
subcontractor of any other obligation under law or c:ontract for the payment of a higher wage to any employee. 

(f) Successor eontrncts. If this contract succeeds a contract subject 10 the Act under which subsiantinlly the srune services were furnished 
in the amc locality, nnd service employees were paid wages and fringe benefits provided for in a collective bargaining agreement. in 
the absence of the wage dctcrminaiion for this contract setting forth such collectively bargained wage rates and fringe benefits, neither 
the Contractor nor any subcontractor under this contract shall pay any service employee performing any of the contract work (regardless 
of whether or not such employee was employed under the predecessor contract), less than the wages nnd fringe bcncfit.s provided for in 
such collective bargaining agreements, to which such employee would h.ovc been en lilied if employed under the predecessor contmct, 
including accrued wages and fiingc benefits and any prospective increases in wages ond fringe benefits provided for under such 
agreement. No contractor or subcontractor under this contract may be rdievcd of lhc foregoing obligation unlc~s the limitations of29 
CFR Part 4.lb(b) apply or unless the Secretary of Labor or the Secretary's authorized rcpn:scntati,,c finds, after a hearing as provided 
in 29 CFR Part 4.10, that the wages and/or fringe benefits provided for in such agreement arc substantially at variance \\~th those "hich 
prevail for SCrvil:l.'S of a character similar in the locality, or determines, as provided in 29 CFR Part 4. 11. that the collective bargaining 
agreement applicable to service employees employed under the predecessor contract was nol entered into as 3 result of arm's-length 
negotiations. Where it is found in ac:cordance with the review procedures provided in 29 CFR 4 .10 and/or 4 .11 and Parts 6 and 8 that 
some or all of the wages and/or fringe benefits contained in a predecessor Contractor's collective bargaining agreement arc substantially 
at variance with those which prevail for similar services in the locality, and/or that the collective bargaining agreement applicable to 
service employees employed under the prodcccssoreontra<:t was not entered into as a result ofann's-kngth negotiations. the Department 
"ill issue a new or revised wage determination setting forth the applicable wage rates and fringe benefits. Such dc1cnnination shall be 
made part of the contract or subcontract. in accordance with the decision of the Administrator, the Administrative Law Judge, or the 
Administrative Review Board. a.~ the case may be, irre~-pcctive of whether such issuance occurs prior to or after the award of n contract 
or subeontTact (53 Comp. Gen. 40 I ( 1973)). In the case of a wage determination issued solely as a result of a finding of substantial 
variance, such determination shall be effective as of the date of the final administrative decision. 

(g) Notific:ation to employees. The Contractor and any subcontrnctor under this contract shall notify each service cmployre commencing 
work on this contract of the minimum monetary wage and any fringe benefits required to be paid pursuant to this contract. or shall post 
the wage determination attached 10 this contract. The poster provided by the Department of Labor (Public:mion WH 1313) shall be posicd 
in a prominent and accessible place at the worksitc. Failure to comply with this requirement is a violation of section 2(aX4) of the Act 
and of this contract. 

(h) Safe and sanitary working conditions. The Contractor or subcontractor shnll not permit any part of the services called for by this contract 
to be performed in buildings or surroundings or under working conditions provided by or under the control or ~-upcrvision of the 
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Conlractor or subcontractor which arc unsanitary, hazardous. or dangerous to the hcallh and safety of the service employees. The 
Contractor or subcontractor shall comply with the safety and health standards applied under 29 CFR Part 1925. 

(i) Rcconk 

(I) The Contractor :ind each subcontractor performing work subject to the Act shall make and maintnin for three years from the 
completion of the work, and make them :ivailablc for inspection and transcription by :iuthorizcd representatives of the Wage and 
Hour Division, Employment Standards Administration, a reconl oft.he following: 

(i) For each t."11lployec subjc.-cl to the Act: 

(A) Name. address .md social security number: 

(B) Correct work classification or classifications, rate or r,ucs of monetary wages paid and fringe benefiL~ provided. rate or 
rates of payment in lieu of fiinge benefits and total daily and wcckly compensation: 

{C) Daily and weekly hours worked by c:ich employee: and 

(D) Any deductions. rebates, or refunds from the total daily or weekly compensation of each employee. 

(ii) For those classes of scn~ce employees not included in any wage dc1cnnina1ion anachcd to this contract, w:igc rates or fringe 
benefits detcnnined by the interested panics or by the Administrator or authorized rcprcscntal ive under the terms of paragraph 
{iii) of this clallliC. A copy of the report required by !subdivision (c)(2Xiv)(B) of this clause will fulfill this requiremcnl 

(iii) Any list of the predecessor Contractor's employi:cs which had been furnished to the Contractor as prescribed by paragraph (o) 
ofthis clause. 

(2) The Contractor shall also mokc av:iiloblc a copy of this contract for inspection or transcription by authorized representatives of the 
Wage and Hour Division. 

(3) Failure to make and maintain or to make available these records for inspection and t ranscription shall be a violation of the 
regulations and this contract, and in the case of failure to produce these records, the CO, upon direction of the Deportment of Labor 
and notification of the Contractor, shall take act ion to cause suspension of any further payment or advance of ftmds until the 
violation ceases. 

( 4) The Contractor shall pcnnit authori7.Cd representatives of the Wage and Hour Division lo conduct i nlcnricws with employees at the 
worksitc during normal working hoU11>. 

(j) Pay periods. The Contractor shall unconditionally pay to each employee subject to the Act all wages due free and clear and without 
subsequent deduction (except as othcnvisc provided by law or regulations. 29 CFR Pan 4 ), rebate. or kickback on any accounL These 
payments shall be made no later than one pay period following the end of the regular pay period in which the wages were earned or 
:iccrucd. A pay period under this Act may not be of any duration longer than semi-monthly. 

(k) Withholding of payments and termination of contract. The CO shall withhold or cause to be withheld from the Bonneville prime 
contractor under this or any other Government contract with the prime contractor such ~ums as an appropriate official oflhc Department 
of Labor requests. or such sums as the CO decides may be necessary to pay underpaid employees employed by the Contractor or 
subcontractor. In the event of failure to pay any employees i."llbject to the Act all or part of the w:igcs or fringe benefits due under the 
Act, the CO may. after authorization or by direction of the Dcpanment of ubor and wrillcn notification to the Contractor, take action 
to cause suspension of any fun.her payment or advance of funds until such violations have ceased. Additionally, any f.iilurc to comply 
with the requirements of this clause may be grounds for termination of the right to proceed with the contract work. In :mch cvait, the 
Bonneville may enter into other contracts or arrangements for completion of the work, charging the Contractor in default with any 
additional cost. 

(I) Subcontracts. The Contractor ag,ccs to include this clause in oil subcontracts subject to the Act. 

(m) Collective bargaining agreements applicable to service employees. If wages to be paid or fringe bendits to be furnished any service 
employees employed by the Bonneville prime contractor or any subcontractor under the contract arc provided for in a collective 
bargaining agreement which is or will be effective during any period in which the contract is being performed, the Bonncwillc prime 
contractor shall report such f.ict 10 the CO, together w11h full information as to the application and aceru.il of such w:igcs and fringe 
benefits, including any prospective increases, to service cmplo:,,-ces engaged in work on the conlracl, and a copy of the collective 
bargaining a.grecmenl. Such report shall be made upon commencing performance on tl1c contract. in the case of collective bargaining 
agreements effective at such rime. .ind in the case of such agreements or provisions or amendments thereof cfTccrivc at a lalt'f time 
during the period of contract performance, sucb agn..--cmcnts shall be reported promptly aflcr negotiation thereof. 

(n) Seniority Lists. Not less thnn ten days prior to complt.,1ion of any contract being pcrfonncd al a Bonneville facility where SCl'"\'1Ce 

employees may be rct:iined in the performance of the succeeding contract and subject to a wage determination which contains vacation 
or other benefit provis.ions based upon length of service with a contractor (predecessor) or successor (29 CFR Prut 4.173), the incumbent 
prime contractor shall furnish to the CO :i certified list of the names of all service employees on the Contr.1etor's or subcontractor's 
payroll during the last month of contract performance. Such list shall also contain :innivcrsary dales of employment on the contrnct 
either with the current or predecessor contractors ofoach such scrvit.-c employee. 1l1e CO shall provide this list t.o the successor contractor 
al the commencement of the succeeding conlraCL 

(o) Rulings and interpretations. Rulings and interpretations of the Act arc contained in 29 CFR Part 4. 

(p) Contractor's certification 
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(I) By entering into this contract. the Contractor (and officials thereof) certifies that neither ii (nor he or she) nor any person or firm 
who bas a subslanlial inlen:sl in Coatraclor's firm is a person or firm ineligible to be aw·drded \,JO\'Cmment contmcts by virtue of 
the sanctions imposed under section 5 of the Act. 

(2) No part of this contract shall be subcontracted io nny person or film ineligible for award ofa Government contract under scction 5 
oflheAct. 

(3) The pclllllty for making false statement.~ is prescribed in the U.S. Criminal Code. 18 U.S.C. I 00 I. 

(q) Variations. tolerances and exemptions involving employment. ·otwithstnnding any of the provisions in paragraphs (b) through (o) of 
this clause, the following employees may be employed in accordance with the following variations. tolerances. and exemptions, which 
the S<.-crct:try of Labor. pursuant to scclion 4(b) of the Act prior to its amendment by Pub. L 92-473, found lo be ncccssnry and proper 
in the public interest or to avoid serious impairment oflhc conduct of Government busincs.~. 

(I) Apprentices, student-learners. Wld workers whose earning capacity is impaired by llge, physical or mental deficiency, or injury may 
be employed at wages lower than the minimum wages otherwise required by section 2(aXI) or 2(b)(I) of the Act without 
diminishing any fringe benefits or cash payments in lieu thereof required under section 2(a)(2) of the Act. in accordance with the 
conditions and procedures prcscnbcd for the employment of apprentices. student-learners, handicapped persons, and handicapped 
clients of sheltered workshops under section 14 of the Fair Labor Stnndards Act of 1938. in the regulations issued by the 
Administrator (29 CFR Parts 520. 521. 524, and 525). 

(2) The Administrator will issue certificates under the Act for the employment of apprentices, student-learners, handicapped persons. 
or handicapped clients of sheltered workshops not subject to the Fair Labor St:indnrds Act of 1938, or subject to different minimum 
rates of pay under the two acts. authorizing appropriate rates of minimum wages (but without changing requirements concerning 
fringe benefits or supplcmcnlllry cash payments in lieu thereof). applying procedures prescribed by the applicable regulations issued 
under the Fair Labor Standards Act of 1938 (29 CFR Parts 520, 521 , 524, nnd 525). 

(3) The Administr:itor will also withdraw. annul, or cancel such certificates in accordance with the regulations in 29 CFR Part5 525 
and 528. 

(r) Apprentices. Apprentices will be permitted to work at less than the prcddcrmincd rate for the work they perform when they an: employed 
and individually registered in a bona fide apprentices.hip program registered with a State Apprenticeship Agency recognized by the U.S. 
Department of Labor, or if no such recognized agency exists in a State. under a program registered with the Office of Apprenticeship 
Training, Employer, and Labor Services (OA TELS) U.S. Department of Labor. Any employee who is not registered as an apprentice in 
an approved program shall be paid the wage rate and fringe benefits contained in the applicable wage determination for the journeyman 
classification of work actually performed. The wage rates pnid apprentices shall not be less than the wage rate for their level of progress 
set forth in the registered program. C.'<prcsscd as the appropriate perecntnge of the journeyman's rate contained in the applicable wage 
determination. The allowable ratio of apprentices to journeymen employed on the contract wolk in any craft classification shall not be 
greater th3n Lhc ratio permitted to the Contractor as to his entire work force under the registered progmm. 

(s) Tips. An employee engaged in :in occupation in which ihe employee customarily and regularly receives more than $30 a month in tips 
may ha\'e the amount of these tips credited by the employer against the minimum wage required by section 2(a){I) or section 2(b){I) of 
the Act. in accordance with section .l(m) of the Fair Labor Standards Act and regulations, 29 CFR Part 531. However, the amount of 
the credit shall not exceed S 1.34 per hour beginning January I. 1981. To use this provision-

(I) The employer must infonn tipped employees about this tip credit allowance before the credit is utilized: 

(2) The employees must be allowed to retain all tips (individually or through a pooling nrrnngcmcnt and regardless of whether the 
employer elects 10 take a credit for tips received): 

(3) The employer must be able to show by records that the employee rccei"cs at least the applicable Service Contmct Act minimum 
wage through the combina.tion of direct wages and tip credit: and 

(4) The use of such tip credit mus1 have been pcrmillcd under any predecessor collective bargaining agreement applicable by virtue of 
section 4(c) of the Act. 

(I) Disputes concerning labor standards. The U.S. Department of Labor has set forth in 29 CFR Part.,; 4. 6, and 8 proccdtu'CS for resolving 
disputes concerning labor standards requirements. Such di.,;putcs shall be resolved in acoordancc with those procedures and not the 
Disputes clause of this contract. Disputes concerning labor standards raiuircmcnts \\ilhin the meaning of this clause include disputes 
between the Contractor (or any of its subcontmctors) and the contracting agency, the U. S. Department of Labor. or the employees or 
their reprcscntotives. 

FAIR LABOR A~D SERVlCE CONTRACT LABOR STANDARDS - PRICE ADJUSTMENT (10-4) 
(.\>1AR 2018)(BPI 10.2.3.J.2) 

(a) The Contractor warrants that the price.~ in this contract do not include any allowance for any contingency to cover incrca.~ed costs for 
which adjustment is provided under paragraph (d) below. 

Cb) The minimum monct:try wages and fringe benefits required to be paid or furnished to service employees under this contract as set forth 
in the wage determination, shall be subject 10 adjustment if (I ) Lhe period of pcrfonnancc of this contract exceeds two years, (2) the 
contract contains option provisions specifying that a differing wage determination shall apply thereto, (3) an amendment 10 the F.sir 
Labor Standards Act is enacted revising the minimum wage mlc. (4) a contract modification significantly changes the nature of the 
work, or, (5) the Department of Labor otherwise directs. 
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(c) The contract price or contract unit priced labor rates will be adjusted 10 reflect the Contractor's actual incn:asc or dccrctlSc in applicable 
wages and fringe benefits to the extent that the increase is made to comply with the new mies, or the decrease is voluntarily made by 
the Contractor. 

(d) Any such 3djustmcnt shall be limited to incrt3Ses or decreases in wagcs and fringe benefits 3S described in p:uagraph (c) of this clause, 
and the tiCC(lmpanying increases or decreases in social st-cunly and unemployment taxes and workers· compensation insurance. but shall 
not otherwise include any amount for general and administrative costs. material costs, ovemrod, or profiL (For example, the prior year 
wage determination required a minimum wage rate ofS4.00 per hour. The Contractor chose to pay S4. IO. The new v.-agc determination 
increases the minimum rJtc to S4.50 per hour. Even if the Contractor volumarily increases the rate 10 S4.75 per hour. the allowable price 
adjustment is S.40 per hour.) 

(c) The Contractor shall notify the ContrJcting Officer (CO) of any incre-11.~c claimed under this clause within 30 days after receiving a new 
wage determination unless this notification period is extended in writing by the CO. The Contractor shall promptly notify the CO of any 
decrease under this clause. but nothing in the clause shall preclude the Bonneville from asserting a claim ,vithin the period pcrmillcd by 
law. The notice shall contain a statement o f the amount claimed and any relevant supporting data, including payroll records that the CO 
may reasonably rcquirc. Upon agreement ofthc partics, the con1mc1 price or contract unit price labor rates shall be modified in writing. 
The Contractor shill( continue performance pending agrcemeot on, or determination of, any such adjustment and its cfTcctive date. 

(I) The CO or an authorized rcprcsentati,•cshall have access to and the right to examine any pertinent books, documents. papers and records 
of the Contractor until the expiration of3 years aficr final payment under the contract. 

SERVICE COYTRACT WAGE DETERI\ICNATION (I0-5) 
(OCT 2014) (BPI 10.2.2.3) 

The wage dctcrmino.tion(s) referred 10 in the clause I 0-3. Sen~cc Contract Labor Standards. are incorporated by reference into the contract, 
and arc idcntified as follows: 

" 'aee Determina t ion Rc,/4s io n If 

CBA-20 IS· 7941 2 

CBA-2015-7942 2 

EMPLOYM EJ\"T ELIGIBILITY VERIFICATION (10-18) 
(OCT 2014) (BPI IO.t.8.3) 

Revision Date 

12/11/2018 

12/11/2018 

Sta te County 

OR Statewide 

WA Statewide 

(n) MEmploycc assigned to the contract.," as used in this clause. means an employee who was hired after No,,embcr 6, 1986, who is directly 
performing work, in the United States. under a contract that is required 10 include the clause as prescribed by 10.7.3. An employee is 
not considered to be directly performing woric under a contract if the employee--

(I) Normally performs support work, such as indirect or overhead functions: and 

(2) Docs not perform any substantial duties applicable 10 the contract. 

(b) E-Vcrify enrollment and verification requirements. 

(I) If the Contractor is not enrolled as a Federal Contractor in E-Vcrify at the time of the contract award, the Contractor shall: 

(i) Enroll Enroll as a Federal Contractor in the E- Vcrify program within 30 calendar days of contract award: 

(ii) Verify all new cmplo)'CeS. Within 90 calendar days of enrollment in the E-Vcrify program. begin lo use E-Verify to initiate 
,,erification of employment eligibility of all new hires ofth.c Contractor. who a.re working in the United States, \\bethcr or not 
assigned to the contracL "1thin 3 business days after the date of hire (but see paragraph ( !)(iii) of this section): and 

(iii) Verify employees assigned to thcconlract. For each employee assigned 10 the contracL initiate verification ,vithin 90 calendar 
days after date of enrollment or \vi thin 30 calendar days of the employee's assignment 10 the contract. \\hichcvcr date is later 
(but sec parngmpb (4) of this section). 

(2) If the Contractor is enrolled as a Federal Contractor inc-Verify at time of contract award, the Contractor shall use E-Vcrifyto 
initiate verification of employment eligibility of:-

(i) All new employees. 

(A) Enrolled 90 calendar days or more. The Contractor shall initiate verification of all new hires of the Contractor, who arc 
working in the United States. whether or not assigned to the contract within 3 busincs;; days aflcr the date of hire (but sec 
paragraph (C) of this section): or 

(B) Enrolled less than 90 calendar days. Within 90 calendar days after enrollment as a Federal Contractor in E-Vcrify, the 
Contractor shall initiate verification of all new hires of the Contractor. who are working in the United States, whether or 
not assigned 10 the contract, within 3 business days after the date of hire (but see paragraph (C) of this section); or 

(ii) Employees assigned lo the contract. For each employee assigned to the contract. the Contractor shall initiate verification within 
90 calendar days after date of contract award or ,vithin 30 days after assignment lo the contract. whichever date is later (but 
sec paragraph (4) of this section). 

Contrncl 80004, Mod 011 Page 24 

1081 



28390016 

(3) If 1he Contractor is an institution of higher cducalion; a state or loc~ government, or the government of a federally recognized 
Indian tribe; or a surely pcrfonning under a takeover agreement entered into with a federal agency pursuant to a perfonnancc bond. 
the Contractor may choose lo verify only employees assigned to the contmct. The Conlr3clor shall fol low the applicable verification 
requirements at (a)( I) or (a)(2), respectively, except that any requirement for verification of new employees applies only to new 
employees assigned to the contracl 

(4) Option to verify employment eligibility of all employees. The Contractor may elect to verify all existing employees hired after 
November 6. 1986. rather than just those employees as~igncd 10 the contract. The Contractor shall initiate verification for c.Jch 
c,'Cisting employee working in the United States who was hired after November 6, 1986. within 180 calendar days of-

(i) Enrollment in the E-Verify program; or 

(ii) Notification to E-Vcrify Opcrntions of the Contractor's decision to exercise this option. using the contact information provided 
in the E-Vcrify program Memor.mdum of Understanding (MOU). 

(5) The Contractor shall comply. for the period of performance of this contract. with the re.quirermnt of the E-Vcrify program MOU. 

(i) The Department of Homeland Security (OHS) or the Social Security Administr:Jtion (SSA) may terminate the Controctor·s 
MOU and deny access to the E-Vcrify system in accordance with the tenns of the MOU. In !>l.lCh case. the Contractor "~II be 
referred to a Dcpanmcnl of Energy suspension or debarment official. 

(ii) During the period between tmninatioo of the MOU and a decision by the suspension or debarment official whether Lo su.~pend 
or debar, the Contractor is excused from its obligations under paragraph (b) of this clause. If the suspension or debarment 
official determines not to suspend or debar the Contractor. then the Contractor must rccnroll in E-Vcrify. 

(c) Web site. Information on registration for and use of the E-Verify program can be obtained via the Internet al the Department of 
Homeland Security Web site; http;//www.dhs.l!ov/E-Vcrify. 

(d) Individuals previously verified The Contractor is not required by this clause to perform additional employment verification using E· 
Verify for any employcc--

(1) Who.~e employment eligibility was previously verified by the Contractor through the E-Vcrify program; 

(2) Who has been granted and holds an active U.S. Go,•cmmcnt security clearance for access to confidential. secret. or lop secret 
infonnation in accordance ,vith the National Industrial Security Progrnm Operating Manual; o r 

(3) Who has undergone a completed background invc.~tigntion and been issued credentials pursuant 10 Homeland Security Prcsiden1ial 
Directive (HSPO) -12. Policy for a Common Identification Standard for Federal Employees and Contractors. 

(c) Subcontracts. The contractor shall include the requirements of this clause, including this paragraph (d) (appropriately modified for 
identifica1ion oflbc parties). in each ubcontract th.ai-

( 1) Is for: 

(i) Services other th.an commercial services that arc part of the purchase of a commcrcial-ofT-thc-shclf (COTS) item. performed 
by the COTS provider and arc normally provided for that COTS item; 

(ii) Construction. 

(2) Has a value of more than SJ,000: and 

(3) Includes work performed in lhc United States. 

PA ID S IC K LEA VE UNDER EXECUTIVE ORDE R 13706 ( 10-22) 
(~ R 2018) (BPI l0. 1.12.9) 

(a) Definitions. As used in 1his clause (in aecordmcc with 29 CFR 13.2) -

·'Child'", ''domestic partner". and "domestic violence" have the meaning given in 29 CFR 13.2. 

-Employee .. -

(I) 

(i) Means any pcr.mn engaged in performing work on or in connection with a contract covered by Executive Order (E.O.) 13706, 
and 

(A) Whose wages under such contract are go,·<.-mcd by the Service Commct Labor Standards statute ( 41 U.S.C. chapter 6 7). 
the Wage Rate: Requirements (Construction) statute (40 U.S.C. chapter 31. subchaptcr [V). or the Fair Labor Standards 
Act (29 U.S.C. chapter 8), 

(B) Including employees who qualify for an itxcmption from the Fair Labor Standard,, Act's minimum wage and ovcnime 
provisions. 

(C) Regardless of the contractual relationship alleged to exist between the individunl and the employer. and 
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(ii) Includes any person pcrfonning work on or in connection with the contract and individu3lly regi~1crcd in II bona fide 
apprenticeship or training program registered with the Department of Labor's Employment and Training Administration. 
Office of Apprenticeship. or " ~th a State Apprenticeship Agency recognized b y the Office of Apprenticeship. 

(2) 

(i) An employee performs "on- a comract if the employee directly performs the specific services called for by the contract; and 

(ii) An cmplo)'"CC performs 'in connection with" a contract if the employee's work activities arc necessary to the perfonnance of 
a contract but an: not the spcci fie sctViccs called for by the contract. 

"Individual related by blood or affinity whose close :i.ssociation with the employees is the equivalent of a F.unily relationship" has the 
meaning given in 29 CFR 13.2. 

" Multiemploycr" plan means a plan to which more than one employer is required to contribute and which is maintained pursuant Lo one 
or more collccth-c bargaining agreements between one or more employee organizations and more than one employer. 

" Paid sick leave" means compensated absence from employment that is required by E.O. 13706 and 29 CFR 13. 

" Parent", "scxu:il assault''. "spouse·'. and .. st111king" have the meaning given in 29 CFR 132. 

~united States'' means the 50 States 3Dd the District of Columbia. 

(b) faccutive Oder 13706. 

(I) This contract is subject to E.O. 13706 and the regulations issued by the Secretary of Lnbor in 29 CFR part 13 pursuant to the E.O. 

(2) If this contract is not pcrfonncd wholly within the United States. this clause only applies with respect to that part of the coat:ract 
that is pcrfonncd within the United States. 

(e) Paid sick fea,-c. The Contractor shall -

(I) Permit cnch employee engaged in performing work on or in connection with this contract 10 cam not less than I hour of paid sick 
leave for every 30 hours workod; 

(2) Allow uccrunl and use of paid sick leave as required by E.O. 13706 and 29 CFR part 13; 

(3) Comply with the accrual, use. 3nd other requirements set forth in 29 CFR 13.5 and 13.6. which 3rc incorporated by rcfcnmee in 
this con1rac1: 

(4) Provide paid sick leave to all employees when due free and clear and without subsequent deduction (except as otherwise provided 
by 29 CFR 13.24), rebate, or bckback on any account; 

(5) Provide pay and benefits for paid sick lcnvc used no later than one pay period following the end of the regular pay period in which 
the paid sick leave was taken; and 

(6) Be responsible for the compliance by any subcontractor with the requirements ofE.O. 13706, 29 CFR part 13, and this clause. 

(d) Controciors may fulfill their obligations under E.O. 13706 and 29 CFR part 13 jointly with other contmctors through a multicmploycr 
plan, or may fulfill their obligations through an individual fund, plan. or program (sec 29 CFR 13.8). 

(e) Wi1hholdi11g. The Contmciing Officer will, upon bis or her own action or upon written request of an authorized representative of the 
Department of Labor, withhold or cause to be withheld from the Contractor under this or any other Fcdcml contract "ith the same 
Contractor, so much of the accrued payments or advance,, as may be considered necessary to p.,y employees the full amount owed to 
compensate for any violation of the requirements of E.O. 13706. 29 CFR part 13, or this clause. including -

(I) Any pay and/or benefits denied or lost by reason of the violation; 

(2) Other actual monetary losses sustained as a direct result of the violation: nnd 

(3) Liquidated damages. 

(t) Payment suspicion/contract termination/contractor debarment 

{I) In the event ofa failure lo comply with E.O. 13706, 29 CFR part 13. or this clause. Bonneville may, on its own action or after 
authorization or by direction of the Department of Labor and written notification to the ContrJctor take action to cause suspension 
of any further paymenL advance, or guarantee of funds until such violations have ceased. 

(2) Any fuilurc to comply with the requirements of this clause may be grounds for termination for default or cause. 

(3) A breach of the contract clnuse may be grounds for dcbannent as a contractor and subcontmclor as provided in 29 CFR 13.52. 

(g) The paid sick leave required by E.O. 13706, 29 CFR part 13. and this clause is in addition to the Contractor's obligations under the 
Service Contmct Labor Standards statute and Wage Rate Requirements (Construction) statute, and the Conll"3ctor may not receive credit 
toward its prevailing wage or fringe benefit obligations under those Acts for any paid sick leave provided in S3tisfaction of the 
requirements of E.O. 13706 and 29 CFR part 13. 
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(h) Nothing in E.O. 13706 or 29 CFR part 13 sh:ill excuse noncompliance with or supersede any applicable Feder.ii or State law, any 
applicable law or municipal ordinance, or a collective bargaining agreement requiring greater paid sick leave or leave rights than those 
established under E.O. 13706 and 29 CFR part 13. 

(i) Rccordkeeping. 

(I) The Contractor shall make and maintain. for no less than three (3) years from !he completion oflhc work on !he concr:icL records 
containing the following infonnation for each employee, which the Contractor shall make available upon request for inspection. 
copying, and transcription by authorized representatives of the Administrator of the Wage and Hour Division of the Department of 
Labor: 

(2) 

(i) ame. address. and social security number of cacll employee. 

(ii) The employee's occupation(s) or classific~tion(s). 

(iii) The rate or rates of wages paid (including all pay and benefits provided). 

(iv) The number of daily and weekly hours worked 

(v) Any deductions made. 

(vi) The total wages paid (including all pay and benefits provided) each pay period. 

(vii) A copy of notifications to employees of the amount of paid sick leave the employee has accrued. as required under 29 CFR 
13.5(aX2). 

(viii) A copy of employees' requests to use paid sick lca\'C. if in writing. or. if not in writing. any other records reflecting such 
emplO)'\.'C requests. 

(ix) Dates and amounts of paid sick leave taken by employees (unless the ConLractor's paid time off policy satisfies the 
requirements of E.O. 13706 and 29 CFR pan 13 described in 29 CFR 13.5(f)(5), leave shall be designated in records as 
paid sick leave punmant to E.O. I 3706(dX3). 

(x) A copy of any written responses to employees' requests to use paid sick leave. including explanations for any denials of 
such requests, 3S required under 29 CFR I 3 . .5(dX3). 

(xi) Any records rc0ccting the certification and documentation the Contractor may require an employee to pro,~dc under 29 
CFR I 3.5(c), including copies of any certification or documentation provided by no employee. 

(xii) Any other rcconls sho\\;ng any trncking of or calculations related to an cn1ploycc's :iccrual or use of paid sick leave. 

(xiii) The relevant contract. 

(xiv) The regular pay and benefits providL-d to an employee for each use of paid sick leave. 

(xv) Any financial payment made for unused paid sick lc-Jve upon a separation from employment intended, pursuant to 29 CFR 
13.S(b)(5), 10 relieve the Contractor from the obligat ion to reinstate such paid sick leave as otherwise required by 29 CFR 
13.5(b)(4). 

(i) If thc Contractor wishes to distinguish between an employees' covered and noncovercd work. the Contractor shall keep records 
or other proofrctlccting such distinctions. Only if the Contractor adequately segregates the cmploycc·s time will time spent 
on noncovcred work be excluded from hours worked counted toward the accrual of paid sick leave. Similarly, only if the 
Contractor adcqu:itcly segregates the employee's t1mc may the Contractor properly refuse an employee' s request to use paid 
sick leave on the ground that the employee was scheduled to perform noncovcn:d work during the time he or she asked to use 
paid sick lca,-c. 

(ii) If the Contractor estimates covered hours worked by un employee who pcrfonns work in connection \\ith contracts COYcrcd 
by the E.O. pursuant to 29 CFR 13.S(aXi) or (iii). the Contractor shall keep records or other proof of the verifiable information 
on which such estimates are rcasonably based. Only if the Contractor relics on an estimate that is reasonable and based on 
verifiable information will an employee's time spent in coMection ,.,,;th noncovcred ,.,,-ork be excluded from hours worked 
counted toward the accrual of paid sick leave. If the Contractor estimates the amount of time 1111 employee spends performing 
in connection with contracts covered by the E.O., the Contractor shall permit the employee to use his or her paid sick leave 
during any work time the Contractor. 

(3) In the event the Contractor is not obligated by the Scrvilx: Contract Labor St.111dards statute. the Wage Rate Requirements 
(Construction) stututc. or the Fair Labor Standards Acl to keep records of an employee's hour.; worked. s uch as because the 
employee is exempt from the fair Labor Standards Ad' s minimum wage and overtime requirements, and the Contractor chooses 
to use the assumption permitted by 29 CFR I 3.5(a)(I Xiii), the C ontntelor is excused from the requirement in paragraph (i)( l)(iv) 
of this clause and 29 CFR I 3.25(a)(4) to keep records of the employee's number of daily and weekly hours worked. 

(4) 

(i) Records relating to medical histories or domestic ,,iolencc. sexual assaulL or stalking. created for purposes of E.O. 13706. 
whether of an employee or no employee's child, parent, spouse, domestic partner, or other individual related by blood or 

Contrncl 80004, Mod 011 Page 27 

1084 



28390016 

affinity whose close association with the employee is lhe equivalent of a family relationship, shall be maintained as 
confidential records in separate filcs/rccords limn the usual personnel files. 

(ii) If the confidentiality requirements of the Genetic Information Nondiscrimination Act of 2008 (GI A). section 503 of the 
Rehabilitation Act of 1973, and/or the Americans with Disabilities Aci (ADA) apply io records or documents created to 
comply with the rccordkccping requirements in this contract clause. the records and documents shall also be maintained in 
complinncc with the confidentiality requirements of the GINA. section 503 of the Rehabilitation Act of 1973, and/or ADA as 
dcscrilx."CI in 29 CfR 1635.9. 41 CfR 60-741.2J(d), and 29 CfR 1630.14(cXI), respectively. 

(iii) The Contractor shall not disclose any documentation used to verify the need to use 3 or more consecutive days of paid sick 
lc3vc for the purposes listed in 29 CFR 13.S(cX I )(iv) (as described in 29 CFR 13.S(eX I )(ii) and shall maintain confidentiality 
about any domestic abuse, sexual assault, or stalking, unless the employee consents or when disclosure is required by law. 

(5) The Contractor shall permit aulhorizcd representative.~ of the Wage and Hour Division to conduct interviews with employees at the 
worksite during nonnal working hours. 

(6) othing in this contract clause limits or otherwise modifies the Contractor's rccordkccping obligations, if any. under the Sen~cc 
Contract Labor Standards statute, the Wage Rate Requirements (Construction) statute. the fair Labor Standards Act. the family 
and Medical Leave Act, E.O. 13658. their respective implementing regulations, or any other applicllblc law. 

(j) lntcrforcncc/discrimination. 

(1) The Contractor shall not in any manner interfere with an employee's accrual or use of paid sick leave as required by E.O. 13706 or 
29 C fR part 13. Interference includes, but is not limited to -

(i) Miscalculating the amount of paid sick leave an employee has accrued: 

(ii) Dcnymg or unrCllSonably delaying o response 10 a proper request 10 use paid sick le.ave; 

(iii) Discouraging an employee from using paid sick leave; 

(iv) Reducing an cmploycc·s accrued paid sick leave by more than the amount of such leave used; 

(v) Transferring an employee to work on contracts not covered by the E.O. to prevent the accrual or use of paid sick leave: 

(vi) Disclosing confidential information contained in certification or other documentation provided lo verify the need lo use 
paid sick leave; or 

(vii) Making the use of paid sick leave contingent on the cmployec·s finding a replacement worker or the fulfillment of the 
Contractor's operational needs. 

(2) The Contractor shall not discharge or in any other manner discriminate against any employee for -

(i) Using, or attempting to usc, paid ~ick lca,·c as provided for under E.O. 13706 and 29 CFR part 13; 

(ii) filing any complaint, initiating any proceeding, or otherwise asscning any right or claim under E.O. 13706 and 29 CFR 
part 13; 

(iii) Cooperat ing in any investigation or testifying in any proceeding under E.O. 13706 and 29 CFR part 13; or 

(iv) [nfom1ing any other person about his or her rights under E.0. 13706 and 29 CfR part 13. 

(k) Notice. The Contractor shall notify all employees performing work on or in connection with a contract covered by the E.O. of the paid 
sick leave requirements of E.0. 13706, 29 CFR part 13. and this clause by posting a notice provided by the Department of Labor in a 
prominent and accessible place at the worksitc so it may be rc::idily seen by employees. Contractor.; that customarily post notices to 
employees clcetronically may post the notice electronically. provided such electronic posting is displayed prominently on any website 
that is maintained by the Contractor, whether c.xtcmal or internal, and customarily used for notices to employees about terms and 
conditions of employment. 

(1) Disputes co11ct'mi11g labor standords. Disputes rclnted 10 the application ofE.O. 13706 to this contract shall not be subjctt to the general 
disputes clause ofthc contract. Such disputes shall be resolved in accordance with the procedures of the Department of Labor set forth 
in 29 CfR pan 13. Disputes ,~;thin the m:aning of this c-antract clause include disputes between the Contractor {or any of its 
subcontractors) and Bonneville Power Administr.1tion. the Department of Labor. or the employees or their rep~cntativcs. 

(m) Subcomracts. The Contractor shall insert the substance of this clause, including this pnrngraph (m), in all ~-ubcontracts, regardless ofth.c 
dollar value, that an: subject to the Scn,icc Contract labor S1andanls statute or the Wage Rate Requirements (Construction) st1tu1c, and 
arc to be performed in whole or in part in the United States. 

POST AWARD ORIENTATION ( 14-19) 
(SEP 2007XBPI 14.S.3.3) 

The ~11cccssful offcror will be required to participate in a post award orientation as designated by the Contracting Officer. 
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c o :i1P UTER FRAUD AND ABUSE ACT ( 14-21) 
(MAR 2018) (BPI 14.14.1) 

Unauthorized attcmplS to upload information and/or change information on this Web site :rn: Slrictly prohibited and subject to pro.~ccution 
under the Computer Fraud and Abuse Act of 1986 and Title 18 U.S.C. §.I 00 I and I 030. 

SUBCONTRACTS (14-7) 
(MAR 20l8)(BPI 14.9.1) 

The ConlrJctor shall not subcontract any work without prior approv:il of the Contracting Officer, except work specifically agreed upon al the 
time of award. Bonneville reserves the right to approve spocHic subcontr.1c1ors for work considered 10 be panicularly sensitive. Consent 10 
subcontract any portion of the contract s hall not relieve the oontractor of any responsibility under the contract. 

COXTRACT ADMINISTRATION REPRESE!I.TATIVES (14-2) 
(MAR 20l 8)(BP1 14.1.5) 

(a) In the administrotion of this contract, lhc Contracting Officer may be represented by one or more of the follo\"ving: Contracting OfTtecr's 
Representative, Rccch~ng Inspector. and/or Field Inspector for technical 111J1ttcrs. 

(b) These reprcscnwtivcs arc authorized to act on behalf of the Contracting Officer in all matters pertaining to the contract, except: ( I) 
c-0ntract modifications that change the contract price, technical requirements or time for performance; (2) suspension or termination of 
the Contra<:tor's right to proceed, either for default or for convenience of Bonneville; and (3) final decisions on any matters subject to 
appeal, as provided in a disputes clause. In addition, Field Inspectors may not make final acceptance under the contract. 

BANKRUPTCY (14-18) 
(OCT 200S)(BPI 14.19.3) 

In the event the Contractor enter.; into proceedings n:loting to bankruptcy, whether voluntary or involuntory. the Contractor agrees to furnish 
written notification of the bankruptcy to the Contracting Officer responsible for administering the contract. This notification shall be furnished 
within five days of the initiation of the proceedings relating to bankruptcy filing. This notification shnll include the date on which the 
b:mkruptcy petition wic, filed. the identity of the court in which the bankruptcy petition was filed, and a listing of Government contract 
numbers and contracting officer.; for all Government contracts against final payment has not been m.1dc. This obligation remains in effect 
until final payment under this contract. 

COl\1RACTOR COMPLIA~CE WITH BO~EVILLE POLICIES (15-4) 
(MAR 2018)(BPI 15.3.1.1) 

(a) The contractor shall comply with all Bonneville policies affecting the Bonneville workplace environment. Examples of specific polieil."S 
arc: 

(I) Bonncvilh: Smoking Policy (Bonneville Policy 440-1), 

(2) Use of Alcoholic Beverages. Narcotics, or Illegal Drug Substances on Bonneville Property or When in Duty Station (BPAM 
4Gon92C), 

(3) Firearms and Other Weapons (BPAM 1086). 

(4) Standards of conduct regarding transmission information (BPI 3.2), 

(5) ldcr11ification Badge Program (Bonneville Security Standards Manual Chapter 200-3) 

(6) lnfonnalion Protection (Bonneville Policy 433-1 ). 

(7) Safeguards and Security Program (Bonneville Policy 430- 1 ): 

(8) Managing Ace~ and Access Revocation for NERC CIP Compliance (Bonneville Policy 430-2); 

(9) Cybcr Security Program(Bonncvillc Policy 434- 1 ), 

( I 0) Business Use of Bonneville Technology Services (BPAM Chapter 11 I 0). 

( 11) Prohibition on soliciting or receiving donations for a political campaign while on federal property ( 18 U.S.C. § 607). 

( I 2) Guidance on Violence and Threatening Behavior in the Workplace (DOE G 444-1- 1 ). 

( 13) Inspection of persons, personal property and vehicles (41 CFR § 102-74 .370), 

(14) Prcserv·.nionofpropcrty (4I CFR § 102-74.380), 

(15) Compliance with Signs and Directions (41 CFR § 102-74.385), 

( 16) Disturbances (41 CFR § 102-74.390). 

(17) Gambling Prohibited (41 CFR § 102-74.395), 

(18) Soliciting. Vending and Debt Collection Prohibited (41 CFR § I 02-74.410), 

(19) Posting and Distnbuting Materials (41 CFR § 102-74.4 15) 
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(20) Photographs for News, Advertising or Commercial Purposes (41 CFR § 102-74.420), and 

(2 1) Dogs and Other Animals Prohibited (41 C FR § 102-74.425). 

(b) The contractor shall obtain from the CO infonnation describing the policy requirements. A contractor who fails lo enforce workplace 
policies is subj ect lo suspension or default termination of the contrnct. 

HAZARDOUS MA TERJAL lDESTIFICATION AND MATERIAL SAFETY DA TA (15-6) 
(MAR 20l8)(BPI 15.4.?J 

(a) The Contractor agrees to submit a Material Safety Data Sheet {Department of Labor Fonn OSHA-20). as prescribed in Feder.ti Standard 
No. 3 I 3C, for all hazardous material 5 da)'ll before delivery of the material whether or not it is listed in Appendi.'I A of the Standard. 
This obligation applies to all materials delivered wider this contract which will involve exposure to hazardous materials or items 
containing these materials. 

(b) "Hazardous material," as used in this clause, is as defined in Federal Standard, No.313C, in effect on the date of this contract. 

(c} Neither the requirements of this clause nor any act or failure to act by Bonneville shall relieve the Contractor of any responsibility or 
liability for the safety of Bonneville. Contractor, or subcontractor personnel or property. 

(d) The Contr.ictor shall comply with applicable Federal, stale, and local la"-'S, codes. ordinances, and with regulations (including the 
obtaining oflicenscs and pcnnit~) in connection with hazardous material. 

(c) The Contractor shall insert this clause, including this paragraph (c), with appropriate changes in the designation of the parties, in 
subcontracts al any tier (including purch3Se orders) under this conll'3et involving ha2ardous material. 

c o :•ffRACTOR SAFETY MH) HEALTH (15-12) 
(MAR 20l8)(BPI 15.6.4.t ) 

(a) The Contractor shall furnish a place of employment that is free from recognized hazards lhut cause or have Lhc potential to cause death 
or serious physical harm Lo employees; and shall comply with oceupalionnl safety and health standards promulgutcd under lhc 
Occupational Safety and Health Act of 1970 (Public Law 9 1-598). Contractor employees shall comply with occupational safety and 
health standards and all rules, regulations, and orders issued pursuant 10 this Aet which are applicable to their own actions and conduct. 

(I) All construction contractor.; working on contract, in execs., of SI 00.000 shall comply with Department of Labor Conlrllct Work 
Hours and Safety Standards (40 U.S.C. § 3701 cl seq.). 

(2) The Contractor shall comply with: 

(i) National Fire Protection Association (NFPA) ational Fire Codes for fire prevention and protection applicable ro lhe work or 
facility being occupied or constructed: 

(ii) NFPA 70E. Standard/or Electrical Safety in the Workplace; 

(iii) American Conference of Governmental Industrial Hygiene Threshold Limit Values for Chemical S11bsta11ces and Physical 
Agems and Biological Exposure Indices; aml 

(iv) Any additional safely and health measures identified by the Contracting Officer. 

This clause docs not relieve the Contractor from complying with any additional specific or eorpornu: safety and health requirements that 
it dctcnnines to be necessary lo protect the safety and health of employees. 

(b) The Contractor bears sole responsibility for ensuring that all contnlctor' s workers pcrfonning contract work possess the necessary 
knowledge and skills to perform the work com:clly and safely. The Contractor shall make any training and certification records necessary 
lo dcmonstrnte oompliance with this requirement available for review upon request by Bonneville. 

(c) The Contrnc1or shall hold Bonneville and any other 0\\1ll."TS of the site of work harmless from 3ny and all suits, actions, and claims for 
injuries to or death of persons arising from any act or omission of the Contmc1or, its subcontractors, or any employee of the Contractor 
or subconrroc1ors. in :lily way related 10 the work under this contract. 

(d) The Contractor shall immediately notify the Contracting Officer (CO). the Conlraeling Officer's Representative (COR). and the Safety 
Office by telephone at (360) 418-2397 of any dcnth, injury. occupational disease or near miss arising from or incident Lo performance 
of work under this contraeL 

( I) The Bonnc,<illc Safety Office business hours are 7:00 AM to 4:00 PM Pacific Time. If the Safety Office Officials are not available 
10 lake the phone call lhc contractor shall leave a voiccmail lhal includes the derails of the event, and the Contr.lclor's contact 
information. The Contractor shall periodically repeal lhc phone e.all 10 the Safety Office until the Contractor is able to speak directly 
with o Bonneville Safety Official. 

(2) The Contractor shall follow up each phone call notification with an email to SafctvNot1fica1ionl/i boa gov immediately for any 
fi1Lali1y or within 24 hours for non-fatal events. 

(3) The Conlrnclor shall complete Bonneville form 6410.ISe Contractor's Report of Personal Injury, Illness, or ProJ)C?rty Damage 
Accident and submit I.he form 10 the CO, COR, and Safety Office within fh,c (5) working days of such :in occurrence. The 
Contractor shall include photographs and witness statements with the report 
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(4) In the case of a Nc!IT Miss Incident that docs not invoh'e injury. illness, or property damage, the ContrJctor shall complete 
Bonneville Fonn 64 IO. I 8e Contractor's Rq1ort of Incident/Near Miss and submit the form to the CO. COR, and Safety Office 
within five (5) workjng days of such 3n occu1TC11cc. The Contractor shall include photographs and witness statements with the 
rcpon. 

(c) 'otitication of Imminent Danger and Workers Right to Decline Work 

(I) All workers, including contractors and Bonneville employees, an: responsible for identifying and notifying other workers in the 
affected area of imminent danger at the site of work. Imminent danger is any condition or practice th3t poses a d3Dgcr that could 
reasonably be expected 10 cause dc:ith or severe physical hardship before the imminence of such danger could be eliminated through 
nonnnl procedures. 

(2) A contract worker has the right to 3Sk.. ,vithout reprisal, their onsite management and other workers to review safe work procedures 
3Dd consider other alternatives before proceeding with a work procedure. Reprisal means any action taken against 3D employee in 
response to. or in revenge for, the employee having raised, in good fitith, reasonable concerns about a safety and health aspect of 
the work required by the contract. 

(3) A contract worker has the right to decline to perform tasks. without reprisal. that will cnd3nger the safety and health ofthcrnsclf or 
of other workers. 

(4) The Contract.or shall establish procedures that allow workers to cease or decline work that may threaten the safety and hc:ilth of 
the worker or other workers. 

(f) Bonneville encourages all contractor workers to raise safety and health concerns as a way to idcnti fy and control safety hazards. The 
Contractor shall develop and communicate a formal procedure for submiunl. resolution, and communication of resolution and corrective 
action to the worker submiuing the concern. The procedure shall ( I) cncoumgc workers to identify safety and health concerns directly 
to their supervisor and employer using the employer's reponing process; and (2) inform worl.:ers that they may raise safety concerns to 
Bonneville or the State OSHA. Work.rn may notify the Safety Office at (360) 418-2397 if the c:mploycr·s work process docs not resolve 
the worker's safety and health concern. Bonneville may coordinate the response to a conuactor worker's safety and health concerns 
with the State OSHA when necessary to facilitate resolution. 

(g) Bonne,<illc employees may direct the contractor 10 stop a work activity due to safety and lu:ahh concerns. The Bonneville employee 
shall notify lhc Contractor orally with written confinnation. and request immcdi:itc initiation of com.-ctive action. After receipt of the 
notice the Contractor shall immediately take corrective action to eliminate or mitigate the safety and health concern. When a Bonneville 
employee stops a work activity due to a safety and health concern the Contractor shall immediately notify the CO, pro,-ide a description 
of the event, and identify the Bonneville employee that halted the work activity . The Contractor shall not resume the stopped work 
activity until authorization to resume work is issued by a Bonneville Safety Official. The Contractor shn.11 not be entitled to any equitable 
adjustment of the contract prioc or extension of the performance schedule when Bonnc,,ille stops a work aetivitydue to safety and health 
concerns that occurred under the Contractor's control. 

(h) The Contractor shall keep a record of total monthly labor hours worked at the site of won:. The Contractor shall include a separate 
calculation of the monthly total l:ibor hour.; for c:ich suboontrnctor in the contractor's monthly data. Upon request by the CO. COR or 
Bonn<!'<illc Safety Office:. ihc Contractor shall provide the total labor hours for a completed monih to Bonneville no later than the 15th 

cakndar day of the follo,ving month. The rcquestor shall identify the rcquirc,.1 reporting format and procedures. 

(i) The Contractor shall include this clause, including paragraph (i) in subcontract~. The Contractor may make appropriate changes in the 
designation of the panics to reflect the prime contrnetor- subcontroctor arrangement. The Contractor is responsible for enforcing 
subcontractor comp I iancc with this clause. 

CO:'\,RACTOR SAFETY A 'D H£ ALTH REQUIREMENTS (15-13) 
(M AR 2018)(BPI 15.6.4.1) 

(a) The Contractor shall prepare a site specific safety plan (SSSP) and submit the SSSP 10 the Contracting Officer (CO) or the CO's dcsigncc. 
The Contractor is prohibited from performing on site work without written autboriz:ition from the CO. The CO is prohibited from issuing 
an authorization to proceed ,vith on-site \\'Ork until the Bonneville: Safety Office has reviewed the SSSP 3Dd any concerns are rc$Olvcd. 

(b) The Contractor shall follow the work procedures provided in the Comroctor Safcl)• a11d Health Req11iremc111s for Prime a11d 
Subco111ractol'$. The full text of the Cu11tractor Safety 011d Heo/tl, Requirements for Prime 011d S11bro11tractors is available at 
http://www.bp:t.gov/Doin~.20Busincss/purcha,;dPagC'>/dcfault.aspx. 

(c) The Contractor shall include this clause in all subcontracts. 

SCR EENI G REQUl~EMENTS FOR PERSONNE L BA VIN G ACCESS TO BONNEVILL E FACIU T IES (15-15) 
~ 1AR 2018) (BPI JS.7.2.1) 

(a) The following definit ions shall apply to this contract: 

(I) "Access" means the ability to enter Bonneville facilities as a direct or indirect result of tho work required under this contract 

(2) "Sensitive unclassified information" means information requiring a degree of protection due to the risk and magnitude ofloss or 
harm that could result from inadvertent or deliberate disclosures. alteration, or rc-striction. Sensitive unclassified infonnation may 
include. but is not limited to: pcr.;onnel data maintained in systems or records subject to the Priv:icy Act of 1974, Pub. L. 93-579 
(5 U.S.C. 552a); proprietary business data ( 18 U.S.C. 1905) and the Fre-cdom of Information Act (5 U.S.C. 552); unclassified 
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controlled information (42 U.S.C. 2168, DOE Order 471.3), and critical infrastructure infonnation, energy supply data; economic 
forecasts; and financial data. 

(b) Bonneville personnel screening octivitics arc based on the Homeland Security Presidential Directive 12 (HSPD- 12). and DOE rules and 
guidance as implemented :ll Bonneville. The background screening process to be conducted by the Office of Personnel Maruigcmcnt is 
c:illcd a ational Agency Check with Inquiries (NACI). The results of the ACI process will provide Bonneville ,1~th information to 
detcmtlnc an individual's initial eligibility or continued eligibility for access to Bonneville facilities including IT access. Such a 
determination shall not be construed as a substitute for determining whether an individual is tcchnk-Jlly suitable for cmploymcnL 

(c) The contractor is responsible for protecting Bonneville property during contract performance. including sensitive unclassified data. 
Effective October 27. 2005, all new-hire contract employees expected to work at federal facilities for six or more con.sccutivc months 
must be screened according 10 HSPD- 12. To initiate the federal screening process discussed in paragrdph {b) above. the contraetor shall 
ensure that all prospective contract employees present the required forms of personal identification and complete SF85 • Qucstionnain: 
for Non Sensitive Positions and submit it to Bonnc,•ille for processing. All contract employees on board prior to that date will be screened 
in phases according 10 length of service. Rcscrccnings of longer lcnn contrdct employees wilJ occur al periodic intervJls. generally of 
five years. 

(d) As pan of the NACL the govcmrncnt's determination of approval for an individual's access shall be at least based upon criteria listed 
below. However, the contractor also has a responsibility 10 affirm that permitting the individual access to Bonneville fucilitics and/or 
computer systl-rns is an acceptable risk which will not lc:id to improper use. manipulation, alteration, or destruction of Bonneville 
propcny or data. including unauthorized disclosure. Positive findings in any of these areas shall be sufficient grounds to deny access. 

(I) Any behavior. activities, or associations which may show the individual is noi reliable or trustwonhy; 

(2) Any deliberate misrepresentations. falsifica1ions. or omissions of material facts: 

(3) Any criminal, dishonest or immoral conduct (as defined by local L:iw). or substance abuse: or 

(4) Any illness. including any mental condition, ofa nature which. in the opiruon of oompelcnt medic.al authority. may cause significant 
defect in the judgment or reliability of the employee. with due regard to the transient or continuing effect of the illness and the 
medical findings in such case. 

(e} If the NACI screening process described above prompts a determination to disapprove ncccss, Bonneville s hall notify the contraetor, 
who will then infonn the individual of the determination and the reasons therefor. The contraCror shall afford the individual an 
opportunity to refute or rebut the information that has formed the basis for the initial determination, according to the appe~tl process 
prcscribccl by HSPD-12 and supplemental implementing guidance. 

(I) If the individual is granted access, the individual's employment records or personnel file shall contain a copy of the final determination 
as described in paragraph (e) above and the basis for the determination. The contractor shall conduct periodic re,-icws of the individual's 
employment records or per.sonnet file to reaffirm the individual's continued suitability for acccs:s. The reviews should occur annually, 
or more often as appropriate or necessary. If the contractor becomes aware of any new infonnation that could a lter the individuals' 
continued eligibility for approved access, tbc contractor shall notify the COR immediately. 

(g) If a security clc:mmcc is required. then the applicant"sjob qua!ilications and su.illlbility must be c;,1ablishcd prior to the submission of a 
security clearance request to DOE In the event that an applicant is spceificully hired for a position that requires a security clearance, 
then the applicant shall not be placed in that position until a security clearance is granted by DOE. 

(h) In addition to the requirements described elsewhere in this clause, all contractor employees who may be accessing any of Bonneville's 
infonnation resources must participate annually in a Bonneville-furnished information resources security training course. 

(i) The contractor is responsible for obtaining from its employees any Bonneville-issued identification and/or access cards immediately 
upon tcnnination of :m employee's employment with the contractor. 11Dd for returning it to the COR, who ",;11 forward it to Security 
Management. 

(j) The substance of this clause shall be included in any subcontracts in which the subcontractor employees will have access to Bonneville 
facilities and/ or computer systems. 

ACCESS TO BONNEVILLE FAC ILITIES AND COi\l PUTER SYST EMS (15-16) 
(MAR 2018)(BPI 15.8.3) 

(n) Contract worker,; with unesconcd physic:11 access to a Bonneville facility and/ or computer s~tern shall follow the applicable proccdurc.s 
and requirements: 

(I) Bonneville Policy 434- 1: Cybcr Security Program: 

(2) Bonnc\-illc Policy 430-2: Managing Access nnd Access Revocation for ERC CIP Compliance: 

(3) Bonneville Policy 433- 1: Information Security: 

(4) Bonneville Control Center document, Dittmer Control Center Access - Frequently Asked Questions; 

(5) lfuncsconed access to energized facilities. Bonne,,illc Substation Operations Rules of Conduct Handbook: Policies and Procedures. 
Permits. Energized Access. and Clearance Certifications; and 

(6) Additional requirements and procedures may be included in the statement ofworlc and the technical specifications. 
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(b) Notifying Bonneville or Contractor Personnel Changes: 

(I) The Contractor shall notify Bonneville within four (4) hours when a worker with uncsconcd physical access 10 a Bonneville facility 
or computer system is rc-a.~signed to non-Bonnc\rille work. terminates their employment \\rith the contractor, or is removed for 
cause. 

(2) The Contractor shall send noti6cation to Bonneville Sccurit)' Services by email to Rcvokc<a bpa.gO\· or call (503) 230-3779 to 
provide notification. 

(3) The Contractor shall provide written notification to the Contracting Officer, and if a.~~;gncd the Contracting Officer's 
Representative. confirming that notification required in the abo\'C subsection (2) occurred and surrender the physical badge and 
computer access assets within 24 hours. 

(e) The provisions of thi.~ clause shall be included in all subcontracts where workers have uncsconcd access to Bonneville facilities or 
computer ~')'Stem access. 

INFORMATI0 1 ASSURANCE ( 15-17) 
(MAR 20 18) (BPI 15.9.4) 

(a) ln performance of this contract. the Contractor shall protect all information. data and information systems under its management and 
c-0ntrol at all rimes commensurate with the risk and magnitude ofhann that could result to Federal security interests and Bonneville's 
missions and programs resulting from a loss or unauthorized disclosure of confidentiality, availability. and integrity ofinform:uion. data 
or systems. 

(b) Al a minimum, the Contractor shall safeguard Bonneville's information, data or ~--ystems commensurate with the minimum protection 
requirements set forth by the National Institute of Standurd..~ and Technology (NIST) in lhc Federal Information Processing Standard 
(FrPS) Publication 199 for a ulow" categorization. If the contract Statement of Work or spccilic<Jlions documl'lll identifies a highl'f 
categorization of either "moderate" or "high"'. the contractor shall additionally comply with the requirements identified for the higher 
categorization in the Statement of Work or specifications document 

(c) The Bonneville Chief Information Officer (CIO). or rcprescnllltivc. shall have the right to examine, audit. and reproduce any of the 
Contractor's pcnincnt information security and/or data security plan or program. 

(d) The Contractor. at its sole expense, shall address and correct any deficiencies and/or noncompliance with the lcnns of the contract as 
identified by Bonneville. 

(c) The Contractor shall include the requirements of this clause 15- 17 in all subcontracL~. 

HOM ELA~ SECURITY ( 15-18) 
(MAR 2018) (BPI 15. 10.3) 

(a) If any portion of the Contractor's maintenance or support service is located in a fon:ign country, then the Contractor will disclose those 
foreign countries to Bonneville to determine if the foreign country is on the Sensitive Country List or is a Terrorist Country as determined 
by the United States Department of State. Bonneville will notify the Contraelor in writing whether or not it can allow an intangible 
export of Bonneville's Critical lnfonMtion or ifa Deemed Export License is required. 

(b) The Contractor shall notify the CO in writing in advance or any consultation with a foreign national or other third party that would 
expose them to Bonneville Critical lnform:ition. Bonneville will :ipprovc or reject consultation with the third party. 

(c) Notification of Security lncidenl The Contractor shnll immediately notify Bonneville's Office of the Chicflnformation Officer (OCIO) 
Chief Information Security Officer (CISO) of any security incident and cooperate with Bonne\•ille in iovcstignting nod resolving the 
security incident. In the c,·cnt of a st.-curity incident, the Conll"3ctor shall notify the C ISO by telephone at 503-230-5088 and ask for a 
Cyber Security Officer. Bonneville may also provide in writing 10 the Contractor ahcmatc phone numbers for contacting Cybcr Security 
Officers. A call back voice message may be left but not the details of the Security Incident. 

WORK.ON A GOVERNME!IIT INSTALLATION ( 16-7) 
(MAR 2018) (BPI 16.4.8. t) 

(a) The Contractor sbaJI. at its own expense, provide and maintain during the entire performance of this contract, at least the kinds and 
minimum amounts or insurance required in the Schedule or elsewhere in this contrnct. 

(b) Before commencing work under this contract, the Contractor shall notify the Contracting Officer in writing that the required insurance 
has been obtained The policies evidencing required insurance shall contain an endorsement to the dTect that any cancellation or any 
material ch:ingc adversely n!Tccting the Govcmmcnl' s interest shall not be effective-

( I) For such period as the laws of the State in which this eonlrnct is performed prescribe; or 

(2) Until 30 days after the insurer or the Contractor gives written notice to the Contracting Officer, whichever period is longer. 

(c) Each insurance policy required under this contract. other than workers' compensation insurance. shall contain an endorsement n31Tling 
the United States ns an additional insured "'~th respect to operations pcrfomied under ihis contract. The insurance carrier is required to 
waive all subrogation rights agai~ any of the named insured. 

(d) The Contractor shall insert the substance of this clause, including this paragraph (c). in subcontracts under this contract that require work 
on a Government installation and shall require subcontractors to provide and maintain the insurance required in the Schedule or 
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elsewhere in the contrJcL The Contractor shall maintain a copy of all subcontractors' proofs of n:quircd insurance, and shall make copies 
available to the Contracting O fficer upon request. 

l\U:Nl M lJ~ 11\SURANCE COVERAGE (16-8) 
(MAR 2018) (BP( 16.4.8.2) 

The Contractor sh311 obt3in and maint:1in insurance coverage as follows for the performance of this contract. 

(a) Workers' compensation and employer's liability. Worker"s compensation and employer's liability insurance as required by applicnblc 
Fedcra.l and St.ate workers' compensation and occupational disease statutes. If occupational diseases arc not compensable under those 
statutes. they shall be covered under the employer"s liability section of the insurance policy, except when contract operations arc so 
commingled with the Contractor's commercial operations that it would not be practical to require this coverage. The employer's liability 
coverage shall be at least Sl.000.000. except in Stntcs with exclusive or monopolistic funds that do not permit workers· compensation 
to be written by private carriers. 

(b) Commercial general liability. Comprehensive general (bodily injury) liability insumncc ofat least S2.000.000 per occurrence. 

(c) E.xccss / Umbrella general liability insurance of at least SS,000,000 

(d) Automobile liability. Motor vehicle liability insurance written on the comprehensive form of policy which provides for bodily injury 
and property damage liability covering the operation of all motor vehicles used in connection with performing the contract. Policies 
covering motor vehicles operated in the United States shaU provide coverage ofat least S2,000.000 per occurrence. The amount of 
liability covcrngc on other policies shall be commensurate with :my legal requirement~ of the locality and sufficient to meet normal and 
customary claim.~. 

(c) The Contractor's policy shnll be primary and shall not seek any contribution from any insurance or self-insurance programs of 
Bonneville. The Contractor's insurance certificate shall c-0ntain a waiver of subrogation in favor of Bonneville. Whel\: a llowable. 
ConlT11ctor's insurance will name Bonneville and its agents. ofliccrs, directors and employees as additional insured's. 

NO:\'DISCLOSURE DURJ1'lG CONTRAC T PE RFORMANCE ( 17-22) 
(MAR 2018)(8Pf 17.6.2.2.2) 

(a) During the term of this contract. Contractor mlly disclose sensitive, confidential or for official use only information ( .. Information-). to 
Bonnc,,jlle. Information shall mean any information lha1 is owned or controlled by Contractor and not generally available to the public, 
including but not limilcd to performance, s.ilcs, financial, contractual and marketing information. and ideas, technical data and concepts. 
It also includes information of third pllrtics in possession of Contractor that Contractor is obligated lo maintain in confidence. 
Information may be in intangible fonn, such as unrecorded knowledge, ideas or concepts or information communicated orally or by 
visual observation. or may be embodied in tangible form, such as a document. The term "document" includes wriuen memoranda. 
drawings. training materials. spccificnt ions. notebook entries. photographs. graphic representations, firmware, computer information or 
:software. information communicated by other electronic or magnetic media, or models. All such Information disclose.cl in written or 
tangible form shall be marked in a prominent location to indicate lhat it i.s the confidential infonnation o f the Contractor. Information 
which is disclosed verbally on,jsually shall be followed within ten (10) days by a written description of the lnfonn:ition disclosed and 
sent to Bonneville. 

(b) Bonneville shall hold Contractor's Information in confidence and shall take all reasonable steps to prevent any unaulhonzcd possession. 
use. copying. transfer or disclosure of such Information. Bonneville shall give such lnfonnation at least such protection as BoMc,,jUc 
gives il5 own information and data of the same general lype, but in no event less than reasonable protection. Bonneville shall not use or 
make copies of the Contractor 's Information for any purpose other than as contemplated by the terms of this contract. Bonneville shall 
not disclose the Contractor's Information to any person other thon those of Bon nevi I le• s employees, agents, consultants, contractors and 
subcontractors who have a verifiable need to know in connection ,vith this contract oras required pursullnt to the Freedom oflnfomution 
Act (FOIA). Bonnc,rillc shall, by written contract, require c-.ich per.;on to whom, or entity to which, it discloses Contractor's Information 
to give such Information at least such protection as Bonm:villc itself is required to give such Information under this contract. Bonneville's 
confidentiality obligations hereunder shall not apply to lln}' portion ofContraetor"s lnfonnation which: 

(I) has become a mailer of public knowledge other than through an act or omission of the Bonneville; 

(2) has been made known 10 Bonneville by a third party in :iccorclancc ,vith such third party's legal rights without any restriction on 
disclosure; 

(3) was in the possession of Bonneville prior to the disclosure of such Information by lhc Contractor and was not acquired directly or 
indirectly from the other pany or any person or entity in II relationship of trust and confidence with the oth,-r party with respect 10 

such Information: 

(4) Bonneville is required by law to disclose. or is subject to FOIA: 

(5) has been independently developed by Bonneville from information not defined 3S " lnfonnation" in this contract; or 

(6) is subject to disclosure pursuru1t to the Freedom oflnfonnation Act (FOIA). 

(e) Bonneville shall return or destroy at the Contractor's direction, all Information (including all copies thcroof) to the Contractor promptly 
upon the earliest of any tcnnination of this oontraet or the Contractor's wrillcn request. 
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C O:'.\,RACTOR USE OF GOYERNM ENT--0\V!',-EO VEHJC LES (19-3) 
(MAR 2018)(BPI 19.8. 1) 

In those inslilllccs where Bonaevillc provides access to sourccsofGovcmmcnt•owncd vehicles forthc Contmctor's u.,;c. the Contractor agrees 
to indemnify and save :md hold h:,rmlcss Bonneville from any and all cl:iims and dam:igcs or other costs when: Bonneville was not al fault. 

RELEASE OF C LADIS (Z 1-4) 
(MAR 2018)(BPI 2 1.3.10. 1) 

Aficr <'<>mplction of work, and prior to linal payment, the Controcting Officer may, at his or ha option, roqum: the Contractor to furnish a 
relca.~ of claims against Bonneville arising our of the contmct. other than claims specifically cxccprcd from the operation of the rclea.-.c. 

C0~1l 1'UITY OF SERVJCES (23-1) 
(MAR 2018)(BP I 23.1.7) 

(a) The Contractor recognizes that the services under thjs contract arc vital to Bonneville and mu>l be continued without interruption and 
that, upon contract. expiration. a successor. either Bonneville or another contract.or. may continue them. The Contractor agrees to ( I) 
fumis_h phase-in training and (2) excrcisc its best cffons :md cooperation to effect an orderly and efficient transition to a successor. 

(b) The Contractor shall. upon the Contracting Oflica's written notice. ( 1) furnish phase-in. phase-out services for up to 60 days after this 
contract expires and (2) negotiate in good faith o plan with a successor to determine the nature and extent of phase-in. phase-out scrvict."S 
required. The plan snail be subject 10 the Contracting Oflicer's approval. The Contr.actor shall provide sufficient experienced personnel 
dilling lhc phase-in, phase-out period 10 ensure that lhc services called for by Ibis contract are maintained at a high level of proficiency. 

(c) The Contractor shall also disclose ncc.cssary personnel records and allow the successor to conduct on-site intcrvi~. If selected 
employres arc agreeable to 1hc change, 1hc Comrnctor shall release them al a mutually agreeable dare and negotiate transfer of I.heir 
earned tringc benefits lo the successor. 

(d) Toe Conrmctor shall be reimbursed for all reasonable phase-in, phasc-ou1cosis (i.e .. costs incurrro within the agreed period alter contract 
exp iration th:it r<.'SUll from phosc-in. pb:isc-oul opcr31ions) and :t foe (profit) not to exceed o pm rota portion of the fee (pro lit) under this 
contract. 

KEY PERSONNEL (23-2) 
(SEP 1998)(BPI 23.1.7) 

The pcrsonnd listed below arc cons idered to be essential to the work being performed hereunder. No djvcrsion sh<tll be made by the 
Contrnctor without Ille written consent of the Contracting Officer. 

(b) (6) 
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UNJT-4-STATE:\I ENT Of WORK 

A) General Information 

I ) Introduction 

2 ) Background 

3) Place of Performance 

4) Govcrnmcnt-fumishcd Materials and Equipment 

5) Contractor-Furnished Materials and Equipment 

6) Fcdeml Holidays 

7) Acronym Definitions 

8) Documentation 

B) Work and Service Requirements 

I ) General Requirements 

2) Security Clcarnnec Requirements 

3) Required Documentation Prior to Award 

4) Standard Opcrating Procedures 

5) Certifications and Credentials 

6) Contractor furnished Training 

7) Contract Employee Requirements 

8) Duties of the Contractor 

9) Weapons Requirements 

10) Company Representatives and Supervision 

11) Security Supervisor Procedures And Duties 

12) General Security Officer Conduct 

13) Dclivcr:iblcs and Performance 

14) Shifi and Post Requirement 

15) Safety Requirements 

C) Security Service for the BPA Headquarters Complex 

D) Security Service for the Ross Complex 

E) Security Service for the BPA Park Place Leased Office Complex 

f) Security Service for the Eugene Starr Complex 

G) Security Service for lhc Munro Complex 

H) Security Service Deployment to Energized facilities 

I) Perfonnance Assurance 

J) Perfonnancc Evaluation 

Contrnct 80004, Mod 011 Page 36 

1093 



28390016 

A) GE~ERAL INFORMA TIO 

I) INTRODUCTION 

a. This Statement of Work is for the acquisition of anncd security officer services (protective force) at the Bonneville Power 
Administration (BPA) Headquarters in Portland, Oregon; Ross Complex, located in Vancouvcr. Washingt.on; Eugene Storr 
Complex, located in The Dalles, Oregon: Munro Complex in Mead. Washington: and otllcr BPA facilities or properties as 
security needs arise. 

b. The services provided arc commcDSUJ'lllc with the duties o f a Guard I ( limited use of Guard I), Guard II and Alarm Monitor 
a.~ defined under the Protective Service Occupations category of the Department of Labor (DOL} document titled, "Service 
Contract Act Direct.Ory of Occupations." Therefore, services offered by the Contractor must stipulate use ofGwml I and Guard 
11, and Alarm Monitor personnel exclusively. Any employment of Guard I personnel during the pcrfomumcc of the conlr.lct 
other than that specified in the Stalcment of Work nnd allowed by the temporary exception outlined in section 13.b, 
Certifications and Credentials or authorized by lhe CO or COR prior to the posting occurring. may be considered grounds for 
tcnniruJtion for dcfuull. 

c. This Statement of Work (SOW) is for the sole use of the security services provider (Contractor) nnd Bonnc\illc Power 
Administrntion in order to adminis1cr this security services contrnct. All information, procedures, requirements, instructions 
and descriptions of duties contained in the SOW shall be protected from unauthorized disclosure. distribution, copying. other 
duplication. electronic transmission. and any other fonn of unauthorized use. This SOW sh3ll not be provided in part o r in full 
to any person. company. agency. representative or any other clement without the express written consent of the Contracting 
Officer. This document is identified as Critical lnfonnation. Under BPA ·s lnfonnation Protection Guidance. it is not required 
to be marked; howC\'C.-, controlled distribution and information security protections are required. 

d. The execution of this SOW will be under the supervision of the Bonneville Power Administration's (BPA 's) Office of Security 
nnd Continuity of Operations (OSCO), under the direction of the Chief Security and Continuity Officer (CSCO). 

2) BACKGROU:-1D 

a. The Bonneville Power Administration (hereinafter referred to as .. BPA ") is a federal agency, within the U.S. Department of 
Energy, that markets wholesale electrical power and opcmtes and markets transmission services in the Pacific NonhwcsL The 
wholesale electrical power markeled by BPA comes from 3 1 federal hydro projects in the Columbia Ril'cr Basin. one 
nonfedcral nuclear plant and several other SJllllll nonfodcr.il power plants. BPA's customers include publicly o~ncd and 
investor-owned utilities, as well as some large industries. BPA also sells or exchanges power with utilities in Canada and the 
Western United States. Revenue earned by BPA helps it fulfill public responsibilities that include low-co.st and reliable power 
and investments in energy con.scrvation and renewable resources. 

b. As a major provider of electrical power throughout the Pacific ' onhwcst. BP A· s resources arc critical to the agency continuing 
10 meet its mission essential function, providing Federal power to lood in a reliable manner. As such, BPA is required to 
develop and implement security strategies to protect critical infrastructure. key resources, and pcn;onnel to ensure the 
accomplishment of BPA ' s mi.~sion. The intent of these strategics arc to prc\•cnt the exploitation, incapacitation. or destruction 
of BPA's infrastructures and resources. Accordingly, BPA's hydro-electric grid is identified as critical to the economic 
prosperity, national defense, and quality o f life of the United States. Therefore, BPA seeks a partnership with a security 
provider who is equipped and prepared Lo play a vital role in supporting the protection ofBPA's portion oflhc nation's criticnl 
energy in&-dstructurc. 

3) PLACE OF PERFORMANCE 

a. The Contractor shall provide security officer services al the BPA ·s fiicilitics at the following locations: 

b. BPA Headquarters building. located at 905 NE I Ith Avenue. Pon.land, OR 97232 

c. BPA Ro,-s Complex., located al 54 11 NE Highway 99, Vancouver, Washington 98663 

d. Eugene Storr Complex. located in The Dalles. Oregon 

c. Munro Complex, located in Mead, Washington 

( Other locations within the BPA Regional Service Arca as deemed necessary by BPA 

4 ) GOVERNMENT-FURNlSHED MATERIALS A!'\'D EQU1PMENT 

a. BPA will provide focilities. workstations., computers, printers, and other associated equipment for security officer and security 
supervisor use. 

b. BPA will prtwidc maps. floor plans and infonnation to build security operating procedures lo the Contractor as needed for 
distribution to appropriate posts and personnel. The Contractor must maintain these materials in the post books. The Contractor 
must protect this in(ormation in 11COOrdance \\ilh BPA ln(ormation Protection Program srandartls. 

c. BP A wi II provide a copy of tllc Emergency Procedures and nny call-out rosters, which the Controctor shall maintain :11 cnch 
site. These documents shall be prolCClcd in accordance with BPA lnfonnation Protection Program standards. 

Contrncl 80004, Mod 011 Page 37 

1094 



28390016 

S) COl\'TRACTOR-FURSlSH£ D MATERIALS AND EQ lPMENT 

a. The Contractor shall furnish all training. quality control, personnel, uniforms, equipment, materials, and supervision to 
maintain physic.aJ security for BPA Hcadqunrtcrs, Ros.~ Complex. Eugene Starr Complex. Munro Complex. employees. and 
visitors. 

b. The Contractor sha.11 provide the following items of operational equipment: 

i. One h:md-hcld ponable public address system with batteries at HQ, Ross, Eugene Starr and Munro locations 

11. One hand-held. banery-opcratcd spotlight with bauerics at each complc,c. HQ. Ross. Eugene Starr and Munro 

iii. Sufficient communications equipment. to mnintain contact \~;th .security officers and BPA Local Facilities personnel. 

iv. One (I) 800 MHz capable hand held radio on each security posL Additionally, base stations compatible: with n:gional 
emergency sco~ccs communications systems shall be provided for Headquarters Post I , Ross Dittmer AMS. Ross Post 
2, (CSB) and Munro AMS. 

c. The Contractor shoJ I furnish V chicles to meet SOW requirements. lnfonnat ion on vehicles being considcmd must be sub mi lied 

to and approved by the BPA OSCO COR prior to use in pcrfo.nnance of this contract. Consideration for the selection o f patrol 
vehicles shall include area inclement weather conditions, operating terrain. fuel economy, vehicle purpose, etc. Vehicles 
designated for deployment purposes must take into account that BPA deployment locations include remote locations a~~d 
via fire roods. and Right of Way access roads that require ability 10 operate ofT hardened I03d surfaces. Any exception.~. 
changes, or modifications to vehicle requirements during the contract must be approved in advance by the COR and/or CO. 
Refer to Federal Standard 307 for further guidance 

i. BPA Hcadquancrs. 

(a) No vehicles arc required 

ii. Ross Complc,c 

(a) Thn-c Vehicles, Two for patrol and one for supervision. 

(b) All arc to be A WD or 4x4 

(c) EsL Mileage for patrol vehicles 22,000 each. per year 

(d) Est_ Mileage for supervisor vehicle: 35,000 per year. 

iii. Park Place office complex 

(a) One vehicle for p.itrol duties. 

(b) Est. Mileage: 7,000 miles per year 

iv. Eugene Starr Complex 

(a) One vehicle for patrol use 

(b) A WD or 4 -whccl drive. compact. extended c.ab pickup truck or SUV. 

(c) Est. Mileage: 30,000 Per year 

v. Munro Complex 

(a) One vehicle for patrol use. 

(b) A \VD or4-whccl drive, compact, extended cab pickup truck or SlN 

(c) EsL Mileage: 30,000 Per year 

vi. Spare Deployment Vehicles 

(a) Two spare vehicles shall be available at all times for emergency deployments to various BPA facilities or higher 
threat conditions. One of the spare vehicle may be located at the Eugene Starr Complex. 

(b) A WO or 4-whecl drive, compact. extended cab pickup truck or SlN. 

(c) Est. Mileage 6,000 per year. 

vii. Vehicle equipment 

(a) The color oflhc patrol vehicles shall be c-0n.~ist.cnt with security or law cnforc-emcnt-typc vehicles. Doors on each 
side of the vehicles shall be marked" Security'". In addition to other items deemed necessary by the Contractor, the 
Contractor must equip \'crliclcs as follows: 

(b) Light bar with flashing amber lights 

(c) Spot light (mounted. remotely operated or hand-held portable) 
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(d) Spare tire and tools 

(e) Traction devices or tires 

(f) First Aid kit ,,~th protective gloves and medical waste receptacle 

(g) Emergency Road Kit using LED or rcflecti,-e emergency marl<ers 

(h) Vehicle mountL-d radio compatible with regional emergency services communications systems 

(i) A.8.C Fire extinguisher 

d. Uniform ruid Equipmcm 

i. Uni fornlS shall be of professional appearance. color-coordinated police/security style uniforms that an: standard issue by 
the Contractor and worn by all security officers and security supervisors. The uniforms for security officers and security 
supervisors assigned to the Eugene Starr Complex may be a tactical uniform (e.g. - 5.11 Tactical Series or similar) in the 
color of Khaki. Officers required to have a Non Electrical Worker Access Permit to energized areas must be provided 
uniforms meeting NFPA requirements for Arc Flash and Energized yard environments as listed in the BPA Accident 
Prevention Manual and Rules of Conduct Handbook. 

11. The follo,,~ng items of clothing and equipment shall be issued to and placed in the care and custody of each employee. 
Adjustments or changes to these requirements must be approved in advance by the COR. 

iii. Rain and cold weather gear as required with high visibility security identification located on tJ1c front and back. 

iv. A name tag that is professional in appearance with the first initial and last name oft he officer to be worn in a consistent 
location on the unifonn. 

v. Duty belt with minimum level 3 retention holster, similar to what Law Enforcement agencies cum:nlly use, requiring 
two separate actions to release retentions and draw the weapon. c:c an SSL sleeve or thumb break combined with a 
rocking motion, magazine pouch. handcuff pouch, and other equipment approved in advance by the COR. 

vi. Block security or police style duty boots or shoes. Tan security or police style duty boots may be issued for use with 
Eugene Starr uniforms if khaki color uniforms arc selected. 

vii. Officers holding an energized ace~ permit must be provided appropriate foot gear as listed in the BPA Accident 
Prevention Manual Section A-2 which is as follows: Lace-up, over the ankle le.athcr boots with rigid sole and heel meeting 
ASTM F 2413- 11 with an EH Raring or ASTM F 2413-05, Class 75 with EH rating 

viii. Professional Looking full finger black gloves lined with cut resistant material that meets 29 CFR part 1910 subpart I App 
B and ANSI / !SEA I 05-2016 such as Law Enforcement agencies would provide 10 LE Officers for cut protection. 

ix. Whistle 

x. Security Officer badge meeting requirements ofsllltc laws where performing duty to be worn on the most exterior aniclc 
of clothing(i.e. uniform shirt, uniform jacket, rain gear or cold weather clothing) 

xi. Gender specific ballistic body annor meeting U.S. Department of Justice National Institute of Justice Standard 0101.06, 
Classification Type rt-A. and meeting OSHA Standard 1910.132 

xii. Sufficient nwnbers of uniform pants. short sleeve shirts. and long sleeve shirts for each officer to maintain uniform 
clC3Dliness and professional appearance. 

xiii. Security/law enforcement style all weather jacket, ,~th high visibility security identification on front and back affording 
access to their issued duty weapon. 

xiv. Aerosol Dcfensh·c sprny and carrying pouch of the type and potency that local LE and/or local security companies carry. 

c. At II minimum, the following items of equipment shall be provided 10 employees for each shift. Additional items deemed 
necessary by the Contractor mus1 be approved by the COR: 

i. Handcuffs and handcuff key 

ii. Aerosol Defensive Spray 

iii. Flashlight similar to the type Law Enforcement use. capable of being operated with one hand (push bunon on/oft) while 
using a duty weapon in a high strcsS environment 

iv. Semiautomatic Handgun with similar characteristics and performance as Law Enforcement agencies use no less than 
9mm 

v. Ammunition meeting Law Enforcement performance characteristics, no less than 9mm in caliber 

vi. Two magazines. and one round for the chamber. Magazine capacity shall be the maximum allowed by law 

vii. BowdryThe Contractor shall provide a secure, lockable cabinet sufficient for the secure storage of weapons at each 
arming/disarming point. Information pertaining to the proposed weapon~ storage cabinet shnll be submitted 10 the COR 
for approval upon award of the contract 
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viii. The Contractor shall provide an approved bullet containment device for issuance of duty weapons al each arming poinL 
Bullet containment devices must be placed in position so the muzzle of any weapon to be cleared is angled down and 
townrds the noor 

1x. Bowdry All Contmctor-providcd equipment shall be appropriately marked and identified as belonging to the Contractor 

6) FEDERAL HOLIDAYS 

a Fcdcnil Holidays occurring on Saturdays arc observed on the Friday prior. and Federal Holidays occurring on Sundays arc 
observed on the Monday following. 5 U.S.C. 6103 and Office of Personnel Management guidance 

b. BPA observes the following Feder.ii Holidays: 

(i) 'cw Year's Day 

(ii) Martin Luther King Day 

(iii) Washington's Birthday 

(iv) Memorial 0-Jy 

(v) Junctccntb 

{vi) Independence Day 

(vii) Labor Day 

{viii)Columbus Day 

(ix) Veter.ms' Day 

(x) Tbnnksgiving Doy 

(xi) Christmas Day 

7) ACRONY:\1 DEFINJTIO!'.S AND INFORMATIONAL LINKS 

a. Acronyms: 

January I " 

3rd Monday in January 

3rd Monday in February 

Last Monclay in May 

June I 

July 411, 

Isl Monday in September 

2nd Monday in October 

'ovembcr I I 1h 

4th Thursday in NO\·cmbcr 

December 25.., 

i. BMS Room: Building Management System Room. BMS rooms at BPA holl5e critical facilities operations equipment 

ii. HSPD: Homeland Security Presidential Directive 

iii. JTS Room: Joint Tenant Space. Data SCl'\'lCCS and equipment rooms on each floorofBPA HQ, shared by GSA 

iv. PACS: Physical Access Control Systems 

v. WSO: Wcnpons Safety Officer. A security officer or security supcsvisor who is knowledgeable. trained. and dcsignnted 
to oversee weapons issue and arming/disanning of personnel for shift change purposes 

8) DOCUME:'ffATION 

a. Codified Federal Regulations (CFRs) w\\w.ccfr.Po,-/cg1-b1nltext-id-..'~tpl=%2Fmdcx.1pl 

http://www.ccfr.eov/c1d-bin/tcxt-idx'?nm-div5&nodc-4 l :3.1.1.3.221141 :3.1.1 .3.22.3.326.3 

b. DOE Order 470.4b, Appcndi.~ B. Section I. "Facility C learances and Registration of Safeguards and Security Activities;• and 
Section 2 -Foreign Ownership, Control or lnnuence Programs (FOCI)." htm~://www.dircctive1>.doc.gov/din.'Cli\cs• 
documcnts/400-~crics/0470 4-BOrdcr-b-;idmchg I 

e. faccutive Order 12829 

http://www.:irchi\'cs.gov/isoo/policy-doeumcnt.Jco-1 '.!8'9 html 

d. HSPD-7 

http://www.dh.~.gov/homeltmd-sccuritv-prcsidcntial-dircctivc-7 

c. HSPD-12 

ht1o://www.dhs.gov/homcl11nd,sccuritv-prcsidcn1ial ,directive- l 2 

C rERC CIP Standard 006 

http://v.,w,,v.ncrc.com/~tandnrd006 

g. Oregon Department of Safety, Standards, and Training (Oregon DPSST) 

http://\\Ww.on:gon.gov/DPSST/PS/p.1gcs/indcx.aspx 

h. Oregon Revised Statutes 

http://www.leg.state.or.us/onJ 

Contrnct 80004, Mod 011 Page 40 

1097 



28390016 

i. Privacy Act 1974 

hnp://www.justicc.gov/opcl/privstnt.htm 

j. Revised Code of Washington (RCW) 

httrr//app~ lcu w:J.eov/rcw/ 

k. SF 328 

hup://h~.doq~m-/HOSccOn/forci!!n owner.<hip/FOCI SF328 INSTRUCTIONS.pelf 

ht1p://wwv.;.i,_~:i.2ov/porllll/forms/download/l l6246 

I. U.S. Department of Justice ational Institute 0l01 .06 

m. NU Standard-0 IO 1.06 for Ballistic-Rcsis1ancc of Body Armor and NU Stanclard-0115.00 for Stab-Resistance ofBody Armor 

n. Washington Slate Criminal Justice Training commi$sion (WSCITC) 

hups://fonrcss. wa.2ov/cjtc/wwv,/ 

o. Washington State Dcpanmcnt of Licensing 

http://www.dol.wa.1;:ov/busincs,.Jsccuritvguards/sgg<;tnnncd.html 

p. 18 USC793 

http://codcs.lp.findlaw.eom/uscodc/18/l/37n93 

q. 18 USC794 

hnp://codes.lp.findlaw.com/usrodc/18/l/37n94 

8 ) WORK Ai.'ID SERVICE REQUIREMENTS 

I) GENERAL REQUIREMENTS 

a. The o verall purpose of this contract is to provide an estimated aggregate of approximatc:ly 97 .688 annual hours of security 
officer services and approximately 15,776 annual hours of supervisory services for the BPA HcadqtlllMcrs, Ross Complex, 
Eugene Starr Complex. Munro Complex and other BPA fucilirics as addressed in this SOW. Additiolllll security services may 
be requested by BPA for special evcntll, increased security conditions, emergency services, etc. BPA projccLS requiring 
appro:cimatcly 1.000 houn; annually for additioD3I security services on an as-needed basis for unforeseen situations. 

b. Security services include but are not limited to the following: 

i. Armed guard services. 

ii. Protection of employees, facilities and property. 

iii. Access control, to include screening of visitors. vehicles, packages. 

iv. Issuance of visitor badges and enforcement of BP A ·s ID badge policies. 

v. Alarm Monitoring Station - operation and monitoring of security alarm systems and ccrv systems across geographically 
dispersed locations. 

vi. Operation and monitoring of automated access controls. 

vii. Observation and monitoring of building and fire wamfog systems and HVAC system warning panels and amtrols. 

viii. Response by Security Officers to Security Incidents occurring on BPA owned property. 

ix. Vehicle patrols of BPA Property and leased space, and interior and exterior foot patrols at designated locations. 

x. Application of compliance-based security requirements. to include maintenance of records associated with compliance 
requirements. 

xi. Application of GSA build ing regulations. 

xii. Interface ,vith Federal Protective Service (FPS) and other law enforcement or emergency responders. 

c. BPA Headquarters 

i. The BPA Headquarters is a General Sc.rviccs Administration (GSA), seven-story office structure \\~th three levels of 
underground parking. The BPA Headquarters building (905 building) and the adjacent 911 federal building comprise the 
Portland. OR Eastside Federal Complex. The 905 building contains administrative offices for approxim::itcly 1,500 
federal employees and contractors and is IOC3ted at 905 E I Ith Avenue, Portland, Oregon 

ii. BPA partners with the Federal Protective Scrvicc(FPS) on security strategics for the Eastside Federal Complc:c. The FPS 
is responsible for the prott.-ction and security of federal GSA owned property and lc:iscd property. In general. FPS 
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operations focus on security and law cnforccmcm activities reducing vulnerability to criminal and terrorist threats. FPS 
protection and sL-curity operations include all-hazards based risk assessments: emplacement of crimimd and terrorist 
countcrmC3SUTCs: law enforcement response: assistance to federal agencies through Facility Security Commillccs; and 
emergency and safety cducarion programs 

iii. FPS contracts security guard services for federal building access control, employee and visitor 1dcntification checks, 
security equipment monitoring. and roving patrols of the interior and exterior of federal property. Through memorandum 
of agreement, BPA 's Office of Security and Continuity of Operations manages and contracts security scr.,.iccs for the 
BPA HQ and works in cooperation with FPS 10 ensure security for the BPA HQ and Eastsidc Federal Complex meets 
both Ocpa.rtmcnl of Energy and GSA/OHS building security requirements 

d. BPA Ross Complex 

i. The BPA Ros.'I Complc.'t is located at 5411 NE Highway 99 in V3ncouvcr, Washington. The Ross Complc.,c is situated 
on a 250 acre industrial complex consisting of 55 individual buildings \\~th approximately I.I 00 employees and 
Contractors assigned. Functions associated with buildings on the Ross Complex include high voltage clcctric-.!l power 
distribution, administrati\'e offices, electrical control and dispatching center. auditoriwn. laboratories. oil pumps, 
shipping and receiving. storage, scales, gas station. welding and cutting shop. microwave radio transmission equipment, 
hazardous waste storage, transfonncr repair, computers, flammables and herbicide storage, and solar power 

c. Eugene Starr Complex 

i. The Eugene Starr Complex, located near The D:ille$, Oregon, consisis of high \'oltage substations, equipment 
maintenance shops 1111d other related support facilities on an 850 acre parcel of land approximately one mile south of The 
Dalles, Oregon 

r. BP A Parle Place Leased Space 

i. The BPA Park Place office complex consists of one or more office buildings leased by BPA and othcr tenants in 
Vancouver, Washington. Office space leased by BPA at the Park Place office complex changes as office space needs 
change "~thin the agency 

g. Munro Complex 

i. Located in Mead. WA and consists of the Munro Di.sp:itch Center, Munro Scheduling Center. Bell Electrical Substation. 
Spokane District Maintenance Headquarters and various office spaces located on 66 acres. 

h. BPA' s security force is comprised of numerous posts including stationary access control. vehicle inspection. visitor 
procc.-.sing. alarm monitoring, and foot nnd vehicle pa1rols. The number. hours, and specific duties of these posts and positioru; 
arc described in secl!ons related to the posting requirements for each site. 

i. BPA reserves the right to assess security post needs 1111d requirements as the security cnviroruncnt, contingency operations, 
and security requirements change for the agency. In doing so, BPA may elect to add. eliminate. or modify security posts, po~, 
duties, or post hours by bilateral contract modific.ation 

l) SECURITY CL EARANCE REQUIREM ENTS 

a. At a minimum. at least one security supervisor on duty per shifi at HQ during core hours (0600-1800) and one security 
supervisor at the Ross Complex during all shills shall hnvc a DOE L (SECRET) security clearance or the L clearance in 
progress following the award of the contract. The Contractor \~ill submit a list of security supervisors that will be submiucd 
for clearance requirements through BPA Personnel Security within 30 calendar days of contract award_ BPA will coordinate 
with the Contractor to submit security supervisor names to obtain DOE L clearances for a sufficient number of security 
supervisors to meet the above expected BPA need. The Contractor must notify BPA immcdbtcly upon discovery of 
circumstances impacting the security clearance held by a contractor's employee ai;signcd to the BPA Security Services 
Contract. 

b. Prior to being issued a Dcp:irtmcnt of Energy (DOE) identification badge, employees of the Contractor must accomplish the 
appropriate Personal Identity Verification (PIV) documentation required undc:r HSPD-12. The PIV process will occur through 
the Personnel Security org:111ization \\~thin BPA 's Oflice of Security and Continuity of Operations (OSCO), who wtll supply 
the Contractor the necessary information and forms for this process. Employees of the Contractor must use the issued DOE 
ID badge for entry into BPA facilities. Proximity cards may also be programmed and issued to security officers for access to 
other electronically controlled an:a.s. 

c. Documentation of security practices and procedures (pertaining to personnel clearances and the training and reporting they 
arc required to do 1f they hold a facility clearance and manage cleared personnel) 

3) DOCUMENTATION REQUIRED PRIOR TO A\\ 1ARD 

a. Prior to award o f this contract. the Contractor shall furnish to the Contracting Officer. 

L A Certificate of Authority from the Corpomtc Division of the Oregon State Department of Commerce 

11. A Certificate of Authority from the Washington State Department ofConuncrcc 

iii. A Certificate of Good Standing from the state in which the firm is incorporated. 
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iv. A facility security clearance from HQ. U.S. Department of Energy pursuant to Executive Ortlcr 12829 or equivalent DOD 
FCL determination. 

v. The Contracting Officer (CO), or dcsigncc (COR). will review the credentials of applicanis proposed by the Contractor 
and reject any employee ihat. in the opinion o f the C,o,•cmmcnt, is noi suitable for this contract. Under these 
circumstances, an appeals process will be provided to the Contrnctor. 

4) STANDARD OPERATING PROCEDURES 

a. The Contractor shall review, update and provide to the COR, updated Standard Operating Procedures (SOP's) by December 
I, 2018 for 1hc Conuactor·s opcration:tl and admimstra1ivc use. BPA will provide infom1a1ion pcnaining 10 procedures and 
policy in order 10 assist the Contl3ctor with SOP development. 

b. Contents of SOP 

i. The following arc examples of SOP oonlcnl Specific scc1ions required by BPA will be identified by OSCO, and proposed 
by the Contract Manager for BPA consideration: 

(a) Uniforms and standards of appearance. 

(b) Weapons and equipment issue, safety procedures., and accountability. 

(e) Func1ions and duties of the security officers. 

(d) Security officer authority. 

(e) Apprehension policies and procedures. 

(f) Response to bomb threats or suspcctt-d IED. 

(g) Response to intrusion alnnns. 

(h) Response to unauthorized individuals. 

(i) Response 10 discovery of prohibited i1ems. 

(i) Response to lire alarms and building evacuations. 

(k) Customer Service and Diversity Awareness Training. 

(I) Access control procedures. including ,-isitor.;. 

(m) Response to robberies .u,d other violent crimes. 

(n) Providing motorist assistance. 

( o) Providing escort services to employees. 

(p) Radio communications procedures. 

(q) Use of force. 

(r) Repon writing. 

(s) Lost and found property. 

(t) Building/Gate Security Checks. 

(u) CCTV monitoring procedures. 

(v) Alnrm monitoring/response procedures. 

(w) HQ parking procedures. 

(x) Current issued Post Orders. Access Restrictions (Security Alerts and Access Status Notifications), Operations 
Bulletins.. Special Notices. etc. 

(y) Vehicle inspection techniques and practices for detecting bombs or other dangerous materials. 

(z) Personnel screening (use o f ;way, band wands, etc.). 

ii. SOP Distribution 

(3) The Contractor sh:tll maintain cu1TCnt copies of applic3blc SOP's in hard copy 31 each stationary post and electronic 
copies in a centr.il electronic file location nvailablc to all officers. 

iii. SOP Training and F:imilinrimtion 

(a) Prior to 11SSignmcnt to any post for duty either for shift o r relic( the Contractor shall provide each new employee 
training sufficient to ensure a general familiarization of all BPA Posts and SOP's .. The Conuactor shall provide post 
specific tr.lining suA1cicnt to ensure officers are thoroughly trained, and knowledgeable of the post SO P's and duties 
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associated with the post Officers ass.igncd to a post must be familiar with the duties of other posts having operational 
intcnlepcndcncies. Training shall be documented in electronic and/or bardoopy format in individual Officer Tmining 
Records 

iv. SOP Review Requirements 

(a) Unless otherwise directed by OSCO. the ConlT'3ctor shall conduct quarn:rly reviews of ofliccr knowledge and 
understanding of the SOP's for the post or posts which the officer is a.~igncd. The reviews may be oral interviews, 
written exams. practical dcmonstrntion. or any combination of all three. The Contractor shall maintain records 
documenting reviews. 

(b) Results of quarterly evaluations shall be provided IO the COR through the use of a Limited Scope Pcrfonnancc 
Testing Database. These results may also be used to dctennine future training requirements. 

v. SOP Updates 

(a) The Contractor shall conduct and document annual reviews ofSOP's. The Contractor ·hall pro,'ldc lhc COR with 
updates :ind changes to SOP's as thcyoceur and must incorpor:uc ch:mgc recommendations or requirements dirccicd 
by OSCO. 

S) CERTIFICAT IO. S Al'I/D CREDENTIALS 

a. Anncd Security Officer Ccnification.~ and Credentials 

i. BPA 's sccuriiy program uses armed security officers. The Contractor shall fully comply with the Revised Code of 
Washington, Washington State Criminal Justice Training Commission regulations, and the Washington Administrative 
Codes regarding the licensing of Prh~dte Security companies and security officers. Additionally, the Contrnctor shall fully 
comply with Oregon Revised Statutes. Oregon Depllrtmcnt of Public S:ifcty Stl11!d3rds and Training and Oregon 
Administrative Rules. E:ich armed security officer assigned to W:ishington facilities shall be licensed as a Washington 
Armed Private Security Guud. Each armed security officer assigned to Oregon facilities shall be licensed as an Oregon 
Armed Private Security Officer. Authorized Guard I (unarmed officcns) shull be lit-cnsed as unarmed security officers in 
the state that the officer is assigned_ All officers shall be licensed in compliance ,vith state lalV. Security officers may be 
dual<ertificd in order to support BPA deployments \\;thin BPA 's service area. Security supervisors and security officer.; 
shall carry their state issued Security Officer licenses ,vitb them at all times while on duty. The Contractor shall assess 
DOE Protective Force requirements for feasibility of implementation when conducting self-assessments as identified in 
section 42 of this SOW. 

b. Allowed Eitccptions to Anncd Security Officer Certifications and Credentials: 

i. Exceptions to BPA 's contract requirement to use armed security officers involves temporarily allowing licensed unanncd 
security officers to occupy d~ig.natcd posts while the administrntivc process for armed security officer licensing is 
completed. Under these exceptions, the Contractor may use unarmed security ofliccrs only as specifically authorized Wld 
approved ia :idvance by lhe COR or designated rcprcscnrativc from BPA 's OSCO. BPA expects officers crrq,loycd using 
this exception will h:i,·c c-0mplctcd all requirements for :inned security officer licensing including successful completion 
of armed security officer train mg classes and qualification course of fire conducted and certified in compliance with state 
requirements prior to assignment to these posts. Ofliccrs must complete the :ippropriate training and dcmonstmtc the 
knowledge. skills. and abilities lo effectively conduct operations for the assigned post prior to post assignment. The 
following posts upon notification and approval of the COR may be posted under this exception with state licrnscd 
unarmed security officers for n period of no more than 45 calcnd:ir days unless otherwise approved by the CO/COR: 

(a) HQ Post 6 

(b) HQ Post 9 

(c) Ross Post I day shill (Dittmer building West Entrance) 

(d) Ross Post 2 day shift (Ros.~ Complex Construction Services Building) 

(c) Eugene Starr Complex Post I, dny shifi only 

(f} Munro Post I. Munro Alarm Monitoring Station (AMS) 

c. Transition (60 Calendar Days) 

1. Within 15 crucndar days following contrncl award. the Contractor must develop a transiiion plan ensuring necessary staff, 
certifications, training. and continuity 11TC mainlllincd in accordance with this SOW in order to mainlllin effective security 
operat ions. The Contractor must submit the transition plan to the COR for review and approval no later than 20 calcndu 
days following contract award. At a minimum the pl:in shall address: 

ii. Sl!lffing Levels 

iii. Process fortran,itioning pn:dccessor employees 

iv. Recruitment of new employees 

v. Strategy for providing post coverage during breaks and meal periods 
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vi. Strategy for transition of unifonns 

vii. Supervisory plan implementation 

viii. Roles of management and administrative personnel 

ix. Communication methods and protocols 

x. Inventory and equipment including weapons nod ammunition 

xi. Daily transition event calendar 

xii. Toe Selected Coniractor shall provide weekly mmsition status reports during the transition period to address the follO\ving 
items: 

(a) Staffing 

(b) Permits. Licenses. and Registrations 

(c) Personnel clearances 

(d) Transition events/milestones 

(e) Equipment and unifonn purchoscs 

(f) Emergency R:idio Network agreement with regional emergency services communications agencies 

(g) Transition Expectations nt End of Cont.met 

(i) At the beginning ofthc transition period to a follow-on contract. the Contractor shall provide personnel records. 
including but not limited to, training, medical, suimbility and security records to the succcssorContrnetor within 
IO calendar days. 

6) CO~ TRACTOR FURNISHED TRAINl~ G 

a. Toe Contractor shall develop a Job Task Analysis (JT A) and identify general training needs as well as post-specific training 
needs in addition to Sl:!tc required Security Officer I iccnsing requirements. IT A· s and post certification processes shall be part 
of annual training which include processes specific lo BPA Contract posts and ~hall be fully implemented within 90 calendar 
days of the award of the contmct. JT A information shall be used to develop annual post specific certification (Quality Control) 
and an Annual Training Pl:m, which the Contractor shall provide lo the COR by October 1 of each year. The Contractor shall 
provide pre-employment training meeting all requirements listed under "'Armed Ccrtific:uions and Crodcntials"' and kPn> 
Employment Training·· prior to assigning any officer:! post. Post-Employment training is defined a, State rcquircd annual 
Arrm.-d Security Officer et.:rtification truining, proficiency Ir.tining and wmual post specific certification trnining conducted 
afler initial employment. Post-employment training shall be conducted in accordance with section 16) of the SOW. 

b. Pre-employment and post-employment training shnll be conducted and certified/documented a_t no additional cost to BPA. 
Training hours may be organized in any manner determined to be most efficient for the Contractor other than the training hour 
organization specifically mentioned in this Statement of Work for weapons or use of force. Training hours required for 
Weapons or use of force training shall not be shi fled between officers. 

c. Pre-Employment Training 

i. Ccnification of completion of pre-employment training and licensing requirements for new hire employees shall be 
furnished to the COR prior to the stan of employee performance. This notification may be in the form of an official letter, 
memorandum, or e-mail to the COR. All officers must complete the follo,ving training prior to assignment on post: 

(a) Oregon and/or Washington State licensing requirements, including successful completion of firearms qualification 
course(s) of fire mccling requirements of state in which licensed shall be conducted and certified by the Contractor 
prior lo using post-employment and other training allotments. 

ii. Orientation training and iask pcrfonnancc demonstration certification regarding proper use and techniques for handcuff 
application as well as proper use and techniques for Aerosol Self Defense spmy application at the full range of use of 
force levels. This training shall be performed by an instructor with c~-dcntials accepted by the state in which the officers 
\\ill be certified, forlcss-than- lclhal/use of force, orthrough other ccnific:uion means approved by the COR (e.g. - master 
use of force instruc1orccrtifica1ion, etc.). At the option of the Contractor, oricnl:!tion training for handcufls and/or Aerosol 
Sclr Dcfmsc spray may be wai,•cd if a new-bin: security officer can pro,,idc documc111a1ion or training for handcuffs 
and/or Aerosol SclfDcfcnsc spray occurring \\~thin 6 months prior 10 hire n:lated to a pre-.iously held security, military, 
or law enforcement position. Such documentation shall become u part of the security officcr•s training record for pre
employment training. 

iii. 16 hour.; of training directed towards use of locally used X-Ray equipment for officers assigned to a post which includes 
use of an X-Ray machine unless they con show documentation of training on a similar model X-Ray system in the 
prc,-ious 6 months and familiarizlltion training on the X -Ray system utilized ot BPA. Officer.; assigned to positions 
requiring use of hand held/ walk through magnetometers mUSl complete 8 hours of initial training. 

iv. Red Cross or cqui,'1llcnt certification for First Aid and CPR, to include use of automated external defibrillator (AED). 

Contrncl 80004, Mod 011 Page 4S 

1102 



28390016 

,,_ Prior 10 assigning a newly hired officer as the primary sccurily officcrs at any post, newly hired officers shall complete 
sufficient training including familiarization of all silc BPA Posts and SOP's prior to post assignment. The Contractor 
shall provide post specific training and certification to officers. Officers must complete training and dcmonstr.ltc 
sufficient knowledge and understanding of applicable SOP"s, and demonstrate capability of performing all duties 
associaled with the post Newly hired officer security posl certification shall be completed within 30 calendar days of 
initial post assignment. Security ofliccrs musl demonstrate familiarity, knowledge and understanding of the duties of 
other posts having operational interdependencies. 

d. Post-Employment Training and other Training Allotments 

c. Post-Employment License and Ccnification Refresher 

i. The Contractor shall provide rcfu:shcr training to officcr.s. Officcrs must maintain certification and qualification under 
requirements stated in section 16) of the SOW. 

ii. American Red Cross or equivalent CPR. First Aid and AED training shall be conduclcd lo IDllin1ain certifications meeting 
training frequency requirements by the credentialing organization. 

iii. 8 hours of annual refresher training on locally u.mJ X•Ray equipment for each officer posted to use the machine and 8 
hours annual refresher training on hand held / walkthrough magnetometers. 

iv. Annual security post ccnifications for security officers shall be accomplished through a process developed by the 
Contractor and approvod in advance by the COR. Officers must maintain cenification and demonstrate knowledge. skills, 
and abilities to adequately perform in the posts assigned. Initial security posl ccnifications shall be required for cum:ntly 
employed security officers assigned to pcrfom1 duties at a new security post 

f. Firearms Training ( 16 hours) 

i. The Contractor must provide and maintain training outlined in order to develop and maintain lhe firearms stills of 
officers. This 16-hour block of training shall not include pre-employment or remedial iraining for officers who fail to 
qualify per state requirements. For remedial truining :sec ~Remedial Firearms Tr.tining". To the extent po~siblc. the 
Contractor shall incorporate applicable clements of established Dcpanmen1 of Energy training for firearms. 

ii. Frequency of Training 

(a) Firearms training shall be conducted quancrly in four (4) hour blocks and documented on lhc contractor t.mining 
plan provided to the COR. The Contr.ictor may combine two qu:utcrs of fircanns training. 10 be conducted in a 
single quancr lo provide skills development for current liccll5Cd and qualified officers. To the gw.itcst extent 
possible. firearms training must be conducted in regular intervals throughout the year in order to limit the 
degradation of fircanns skills of Contractor personnel from year 10 year. 

iii. Live Fire Range Training 

(o) A comprehensive firearms safety briefing sh:tll be provided to all officers prior to commencement of fin:anns 
training. All officers shall be rcquin.-d to meet the following minimum firearms proficiency qualifications and 
trnining requirements: 

(b) Using the state or other course of fire approved in advance by the COR. qualify one additional time, approximately 
6 months after state required licensing is completed. This can be in conjunction with quancrly live fire training. All 
qiwlifications and ancmpts must be documented and pass or foil and scores must be retained in an officer's 
permanent record made available to the COR upon request. 

(c) All officers shall aucnd not less than four hours of live fire range training 3ppro1timatcly quanerly (c;,ccepl as noted 
for combining lwo 4 hour blocks). One 4 hour block of training shall be in the form of Confrontalion Simulation 
(ConSim) tr:i.ining. or other fonns of training approved by the COR. 

(d) The Contractor fllllY combine up to two (2) qua.rtcrly truining blocks for a to13I of8 hours of training 10 be conducted 
1vithin one quarter for officers who may need a more focused. longer block of training (sec ~Frequency of Training"). 
This rulowancc may be used one time per officer per year for officers needing such training. Upon request. the 
Contractor shall provide documentation to the COR of all officers who receive quarterly combined training. 

(e) Training hours may nol be transferred from one officer 10 another. 

(f) Ench quarterly block of firearm.~ training shall hnve clearly defined goals nnd objectives. Each officer must 
demonstrate sati$factory understanding and ability 10 perform the objectives of the trdining. The Contractor shall 
maintain a record documt:nling the goals and objectives of each quancrly training session and provide ihcsc to the 
COR upon request. The COR shall be notified of the results of nil officers failing to demonstrate satisfactory skill 
levels " ~th the clements of the provided training via email. During quarterly training periods the focus of training 
may be on one or more of the below listed elemenls or additional clements proposed by the Conlractor and approved 
in advance by the COR: 

(i) Use of COl'Cr 

(ii) Moving with a firearm 
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(iii) Shooting on the move 

(iv) Low light shooting principles 

(v) Decision scenarios/confrontation-simulation 

(vi) Rcmcdi:il Firearms Training 

(vii) Failing State Licensing QU'11ification Course of Fire 

I . If at any time an ofticcr fails the required state licensing qualification course of fire, either for license 
renewal or in conjunction with the six month rcquircmcnl noted in .. Live Fire Range Training•·, BPA \\ill 
consider the officer as not in compli:mcc with the provision listed in the Statement of Wori: '·Armed 
Ccnification and Credentials." The Contractor shall notify the COR as soon as practical when any officer 
mils a qualification course of l'ire. The Contractor shall have a period of 45 calendar days to conduct 
needed remedial training in order to bring the officer into compliance ,vith this Statement of Work ,vithout 
additional cost to the Bonneville Power Administration. lfthc officer is not brought into compliance within 
the 45-day grace period, the officer "~II no longer be eligible for contract performance. The COR may 
c:o.tcnd the grace period if determined it is in the best interest of BPA. 

(viii)Failing to Meet Quarterly Firearms Training Objectives 

I. Officers who fail 10 meet quarterly training objectives shall receive remedial training in order 10 meet 
those objectives. 

(ix) Unsafe Firc3mlS Handling 

I. Unsafe firearms handling. negligent discharge of weapon, or any other unsafe acts in conjunction with the 
handling. training or use of firearms shall be reported to the COR or other OSCO personnel within I hour 
or as soon as circumstances allow. lnci<knls, such as an accidental discharge, sh.il l have a thorough inquiry 
accomplished by the Contract Manager in coordination with OSCO and the BPA Safely Office. A report 
of the inqoiry, lo include root cause, remedial actions, nnd any ncccssnry remedial training shall be 
provided 10 the COR dcllliling corrective actions to be taken by the Contractor. 

(x) Defensive Tactics Training (8 Hours) 

I . Frequency and Scope ofTrnining 

a. All officers shall ,mend 8 hours of defensive tactics training on an onnual basis. The training shall 
consist of the follO\ving clements unless otherwise approved in advance by the COR. 

b. Handcuffing. 

c. Aerosol Self Defense spray refresher 

d. Take down and apprehension techniques to include Use of Force continuum scenarios. 

c. Verbal Crisis Intervention (verbal commands for Lak.ing suspects into custody). 

f. Weapons retention. 

g. Officer safety and surviwl. 

(xi) Other periodic training may include. but is not limited to the follO\ving: 

I. Vehicle inspection techniques. OOE or equivalent. 

2. OSCO subject briefings as needed. 

3. Re-familiarization with applicable emergency and alarm response procedures. 

4. Report writing. 

5. Post documcnrntion familiarization. 

6. NElC CIP rcquircmcnts and/or procedures. 

(xii) Other Security Officer procedures. 

I . Individual training classes conducted by the Contractor shall include the development of a tr.lining plan. 
Class training plans shall be maintained by the Contractor :ind made a,'llilnblc lo lhc COR upon request. 
Upon a,wrd of the contract, the cl:lliS training plan fonnal template shall be provided to the COR for 
approval. A class training plan shall include the following mformation (or other mfonnalion approved by 
thcCOR): 

2. Training purpose. scope. and objective. 

3. Training methodology. 
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4. Training resource needs, 10 include identified instructors. 

5. Training schedule. 

6. Training curriculum. 

7. Training evaluation criteria. 

8 . Aficr actions report (AAR) upon completion oftr.1ining. The AAR shall be used to evaluate the success 
of the training and identify follow-up actions needed. 

1v. On the Job Training/ Career Development 

(a) On The Job Training (OJT) 

(i) The Contra.ctor shall furnish annual OJT to officers. Officers must demonstrate sufficient unden;tanding. 
knowledge and capability to perform post duties. This training must address specific needs for conducting 
v.rrious day to day activities associated with post duties. OJT must be relevant to successful accomplishment 
of the BPA security mission. OJT must be conducted nt no additional cost to BPA BPA may request some 
types of OJT perfonncd in addition to scheduled duty hours which may be considered "additional security 
services." BPA shall dctcnninc which types of OJT arc "additional security services~. The Contmctor must 
maintain a record and roster of officers completing OJT. The Contractor must pro,<idc a certification statement 
ofOJT annually to the COR. OJT shall include a review of the Cont.ractor·s firearm.~ safety trnining program, 
DOE Vehicle lnsp«tion Procedures, w1d may include, but is not limited to, the following: 

(ii) Post documentation review. 

(iii) Additional ,·chicle inspection techniques. 

(iv) X-ray and magnetom1.1cr techniques. 

(v) Information bulletins, instructions, post operations. Operations Bulletins, etc. 

(vi) Safety information. 

(vii) Supervisory/Management one-on-one training. 

(viii)Sccurity Officer procedures/ post procedures. 

(ix) Emergency procedures. 

(x) Hazardous materials. 

v. Conlractor Required Training and Briefings 

(a) The Contractor may require individual employees to attend briefings, meetings, training or seminars relating to the 
specific conditions of employment under which officers arc employed with the Cont.ractor. These may include 
information pertaining to employee performance appraisals, employee benefits, Contractor polic)', compensation 
policy, and other issues arising from time to time. To the extent practical these may be accomplished while the 
employee is posted on duty. However, the Contractor will excrc.ise due diligence with respect 10 contractual position 
requirements to ensure all posts arc filled with a security officer at all times. 

7) COl'ffRACT EMPLOYEE REQUIREMENTS 

a. Officers must meet or exceed the following minimum criteria prior to post assignment: 

1. Must be U.S. citizens. 

ii. Must be at least 21 yc3T11 of age to meet Oregon and/or Washington State Security Officer licensing requirements. 

iii. Must possess a high school education or cquivnlcncy certificate. 

iv. Shall be physically able to perform all assigned anncd security officer duties. functions., and activities. Employees 
performing in security officer positions shnll have the ability to do the follO\ving: stand on post for long paiod.~ of time 
(e.g.• an 12-hourshifl with applicable breaks required by faw); abk to work outdoor.1 during inclement weather or other 
conditions; able to \V'.ilk uneven terrain during foot patrols: be able to legally and safely operate a motor vehicle; be able 
lo lift up to 40 lbs. without assistance: able to be certified to perform cardiopulmoruuy resuscitation (CPR) and use an 
automated cxtcmal defibrillator (AED): able to successfully pass firearms qualification and ca1ific11tion ,vithout physical 
assistance. including kneeling and other firing positions. 

v. The Contractor shall provide c:ich newly hired officer a physical examination at no additional cost to the Go,•cmmcnt or 
the employee prior post as~ignmcnt. and every two years after initial hire. Officers must be cleared as physically able 
mentally and medically fit to perform their respective duties. The Contractor shall provide a list of current employee's 
the date of their last physical examination upon n:quc~1 by the COR 

vi. The Contractor shall maintain a drug-free workplace program. In addition, the Contractor's program shall include at a 
minimum. processes for the initinl drug screening of new-hire employees and random screening for employees. Drug 
screening shall be o 5-pancl drug test regimen. The Contractor must perform drug screenings upon wriucn request by 
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BPA. The Contractor shall provide initial (for clearance purposes) and random drug screening oflhc employee through 
their own established testing facility federally qualified to conduct drug screening. An electronic and/or hard copy of the 
test result shall be made available lo the COR. or other authorized official determined by the COR or CO. upon request 
and, if necessary, forwarded to DOE for record ofcomplianee. 

vii. All employees shall speak English and be literate in English to the extent of reading and understanding pnntcd regulations, 
detailed written orders. training instructions :1Jtd materials, and shall be able to compose reports which convey complete 
information in English. Security oflkcrs shall be able to under.;tand and perform basic computer keyboard opcrntion~ relative 
to the operation of word processing and e-mail software (e.g. - MS Word and MS Outlook) and the cardkey access systems 
used by BPA (currently ProWateh). 

viii. While on duty, security officers shall not supervise or a11cnd to any other contract or duties not directly related to the 
performance of this contract without the advance written consent and approval of the CO and Chief Security and Continuity 
Officer. Contractor employees shall not be current government employees. 

b. Employee Background Checks 

i. Personnel ,viii undergo HSPD-12 personal identity verification and background checks by BPA. Persons not meeting 
adequate security b11Ckground requirements as determined by BPA will not be pomittcd to perform on BPA property. 

11. Security officers must meet state criminal background check requirements for armed guard licensing in the slate in "hich 
they arc working. 

iii. Personnel must directly support North American Electrical Reliability Corporation Critical Infrastructure Protection 
(NERC CIP) standards (Slllndard CrP 006, Cybcr Security- Physical Security of Critical C)'bcr Assets) and must undergo 
personnel risk assessments which BPA \viii conduct a minimum of every 7 )'l:aTS as outlined in requirements established 
in Standard C[P 004. Cybcr Security- Personnel & Training. 

iv. Department of Energy. BPA Office of Security and Continuity of Operations. Contracting Officer or COR will 
periodically request information from officers holding L clearances to initiate and maintain security clearances of officers 
requiring such and performing duties on the BPA Security Services ContracL Any actions on the following process could 
occur: 

(a) PERS EC receives information from PHYSEC COR for guard force that a c learance is needed for a Guard 

(b) PERSEC will pre-fill out forms for signatures: 

(i) OF 306- Declaration for Federal Employment 

(ii) DOE F 5631.18- Security Acknowledgement 

I. Need updated Resume 

(c) PERSEC will send forms to Guard for signatures, Guard to include updated Resume, and return all to PERSEC 

(d) During this time the Guard need 10 go for drug test - send results to PERS EC 

(e) PERS EC will send forward 10 DOE/HQ all forms and drug test 

(f) DOE/HQ will review paperwork 

(g) DOE/HQ will send Gullrd an email to fill out c--QIP (Electronic Questionnaires for Investigations Processing) 

(h) Guard to follow instructions from DOE/HQ to complete c -QIP 

(i) Once e -QIP is returned to DOE/HQ the investigation process starts 

(j) Guard will be contacted by OPM Investigator for background interview and possibly people listed on e-QIP 

(k) This process could take up to a year 

{I) Once investigation is complete PERSEC will receive information from DOE/HQ that Gu.ird is cleared or not 

(m) If cleared 
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(i) Guard will be requested to complete a WBT- Comprehcnsi\re Briefing for Cleared Employees 

(ii) Guard to send certificate from WBT to PERS EC 

(iii) PERS EC \\~U order new DOE Security Badge w/clcarnncc lc\'cl on it 

(iv) PERSEC will fill out a SF-312 (Classified Information Nondisclo;;urc Agreement 

(v) PERSEC will set up time w/Guard to review and sign SF-312 

(vi) Guard will set up a Card Pick-up appointmcnl when new DOE Security Badge is checked in and Guard is 
notified 
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8) DUTlES OF THE CONTRACTOR 

a. General 

i. The Contractor shall provide a highly qualified. professional security force. The Contractor shall take immediate action 
to correct ofiiecr performance. discipline and deficiency issues. The Contractor shall immediately report any termination 
of contract personnel via email to the COR and the Revoke email group. If a tcOT1in:11ion is kno"11 or projected in advance, 
Lhc COR shall be notified as soon as Lhc Contractor is aware of the cmployre termination so the COR may take necessary, 
timely administrative actions. 

b. Conuactor Duties 

i. The Contractor shall protect lives and shall. within the limits of security officer authority, deter unauthorized use. loss, 
theft, trespass, espionage or sabotage of government property, material, and equipment, and Non-Government property 
and equipment located at BPA Facilities. 

ii. The Contractor shall have a well-developed continuity plan that will addn,-ss the agency's needs for adequate security 
coverage in the event of a disaster. This continuity plan will be coordinated through the BPA OSCO COR and Continuity 
Office. 

iii. The Contractor shall implement all regulatory or compliance-based requirements such as BPA policies and dirccti,-cs, 
GSA and FPS building policies and practices, procedures associated with NERC CIP and DOE, or othcr requirements as 
directed by BPA. 

iv. The Contractor shall conduct access control according to curTCnt BPA policy, GSA building policy, CFR's, under 
direction from BPA's OSCO. 

v. The Contractor shall monitor facilities 10 which assigned, for fires, explosions, and other catllSlrophcs by close 
observation ofbuildin~ machinC?J)', vehicles, electrical equipment, and personnel to identify unsafe or potcnliallyunsafc 
condil"ions, or activities. The Contractor shall monitor facilities for the commission of thcfls, as..<;aults, robberies, or other 
violent crimes and n:port lhc same to Law En forccmcnt and OSCO personnel in accordance with developed procedures. 

vi. In the event of a fire. the Contractor shall monitor phone calls and radio transmissions, provide directional assistance to 
responding emergency service providers and if needed, provide traffic controVcordon control at the location of the fire 
and follow procedures associated with such a response. 

vii. The Contractor shnll report all security incidents to OSCO and when oc.curring at BPA HQ building 905 to the FPS. The 
Contractor shall u.sc the BPA standardized security incident report form (Form 5632.0 le) for the submission of electronic 
security incident reports and shall use applicable forms supplied by FPS when nccc:.sary, unless otherwise dircctod by 
OSCO. 

viii. The Contractor shall patrol designated areas according to post duties as described. 

ix. Designated Shifts" identified in the SOW :u-c general guidelines and may be adjusted with advance approval from the 
COR. The Contractor shall establish shift change procedures accommodating the ingress and egress of employees and 
other activities in such a manner ensuring posis remain covered. The Contractor shall also be responsible for 
accommodating administrative needs such as arming and disarming times for officers. 

x. The Contractor shall enforce BPA policies as described. and in a manner as required by the described post duties in this 
SOW. or as otherwise directed by OSCO. 

xi. The Contractor shall investigate security breaches and incidents occurring, nt the direction of OSCO. Security incidents 
involving criminal activity, threats, vioh:ncc. property damage, or any other serious or suspicious activity shall be 
reported to OSCO, LOCI! Law Enforcement and FPS (when appropriate) as soon as it is safe and practical lo do so. This 
includes notifications as needed lo OSCO aflcr hour.i through the designated Duty Officer. Security officer actions shall 
be conducted in accordmicc ,,qth appropriate lnws and in conjunction with established BPA policies. 

xii. The Contractor shall provide employee t-scort services as directed by OSCO. the Contra.ct Manager. or the security 
supervisor when employee safety issues arise or other circumstances exist wnmmting this type of assistance. 

xiii. The Contmctor sh.ill dC\-clop and maintain recall rosters to facilitate the contact of key management personnel and the r=.!11 
of security personnel to duty in :mfficicnt numbers to meet emergency situations arising at BPA facilities. Recall rosters 
shall be maintained in accordance \\~th the Privacy Act of 1974. Recall rosters shall be protected in accordance with BPA 
lnfonnation Protection Program standards. including proper marking, control, and stor.1gc of such documents. Recall 
rosters shall be submitted to the COR prior to the start date of contract services and be shall be updated by the Conlnl.ctor 
and submitted lo the COR on a monthly basis. 

xiv. The Contractor shall provide additional security personnel to pro,~dc security services for special events or emergency 
situations as needed and requested by BPA. These additional security scr\'iccs arc not included as part of the inactive posts 
outlined in this SOW that may be activated during an increased threat level. Additional s«urity services needed in each 
instance shall be for n minimum of 2 hours. To the extent possible, OSCO will provide advance notification via e-mail 
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and/or phone call 10 the Contract Manager of any request for additional security services. OSCO shall provide the 
Contractor with specific security ofliccr duties for each instance. 

xv. The Conlrnctor shall supply an organization chart to the CO and COR as part of the transition plan. It will include the names 
of company officers. S"Upcl"\-iSors, managers, and other key organizational personnel assigned 10 the BPA contraci with 
their business c-0ntact infonnation. As changes in staffing occur. the Conlrnctor shall provide updated organization chans 
toBPA. 

xvi. Security officers and security supervisors shall not be on duty for more than 12 consecutive hours or in excess of 60 hours per 
week unless approved in advance by the COR. The Contractor must allow for sufficient personnel rest betwt.-cn periods of 
work. 

icvii. The Contractor shall comply with all BPA policies to include Hara.ssrrn:nl Free \Vorkplucc and Smndwds of Conduct BPA 
will provide these policies at the post-award orientation. The Contractor shall distnl>utc to all officers. In addition, annual 
training required by BPA of:ill contract employees shall be conducted. Training must be approved in advance by the COR 
at no additional cost to the GovcmmenL 

xviii.The Contractor shall manage all training processes and requirements in accordance with this SOW. 

xix.The Contractor shall maintain training documentation sufficient to demonstrate officers have met all requirements for 
licensing, trnining, and annual s<.-curity post certification. These records shall reflect the specific nature, scope and detail 
of on-post training and certification. Training records shall be made available to the COR upon rcqucsL 

Xlt. The Contrnetor shall develop and maintain hardcopy post books containing operational infonnation. including but not 
limited to: 

(a) Ponions of the Statement of Work appliCllble to the post 

(b) General Orders as outlined in the Statement of Work. 

(c) Post-applicable Standard Operating Procedures (SOP' s). applicable CFR information. and other emergency plnns 
applicable to the post. 

(d) Short term briefing information. alerts. orders etc. 

(c) Emergency call out lists (maintained under Privacy Act of 1974 and protected under BPA Information Protection 
Program standards). 

(f) When available, BPA provided maps and building schematics. 

(g) When available. operating in.,tructions 10 include, but not limited 10 physical access control systems (PACs), card 
key readers, fire afann panels. fire suppression systems. intrusion alann systems. mechanical cnunciator panels. and 
ccrv system.~. and other operational equipment. 

(h) The Contractor shall conduct and document alarm system checks as directed by OSCO. Completed documentation 
shall be submincd 10 OSCO. 

(i) The Contractor shall safeguard information identified as sensitive, to include Official Use Only (QUO), Critical 
Information (Cl). or Personally Identifiable Information (Pl)) in accordance with established BPA Information 
Protection Program standards. 

(j) The Contractor shall assist OSCO with evaluating the applicability of Protective Force requirements contained 
within applicable DOE Manuals that may be integrated into BPA 's security program. 

(k) The Contractor shall have a retention plan to maintain a low tum-over rate of employees. 

9) WEAPONS REQUIREMf.,"'ffS 

a. Weapons and Ammunition 

i. Unless otherwise approved in advance by the COR. the duty weapon shall be a semi-automatic pistol. of at least 9mm 
caliber with one loaded 15-round magazine. Anncd security officers shall carry two additional 15-round magazine when 
on duty. unless othcnvisc approved by the COR. The pistol and ammunition sclccrcd must meet local. state or federal 
law enforcement specifications for performance. 

ii. The Contractor shall provide duty weapons as indicated above in a quantity to am, all officers on duty. A 5uitabk quantity 
of spa.re weapons muS1 be available in the event of breakage or emergency and to enable the arming of posts identified 
in this SOW as being not currently activated A sufficient number of weapons must be kept readily available to provide 
fow- (4) officers weapons and ammunition in support of deployments to BPA field locations. 

iii. Sufficient magJ1.Z.incs shall be readily available for duty issue. troining purposes. breakage and emergency. 

iv. Ammunition shnll be kept in sufficient quantities for duty is~uc, and shall be replaced no less than annually or due to 
identified risk of defect at no additional cost to BPA. 

,,. Duty ammunition shall meet the same standards used by law enforcement agencies. (For Example: Federal Protective 
Scrvic~, Portland Police Bureau. or Multnomah County Sheriff's Office.) 
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vi. Duty ammunition shall be romted to r,mgc ammunition at least annually, requiring new ammunition to be ,1.1pplicd by 
the Contractor for duty use al no additional cost to BP A. 

vii. Holsters shall be Ill a minimum a level 3 retention holster. similar to what LE is currently us.ing. requiring rwo scparntc 
actions io rekasc retentions nnd draw the weapon. Example; an SSL sleeve or thumb break combined "~th a rocking 
motion. 

viii. All modifications and ahcrations to firearms require advance approval of the COR. All modifications shall be performed 
by fnctory certified or DOE certified wmorers. 

ix. All weapons shall be maintained in clean and serviceable condition. 

x. Weapons shall be inspected at least annually by a factory certified or DOE certified armorer. Weapons inspections shall 
be documented and an electronic copy of the documentation forwarded to the COR. 

xi. Firearms shall be returned 10 the shift supervisor or a designated Wc-.ipons Safety Officer (WSO) at the end of each tour 
of duty. Prior to storing or re-issue of the firearm, the shift supervisor/WSO shall assess operational condition of the 
firearm by clearing the weapon, checking ammunition in magazines. 

xii. All weapons and ammunition shall be storod and locked in suitable lockers provided by the Conlr.lctor and approved in 
advance by the COR.. 

xiii. The Contractor shall develop and implement an accountability process for weapons. ammunition. and other equipment 
such as, but not limited to, less than lethal weapons. radios, other opcra6omtl equipment, etc. 

b. Firearms Policy Requirements 

i. The Contractor shall del'clop and submit for approval to the COR a program plan for firearms safety, specific to the use 
of firearms in the performance of the contract This shall be provided by the Contractor as part of the transition plan. 
Once approved. modifications to firearms safety rcquirctn\,'TIIS must be approved in advamx: by the COR. 

ii. The firearm; safety program shall be approved in advance by the COR and shall address. as a minimum. the following: 

(a) A statement of policy and procedural outline relating to the safe use of firearms. 

(b) Procedures for the anning and disarming of officers for duty/relief of duty. This shall include loading and unloading 
SUpen'ision of duty weapons by trained WL'11pons Safety OOiccrs (WSO' s). 

(c) Procedures for inventory. accountability. and control of firearms by shift, as well as firearms maintenance and 
inspection. including a schedule denoting the frequency of these activities. 

(d) Procedures for ro1a6on/rcplaccmcnt/disposition of unserviceable weapons. 

(e) Procedures for ammunition accounmbility, storage. rotation. disposal, and inspection. 

(f) Policy for reporting accidents. incidents. unsafe conditions, and negligent discharges. 

(g) Policy for correcting and preventing accidcrits. incidents. unsafe conditions. and negligent discharges. 

(h) Policy for evaluating an officer's mental readiness lo return to won: following a use of force incident involving a 
weapon. A licensed Mental Health official must perform an evaluation of the officer's readiness before returning to 
work. 

{i) Firearm safety briefing form completed by each officer during each live fire range training session. These forms 
(electronic or hardcopy) must be available for review by the COR upon request. 

(j) The Contractor shall assign a professionally qualified individual responsible forcondueting self-assessments of the 
Firearms Safety Program on an ongoing basis. Assessments shall be conducted at least annually. The results of these 
assessments shall be documented on a standardized Contractor supplied fonn listing date and time of assessment. 
Any findings shall be docun1cntcd and shall be submitted to the CO R electronically. The Contractor shall 
immediately correct any unsafe conditions discovered involving fircann.~ safety. Firearms Safety Program 
violations, and a mitigation plan must be immediately brought to the allcntion of the COR.. Assessment documents 
must be made available to the COR upon n:qucst. 

iii. Firearms Instructors I Armorers 

(a) Firearms instructors may be security officers, Law Enforcement Instructors, supervisors or Contractor provided 
instructors designated by the Contractor to conduct firearms training. Fircanns instructors shall be certified by the 
state for which officers are being trained or instructed. Guest or adjunct in.structors may be used with advance 
approval of the COR.. 

(b) Armorers may be security officers.. supervisors, or Contrnetor provided armorers designated by the Contractor to 
perform these duties. Armorers shall have complctL-d factory training or DOE certificat ion to inspect, modify, or 
repair firearms being used on the contract. The Contractor shall submit electronically to the COR the armorers' 
qualifications. 

ii'. Administrative Handling of Weapons 
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(a) Gcncnil 

(i) All administrative fire.inns handling shall be perfonned in a manner consistent with safe and accepted practices. 
Firearms shall be treated as if they were loaded at all times. Weapons shnll be confirmed as unloaded in 
accordance with established procedures. 

(b) Loading and Unloading Weapons 

(i) Procedures for the loading and unloading of firearms shall be developed by the Contractor and approved by 
the COR as part of the weapons safety program. Changes to procedures shall be submitted for approval by the 
COR prior to implementation. Arming and disarming procedures shall be posted in plain sight at each 
designated arming station. 

(c) Less Than Lethal Weapons/Equipment 

(i) Aerosol Sci f Defense Spray- All security officers shall carry Aerosol Sci f Defense spray in an appro\'oo holder 
located on their duty belt while on duty. 

(ii) Handcuffs - All security officers shall carry a minimum of one set of handcuffs in an approved handcuff case 
located on their duty belt while on duty. 

(iii) The Contractor shall provide and 1Tl3intain sufficient quantities of these devices a,, readily available to all 
security po!.IS. 

(iv) New security officers shall receive appropriate orienl3tion training and t:isk performance tr.iining on the proper 
use of applicable ICS'S than lclhal devices prior to assuming any security post. 

10) COMPANY REPRESENTATI VES AND SUPERV1SIO~ 

a. Qualifications of key personnel: 

1. The Contr.ictor sha.11 identify, by name, key management, supervisory, and instructor personnel. Unless otherwise 
approved by the CO and COR, requisite qlllllifications arc as follows: 

(a) Management/Contract Manager-Shall have a minimum of four (4) years· experience in the m:magement of security 
services contracls. 

(b) Supervisors - Shall have a background and experience including a minimum of four (4) years associatod with a 
security, miliIBry police, or law enforcement career. Refer to section 21) Company Representative. ?am. c) Of this 
SOW for further requirements. 

(c) Instructor - Shall have professional credentials consistent \\~th pcrfonning in the capacity of :m instructor. 
Credentials include state certification or accreditation, Dcpanmcnt of Energy certification, or other certification, 
apprO\·ed by the CO and COR. Additionally, instructors shall have a minimum of four (4) years· experience in a 
security, military, or law enforcement career. 

ii. Company Representative 

(a) The Contractor shall provide a Contract Manager. The Contract Manager shall be dedicated solely to the 
performance of this contract and will not be assignt-d to any other contracts. The Contract Managc,r may appoint a 
supervisor to act in place of the Contraet Manager as needed for temporary absences. OSCO will retain final 
oversight and decision-making authority over security operations. 

(b) The Contract Manager shall assist OSCO with the development of security procedures and policy. 

(c} The Contract Manager shall maintain proper discipline, appearance. conduct., profC.'lsional bearing and demeanor of 
all officers and supervisors. 

(d) The Contractor shall provide supervision focused on the day-to-day contr.1ct performance of officers. Supervision 
shall also be the direct liaison to the Contract MllJ13gcr and OSCO for security operation,. Supervisors shall assist 
with training {post certification. OJT, etc.) as necessary 

{e) The Contractor shall provide one twenty-four hour per day, seven day per week supervisor at the Ross Complex and 
supervisors assigned to BPA HQ. Cclilo and the Munro Complex for 12 hours per day, Monday through Friday 
(except holidays). The supervisors shall be responsible for supervising officers performing duties at the various 
locations at specified times as noted in "Designated Coverage.'' 

(f) Supervisors sholl be certified as a supervisor by the state in which supervisory work is to be pcrfonned if required. 
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Supervisors will have demonstrated the knowledge, skills, and abilities necessary to successfully perform the duties 
of the Security SupcrvisOf" position including. but not limited to. the following: 

(i) Resolution of security n:latcd issues. 

(ii) Management of dynamic. evolving emergency or security incidents. 

(iii) Liaison with law enforcement agencies, client personnel, and other customers. 
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(iv) Coordinating and ensuring training completion of officers assigned. 

(v) Outside the hours outlined for a dcsii,rnated security supervisor the security supervisor from the Ross Complex 
will perform this function for the Headquarter... Duties of the Ross Complex security supervisor arc outlined 
in the Statement of Work. 

(vi) Shift supervisors may relieve security posts for designated break periods only when there arc no other 
alternatives (e.g. - patrol. etc.) available. 

(vii) The supervisor shnJI inspect all assigned officers/posts at least once per shjft_ Each officer/post inspection shall 
be entered in the Security Officer Rcpon (SOR) and initialed by the inspecting supervisor. SOR ·s shalJ be made 
available electronically to the COR upon request. 

(viii) lfn Security Officer is not available to be posted at the beginning ofa ihifl the Contractor Supervisor shall call 
lhc Physical Security Duty Officer, OSCO personnel or COR and provide the expected timelinc and plllfl to 
restore coverage of the post. 

(ix) Alternate shift supervisors shall serve in lhc absence of a designated Shift Supervisor. The alternate shift 
supervisor must meet the criteria stipulated for "Supervisor." 

11) S EClJR1TY S UP ERVISOR PROCEDURES A.'ID D TIES 

a. General Description 

i. The supervisor is responsible for ensuring completion of security officer training and proper management and 
maintenance of all ,ccurity post.s listed in this SOW. Supervisors shall not supervise any security posts associated with 
other contracts. Shift Supervisor's shall be nnncd. 

11. Designated Coverage 

(a) Ross Complex 

(i) All Shifts 24 hours a day, 7 days a week unless otherwise approvl.-d by lhc COR, one supervisor shall be on 
duty and responsible. 

(ii) Ross Supervisor Supervision of Portland Headquarters 

I. Monday through Friday from 1800 - 0600, Weekends and Holidays provide supervisory duties. 

(iii) Portland Headquarters 

I. Monday through Friday, c."<ccpt holidays. from 0600- 1800 hours, unless otherwise approved by the COR, 
one supervisor shall be assigned to and responsible for Portland Hcadquancrs. 

(iv) Cclilo Complex 

I. Monday through Friday, except holidays. from 0800- 1600 hours, unless otherwise appro,,ed by the COR. 
one supervisor shall be assigned to and responsible for the Cclilo Complex. 

(v) Munro Complex 

I. Monday through Friday, except holidays. from 0600- 1800 hours. unless othcnvise approved by the COR. 
one supervisor shall be assigned to and responsible for the Munro Complex. 

b. Supervisor Duties 

1. Supervisors shall not have other responsibilities not related to this contract. Supervisors shall be responsible for the 
following: 

(a) Providing a formal briefing for security officers at the beginning of each shift. This shall include, but is not limited 
to, pertinent pass-down information. security alerts. or termination advisories. 

(b} Ensuring posts remain staffed as required. Pro,ridc suitable replacements to staffing as needed. 

(c) Notifying the Contract Marutgcr :md OSCO if the Contractor is unable to provide coverage for a post. 

(d) Providing back-up assistance to security officers as needed. If additional assistance is needed. the supervisor shall 
immediately ensure Federal Protective Service (FPS) or local law enforcement. and OSCO, is notified as 
3pproprialc. 

(c) Ensuring familiarity with the duties and responsibilities of the posts under their supcnrision. 

(!) Ensuring post books :u each post ore kept current and all officers arc knowledgeable regarding inforrru1tion contained 
in the post book. 

(g) Conducting tests of security system equipment, in accordance with written plans and SOP's. A written report of the 
results of testing shall be provided to OSCO electronically. 
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(h) Ensuring completion of Annu3l Post Certification Tests. Limited Scope Performance Tests (LSPT's). Alarm 
Response and Performance Tests (ARAPTs), and other security exercises as indic-Jted in established plans and 
SOP's. This includ~ coordination v.~th the Contract Manager and OSCO, if necessary, as well as documenting, 
maintaining. and tracking ,~Tillen evaluations associntcd \\ith lhese perfonnance tests, idcn1ifying and making any 
needed corrective actions. 

(i) Gathering. reviewing, and submitting security incident reports and forms prcpnrcd during lhc shifi. The submission 
of reports and forms shall be coordinated with lhe Contract Mnnager and COR. Form-.lrcports shall be filed 
electronically in appropriate folders on BPA networks and as directed by OSCO personnel. 

(j) Reviewing documentation maintained by posts. Ensuring documentation is maintained and submitted in accordance 
with directives established by OSCO. This includes, bu1 is not limited to Security Desk Blottc-1-s, applicable visitor 
documents and logs. NERC CfP compliance documentation and records. 

(k) Coordinating with the Contract Manager to provide vernal briefings to the COR. other OSCO stalT. or the Chief 
Security Oflicl'r regarding significant security-related events as needed. 

{I) Ensuring timely notifkation is made to the relevant Facilities Management office conccrning buildings and/or 
grounds-related issues 

(m) Ensuring noiilication is made to the Controct Manager and OSCO Physical Security Duty Officer, if necessary, 
regmding security incidents occurring after normal duty hours as soon as safely possible. 

(n) Conducting an inspection of each security officer prior to posting. This inspection shall include at the minimum: 

(i) Ensuring pcn;onal 11ppcamncc of security officers is acceptable in accordance with established policies. 
Ensuring each security officer is properly licensed and equipped with the necessary inclcmenl or wwm wcalht.>r 
garments. Ensuring all officers on duty possess a valid DOE/BPA iden1ification badge for disi>lay. 

(ii) Ensuring each officer is fit for duty. The Supervisor shal l not allow any security officer to stand post if he or 
she appcaT) to be undn the influence of alcohol, dru~ medication. or other intoxicants. The supervisor shall 
not allow any security officer to stand post without sufficient rcsl 

(iii) Providing a shift briefing regarding any relc\lllnt issues brought forward from pre.,ious shifts, such as post 
orders. special notices. access restrictions, etc. 

12) Gl::"IERAL SECURITY OFFIC ER CO:"IDUCT (General Orders, Section I) 

a. All securi ty officers shall be held to the highc~1 standards of professional conduct. appearance, and performance. BPA docs 
not grant or authorize any use of force or exercise of authority not permitted under the slllte laws governing the actions of 
security officer.;. This section is applicable 10 post descriptions as noted and shall be included with each post book. 

b. Use ofFon::c 

L Security personnel shall, at all times. attempt lo perfonn their duties v.ith the minimum force necessary. Applic.-iblc laws 
rcgmding the use of force shall be obsen-cd at all times. 

c. Literature 

i. Only authorized reading material npprovcd by !he COR or OSCO may be read on post Newspapers, magazines, novels, 
or other personal reading material, both hardcopy and electronic in nature, arc not authorized. 

d. Personal Audio/Video Equipmcnl and Personal Cell Phones 

i. Personal audio players. video players, and televisions arc not authorized for use at any post. PC!SOnal cell phones shall 
be limited to emergencies and necessary family communications while on post, during the performance of an officer's or 
supcn-isor's duties. Change! in the use of these types ofcquipmcnt must be approved in advance by the Contract Manager 
and COR. The authorized use of any personal equipment shall not interfere with the operation or professional appearance 
of the posL 

c. Appcaruncc 

i. Security officers shall present a professional appearance at all Limes \\ith the unifonn clean and pressed. 

f. Socializing 

L While on post. security officers will ITillintain a professional and polite demeanor. and sh.all not become engaged in 
lengthy. protmetcd or disruptive conversations with visitors. employees, guests, or other officers. If u guest. visitor or 
employee becomes distracting. lhc supervisor shall be notified and tbc supervisor shall notify the Contract Manager and 
OSCO. 

g. Emergency 

i. Security officers at all posts shall take immediate action such 3.S ca.lling local law cnforccmcnl (to include FPS when 
appropriate). fire department, and OSCO for assismncc when a situation is discovered presenting an immediate danger 
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to life and/or property. Threatening individuals, confirmc:d building intrusions. fire. broken water/oil lines an: some 
examples. Other non-emergency matters arc to be referred to the Contract Manager and OSCO for assistance. 

h. Observance/ Situational Awareness 

i. All supervisors 3Jld security officers shall maintain a high level of situational awareness and be observant for any 
suspicious activity. When feasible, officers shall auempt 10 identify suspicious personnel and observe and rcpon any 
information that rcason11bly can be obtained such as: 

(a) amc. address. or any other identifying information 

(b) Physical description 

(c) Vehicle description 

(d) Vehicle license number 

(c) Direction of travel 

(I) Statements made by suspects or individuols 

(g) Other infonnation useful in an investigation 

i. Demeanor 

i. All security officers shall maintain a polite and friend!)' demeanor while on post Officers arc authorized to use a 
command voice or assen officer presence in order to carry out their duties when necessary. Officers shall not engage in 
disruptive or malicious conversations or behavior while on duty. 

j. Arrests or restraint~ 

i. Arrests and restraints shall be applied according to the laws of the state in which the incident occurs. Security Officers 
shall not s ign civil or criminal complaints on bchalfofBPA. 

k. Officer Safety 

i. Security officers shall exercise caution at all times and under all circumst31lccs. The primary function of security officers 
is to observe and repon incidents and suspicious activity. Officers shall take appropriate actions as necessary. in 
accordance with the appropriate laws . to maintain the safety and security of client personnel and propcny. Officers shall 
seek 3SSiStance from other security officers. FPS when appropriate. local law enforcement. and OSCO when ncxdcd. 

I. Security Officer Reports 

i. All security officers shall maintain a Security Officer Rcpon (SOR) of activities during their assigned shift. This rcpon 
shall be specific regarding times actions were taken and inspections conducted. The time and name of the supervisor 
making the supervisory inspection shall be recorded in this n.-port. The rcpon shall be submitted lo OSCO ot the start of 
the next regular work day for review, unless otherwise directed by the COR. Written reports an: not for general reading 
and arc to be kept secure at all times. For designated posts. the Security Desk Blotter shall be used in ploce of the SOR. 
Significant activities performed by the Security Supervisor shall be entered on the appropriate Desk Blotter. Supervisors 
relieving officers for breaks or other reasons shall make annotations on the relieved officer's SOR. 

m. Communication 

L Contractor-issued cellular phones ond BPA landlines may be used 3S secondary means of communication when primary 
means of communication arc not available. 

13) DELIVERABLES AND PERFOR.1\'lANCE 

a. Anicle I, Table I 

b. Listing By Appcnrnncc In Statement Of Work 

Due Date Subject Destination Other Information 
At Award \Vcaoons Stora~c Anoroval COR 
At Award Certificate of Authority COR/CO 
At Award Pcr.;onnel Secret Security Clearance Personnel Security 

Initiated 
At Award Certificate of Good Standing COR/CO faccutivc On .. kr 12829 
At Award DOE Facility Security Clearance COR/CO SF328 

90 Days after start of Coo tract SOPs COR 
Quarterly Officer Evaluation of SOP COR At the end of each Fiscal 

YcarQuancr 
As Updated or Annually Updates to SOP COR 
whichever is first 
At Award/Annually Annual Trainin_g Plan COR 
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Due Date Subject Destination Other lnfonnation 
Prior to Post Assignment Certification of Pre-Employment COR 
Provide documentation upon Training 
Rcauest 
Conduct as Required/Provide Post-Employment Licensing ond COR 
Documentation Upon Request Catification Refresher 
Upon Request Documentation of Qualification COR 

Attempts 
As Rcauircd Combined Ouartcrlv T mining COR 
Upon Request Trninin,g Goals nnd Objectives COR 
Unon Comolction Results of Quarterly Training COR 
As Required Notification of Failure to Qualify COR 
As Soon As Safely Possible Rcoort of Uns:ifc Act COR 
As Required Rcmodial Action Plan for COR 

Preventing Furure Unsafe Act~ 
At Award Class Tmining Fonnat COR 
Uoon Rcqu,-st Class Training Pinn COR 
Unon Request OJT Reaort COR 
Uaon Rcaucsl Documentation of Medical Eum COR 
Upon Assignment Document:ltion of Criminal History COR Letter Signifying 

Chcc.k Acceptable Criminal 
Historv Check 

As Required Email Notification of Employee COR Email to COR email box 
Terminations 

As Reauircd Sccuritv incident Rcnnrts OSCO/FPS 
Al Award of Contract and Company Key Personnel and COR 
updated as Changes Occur Officer Recall 
Prior to Award of Contract O~anizationalChart COR/CO 
Uoon Request Training Records COR 
Unon Rcauc:sl Post Books COR 
As Required Security Alarm Checks COR/Sccurity System 

Administra1or 
As Required Firearms Modification Approvnl COR 
Unon Reaucsl Wc.-ap0ns lnsncction Documcntal"ion COR 
Upon Rcquc:;I We.a pons/ Ammunition/Equipment COR 

:iccountabilitv documentation 
Al Award of Contract Firearms Safctv Pro!ITllltl COR 
Annual on date ofControcl Firearms Safety Program COR 
Award Assessments 
Uoon Rcqucs1 Firearms Safety Briefin~ COR 
As Required Guest Fircanns Instructors COR 
As Required Armorers Qualifications COR 
At Award of Contract Firearm Load/Unload Procedure:; COR 
As Required Supervisory Post Check COR/SOR 

Documentation 
As Required Post Books, Forms, Tests. Reports, COR 

SORs. Compliance Documents 
As Required Shift Schedule Changes COR 
As Required Performance Assurance Training COR 

Elements 
Annually Annual Self-Assessment COR 
14 Business Days a fler Annual Self-Assessment of COR 
Assessment Comolction Adherence lo SOW Rcoort 
120 days following Award of Performance Testing Methodology COR 
Contract 
Twice Monthly Pcrfom1ancc Tc:.ts, (Security COR Conduct and Document on 

facrciscs 10 include verbal LSPT/ARAPT Lag 
questions or nctions taken) 

14) SHTFT AXD POST REQUIREM ENTS 

a. The Contractor shall furnish $CCunty officers for the designated posts and shifts as described in post descriptions. When BPA 
deems necessary. the Contractor shall furnish security officers for posts identified in the SOW. but not currently active 3S 

identified in this SOW. The Contractor may submit alternative shift schedules to the COR, and upon written approval in 
advance, may implement the approved schedule. A copy of the specific po~1 description and requirements as noted in the 
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applicable sections shall be provided lo each post for officer reference. Additionally "General &curily Officer Conduct .. and 
"'General Post Requirements" shall be provided to each post. 

b. Shifts 

i. Posis described as 24 hours per d:ty shall be staffed ru; eight-hour posts. No officer sh3II be posted for grc3tCT than 12 
hours in a 24 hour period except in emergencies following coordination with OSCO Staff. The Officers must have no 
less than 8 hours away from work between shifts. Exceptions forcmclllency circumslllnccs shall be evaluated for approval 
by the OSCO StalT or COR. 

c. Shirt Rcquircmems 

i. The Contractor shall staff shifts to optimize security coverage throughout the workday and overnight hours. Shifts shall 
be scheduled in such a manner to avoid lapses or voids in security coverage during the times of the day that employees 
arc coming to work. breaking for lunch. or leaving the work place. Changes to shift rcquircmentS may be adjusted by the 
Contractor in coordination with COR and meeting BPA requirements. Changes shall be evaluated for efficiencies of 
operation and any cost implications. 

ii. Under the direction of the shift supervisor, sccurily officers shall obtain all necessary equipment prior 10 assuming the 
duties of their assigned post. Appropriate logs. forms and control rosters shall be filled out noting the issuance of such 
equipment. 

iii. "General Sccuriay Officer Conduct" expectations shall be observed while officers arc on shift. 

iv. Personnel shall not consume alcohol, drugJ>, or olhcr products that may negatively impact judgment or physical response 
as ncccsi;ary 10 carry out the duties within 8 hours of duly. Personnel taking prescription drugs causing drow~incss, 
caution use while opC111ting machinery. or driving a vehicle shall inform their supervisor within I calendar day of 
prescription and may require a mcdica.l release in o rder to resume duties. 

v . Security officers and supervisors expected to operate motor vehicles as part of their duties s hall be in posscs.'iion of a 
valid state-issued dri~~r•s liccmc at all time~ while operating such vehicles. Officers assigned to positions not rcquiring 
operation of motor vehicles nor having to drive while working on the BPA Security Services Contract shall be in 
possession of federally issued identification and arc not required 10 be in possession of state issued driver's license. 

vi. At all times while posted, security officers shall ensure persons entering BPA controlled property and moving about BPA 
controlled properly properly display appropriate identification. 

vii. If an employee refuses to display identification properly, the security officer shall immediately inform the shift 
supervisor, document the incident. and perform other actions in accordance with established SOP's. The Contract 
Manager and OSCO shall be notified immediately. 

viii. If the scc11rity officer perceives a threat to BPA property or personnel. the officer shall talcc appropriate aelion.s to manage 
the threat. The Contract Manager and OSCO shall be notified immediately 

ix. Security officers shall complete Security Incident Reports when directly involved in a response or perform follow up to 
a response. This includes incidents where the officer or supervisor is a witness. Security Incident Reports shall be 
submitted prior to officers involved being released from duty. 

x. Security officers shall 611 out electronic or hardcopy (or both) Security Officer Report (SOR) for each shift noting security 
officer activities. The SOR shall note when the oflicer came on duty. patrolled specific llrcas. took breaks. lunch. or other 
information confirming appropriate security activity. Security offica-s and supervisors shall maintain electronic or 
hard copy (or both) SOR notebooks to record information, assist in preparation of incident reports, and for possible use 
in coun. 

xi. Security officers shall perform inspections of visitors' baw,, briefcases. boxes, other hand-carried items, and vehicles 
upon entry as outlined by SOP's, or otherwise din:ctcd by OSCO. 

xii. Security officers shall enforce BPA security policies as noted in poSt duties. post orders. and BPA or Contractor provided 
SOP's as approved by OSCO. 

xiii. Security officers shall be familiar with BPA bomb threat. medical. and fin: response instructions. SO P's shall be prepared 
lo respond and assist. as required. during an emergency. 

xiv. Security officers at entry points shall inform visitors that firearms and dangerous weapons arc prohibited and ask all 
visitors if they arc cunying any lirc:srms or other dangerous weapons. If a vh.itor or Contractor i~ carrying u weapon or 
other prohibited con1raband. the si1untion shall be handled in accordance with site specific procedures. The officer shall 
1101 recommend any course of action rcgnrding the disposition, storage or security of the subject weapon or oontmband. 
The officer shall im~dia1cly report the incident ro lhe Securi1y Supervisor, FPS (for incidents occurring at BPA HQ), 
the Contract Manager, and OSCO. 

xv. Security officers shall be familiar ,vith designated NERC CIP controlled areas at their post l()Cj)tions :ind must be familiar 
with access and response requircmcnrs for those areas. 
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IS) SAFETY R£QUlREME.'ffS 

a. The COR, designated field inspector. or any BPA employee or contractor may cause any work to cease if any safety violations 
arc observed. No further work will be :illowcd until such time as the situation is resolved. 

b. The Cont.raclor shall provide to the COR, prior to the start of the contrnct, a Material Safety Data Sheet on products the 
Contractor will be bringing to the job site that employees may be using, exposed to or which may be stored on the site. Prior 
to performance on this contract, a Site Specific Safety Plan (SSSP) must be submitted in writing to the COR to address typical 
lllld routine tasks required under this contrnct. ln accordance with Clause 15-13. Contractor Safety and Health Requir.:mcnts. 
any additional authorized servic-cs involving exposure to potential high-hazards, as determined by the COR, shall require the 
submittal of a supplemental Site Specific Safety Pinn in writing prior to work starting on those high-hazard wk:s. The SSSP 
is subject to review and approval by the BPA Safety Office. Changes in work procedures or added work scqucmccs not initially 
spcci lied in the SSSP shal I require an update and wil I generate a new review and approval process for the updated anal)l!iiS or 
plan. 

e. All applicable Fedcml, Government and toe.al safety requirements shall be observed by the contractor and its employees. 

d. Many BPA facilities arc cncr1,oized and could pose risk 10 the life and safety of any Contractor personnel who enter such areas. 
Security contract personnel who arc trained and hold :i Contractor Non-Electrical Worker Pc_rmit may bc allowed in areas 
requiring Permit without escort of BPA personnel. Personal Protective Equipment Required for Entering areas requiring the 
Permit: 

i. White Hare! Hat. Hard hats approved by the Administration shall be worn by ALL PERSONS in the follo\1/ing locations 
and conditions except for work inside tmnsformcrs. po"·er cin:uit breakers. under vehicles. or in similar 
restricted/protected situations. 

(a) In fenced substation yards :ind other designated hard hat areas. 

(b) When cng:igcd in or when in the close proximity of outdoor work or in all =s where there is exposure above head 
level to moving cqui pment, work, or materiaJ handling. 

(c) Persons working at elevated locations more than 4 feet above the ground and utilizing fall protection PPE shall wear 
a BPA approved climbing style helmet :mached with chin strap. 

ii. ldcntificntion/Color-Coding System. To distinguish between Qualified Electrical Employtes and others. YELLOW 
hard hats \\~II be restricted to holders of Elecrrical Worker Pem1its. Additional hard hat colors utilized on the BPA 
system are: 

(a) BL E: Riggers 

(b) RED: Construction Equipment Operators 

(c) GRAY: Carpenicrs (Note: Due 10 gray being unavailable in a climbing style hclmcL. white shall be substituted.) 

(d) WHITE: All Others 

iii. Protective Footwear. Appropriate footwear that provides adequate support and protection to the: foot. toes und ankles for 
the work being performed shall be worn. Lace-up, over the ankle leather boots with rigid sole and heel meeting ASTM 
F 2413- 11 with an EH Rating or ASTM F 2413-05, Class 75 Y.ith EH rating shall be worn in all work area..~ where hard 
hats arc required and other an:a., as dctennincd by a supe,visor. Supervisors have the responsibility for assuring that 
appropriate footwear is worn. Employees have the responsibility to wear appropriate footwear for the job. 

iv. Arc Flash (FR) Clothing: 

(3) Arcing from fnultcd components can occur when working on or near encrgi7..cd circuits. In some cases, this arcing 
will c.~pcl molten m~1al and can produce enough heat to cau.~c bums to a worker and ignite clothing. BPA 's goal is 
to establish requirements that protect workers from the onset of 2nd degree bums ( 1.2 cal/cm2). but not overprotect 
to the point of causing restricted/inhibited visibility, heat exhaustion, nod inability to perform work. Arc-rated 
clothing has a raring corresponding to the minimum Arc Thermal Protection Value (A TPV) which pre,•ents the 
onset of 2nd dcgn:e burns. 

(b) To maiotain conformance with Federal OSHA work slandnrds BPA ha.~ adopted the policy of protecting workers 
from the hazards of an: flash by requiring minimum clothing rating of8 caVcnr for those who may be exposed lo 
arc na.~h hazards nonnall)• found in the energized area of BPA substations. Thi,; clothing must bc worn by contract 
worker.. anytime they arc in the energized area of the sub~tation yurd. The boundary for this requirement is from 
any control house door exiting into the energized substation yarcl or from the substation gntc entering into the 
energized substation yard. 

(c) Therefore, if lhc contract worker must enter the energized substation yard to work the minimum requirements for 
arc rated clothing must be met. Long slcc\'c coveralls with a rating of 8 cal/cm2 can be utilized in lieu of rnted pants 
and long sleeve shirt. Any jackets or min gear worn nlso needs to meet the minimum rating of8 caVcnr. 

{d) Arc Rated clothing with a minimum rating of8 ca.lorics/em2 shall be worn inside of energized substations or when 
an employee is performing work which may expose them to an arc haznrd. The wearing of clothing and footwear 
made from acetate, nylon, polyester, or rJyon either alone or in blends (unless labeled with no Arc Thermal 
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Protection Value of8 caU cm2 OT greatcr) is prohibited alone or under arc rated clothing when an employee may be 
exposed to the h.iznrds of electric an:s or flames. Long sleeve arc rated sh11ts shall be worn with sleeves rolled down 
and shirts tucked into pants. 

v. Contractor Non-Electrical Worker Pcnnit: Contractor employees performing security scrviccs at the Eugene Starr 
Complex or while deployed to a Substation under this contract may be required to successfully pass the Non-Electrical 
Worker Permit examination, pass the Substation Electrical H32.ard Awareness Training and Tour, and p:i.ss NERC-CIP 
Field Training. BPA reserves the right and option to provide an escort in lieu of above requirement. 

vi. Cclilo Special Risk Pbn 

(a) BPA 's Celi lo facility has had extensive mercury contamination as a n:sult of the use and maintenance of mercury 
arc valves (rectifiers) employed at the facility from 1970 to 20o:i. Most of the interior of the building is now mercury 
free. Background concentrations of the toxic clement arc extremely low minimizing the risk of future health 
concerns from inhalation. However, care should be exercised during future renovation should encapsulated locations 
be disturbed. Any drilling. cutting. or floor demolition should be accompanied by monitoring to ensure that 
contractors arc not unnecessarily exposed to brief albeit elevated local v-Jpor concentrations. 

(b) 1nc contractor shall revic:wthc Po.tt-Abatemenl Clearance Report for Phme 3 MercuryAba1~1U!l1/ Arms at Celilo COlnY!l'ter 
Sra1ion 17,e Dalles. Orego11, dated October 11, 2013. The n,-pon will be provick-d to the contrat-'lor by the COR.. 

{c) 29CFR 1910.1200 Mcn:uryHazard Communication Training will be conducted and docwncntcd for officers that will work 
at thcCclilo DC Conver1crbuilding. 

q SECURITY SERVICES AT THE BPA HEADQUARTERS 

I) General 

a Standard security officer procedures shall apply to all HQ security posts. Shi A hours may be: adjusted through the appro\'al of 
the COR.. All posted officers aad patrols assigned to the BPA Headquarters shall be: lcnowlcdgeablc of building evacuation. 
:Jicltcr-in-plucc procedure~ und othcT contingency procedures. 

b Questions about physical .security and access control policy shall be deferred to the HQ' s Physical Security Specia lists. 

c Parking Garage Entrance Bollard System Operation 

(i) Security officers must understand the safe operation of the garage entrance bollard system prior to assignment to posts 
I. 2. 8 or 9. Officers shall not operate the garage entrance bollard system unless propcrly trained. 

(ii) Training required to operate the bollard sy~'lcm shall be conducted by security supervisors or training personnel ensuring 
adequate understanding of the safe operation of the system according 10 the policies and procedure established in this 
SOW and SOPs developed by the Contr:tc1or. 

(iii) Training for bollard system operation shall be documented on the individual security officcr·s training record. Security 
officers required to operate the bollard system must dcmonstrnte the ability to safely do so prior to assuming duties of 
the post. Procedures for operating the bollard system shall be placed at each applicable post. 

(iv) Bollard system operating hours under non-emergency conditions 

(a) From the hours of 1800 - 0600, Monday through Friday, bollards shall remain engaged in the up position with the 
parking garage doors closed. 

(b) From the hours of0600- 1800. Monday through Friday. bollards shall remain engaged in the down position with 
the parking garage doors open. 

(c) During weekends and holidays, bollards shall remain engaged in the up position with the garage door closed nt all 
hours. 

(d) OSCO may direct changes in use of the bollard system a~ needed_ 

2) Headquarters Security Post I 

a Description of Post 

(i) HQ Post I is located at the security console located in the main lobby of the BPA Headquarters Building. HQ Post I is a 
one-person post, operated by an armed, unifonncd security officer24 hours per dny. 7 days pc:T week. The security officcr 
shall be equipped with a portable radio. flashlight. and other equipment necessary to pcrfonn building security services. 
The officer shall be trained and competent to operate the bollard system during nonnal and emergency operations. The 
primary responsibility of this post is to monitor and control pcrsonm:J ac.cess through the use of CCTV. cardkcy physical 
ncccss conlTol systems (P ACS), and manual proccs.~ing procedures. 

b Designated Shi fis 

{i) This post shall operate 24 hoW'S per day, sc,•cn days pcr week. The post shall ha,,c three shifis pcT day. 

c Post Duties 
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(i) Officers shall pcrfonn the following: 

(a) Conduct functional checks of all equipment and systc!TL~ used on this post upon assuming duties. Rcpon equipment 
malfunction.~ or deficiencies in accordance \\~th established procedures. 

(b) Monitor the CCTV and PACS for the BPA Headquarters. Allow access after nonn:il business hours only to persons 
with valid BPA or other approved identification. or. indhiduals or groups approved for access and authorized by 
OSCO. BPA and Contractor personnel must present their ID badges to the lobby access portal to gain building 
access p.ist HQ Post I. Guests of employees and all visitors arc required to follow established procedurcs for visitor 
access. All persons entering the building arc subject to screening. 

(c) Require all visitors and guests to be identified "ia government issued photo ID and to sign in and obtain a visitors 
badge. Ensure visitors and guests arc screened properly before cntiy. 

(d) Dispatch and monitor Headquarters security posts and patrols for various situations that may arise. 

{e) Maintain radio or alternate communications and conduct security status checks with posts and patrols assigned to 
the SPA Headquarters on an hourly ba.sis during daylight hours nnd every 30 minutes during hours of darlmcss or 
increased security posture. 

(f) Monitor and respond to all building alanns for the Headquarters Complex in accordance with designated procedures. 
This includes door alanns, intrusion alarms, duress alarms, computer room alarms, and fire alarms. For the Pro Watch 
system. this post shall maintain an cvcm log of aJarm activity. 

(g) Process and ma.intnin visitor access request!> and administer visitor access procedures. Temporary badges shall be 
i~ut-d for cleared visitors as well as BPA and Contractor employees who do not have their Government issued 
identification. Prior to issuing a tcmpordl)' local site specific only {LSSO) badge. appropriate procedure:; shall be 
followed based upon the status of the individual (i.e. foreign national. escorted/unescorted access. etc.). Any BPA 
Temporary badge issued must be returned upon the employee or visitor's departure from the building. 

(h) Maintain the ckctronic Hcadqunrtcr.s Security Desk Blotwr. listing :,ccurity•rclatcd activity nnd information for a 
24-hour time period. The Contractor shall submit the blotter for review as determined by OSCO. 

(i) Maintain communications with FPS via established procedures. 

(j) Maintain open communication with contract security officers for the 911 building regarding pertinent security 
incidents, events. or information which may impact the 911 building. personnel. or protective force. 

3) Headquarters Security Post 2 

a Description of Post 

(i) This post is a roving patrol encompassing the Hcndquarters complc.x. This is a one-person post. operated by an armed. 
uniformed security officer 24 hours per day, 7 days per week. The security officer shall be equipped "~th a ponable radio. 
flashlight. and other equipment nc:cessary to perform the required security services. This security officer shall be trained 
and competent to operate the bollard syiitem during normal and emergency operations according to section 25.b of this 
SOW. The primary responsibility of this post is to conduct security patrols of the interior of the Headquarters (905) 
building. the exterior of the East Side Federal Complex (905 and 911 buildings). 

b Dcsignnted Shifts 

(i) This po~,: shall be 24 hours per day, 7 days per week and shall ha,·e three shifts per day. 

c Post Duties 

(i) Officers shall perfonn the following: 

(a) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies in ac.c-0rdancc with C$13blishcd procedures. 

(b) Conduct a minimum of two foot patrols each shift throughout the intcnor of the Headquarters building and the 911 
building fitne!'s center (BPA Club Fed) area al random frequencies, unless otherwise directed by the security 
supervisor. Contract Manager. or OSCO. These patrols shall bcrccordcd on an electronic or hardcopy SOR. Perform 
general security checks of all areas patrolled. During interior patrols pa.rticular aucntion shall be given to scn.~itive 
areas such as JTS rooms and the Duty Scheduling Center (DSC) due to NERC ClP requirements associated with the 
DSC. 

(c) Conduct a minimum of l\"o foot patrols per shift of the exterior of the Headquarters building and the 911 building 
(exterior area comprising the East Side Federal Complex) al random frcqucricics, unless otherwise directed by the 
security supervisor. Contract Manager, or OSCO. 

(d) Conduct patrols. or other security measures of internal Headquarters building parking levels in basement levels B
l , B-2 , 8 -3. and 8-4. 

(c) Conduct patrols as othcnvisc directed by the security supervisor, Contract Manager. or OSCO. 
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(f} Enforce building rules lUld regulations and perform other duties as directed by special order.;. Operations Bulletins. 
or vcri>al instructions from security supervisors. the Contract Manager. and OSCO. 

(g) Enter aJI incidents in the electronic or bnrdcopy Security Officer's Report (SOR) and rcpon aJI incidents and 
suspicious activity to HQ Post l and/or the security supervisor through the most expeditious means possible. Provide 
written reports as required. 

(h) Dil"Cct person.~ with lost and found items 10 OSCO. or take custody of items brought to the post and tum them in lo 
OSCO. 

(i) Respond to alarms as dispatched by HQ Post 1. the security supervisor. Contract Manager. OSCO. or FPS. Requcst 
assistance if necessary. Log and report all alann incidents on the electronic or hardcopy SOR. Response lo security 
alarms for the Duty Scheduling Center (DSC). JTS rooms, BMS room. or Personnel Security Office shall be priority. 

(j) Respond to other sccuri1y- rcla1cd events as directed by HQ Post 1. the security supervisor. Controct Manager, or 
OSCO. 

{k) Provide officer bre3k relief or post nssist:Jncc as directed. 

( I) Perform patrols at random frequencies in an c!Ton lo not establish a pattern. 

(m) Perform other duties as assigned by the security supervisor. Contract Manager, or OSCO 

(n) Maintain radio contact with HQ Post I during foot patrols 10 the extent possible. 

(o) Ensure the doors at the Headquarter.; building secure automatically in the ProWatch security system at 1800 hour.; 
on normal weekdays. After 1800 hour.;, this post shall conduct a check of all exterior doors 10 ensure they aro secure 
and the security system is working properly. 

4) Hcadquartcn; Security Post 3 (Currently not active) 

a Description of Post 

(i} OSCO may request activution and manning of this post for contingency operations. specific security conditions 
(SECONs). or other security needs. This post shall not be occupied unless directed by OSCO. When activated, this shall 
be a one-person post manned by an armed, uniformed security officer, up to 24 hours per day, 7 days per week. Specific 
duties and hours for this post will be described at the time it is activated. 

5) Headquarters Security Post 4 (Currently not active) 

a D~ption of Post 

(i) OSCO may request activation and manning or this post for contingency operations. spccjfic security conditions 
{SECONs). or other security needs. This post will not be occupied unles.~ directed by OSCO. When activated, this shall 
be a one-person post manned by an armed, uniformed security officer. up to 24 hours per day. 7 days per week. Specific 
duties and hours for this post "~II be described at the time it is activated. 

6) Hcadquancrs Security Post 5 

a Description of Post 

(i) This post monitor.; access to the BPA Headquarters al the cast entry. This is a one-person post. operated by an armed, 
wiifonned security officer, 12 hours per day. Monday through Friday, excluding designated go,·cmment holidays or as 
indicated by OSCO during higher security condition (SECON) status. The security officer shall be equipped with a 
portable radio, magnetic wand. x•ray machine. magnetometer and other equipment necessary to perform the required 
security services. The primary responsibility of this post is to ensure all visitors and their hand-carried items entering the: 
BPA Hcodquancrs :ire properly screened prior to entering the facility. 

b Designated Shi fis 

(i) There shall be one: shin pcr day established for this post. The hours of this shi A :i.rc 0600-1800. Contr.ictor proposed 
hours of operation may be modified under approval of the COR. 

c Post Dulics. 

(i) Officers shall perform the following: 

(a) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Rcpon equipment 
malfunctions or deficiencies in accordance with established procedures. Functional checks or the magnetometer, 
hand-held wand. and x-ray machine sholl be conducted and documented in accordance with c~1ablishcd procedures. 

(b) Identify visitor.; and determine their need to enter the fucility. 

(e) Screen vis itors by using the mn!,'lletomctcr (or hnnd-hcld magnetic wand). Screen hood-carried items in the 
possession of ,tisitors by using the x-ray machine or visual inspection. Ell1)1oyces entering the SPA Hcadquancrs 
may be subject to screening :11 the direction of OSCO. OSCO may introduce new equipment or technology for 
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screening personnel entering the f.Jcility. Security officers shall be properly Lrain1.-d on new equipment or technology 
introduced prior to use with verification or training annotated in the officer's individual training record. 

{d) Check for appropriate identification badge on persons entering the lobby are.a from outside BPA controlled space. 

(e) Inform all visitors firearms and other weapons arc prohibited and ask all visitors if they arc carrying any firearm.,; or 
other weapons. If any individual is carrying a weapon or other prohibited contraband, the situation shall be handled 
in accordance with site specific procedures. The officer shall not rcoommcnd any course or action regarding the 
disposition. storage or security of the subject weapon or contraband. The officer shall immediately initiate reporting 
the incident to the security supervisor. 

(f) React or respond to s1.-curity incidents occurring in the lobby area of the Headquarters building posing a threat to 
personnel and/or property. 

7) Headquarters Security Post 6 

a Description of Post 

(i) This is a one-person post occupied by an armed, uniformed security officer 12 hours per day. Monday through Friday, 
excluding government holidays. The post is located in the lobby of the BPA hcadquan= building. The security officer 
is responsible for ensuring only authorized personnel enter lhc Headquarters facility by verifying the identific.ation badges 
of all persons entering the building from the lobby and ensuring badges are worn prop<:rfy. This post may be un:inncd in 
accordance with Section 13.b Mfaccptions" in this Statement of Work. The primary responsibility of this post is to ensure 
:tll persons entering the building from the lobby area have appropriate identification badge and access authorization. 

b Designated Shi fls 

(i) Monday lhru Friday, 0600 to 1800, except designated government holidllys. Hours of operation may be modified 
following COR approval prior to making the change. 

c Post Duties 

(i) Officers shall p<:rform the following: 

(ii) Conduct functional check.~ of all equipment and sy,;tcm~ used on this post upon :l.'i$Uming dulics. Report equipment 
malfunctions or deficiencies in accordance with cslablished procedures. 

(iii) Ensure all persons en1cring the building from the lobby area have the appropriate identification badge (to include visitor 
b:idgcs). 

( iv) Re:1poncl to all instructions from HQ Post I, the shift supcrvisor. Contract Manager. or OSCO staff. 

(v) Requesl assislance when ncccs.~ary from the HQ Post 2 security officer during periods of heavy pedestrian traffic in 1he 
lobby. 

(,<i) Use any additional equipment introduced by OSCO for screening and/or verification of personnel entering the facility. 

(,·ii) Observe HQ Post 5 and provide assistance ifncccs.ary when prohibited items arc identified during visitor screening. 

(viii)Rcact or respond to security incidents occurring in the lobby area of the Headquarters building posing a threat to personnel 
and/or property. 

(ix) Monitor personnel entering the building from the west entrance. ensuring only authorized personnel enter the building 
and others an: directed to HQ Post 5 for screening. 

8) Hcadquancr.; Sl.'Cllrity Post 7 (Bl Loading Dock Doors) 

a Dcscrip1ion of Post 

(i) OSCO may request activation and manning of this post for contingency operations. specific sccurily conditions 
(SECO, s). or other security needs. This post will not be occupied unless di=tcd by OSCO. When activiatcd, this shall 
be a one-person post manned by an armed, uniformed security ofliccr. up to 24 hours per day, per week. Specific duties 
and hours for this post will be described at the time it is activiated. 

9) Hcadqunncrs Security Post 8 

a Description of Post 

(i) This is a one-person post occupied by an armed. uniformed security officer 12 hours per day. Monday through Friday. 
excluding designated government holidays. This post is located on N.E 9th Street on the west side of the Headquarters 
building at the garage entry ramp. Along with HQ Post 9, this post serves as the primary access control point for vehicular 
entry into the Hcadquaners garage. This officer shall be trained and competent to operate the bollard system during 
normal and emergency operations. This officer shall be equipped with all standard equipment plus an ANSI 207 
compliant Public Safety Vest for Security and other equipment necessary to perform required security services. The 
officer assigned Lo this post shall be capable of nssuming the duties of HQ Post 9. The primary responsibility of this post 
is ensuring only authorized personnel gain entry into the BPA Headquarters through the pnrkinggaragc/bascmcnt area. 
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b Designated Shin 

(i) Monday lhru Friday, 0600 to 1800, except designated government holidays. Contractor proposed hours of operation may 
be modified under approval of the COil. 

c Post Duties 

(i) Officers shall perform the following: 

(a) Conduct functional checks of all equipment and systems used on this post upon :issuming duties. Rcpon equipment 
malfunctions or deficiencies in accordance \\1th established procedures. 

(b) Ensure only authorized personnel gain entry into the BPA Headquarters parking garage/basement area. All 
individuals seeking access arc required to have proper identification for authorized unescorted access to enter the 
BPA Headquarters or 911 building. 

( c) Conduct general and emergency access control and prevent intrusions. 

(d) Observe the area for unusual or suspicious activity, vehicles and items and immediately report all such activity to 
HQ Post I. who, in tum. \\111 make appropriate notifications to the security supervisor. FPS. Contract Marogcr. and 
OSCO. 

(c) Inform all delivery or Facilities Vendors requesting entrance that lirc:inns and dangcrou.~ weapons arc prohibited 
and ask them if they arc carrying any firearms or other dangerous weapons. If any individual is carrying a weapon 
or other prohibited contraband. the situation shall be handled in accordance with site specific procedures. The officer 
shall not recommend any course of action regarding the disposition, stor.igc or security of the subject weapon or 
oontraband. The officer shall immediately report the incident to HQ Post I, who, in tum, will make appropriate 
notification.~ to the security $Upcrvisor, FPS, Contract Manager. and OSCO. 

{f) Coordinate with HQ Post 9 10 conduct periodic e;<tcrior building patrols of the Eastside Federal Complex (905 and 
911 buildings). When the HQ Post 9 officer is unanncd in accordance with Section 13.b ·'Exceptions." these patrols 
shall be conducted only along the west side of the building. from NE Lloyd Blvd. to NE Holladay, with HQ Post 8 
keeping in visual contact with HQ Post 9. When HQ Post 9 is armed, these patrols shall extend to the full perimeter 
of the building as long as radio contact is properly maintained. OSCO will detcnninc frequency of perimeter p11trols. 

(g) Assist HQ Post 9 with conducting vehicle inspections according to current procedures as provided by OSCO. Assist 
HQ Post 9 ,vith screening non-badged individuals entering the garage with limited access (e.g. - authorized vendors 
and delivery personnel). 

(b) Use any additional equipment introduced by OSCO 

I 0) Hcadquarteni Security Post 9 

a Description of Post 

(i) This is a one-person post occupied by an anncd. uniformed security officer 10 hours per day, Monday through Friday, 
excluding designated government holidays. This post is located on N.E 9th Street on the \Vest side of the Hc:idquartcrs 
building at the garage entry ramp. Along with HQ Post 8. this post serves as the primary access control point for vehicular 
entry into the Headquarters garage. This officer shall be trained and compctcn1 10 operate the bollard system during 
normal and emergency operations according to Section 25.b of this SOW. This officer shall be equipped with all standard 
equipment plus an A SI 207 compliant Public Safety Vest for Security and other equipment nccessnry to perform the 
required security s1.,TViccs. The officer assigned to this post shall be capable of assuming the duties of HQ Post 8. This 
post may be unarmed in accordance with Section 13.b .. Ellccptions" of this Statement of Work. The primary responsibility 
of this post is to verify. process, inspect. control. and monitor visitor and delivery vehicular traffic entering the building 
via the basement ramp entry on NE. 9th Avenue. 

b Designated Shift 

(i) Monday lhru Friday, 0700 to 1700, c:<cept designated government holidays. Contractor proposed hours of operation may 
be modified following approval of the COil. 

c Post Duties 

(i) Officers shall perform the follo,ving: 

(ii) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
ma.If unctions or deficiencies in accordance \\;th established procedures. 

{iii) Verify, process, screen. conlrol, and monitor visitor and delivery vehicular traffic entering the building via the basement 
ramp entry on KE. 9th Avenue. 

(iv) Conduct ,•chicle and personnel scn:cning according to current proccd~ as provided by OSCO. Permit access to delivery 
vehicles to the B-1 loading dock for discharging tall,'<> according to current procedures as provided by OSCO. 
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(v) Ensure only authorized personnel gain entry into the BPA Headquarters parking g.iragc/bascmcnt ari:.i. All individuals 
seeking access arc required to have proper identification for authorized unescorted access lo enter the BPA Headquarters 
or 9I I building. 

(,<i) Conduct general and emergency access control and deter unauthorized intrusions. 

(vii) Observe for unusual or suspicious :ictivity. vehicles and items and immediately rcpon all such activity 10 the HQ Post I , 
,mo, in turn, will make appropriate notifications to the Security Supervisor, FPS, Contract Manager, and OSCO. 

(viii)lnform all delivery or Facilities Vendors requesting entrance that firearms and dangerous WL'llpons arc prohibited and a.~k 
them if they an: carrying any firearms or othcr dangerous wi:apons. If any individual is carrying a weapon or other 
prohibited contraband, the situation shall be handled in accordance with site specific procedures. The officer shall not 
recommend any course of action regarding the disposition. s torage or 5eeurity of the subject weapon or contraoond The 
officer shall immediately rcpon the incident to HQ Post I, who, in tum, will make appropriate notifications to the security 
supervisor. FPS, Contract Manager. nnd OSCO. 

(ix) Coordinate with HQ Post 8 to conduct periodic exterior building patrols of the Eastsidc Federal Complex (905 and 911 
buildings). When the HQ Post 9 officer is unarmed in accordance 1vith section 13.b " Exceptions,- in this Statement of 
Work. Patrols shall be conducted only along the west side of lhe building, from NE Lloyd Blvd. to NE Holladay, keeping 
in visual contact with HQ Post 8. When HQ Post 9 is armed. these patrols shall be c.,tended 10 the full perimeter of the 
building as long as radio contact is properly maintained. OSCO will dctcnninc frequency of patrols. 

(x) Use any additional equipment that is introduced by OSCO for the screening and/or ,·eriftcation of personnel entering the 
facility. 

D) SECURITY SERVICES FOR THE ROSS COMPLEX 
I ) General 

a. Standard security officer procedures shall apply to all Ross Complex security posts. Under the direction of OSCO, the 
Contractor shall establish procedures for monitoring the ingress and egress of commercial vehicles, visitors and l'cndors. The 
contractor shall maintain entry logs and visitor access procedures, as well :is radio and t.:lephone communications between 
the various posts, ~upcrvisors. BPA visitor/vendor sponson., the Contract Manager, and OSCO as needed. Post hours shall be 
performed as indicated unless adjusted by OSCO. Posts directly supporting response to NERC ClP designated areas. or olbcr 
critical assets. shall be familiar with the location of those areas. access requirements. and procedures for entry. All posts and 
patrols a.~signed to the Ross Complex shall be knowledgeable of building evacuation, shelter-in-place procedures, and other 
contingency procedures. 

b. Questions about physicnl security and access control policy shall be deferred to the Ross OSCO Physical Security Spccialh"ls. 

2) Ross S<x;urity Post I 

a. Description of Post 

i. Ross Post I is a one-person posl operated by an armed, uniformed security officer IO hours per day. Monday through 
Friday, 5 days per week C,'(eept Federal Holidays. The security officer shall be equipped with necessary equipment to 
perform building security services and shall be familiar with use of the Pro Watch security system for access control 
purposes. Ross Post I is l~tcd at the security console al the West entrJncc of the Diumer Building. The prim.'lry 
re~-ponsibility of this post is to monitor and control occcSs for the west entrance 10 the Dittmer building. 

b. Designated Shifts 

i. This post will operate IO hours per day, 5 days per week Monday through Friday, except holidays. Hours of operation 
shall be fi-om 0600 to 1600. 

c. Post Duties 

i. Officers shall pcrfonn the following: 

ii. Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance with established procedures. 

iii. Monitor the eJcctronic verification of ID badges for authorized BPA and contmet employees entering the Dittmer building 
through the ph~ical access control system (PACS). which is currently the ProWatch system. Ensure established access 
control procedures arc followed by nil personnel. 

iv. Serve as a primary processing point for vendors requiring csconcd access to the Dittmer building. 

v. Direct other non-badged (external 10 BPA) ,•isitors for the Diumer building to enter Lhrough Ross Post 4, located at the 
East entrance. unless othcmisc directed by OSCO. 

VI. ls.<ruc appropriate visitor badges for vendors 10 the Dittmer building and temporary BPNContractor employee badges 
following established SOP's. 

vii. Screen all vendors processing through this po~1 for escorted entry to the Diltmer building for any dangerous weapons or 
prohibited item~ in accordance with established procedures. If wcap<1n or other prohibited contraband is present or 
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detected, the incident shall immediately be reported to Ross Post 9 Ai\1S who ,,ill notify the Security Supervisor. Contrnct 
Manager, and OSCO. 

viii. Conduct inspections of al I hmd-carried itcmi; being carried into or out of lhc Dittmer building by vendor.;. 

ix. Conduct inspections ofh:md-carried items of employees as din:ctcd by OSCO. 

x. Ensure the designated card-reader entrance doors (wcsl lobby doors) arc unlocked and the lobby lights arc turned on at 
0600 or when otherwise din:ctcd. 

xi. Ensure the designated card-reader en I ranee doors ( west lobby doors) arc secure and functioning properly upon completion 
of shin on nonn31 duty days. Aller 1800 hours, this post bc<Jomes the primary entry point for the Dittmer building vi3 
card reader operation. 

xii. Use all equipment introduced by OSCO for access control or the screening of personnel cnlcring the facility through this 
post. This includes the proper use of the Diumcr ProWatch system for monitoring electronic access verification to 
Dittmer. 

lliii. Follow nonnal procedures established for Ross Post 4 in the event visitors an: directed to process through this post. 

,uv. Respond to PACS al:inns associ:itcd with access control for the Dittmer building west entrance. Ensure all al31'tll activity 
associated with this post is entered in the ProWateh Event Log. Entries shall include alarm as.~cssment. cause. and name 
of subject (if applicable). 

xv. Perform administr:1tivc duties by maintaining electronic and/or hardcopy documentation such as security alerts, daily 
visitor logs for Dittmer. and any other documentation deemed necessary by the Contractor or OSCO. Conduct other 
administrative duties as assigned by the Contract Manager or OSCO. 

xvi. Provide assistance to the Alarm Monitoring Station (A,\.1S. Ross Post 9) by monitoring CC1V systems for the Ross 
Complex. 

xvii. Perform security procedures as directed by OSCO and/or the Contract Marutger. Procedures for this post may be changed 
BY OSCO as needed. 

3 ) Ross Security Post 2 

a. Description of Post 

i. Security Ross Post 2 is dedicated to the Construction Services Building (CSB, building Z-610) and surrounding parking 
lots. This post is occupied by an armed. uniformed security officer, but may be unarmed in accordance \vilh Section 13.b 
"Exceptions" in this Statement of Work. This post combines a stationary post and foot patrol. The security officer shall 
be equipped to perform the security services required at this location. 

b. Designated Shills: 

1. Perform 3 combination of stationary duties and foot pauol from 0600 - 1600 hours, Mond:iy through Friday except 
holidays. 

e. General Post Duties 

i. Officers shall perform the following: 

(a) This post is designated as an armed post except as noted in Section 13.b "'Execptionstt in this Stiltcmcnt of Work. 
This is primarily a walking post located at the CSB building. The primary responsibility of this post is to monitor 
activity in and around the CSB building. The assigned officer shall conduct random foot patrols throughout the 
building and sum:>unding parking lots and sha.11 maintain visible security presence. 

(b) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance \,~th established procedures. 

(c) Identify and process visitors. Conduct inspections of hand-carried items for visitors. OSCO may direct inspections 
ofhand carried items on BPA employees. 

(d) Provide assi.~tancc monitonng CCTV systems for the Ross Complex. The primary focus shall be the CSB building 
and surrounding areas. 

(c) Ensure card-key operated doors function properly at the beginning of each shift-. Place sign-in logs at the security 
desk by the entrance doors, and ensure the doors remain appropriately secured throughout the day. 

(f) Investigate any alarm or malfunction condition related to the building. These situations shall be reported to the 
Alarm Monitoring Station (Ross Post 9 ) and the officer at this posi shall toke any necessary corrective actions. 

(g) Conduct checks of the CSB room 104. as directed by OSCO. Checks shall be annot.rucd on the Security Container 
Check Sheet (SF Form 702) located on the door. 

(h) Inform visitors that fireanns and dangerous weapons arc prohibited and ask visitors i fthcy arc carrying any firearms 
or other dangcrow weapons. If a visitor. or Contractor is carrying a weapon or other prohibited contraband, the 
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situation shall be handled in accordance with site specific procedures. The officer !!hall not recommend any course 
of action regarding the disposition, storage or security of the subject weapon or contraband. The incident shall 
immediately be reported to Ross Post 9 AMS who will notify the Security Supcrvioor. Contract Manager, and OSCO. 

(i) This post shall be transported by a Ross Vehicle Patrol to and &om their posting at the CSB building. 

4) Ross Security Post 3 

a Description of Post 

i. Ross Post 3 is a one-person patrol operated by an armed. uniformed security officer 24 hours per day. 7 days per week. 
The primary responsibility of this post is to provide patrol coverage for the Ross Complex. 

b. Designated Shifts 

i. This post will be manned in throe 8 -hour shifts as follows: 

(a) Shift l: 0000-0800 

(b) Shift 2: 0800- 1600 

{c) Shift 3: 1600-2400 

c. Post Duties 

i. Officers shall perform the following: 

(a) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or dcficicncic:; in accordance with otnblishcd proccdu=. 

{b) Patrol the Ross Complex to include external and internal patrols. 

(c) Monitor the complex for trespassers, building security issues, and fire and safi:ty hazards and report for correction. 

(d) Conduct perimeter cheeks looking for fence line holes, damage. or suspected unauthorized entry. 

(e) otify Ross Post 9 that perimeter c hecks arc being conducted. 

(f) Assist Ross Post 5 with traffic control at the main gate as needed. Respond to the main gate as needed aflcr hours to 
assist with entry control when Ross Post 5 is not manned and the gate is fully automated for access. 

(g) Coordinate building and gate checks for the Ross Complex v.~th Ross Post 8. Annollltc the checks on a hardcopy 
building chock sheet which is subsequently scanned and s ubmitted 10 OSCO electronically. 

(h) Respond to alarms. Check the cause of intrusion alarms or fin; alarms, request assistance, and reset intrusion alanns 
if appropriate. I f the equipment is malfunctioning. notify Ross Post 9. Record the activity in the SOR, and when 
necessary, complete an electronic Security Incident Report. Priority response shall be given to any evidence of 
intrusion or unauthorized access to the CSB room I 04, NERC CIP areas. or other critical assets. 

(i) Respond to o ther emergencies at the Ross Complex or Parle Place office complex as required. Facilitate the entry of 
emergency vehicles and personnel when ncccs,ary. This may include controlling traffic and/or escorting emergency 
vchic.lcs to the site of the emergency. 

(j) Provide assistance to other security posts on the Ross Complex as needed. 

(k) Coordinate p:itrols and security checks oflhc Park Place office complex with the Security Supervisor a minimum 
of once per shift Patrols shall include an intcriorehcck of the office suites as well as an exterior patrol of the parking 
lots and parking structure. 

(l) Assi~t with conducting foot patrols of the interior and e.,tcrior of the Dittmer building al least once during each shift. 
This check shall be recorded on the officer's SOR. 

(m) ObserYc for facility-related problem~ and notify Ross Post 9 of discrepancies observed Facility-related items 
include, but arc not limited to. proper operation of automated gates. fence line dam.1ge. building damages or 
equipment failure, lighting outage$, etc. Light poles not operating and fence line damage shall be reported by the 
patrol to Ross Post 9 who will notify Facilities Management. 

(n) Unlock and/or lock designated perimeter gates. This may include responding to gate 16 to assist with :m m·cr-sizcd 
vehicle as necc:s.'18!)' follo"ing the departure of the ROS:! Post 6 officer. 

(o) Check the "Fog Test" laboratory area, 1hc Technical Tra.ining building, and the line test and training srca, the 345KV 
yard. Paul Johnson Substation. ABC parking lots. and Ross MHQ area (arc.is not ,vithin the fenced Ross Complex). 

(p) Check the parking lots for security of parlced vehicles. When patrol duties and time allows, perform random 
government vehicle checks for security and keys left in the vehicles. 

(q) Raise and lower the flogs at the Dittmer building. Flags shall be raised at sunrise and lowered at sunset daily. or 
otherwise dircctcd. 
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(r) Monitorl"03d conditions on the Complex. Notify the Security Supervisor and Ross Post 9 AMS of inclement weather 
conditions. 

(s) Conduct patrols or checks as otherwise directed by the Security Supervisor. Contract Manager or OSCO. 

(t) Respond to assist BPA employees or Contractors with vehicle problems, escorts 10 vehicles, etc. 

(u) Assist in rclicfbrcab and lunches for officers assigned lo other Ross posts. 

5) Ross Security Post 4 

a. Dcscnption of Post 

i. This is a one-person. fixed post occupied by an armed, uniformed security officer 12 hours per day, Monday through 
Friday, excluding holidays. The security officer assigned to this post shall be equipped with the necessary equipment to 
perform the required buiJding security services and shall be familiar witb the use of the Pbysical Access Control and 
Alarm System. Ross Post 4 is located :u the security console a1 the Ea.~t entrance of the Diltmcr Building. The primnry 
responsibility of this post is to monitor and control access for the East entrance to the Dittmer building, as well as manage 
and process visitors for the Diltmcr Building and the Ross Complex in general. 

b. Designated Shilk 

i. The hours of this post arc Monday through Friday. 0600- 1800 hours. except holidays. 

c. Post Durics 

i. Officers shall perform the following: 

(a) Conduct functional ehc:cks of aJI equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance with established procedures. 

(b) Monitor the electronic verification or ID badges for aulhorized BPA and contract employees. Ensure appropriate 
Access Control procedures arc followed by personnel authorized unescorted access and by BPA escorts hosting 
visitors to the Dittmer Building. 

(c) Process and manage Visitor Access Requests for the Ross Complex. the Dittmer Building, and the Dittmer NERC 
CIP PSP. This shnll include verifying thar Foreign Na1ional (FN) visitors have been approved by OSCO. 

(d) Serve a.~ the primary access and processing point for all non-badged (ex1emal lo BPA) vi~itors for the Dittmer 
building and the Dittmer NERC CrP PSP following established SO P 's. 

(e) Serve 3S an alternate processing point for vendors requiring escorted access to the Dittmer building or the Dittmer 
ERC C IP PSP (Ross Post I is primary). 

(f) Issue visitor badges and temporary BPNContractor employee badges follo,ving established SOP's. 

(g) Screen all non-oodgcd (external to BPA) visitors to the Dittmer building (or dangerous weapons or prohibited items 
in accordance 1\ilh established procedures. (fa weapon or other prohibited contraband is present. the incidcnl shall 
immediately be reported to Ross Post 9 AMS who will notify the Security Supervisor. Contract Manager, and OSCO. 

(h) Conduct inspcct;ons ofhand-c.micd i1cms being carried into or out ofLhc Diltmcr building by visitors and employees 
as directed by OSCO. 

{i) Ensure the east lobby doors arc unlocked and the lobby display lights arc turned on at 0600 or when othern~sc 
directed. Tum on and inspect the walk-through metal detector for proper function, in accordance with cslllblishcd 
procedures. 

(j) Ensure the cast lobby doors ore secured at 1600 hours or when otherwise dirncted by OSCO personnel. 

(k) Train 10 properly use all cquipmcnl that is introduced by OSCO for access control or the screening of personnel 
en1cring the facility through this post. including the proper usc of the Dittmer PACS for monitoring e lectronic access 
verification to the Dittmer building and Dittmer Building PSP. 

(I) Respond to alanns associated with the PACS for the Dittmer Building cast cntr.mcc. Enter nil alarm activity 
associated with this post in the PACS Event Log, Enlrics shall include alarm assessment. cause. and name of subject 
(if applicable). 

(m) Provide administrati,,e support by mainl:lining documcniation such as security alerts, daily Dittmer visitor logs, 30d 
any 01hcr documentation deemed necessary by the Contractor or OSCO. Conduct other administrarivc duties as 
assigned by the Con1ract Manager or OSCO. 

(n) Be knowledgC3blc of building evacuation. shelter-in-place. and other contingency procedures and assist Ross Post 
9 when necessary. 

(o) Perform security procedures as directed by the Security Supervisor, Contract Manager, or OSCO. 

6) Ross Security Post 5 
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a. Description of Post 

i. This is a one-person post operated by an armed. unifonncd security officer 12 hours per day, Monday through Friday, 
excluding holidays. Ross Post 5 is located at the main gate on Nonh Road adjacent to District Office Building I (008-
1 ). This post is the primary access poini for employees and visitors to the Ross Comple;,;. The primary responsibility of 
this post is to ensure only authorized personnel gain access to the Ross Complc.~. The officer assigned to this post shall 
coordinate 3nd communicate with other security posts. m:iintaining smooth flow of traffic occurs and ensuring authorized 
vehicles, visitors. and vendors arc traveling to their appropriate destinations. This post shall routinely communicate with 
the primary ,~sitor processing post (Ross Post 4) in order to establish and or confinn the authorization of visitors. 

b. Designated Shifls 

i. This post shall be manned in 12-hour shills 0600- 1800. Mondays through Fridays e:1.ccpt holidays. 

c. Post Duties 

i. Officers shall perform the following: 

(a) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Repon equipment 
malfunctions OT deficiencies in nccordanec "~th established procedures. 

(b) Primary responsibility is to ensure only authorized personnel are permitted access to the Ross Complc;,,; through the 
main gate. including both vehicle and pedestrian traffic. Access shall be pcrmiued to BPA federal and Contractor 
employees ";th valid identification badges. 

(c) Control aeccssof ,<isitors and their vehicles, ensuring all occupants of the vehicle pn:scnt proper photo identification. 
Conduct vehicle inspections, visitor screening, issuance of visitor badges. and log all visi tors in accordance with 
established procedures. 

(d) Conduct vehicle inspections in acwrdancc " ~lh established proccdun:s, or as diroctcd by the Contractor Manager 
and approved in ad~-ancc by OSCO. 

(c) Permit access 10 individuals listed under the carpool program as directed by OSCO. 

(f} Inform all visitors fircanns and dangcrou.~ weapons arc prohibited and ask all visito.rs if they arc carrying :my 
firearms OT other dangerous weapons. If a visitor. or Contractor is carrying a weapon or other prohibited contraband. 
the situation shall be handled in accordance with site specific procedures. The officer sh.all not recommend any 
course of action regarding the disposition, 5loragc or security of the subject ,~capon or contraband. The incident 
shall immediately be reported to the Security Supervisor. Contract Manager, and OSCO. 

ii. Vehicle Barriers and Security Procedures 

(a) Visitor lane vehicle barriers shall be opened only aficr the ,<isitor vehicle and the visitor(s) arc screened. determined 
10 be free of contraband or prohibited items., verified for the visit and determined 10 be authorized on site access. 

(b) Immediately after allowing en cry of authorized visitor vehicles. all visitor vehicle barriers shall be returned to the 
secure position prior to commencement of further visitor processing. 

(c) Vehicle Barrier and Security Procedures During Higher Threat Levels 

(d) All vehicle barriers shall remain active and engaged when higher threat conditions c,cist as directed by OSCO. 

(c) If u security officer or lhc on-duly Security Supervisor determines conditions exi~1 warranting vehicle barriers to 
remain in the active and engaged position, the Security Supervisor shall notify the ConlrOct Manager and OSCO 
immediately. 

7) Ross Security Post 6 

a. Description of Post 

i. This is a one-person post operated by an armed, uniformed security officer 8 hours per day. Monday through Friday. 
c;,;cluding holidays. This post is located at Gate 16 near the East Storage Yard. This post serves as the main entry point 
for commercial vehicles. delivery trucks. and other large vehicles. The primary responsibility of this post is 10 ensure 
only authorized vehicles and personnel gain access through the gate and arc screened appropriately. The officer assigned 
to this post shall be adequately trained and familiar ,~th vehicle inspection techniques. The officer must conduct 
inspections of large commercial vehicles. paying close allcntion and looking for suspiciou.~ items, contraband, dangerous 
weapons including, but 001 limited to, explosives and bombs. Titc officer assigned 10 this po,,1 shall coordinate and 
communicate with other security posts and/or BPA personnel to ensure delivery :iu1horiza1ion. maintain smooth now of 
tr.sffic. 

b. Designated Shift 

i. This post shall be manned one shill per day, from 0700 to 1500. 

c. Post Duties 

i. Officers shall perform the following: 
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(a) Conduct functional checks of all equipment 311d systems used on this post upon assuming duties. Report equipment 
malfunctions or dclicicncics in accordance \\~lh established procedures. 

(b) Ensure only authorized vehicles and personnel gnin access through gale 16 and arc screened appropriately. 

(c) Direct visitors and employees in passenger vehicles around the exterior of the complex 10 the appropriate gate for 
entry. 

(d) The security officer at 1h15 post shall provide directions to delivery drivers as needed .. 

(c) Issue appropriate temporary access badges and maint:Jin a visitor log to annotate the visilors/commcrcial operators 
allowed through Gate 16. 

(f) Allow large govcmmenl vehicles whose drivers have valid BP A or other authorized government identification to 
proceed through the gale without iru.--pcction unless spccificall)' directed by OSCO. 

(g) Inform all visitors fircanns and dangerous weapons arc prohibited and ask all visitors if they are c.arrying any 
fircanns or other dangerous weapons. If a visitor or Contractor is ca.nying a weapon or other prohibited contraband, 
the officer shall act in acmrdancc with site specific procedures. The security officer shall not recommend any course 
of action regarding the disposition, storage or security of the subj eel weapon or contraband. The incident shall 
immediately be reported 10 the Security Supervisor. the Contract Manager, and OSCO. 

8) Ross Security Post 7 (Currently not active) 

a. Description of Post 

1. This post is not acti,·c under norma.l circumstances and may be activated and manned for contingency operations. specific 
threat conditions, or other security needs. This post shall not be occ:.,-upicd unless directed by OSCO. When activated, this 
sh3U be a one-person post manned by an armed. uni formed security officer. up to 24 hours per day. 7 days per week. 
Specific duties and hoUJs for this post \viii be dcscrilx:d al the lime it is activated. 

9) Ross Security Post 8 

a. Description of Post 

i. The Ross Complex vehicle patrol, Ross Posl 8. is an armed. uniformed, one-person patrol on duty 24 hours per day 7 
da)-s a week. The primary responsibility of this post is to provide patrol coverage for the Ross Complex. 

ii. The officer assigned to this post shall coordinate palm! coverage with the Ross Post 3 security officer and communicate 
\\ith other security posts to monitor site security. 

b. Designated Shins 

1. This J>0-'1. shall be manned in thn.--c 8-hour shifts all follows: 

(a) Shift I: 0000-0800 

(b) Shift 2: 0800- 1600 

(c) Shift 3: 1600-2400 

c. Post Duties 

i. Officers shall perform the following. 

(a) Conduct functional checks of all equipment 311d systems used on this post upon assuming duties. Rcpon equipment 
malfunctions or deficiencies in accordance ,,~th established procedures. 

(b) Patrol the Ross Complex at random frequencies. This shall include c.xtcmal and internal patrols. 

(c) Conduct perimeter checks, obscNing for fence line holes, damage, or suspected unauthorized entry. 

(d) Notify Ross Post 9 when oonducting perimeter checks and of any damaged location, intruders or other suspicious 
activity. 

(c) Determine the c.ausc of intrusion alamlS or fire alarms. request assistance. and reset intrusion alam1s if appropriate. 
If the equipment is malfunctioning, notify Ross Post 9 . Asl.'ist as appropriate, but do not abandon other patrol duties. 
Record the activity electronically or hnrdcopy in the SOR and when necessary, complete an electronic incident 
report prior to departing for the day. Priority response shall be given to any evidence of intru.,,'ion or unauthorized 
access to the CSB Limited Arca (room I 04). NERC C IP arc.as. or ocher critical assets. 

(f) Respond to other emergencies as required. Facilitate the entry of emergency vehicles and personnel. This may 
include controlling traffic and/or csconing emergency vehicles to the site of the emergency. 

(g) Assist in monitoring vehicular traffic entering and dcpaning the Ross Complex. 

(h) Coordinate other patrol activities with Ross Post 3 and the Security Supervisor. to include patrol coverage for BPA ' s 
Park Place office complex leased space. 
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(i) This post shall provide continuous vehicle patrol of the Ross Complex when possible. 

(j) Enter all incidents in 1he electronic or hardcopy Security Officer's Rcpon and provide electronic n:pons as required 
10 the Physical Security Team via email. 

(le) Respond to assist BPA employees or Contractors ,vith vehicle lock-outs, escorts to vehicles, etc. 

(1) Pcrfonn other duties related to physical security as directed by the Security Supervisor, Contr.ict Manager, or OSCO. 

I 0) Ross Security Post 9 (Alarm Monitoring Station) 

a. This post falls under the U.S. Department of Labor. Wage Detcnnination category of Alarm Monitor. 

b. Description of Po~t 

L This post is located in the Alarm Monitoring St:ition (AMS) near the west entry to the Dinmcr bui ld ing. This is a one
person post, occupied by an armed, unifonned security officer 24 hour.; per day, 7 days per week. The security officer 
shall be equipped with the equipment necessary to pcrfonn the required security services. 

ii. The primary responsibility of this post is to provide monitoring of security alann ~-ystcms not associated \\~th BPA 's 
NERC CIP sites, CCTV systems. and remote security systems at all hours and under all conditions. ln addition 10 these 
dut.ies. this po~'l shall be familiar with duties related to Ross Post 10. prtwiding backup for Ross Post 10 when necessary. 
This s_hall include monitoring designated NERC CfP sites and interacting ,vith personnel regarding access control and 
security issues relating 10 those sites. 

c. Dcsignat ... -d Shi fis 

1. This post shall be manned in three 8-hour s_hifls a.~ follows: 

ii. Shifi One: 0000- 0800 

iii. Shifi Two: 0800 - 1600 

iv. Shill Three: 1600-2400 

d. Post Duties 

i. Officers shall perfonn the following: 

(a) Conduct functional checks of all equipment and sy,,tcms used on this posl upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance "~th established procedures. 

(b) Monitor security a larm systems. physical access control systems (P ACS), and CCTV systems for the Ross Complex. 
to include the Federal Credit Union al the Plant Services Building. the Dittmer Building and Dillmcr Control Center 
(in the absence of Ross Post 10), Hcadquaners. and other field sites as determined by OSCO. This shall also include 
the monitoring of security systems and CCTV systems at the Eugene Starr Complex as outlined in established 
procedures as well as NERC CIP field sites in the absence of Ross Post 10 due to breaks. 

(c) Use established procedures for n.-sponding 10 emergency situations or alarm activations.. When necessary, the AMS 
officer shall dispatch oppropriate patrols and contuct the Clarie County Regional Communications Agency lo rcpon 
emcrgcncy situation.~ at the Ross Complex or Park Place ofticc complex. The Contract Manager and OSCO shall be 
notified when outside agencies arc oontnctcd to respond. 

(d) Notify local law enforcement, the Contrnct Manager, and OSCO in the event of suspicious or criminal activities in 
accordance with Standard Operating Proccdurl-s. 

(c) Follow esmblishcd procedures in response to alanns or other emergency situations occurring at field sites and notify 
Lhc appropriate BP A Control Center (Dittmer or Munro). 

(f) Serve as a command and control/communications function for all posts and patrols. Dispatch p:itrols/sccurity 
officers as needed to suppon daily security operations. Communicate infoml3tion 10 patrols regarding any unusual 
or suspicious activity. 

(g) Conduct periodic radio checks of all security posts. Communications checks shall be made by radio every hour 
during daylight hours and every 30 minutes during hours of darkness. During incrc:iscd threat levels, 
communica1ions checks shall be conducted every 30 minutes. The frequency of communications checks ITlllY be 
changed by OSCO. 

(h) Mainlain the electronic Security Desk Bloucr, listing security-related activity and information for a 24-hour time 
period Foml3tting or content of specific bloucr entries may be added or changed by OSCO. 

(i) Perform other administrative functions such as, but not limited to. maintaining hard copies 3nd electronic copies of 
Security Checklists. Standard Operating Proct.-durcs, Security Alens, Tem1ination Ad,•isories. Call-Down Lists, 
Incident Reports. and Duty Officer Schedules. When necessary. disseminate by e-mail Access Revocation Notices 
via established proocdures. Record and maintain CCTV recordings of security-related incidents. Write and submit 
incident rcpons when applicable. 
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(j) Act as the primary point of contact for any Dittmer building access for employees and Contr.lctors aflcr Ross Post 
I and Ross Post 4 has closed for the day, including weekends and holidays. 

(le) Issue and collect keys to authori7.cd personnel as dctcnnincd by OSCO. 

(I) Record information pertaining to false and nuisance alarms for security sy.,tcms in aeconlnnce with established 
procedures. Rcpon problems with alann system or CCTV system hardware or software in accordance wit.h 
established procedures. 

(m) Assist with security system testing of BP A alarmed sites by pro,~dmg alnrm monitoring support and records during 
and following testing. 

{n) Notify appropriate pen.onncl during inclement weather in accordance with established procedures. Additional duties 
may include updating the BPA Emergency Information web site to reflect possible building closures or delayed 
openings. 

(o) Maintain communications with the BPA nurse at the Ross Complex and Parle Place office complex, making 
notifications 10 the nurse for emergency medical sitlllltions during normal business hours. This may include cell 
phone or radio communications. 

(p) Maintain familiarity with operating and sending emergency notifications through the designated Emergency 
Notification System (ENS). 

(q} Answer the Federal Crime Witness Hotline. 

11 ) Ross Security Post IO (AMS)- NERC Systems 

a. This post falls under the U.S. Department of Labor, Wage Dctcnnination category of Alarm Monitor. 

b. Description of Post 

,_ Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or efficiencies in accordance with established proet--durcs. 

ii. This post is located in the Alann Monitoring Station (AMS) near the west entry to the Dittmer building. This is a one
person post. occupied by an armed. unifonncd security officer 16 hours per day, Monday through Friday, c..~cluding 
holidays. At BPA 's discretion. the option to convcn this post to 24 hours per day, 7 days per week, may be exercised. 
The security officer shall be equipped with the equipment nc:ccssnry to perform the required security services. 

iii. The primary responsibility of this post is to provide monitoring of NERC CIP security alarm systems, PACS, and CCTV 
systems under all conditions. This post serves a.~ the primary point of contact with BPA pc-rsonncl rcgi!J'ding access 
control and security of designated NERC Cl P field sites and facilities. Additionally. this post will pro,;de badmp to the 
Ross Post 9 AMS officer. This post serves as a primary point of contact for any Dittmer building NERC C IP PSP access 
issues for employees and Contractoni. 

c. Designated Shifts 

i. As a 16-hour post. this post shall be manned in two 8-hour shifts as follows: 

(a) Shift One: 0600- 1400 

(b) Shift Two: 1400-2200 

d. Post Duties 

i. Officers shall pcrfonn the following: 

(a) Monitor security alann systems and CCTV syslems for all designated NERC CIP sites and facilities, to include the 
Dittmer building NERC CIP PSP (Dittmer Control Center). 

(b) Be familiar with all Ross Post 9 duties and provide backup as necessary for monitoring non-NERC CIP sites. This 
includes the Ross Complex. the Federal Credit Union at the Pinnt Services Building, Headquarters. and other field 
sites as dctem1incd by OSCO. This shall also include the monitoring of security systems and CCTV systems at the 
Eugene Starr Complex as outlined in established procedures. 

(c) Use established SOP's and procedures for responding to emergency situations or alarm activations associated with 
NERC CIP sites. When necessary, Ross Post IO shall dispatch appropriate patrols and contact the Clark County 
Regional Emergency Communications Agency to request response fium outside agencies for situations at the Ross 
Complex. The Contruct Manager and OSCO shall be immcdfarcly notified when outside agencies arc contnctcd to 
respond. 

(d} Following Standard Operating Procedures notify local law enforcement the Contract Manager, and OSCO in the 
event of s:uspicious or crimin:d activities. 

{c) Followcstnblishcd procedures relating to NERC CIP sites and contact the :ippropri:ite BPA Control Ccnter (Dittmer 
or Munro) in response to alarms or other emergency situations occurring at NERC CIP field sites. 
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(f} Respond to Pro\Vateh al3mls associated with NERC CJP sites and follow established re.sponsc proccdum1. Enter all 
alarm activity as.sociatcd with NERC CIP sites in the Pro Watch Event Log. Entries shall include alarm assessment, 
cause. and name of subject (if applicable). 

(g) In the absence of Ross Post 9, serve as a cooun;ind and control/communications function for all posts and patrols. 
Dispatch patrols/security officers as needed 10 suppon daily security operations. Communicate infonnation to 
patrols regarding any unusual or suspicious activity. 

(h) In the absence of Ross Post 9. conduct periodic rJdio checks of all security posts. Communications checks shall be 
made by radio every hour. During increased threat levels, communications checks shall be conducted every 30 
minutes. The frequency of communications checks may be changed by the Contract Manager or OSCO. 

(i) Maintain the NERC CIP Security Desk Bloncr, listing sccurity•rclatcd activity for NERC GIP sites for a 24-hour 
time period. fonnauing or content of $pccific blotter ent.rics may be added or changed by OSCO. This electronic 
blotter shall be submilled dnily ,~a email to OSCO. 

(j) Perform other administrative functions associated with the monitoring of ERC CIP sites such as, but not limited 
to, maintaining electronic and/or hard copies of Weekly Alarm Mask Outage Log. NERC Physical Security 
Perimeter (PSP) Alternate Access Log, Call-Down Lists, NERC Reports, nnd Duty Officer Schedules. Record and 
maintain CCTV clips and gcncmtc CD-ROMs ofN ERC CLP security-related incidents. Write and submit electronic 
incident reports as applicable. 

(k) Act as the primary point of contact for any Dittmer building PSP occcss issues for employees and Contracton<. 

(I) Electronically document false nnd nuisance alarms for NERC CIP security systems in accord11ncc with established 
procedures. Electronically report problems with a larm system or CCTV S)ll,'1Cm hardware or software in accortlancc 
with established procedures. 

(m) Assist with security system testing as directed. 

(n) Maintain familiarity \\ith operating and sending emergency notification:s through the Emergency Notification 
System (ENS). 

(o) Perform patrols of the Dittmer building, Dittmer Control Center, and Dittmer building exterior when directed by 
OSCO. When possible, Ross PoSt 10 may act as 1hc primary response clement for security iS!lucs associated with 
the Dittmer building or Dittmer building PSP. 

E) BPA PARK PLACE LEASED OFFICE C OMPLEX SECURITY POST I 

I) Description of Post 

a. This post shall be a one person post occupied by an armed, uniformed security officer al BPA Parle Place office complex 
leased office space, located at 7500 NE 41st Ave., Vancou,•cr, WA 98662. 

b. This post shall be manned 12 hours per day. Monday through Friday, except federal holidays or as othem~se directed by 
OSCO. This post may be unarmed as aUowcd under arm.ing Section I 3.b " Exceptfon:s" unless circum.-tanccs as.,;ociatcd with 
the activation of this post warrants no cxc.cption as determined by OSCO. 

c. The primary responsibility oithis post is to monitor access 10 the BPA co.n1rollcd areas, patrol the facility and adjacent public 
areas. 

d. Questions about physical security and access control policy shall be referred to the Ross Physical Security Spccialis1s. 

2) Designated Shills 

a. This post shall be manned in one 12-hour shift from 0600 - 1800 Monday through Friday. except designated federal holidays. 

b. Additional hour requirements or posts may be added at the discretion of OSCO. 

3) Post Duties 

a. Officers shall perform the follo,~ng: 

b. Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies in nccord:.mcc with established procedures. 

c. Perform interior and exterior patrols of designated buildings throughout the shill The officer shall conduct patrols of the 
complex. parking areas, garages, etc. Interior patrols shall include mndom foot patrols of the various work areas of the 
buildings occupied by BPA. Oflicers shall inspect stairwells, work areas., restroom facilities, lobbies and entrances. The officer 
is expected to verbally internet with employees while performing their rounds. thus giving the employees a sense of active 
security operations. 

d. Remain alert for unu_o;ual, suspicio11s~, or unauthorized activities in, around, and throughout the Park Place office complex area. 

c. Monitor pcrsoMcl traffic entering, exiting. and inside buildings. 

( Monitor a1.'1ivitics in the main lobbies of buildings maintaining safety and security of BPA work areas. 
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g. Respond to emergency situations involving the Park Place office eomplc."<. Notify 1hc BPA nurse for medical emergencies 
during nonnal business hours. This post shall be familiar with emergency evacuation procedures for the Park Place office 
complex buildings occupied by BPA personnel. 

h. Verify identities of individuals entering BPA work areas as necessary. When necessary. remind BPA staff members 10 
properly display their ID in accordance with established procedures. Immediately rcpon uncooperative personnel to the 
Dittmer AMS who will notify the Contract Mnnager and OSCO via telephone. 

i. Notify BPA Facilities using web request for Service Requests. FaciliticsOpcmtionsCallCentcrm bpa.gov email or call 360-
418-2070 if problems exist with the doors. 

j. Maintain communications with the Ai"1S (Ross Post 9) for the Ross Complex. 

F) EUGE ' E STARR C0~1PLEX SECURITY POSTS I and 2 

I ) General lnfonnation 

a. Two security posts (Cclilo Post I and Cclilo Post 2) arc assigned for the Eugene C. Starr Complex. located in The Dalles. 
Oregon. These posts shall be manned by armed and uniformed security officers/supervisor on a 24n basis. An Exception Lo 
this shall be for Cclilo Post 1, which may be unarmed as allowed in section B) 5) b o f this statement of work "Exceptions," 
but only during day shift hours. The unarmed status ofCclilo Post I may not exceed 45 calendar days without approval of the 
COR. 

b. A Security Supcrvisorshall assume duties as Cclilo Post I from 0800 to 1600 Monday through Friday, except federal holidays 
in addition to performing supervisory duties. When a need exists to man Cclilo Post I with an unarmed security officer, the 
Security Supervisor shall assume duties as Celi lo Post 2. 

e. All officers assigned to the Eugene Starr Complex shall be trained and c.apablc of operating the various security systems, 
CCTV systems. and remotely controlled gates prior to assuming post independently. 

d. All officers assigned 10 the Eugene Starr Complex shall possess a valid Access Pl-nnit required for entering energized areas 
a.~ stntod in the BPA Rules of Conduct Book (ROC). 

c. All officers assigned to the Eugene Starr Complex shall be familiar with designated NERC CIP areas on the complex and 
access requirements associated with NERC CIP areas. 

( Under thedircc1ion of OSCO, the Contractor shall cstabli~h Standard Opcr.1ting Procedures (SOP) specific to the Eugene Stnrr 
Complex. These proccdum; shall fadlitate compliance with BPA requirements and the operation of the security :1y5tcms. 
CCTV syi.'lcms., alarm response, operation of remotely controlled gates, and other systems as they arc implemented. Vehicle 
inspections shall be conducted in accordance with approved SOPs. 

g. Questions about physical security and occcss control policy shall be deferred to the South Region Physical Security Specialist 
or other OSCO Physical Security Specialists. 

2) Post Descriptions 

a. Cc! ilo Post 1 

i.Thc primary responsibilities of this post arc 10 monitor aoocss to the Eugene Starr Complex via access control systems and 
CCTV systems, ad~ alarms associated with security systems., and remotely operate gates as needed. 

b. Cclilo Post 2 

i. The primary responsibilities of this post arc to conducl vehicle patrols. building foot patrols, incident response. vehicle 
inspections, and visitor access control. 

c. Designated Shifts 

i. Cclilo Post I 

(a) 24 hours pcrday. seven days per week and posted as follows: 

(b) Shift One: 0800-1600 (Supervisor only on Monday- Friday. excluding BPA observed holidays) 

(c) Shift Two: 1600-0000 

(d) Shift Three: 0000-0800 

ii. Celilo Post 2 

(n) 24 hours per day, seven days per week and posted as follows: 

(b) Shift One: 0800-1600 

(c) Shift Two: 1600-0000 

(d) Shift Three: 0000-0800 

d. Post Duties 
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i. Officers shall pcrfonn the following: 

ii. Cclilo Post I 

(a) Act as the primary post to monitor physical acttss and sccurity•n:latc.d activity for the Eugene Starr Complex vfa 
security systems and CCTV systems. 

(b) Use established procedures for responding to emergency situations, alarm activations, suspicious activity. or 
criminal incidents. When necessary. dispatch Cclilo Post 2 and conlllct the Wasco County Emergency Dispatch 
(911), to request response from outside agencies for situations at the Eugene Starr Complex. Not-ify the Contract 
Manager and OSCO when outside agencies arc contacted to respond. 

(c) Respond as necessary to assist Celilo Post 2 in performing site-related duties. incident response, or alarm response. 
Conduct patrol~, access control, and assist as necessary for visitor access and vehicle inspections. Contact the AMS 
(Ross Post 9) prior to leaving this post to assist Celi lo Post 2. 

(d) Record infonnation pcrlllining to false and nuisance alarms for security systems in accordance with established 
procedures. Rcpon problems with al:um system or CCTV system hardware or software in :sccordancc with 
established procedures. 

(c) Maintain the Security Desk Blotter. listing sccurity-rclat.ed activity and information for a 24-hour time period. 
Formatting or content of specific blotter entries may be added or changed by OSCO. 

(f) Maintain communications with Ross Post 9 (AMS) through procedures established for communications checks. 

(g) Respond to suspicious activity observed or reported. Report suspicious activity to the Dittmer AMS and notify local 
law enforcement in the event of an emergency. 

(b) Receive. review, and process BPA Visitor Access Request (VAR). Issue site specific temporary badges for visitors 
or employees who have forgotten their badge. 

(i) Pcrfonning as Supervisor: 

(i) Act as the POC for daily protective force security operations and administration with management statT at the 
Eugene Starr complex and OSCO. 

(ii) Ensure compliance with all applicable ponions of this statement of work as well as requirements for NERC 
Cl P designated areas. 

(iii) Be trained and certified to perfonn :di security functions associated with Cclilo Post 2. Provide back-up to 
Cclilo Post 2 as needed. Assist, relieve, and train officers as needed. 

(iv) Perform other administrative functions such as. but not limited to. maintaining hard copies and/or electronic 
copies of security checklists, training l'C()Ords, ~'tandard operating procedures, security alerts, termination 
advisories. call-down lists, incident reports. and ph~ical security duty officer schedules. When necessary. 
ensure video clips of security-related incidents that meet evidcntiary requirements arc recorded and maintained. 
Ensure incident n:pons arc accomplished, filed for record. and submitted to OSCO in a timely manner. 

(v) Ensure security officer repons an: completed and that desk blotters and security incident reports are reviewed 
and subm11tcd to OSCO. 

iii. Cclilo Post 2 

(n) Conduct random patrols throughout the Eugene Starr complex (a minimum of one every three hours and no less 
than three p:Urols in an eight-hour shift). 

(b) Process and screen visitors enrering the complex and conduct vehicle inspections in accordance with established 
BPA requirements and current procedures appro\'cd by OSCO. 

(c) Inform all visitors that firearms and dangerous weapons arc prohibited and ask all visitors if they are carrying any 
firearms or other dangerous weapons. If a visitor, or Contractor is carrying n weapon or other prohibited contraband, 
the officer shall act in accordance "~th csbblishcd procedures. The officer shall not recommend any course of action 
regarding the disposition, storage or security of the subject weapon or contraband. The incident shall immt-diatcly 
be reported to Cdilo Post I, the Contract Manager and OSCO. 

(d) Ensure security incidents arc rcponed to Cclilo Post I. the Contract Manager, and OSCO immediately via telephone 
followed by an emailed electronic Security Incident Report. 

(e) Respond to and investigate alarms or other emergency sittllltions oa the complex, including emergency building 
evacuations. 

(f) Respond to suspicious activity :is observed or dispatched. or as reported by employees. 

(g) Assist Celi lo Post I as required. Perform functions such as monitoring physical access and security-related activity 
for the Eugene Starr Complex via ~curity systems and CCTV systems. 
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(h) Report ~-uspicious activity to Celi lo Post I. the Contract M3D3gcr and OSCO. 

(i) Pcrfonn other duties, such as Random Anti-terrorism Measures (RAMs) or other sccuriry measures initiatl'd by 
OSCO. 

(j) Ensure Security Officer Reports and the daily Security Desk Blotter arc accomplished in accordance with established 
directives. 

iv. Assist, relieve, nnd train officers as needed. 

v. Perform other administrative functions such as. but not limited to. maintaining hard copies and/or electronic copies of 
Security Checklists, Stand=! Operating Proccduf¢S. Security Alerts, Tcnninalion Advisories. Call-Down Lists, Incident 
Reports, and Oury Officer Schedules. When necessary, record and maintain CCTV clips of security-related incidents that 
meet evidcntiary requirements. Write and submit incident electronic reports when :ipplicablc. 

vi. When manned during BPA off duty hours, lo include weekends and holidays I.his post shall provide a combination of 
patrol duties on the Eugene Starr Complex. 

G) SECURITY SERVICE FOR MUNRO COMPLEX 

I) BPA's Munro Control Center (MCC) and Munro Ahcmatc Scheduling Ccnlcr (MSC). co-located in Mead. Washington, is a Ticr 
I critical asset for the agency's ability to maintain electrical reliability and stability for the region 

a. General Information 

1. MCC/MSC shall have two (2) security posts {Munro Post I and Munro Post 2) and one (I) Security Supervisor (Munro 
Post 3). These posts shall be manned by arrnccl and uniformed security officers. 

ii. Standard security officer procedures shall apply to all Munro Complex security posts. Under the direction of OSCO, the 
Contractor shall establish OSCO approved procedures specific to MCC/MSC for monitoring security systems. camera 
systems, responding to alanns. conducting patrol acti>-ity, monitoring the ingress and egress of commercial vehicles, 
visitors and vendors to ensw-e persons or vehicles travel only to !heir authorized destinations :ind exit 1hc complex in a 
timely manner. Officers shall maintain entry logs and visitor access procedures, as well :is radio and telephone 
communic.stion.s between the ,-ariow posts. 5Upcrvisors. BPA visitor/vendor sponsors. the Contract Manager. and OSCO 
as needed. Posts directly supponing response 10 N ERC CIP designated areas. or other critical assets. shall be trained and 
familiar with the location ofthosc areas. access requirements, and procedures for entry. All posts and patrols assigned to 
the Munro Complex shall be lmowlcdgcable of building evacuation, shelter-in-place procedures. and other contingency 
procedures. 

iii. Questions about physical security and access control policy shall be defoncd to the East Region Physical Security 
Specialist or other OSCO Physical Security Spccialim. 

b. Munro Post I, Munro Alarm Monitoring Station (Ai'v!S) 

L This post falls under the U.S. Department of Labor. Wage Determination category of Alarm Monitor. 

ii. Description of Post 

(a) This post is locat<.-d inside the Munro Scheduling Center facility, alternate Alarm Monitoring Stition (AMS). This 
shall be a one.person post, manned 24 hours per day, 7 days per week. 

(b) This posl is located inside the Munro Scheduling Center facility, alternate Alarm Monitoring Station (AMS). This 
shall be a one-per.;on post. manned 24 hour.; per day, 7 days per week. l11e security officer shall be equipped and 
trained as necessary 10 perform the required security services. 

(c) The primary responsibility of this post shall be 10 provide monitoring of security alarm systems associated "~th the 
Munro facility and BPA's NERC CIP facilities, to include associated CCTV systems and remote security systems 
at all hours and undcr all conditions (similar to Ross Post 9 and I 0). This post shall be familiar with duties related 
to Ross Posts 9 and 10. providing backup for thc:se posts when necessary. This post shall inter:ict with local site ood 
field pcr..onncl rcganling access control and security issues following established procedures appro,•cd by OSCO 
relating to MCC/r,.1SC as well as monitored field sites. 

111. Designated Shifts 

(:t) This post shall be m:inncd in three 8-bour shifts as follows: 

(i) Shin One: 0000- 0800 

(ii) Shin Two: 0800- 1600 

(iii) Shift Three: 1600- 0000 

iv. Post Duties 

(a) Officers shall perform the following: 
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(b) Conduc1 functional checks of all cquipmcnl ,111d sys1ems used on Ibis post upon asswning ducics. Report equipment 
malfunctions or deficiencies in accordanc.c with cst3blishcd procedures. 

(c) Monitor security alann sysccm.,; and CCTV systems for all designated sites and facilities. in addition to the 
MCC/MSC. ~es. and document 31nnn activity according to established SOP's. 

(d) Main1.1in familiarity with all Ro55 Post 9 and Ro~ Pos1 10 du1ics. Provide backup as nccC5$3T)' for moni1oring 
facilities :ind sites ml ling under Lhc responsibility of Ross Pose 9 and Ross Post I 0. 

(c) U:;c established SOP's and procedures for responding to emergency situation., or alarm acti,-a.tions, to include those 
alanns associated with NERC Cl P facilities. Dispatch appropriate p:nrols and contact the local regional emergency 
communications :igcncy (911) to request response from outside agencies for situations at lhcMSC/MCC complc,1(. 
The Security Supervisor. Contract Manager and OSCO shall be notified when outside agencies arc e--0ntactcd to 
f'C)l)Ond. 

(I) Notify local law enforcement Security Supervisor. the Contract Manager. and OSCO in the event of suspicious or 
criminal activities in accordance with StMdard Operating Procedures. 

(g) Follow established procedures relating to NERC CIP sites and contact the appropriate BPA Control Center (Oiumcr 
or Munro) in response to alarms or other emergency situations occurring at field sites. 

(h) Respond to and electronically document alarms associated with NERC CIP sites md follow established n:.,'SJ)Onsc 

procedures. Documentation shall include aiann assessment, cause, and name of subject (if applicable) and security 
status of site. 

(i) Communicate with Munro Post 2 ond Post 3 as needed to support daily security operations for MCC/MSC. 
Communicate infom1ation lo Munro Post 2 and Post 3 regarding any unusual or suspicious activity. 

(j) Conduct periodic communication checks with Munro Post 2 and Post 3. Communications checks shal I be conducted 
<!Very hour. During increased threat lc,·cl!., communicatfons cheeks shall be conducted every 30 minutes. The 

frequency of communication~ chl,:k,; may be changed by OSCO. 

(l:) Conduct communication checks with the Ross AMS. Communication checks shall be conducted hourly during non
duty hours to include weekends and holidays. 

(1) Maintain the Security Dcsl Blotlcr, listing sccu_rity-rdatcd activity to indudc NERC CIP sites. Forma1tingor content 
of specific blotter entries may be added or changed by OSCO. This blotter shall be electronically submiucd daily to 
OSCO. 

{m) Perform other administral.ive functions associated with the monitoring of NERC CIP sitt'S such as. but not limited 
to, maintaining electronic and hard copies of Weekly Alarm Mask Out.1ge Log, NERC Physical Security Perimeter 
(PSP) Alternate Access Log. Call-Down Lists, NERC Reports, and Duty Officer Scbcdulcs. Record and maintain 
CC'!V clips and gcncn11c video clips of NERC C[P sce>Jrity-rclatcd incidents. Write and submit incident reports as 
appliCllblc. 

(n) Electronically record infomuition pcrcnining lo folse and nuisance alarms for NERC CrP and non-NERC CIP 
sccurity systems in accordance with established procedures. Report problems with alarm system or CCTV system 
hardware or soflwarc in accordance with established procedures. 

(o) Assist with security S)'Stem tc;;ting of BPA HQ. Ross Complex md Vancouver Mall locations. also support OSCO 
Physical Security Specialists during alarm system testing. 

(p) Maintain familiarity with operating and sending emergency notifil:.ations through the Emergency Notification 
System (ENS). 

(q) Perform a combination of alarm monitoring duties nod Emergency otificntion System duties associnted with 
Continuity of Operations activities. 

(r) When pcrfomling Continuity of Operations duties. Munro Post I shall coordinate with lhc Ross AMS when leaving 
po~'t to ensure continuous field site ala.nn system monitoring. 

c. Munro Post 2. Munro Main Gale nod Patrol 

i. Description of Post 

(a) This shall be a one-person post manned 24-hours per day. 7 days per week. The sccurily on1ccr shall be cquippc,-d 
and tmined as necessary to perform tbe required security services. 

(b) This post shall be located at tlic Munro Main Gate \\ hen the Munro Sccuri ty Supervisor (Munro Post 3) is on duty. 

(c) This post shall conduct patrol activity during hours when lite Munro Security Supervisor (Munro Post 3) is not on 
duty. or as otherwise directed. 

(d) This post shall be iraincd to provide support to Munro Post I for break relief, including monitoring surveillance and 
lllarm systems for NERC CIP and non•NERC CIP sites. 
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ii. Dc5ignatcd Shills 

(a) This post shall be manned in 12-hour shifts as follows: 

(i) Shifl One: 0600- 1800 

(ii) Shill Two: 1800 . 0600 

iii. Post Duties 

(a) Officers shaU perform the following: 

(b) Perform duties in accordance with this SOW as applicable to location. 

(e) Conduct functional cheeks of all equipment and ~-ystcms used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies to Contract Manager, OSCO and send notification to BPA Service Tracking in 
accordance wilh established procedures. 

(d) While manning the Munro Main Gate, ensure only outhorii:cd personnel gain access to the MCC/MSC complex. 
Process and screen visitors entering lhe compkx and conduct vehicle inspections in accordance with ~"tablishcd 
BPA rcquircmcms and current procedures approved by OSCO. 

(e) While eonductmg patrol, rcm.1in highly ,isiblc: in !he areas around MCC, MSC, the Bell Maintenance Headquarters 
and BcU Substation facilities by conducting bolh vehicle and patrols. Patrol activity shalt c."ttend to all BPA fee
owned property associated "~th Bell Maintenance Hcadquancrs, Bell Substation. and MCC/MSC. 

(!) Respond to and investig-Jte alarms on the complex. 

(g) Respond to suspicious acti\ity as observed or dispatched. or as reported by employees. 

(h) A.<sist Munro Post I as required. 

(i) Report suspicious activity to Munro Post I. Munro Post 3, the Conlrtlet l\13ru1ger and OSCO. 

(j) Inform al I \isitors that firearms and dangerous weapons arc prohibited and ask all visitors if 1hcy arc carrying any 
firearms or other dangerous weapons. If n visitor. or Contractor is carrying a weapon or other prohibited contraband. 
the ofiiccr shall act in ac-eordance with established procedures. The officer shall not recommend nny course of nction 
regarding the disposition, storage or security of the subject weapon or contraband. The incideni shall immediately 
be reported to Munro Post 1. Munro Post 3. and OSCO. 

(k) Perform other duties. such as Random Anti-terrorism Measures (RAMs) or other security measures initiated by 
OSCO. 

d. Munro Post 3. Supervisor 

i. Description of Post 

(a) This post shall be m:inncd 12 hours per day, Monday- Friday with the exception of designated federal holidays. 

(b) Refer to SOW Sections B) 10) and B) 11 ). 

ii. Designated Shifts 

(a) One (I) 12-hour shill per day, Monday - Friday with the exception of designated federal holidays. 

(b) Shill time: 0600- 1800 

iii. Post Duties 

(a) Serve as a patrol function for the areas around MCC. MSC, the Bell Maintenance Hcadquaners and Bell Substation 
facilities by conducting both vehicle and patrols in addition to performing supervisory duties. 

(b) Respond 10 ond investigate alarms activations. 

(c) Respond to suspicious activity ns observed or dispatched. or as reported by employees. 

(d) A~~ist Munro Post 1 ns required. 

(c) Ensure suspicious activity is rcponcd to the Contract Manager and OSCO. 

(f) Serve as the POC for daily protective force security operations and administration with management staff at the 
Munro complex and OSCO. 

(g) Ensure compliance with all applicable portions of this statement of work as well as rcquin:mcnlS for NERC CIP 
designated areas. 

(h) Trained and certified to perform all security functions associated with Munro Post I and Munro Post 2. Provide 
back-up to Munro Post I or Post 2 as needed. Assist. relieve, nnd train ofticers as needed. 
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(i) Perform other administrative functions such as. but not limited to, maint1in ing hanl copies and/or electronic copies 
of security checklists. training records, standard operating procedures. SL'CUrity alerts. termination advisorie.,;. call
down lists, incident reports, and physical security duty officer schedules. When necessary, ensure video clips of 
security-related incidents that meet evidcntiary requirements arc recorded and maintained. Ensure incident reports 
arc acoomplisbed. filed for record. and submitted lo OSCO in a timely manner. 

(j) Ensure security officer reports arc completed and that desk blotters and security inddcnt rcpons are reviewed and 
submitted to OSCO. 

iv. Vehicle Barriers and Security Procedures 

(n) During nonnal duty hours. 0600 - 1800 on weekdays, the outer facility vehicle gate shall remain open. unless 
otherwise directed by OSCO. or if emergency conditions arise warranting securing the outer g-.itc. In such cases. 
Munro Post I , and OSCO shall be advised immediately. 

(b) The outer vehicle gate shall remain dosed. requiring personnel to badge in for access during non-business hoUJ"S 
including holidays. 

(c) The inncr vehicle gate shall remain closed at all times, requiring personnel ,vith authorized access to badge at a card 
reader to operate the gate. 

(d) Munro Post 2 shall issue access cards to visitors allo\ving operation of the gate aflcr screening and access to the 
General Office Building. 

(c) The inner automated vehicle gate for the MCC area shaJI remain closed at all times. 

(f) Visitors requiring access to the MCC shall be processed according to established procedures al the main gate before 
proceeding to the MCC gate ond meeting their BPA host a1 the MCC Main Entry. 

R) S ECURITY OFFIC ER DEPLOYMENT 

I) Additionnl Security Services requested by BPA will be paid at the Armed Security Officer rate unless pre-approved by an OSCO 
representative. BPA will reimburse Contractor for deployed Armed Security Supervisors who till an Additional Services 
deployment post at the Armed S<.-curity Officer rate during the deployment unless OSCO rcprcscntalivcs make the determination 
that supervisory duties will be approprintc during the deployment. 

2) Armed Security officers may be deployed to non<ncrgittd sites or may remain outside of energized facilities providing security 
in the event of incrca5ed tl1rcats. criminal activity or if substantial BPA assets require protection. OOiccrs remaining outside of 
energized access areas during deployment arc not required to hold BPA Access Pennits. 

3) Security officers may be requested to deploy within encrgi7_cd access areas to provide security in the event or increased threats, 
criminal activity or ifsubst.an1ial BPA assets require protection. 

4) Security officers deployed within energized facilities arc required 10 hold valid Contr.!Ctor's Access Pcnnits, or other necessary 
permits. for energized facility access. To obtain this pcnniL each officer to be deployed to an energized facility and maintaining a 
Access Permit must meet all Substation Operations Group rcquircment.s for sarcty and training. 

5) All security officers shall be familiar ,vith safety information outlined in this section. In addition, officers must pcrrorm 
requirements contained in the deployed security officer post orders outlined below. 

6) Emc:rgcney and Non-Emergency Deployment 

a. The Conimctor may be asked to deploy security office.rs in situations arising from either I) a credible and sc.ri011.~ 1hrca1 10 a 
BPA facility, personnel. or resources, in the event OSCO determines a high likelihood of criminal activity could occur at a 
BPA site, or 2) when other activity such as an earthquake or other natural disaster potentially jeopardizes the BPA mission of 
providing electrical power. As directed by the CO, trJvcl costs due to deployment outside of local areas where oOiccrs arc 
assigned will be reimbursable in accordance with the Federal Travel Regulation {ITR). Travel cost estimates must be 
submit1ed in writing electronically and approved by the COR or other OSCO Physical Security (Federal employee) 
representative in advance of actual travel. 

b. 1otification 

i. The Contractor will be notified in writing. e-mail. or phone of a pending socurity deployment. Deployment requests "~II 
be made verbally ifa deployment is nccdcd immediately. Kotifications arc authorized from the CO, COR. Chief Security 
Officer or Physical Security Representatives (Federal) within OSCO. 

c. Training 

i. Security officers must complete BPA provided energized facility safety training prior to posting within an energized 
covironnx:nt. The Contractor shall maintain an up to date list of security officers who hold current Contractor Access 
Permits. The Contractor shall provide a copy of this list io ihe COR upon request. 

11. Security officcc; must complete any training rcquin.,d to maintain certification for the Contractor Access Permit and 
access to energized environmcnt.'i. Training shall be dQcumcntcd in electronic or hardcopy format by the Contractor and 
made available for to the COR upon request. 
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d. Equipment 

i. Contractor furnished cxiuipmcnt: 

(a) All nonnal duty gear including rain gear, and cold weather ge.ar as needed. 

(b) Vehicle meeting the needs of the terrain and situation. 

(c) Cellular Telephone. 

(d) Ponable Anning Barrel. or equivalent, safe procedure if arming/disarming is to occur on site. 

(c) Water as needed. 

(f) Other items deemed necessary by the Contractor or COR. 

e. Post Duties 

1. Officers deployed shall be armed. The Contrnclor shall comply wiih the post duties as provided by OSCO as coordinated 
with deployed site responsible official. Deviations from post duties require email or verbal approval in adVllllCc from an 
OSCO representative. 

ii. Upon arrival 31 an energized facility, the ofliccr must follow BPA training for accessing an energized site. 

iii. Upon arrh'lll ton field site. security officers must meet with the BPA Site Supervisor. Ii th.is is not possible. the officer 
must follow the direction of OSCO through the on-duty Security Supervisor. 

iv. If nn intruder is discovered on site. security officers must attempt to control the situation in the safest manner possible. 
Security officers sh3ll not pursue a suspect into an energized facility. I f the intruder gains access to the cnergi:i:cd yard 
and is non-compliant, security officers shnll 1rnmcdi:11ely notify the responsible AMS who will contact law enforcement 
for assistance nnd notify the nppropri:uc Control Center. If an inttu.sion into an energized arcn is suspected, security 
officers shnll notify the responsible AMS who "~II contact law enforcement for assistance and no1ify the appropriate 
Control Center. Security officers shall take a position of cover alloMng for observation of the facility and awnit the 
arrival oflaw cnforccmcnL 

v. Security Officer Reports (SOR 's hardcopy or electronic) must be maintained noting the date and time of various patrol 
duties such as perimeter. building, or surrounding area checks. Security officers must mainl3.i.n record of the time nnd 
reason for the departure from posts. Security officers must coordinate post departures ,vith the responsible AMS. 

vi. At the end of shifl, prior to departure, S4--curity officers must notify the appropriate AMS, and note the time of departure. 
Deployed security offict.-rs must maintain communication capability with the Responsible AMS unless circumstances, 
such as the remote location of the facility, prevent communications from the site. 

f. Discharge of Firearms 

i. Officers shall a1,oid discharging a firearm in. around or near an energized facility unless no other alrcmativc exists. 

ii. Officers shall not discharge liquid (Aerosol Self Defense spray) within the energized environment due to possible 
electrocution hazard. 

I) PERFORMA!'iCE ASSURANCE 

I) The Contractor shall establish a performance assurance or quality assurance program ensuring personnel pcrfonning duties have 
the appropriate knowledge. s.kills, and abilities to perform the following: 

a. Work in both corporntc :md industrial security fU11ctions 

b. Personnel an: screened to meet the highest lc,·cl of integrity to perform security-related duties 

e. Personnel arc able to meet extensive background checks and security clearance standards 

d. Personnel meet appropriate physical capability/readiness levels associated ,vith security-related duties 

c. Personnel retention is addressed 10 maintain continuity of personnel nnd a low employee turnover rate. 

f. This performance assur.incc. or quality assurance. program may be 3 pre-ex.isling program employed by the Contractor. The 
program must meet any additional specific rcxiuircmcncs outlined within this statement of work. 

g, The Contract Manager shall ensure all BP A-specific clements of the Pcrfol"!Tl3ncc Assurance Program outlined below arc met. 

2) Training Elements 

a. Job Task Analysis (JT A) 

i. A JT A shall be developed for all security posts within 90 calendar days of the award of the contr.ict following the Oregon 
Department of Public Safety Standllrds and Training: 111e Job Task Analysis (IT.A.) Process. 
ht1p;//www.orsgon.gov/dps~t/at/docs/1hcjtaprocc,s.pdf 
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ii. JT A's shall be reviewed and updated a minimum of annually. Reviews sha.11 be documented by the Contractor and 
documcntution provided lo the COR. 

iii. The JTA shall provide the basis for contractor provided individual security post training as well as security post 
certifications. 

3) Security Post Ccnilications 

a The Contractor shall develop, review and or ndapt methodology, rcquin:mcnts, documentation methods. and testing material 
to conduct initial security post certifications as well as annual (recurring) security post certification training specific to the 
BPA Security Services Contract implemented within 90 calendar days of the award of the contract. 

b. At a minimum, initial security post certifications shall include task knowledge/task pcrfonnancc certification based on the 
applicable security post JT A 

c. Annual security post certifications shall include at a minimum written knowledge testing of specific post procedures for all 
security officers pos ted. Similar posts may use the same as well a.~ written testing. TI1is shall apply for new hires and existing 
security officers newly assigned 10 a security post. 

d. Security post certification methodology shall be hicran:hical and must be approved in adVllllcc by the COR. 

4) Self-Assessments 

a. The Contractor shall conduct annual self-assessments rcbting to security posts, post duties. and security training, security 
firearms training. and firearms safety. 

b. Self-assessments mu,;t identify findings. if applicable. and corrective actions. 

c. The Contractor shall track and follow-up on corrcctfrc actions in an effort to close identified findings. 

d. The Contractor shall notify the COR upon the initiation of a sclf-as.~essment and shall provide to the COR the written self
assessment report in an electronic format within 20 business d:iys of assessment completion. 

5) Pcrfornumcc Testing 

a. The Contractor shall develop methodology as part of their internal Quality Control Program to implement. document, and 
maintain performance testing (e.g. alann response pcrfonnancc tests and limited scope performance test~) for the security 
force carried out by Contrnctor :issigncd personnel: Contmct Manager, Contract Quality Control personnel or designated 
security supervisors. 

b. Performance testing methodology shall include an applicable safety plan which shall be approved in advance b)• the COR 
before implementation. 

c. Performance testing methodology shall be finalittd for approval within 120 calendar days following award of the comract. 

d. Once finalized and implemented. \\Titten records of performance testing shall be forwarded 10 the COR. 

c. Limited Scope Performance testing shall be performed a mini1n1m of twice a month and documented. Documentation shall 
include evaluation critcri:i/objcctivcs. results. and corrective actions needed, if applicable. 

J) PERFORMA!'iCE EV ALUATIO~S 

I) The CO and COR shall meet with Contractor senior per.mnncl assigned to support the contract in-person or \<ia phone not less than 
annually 1.0 discuss results ofBPA quality control findings and ovcmll pcrform:incc. 

2) The Contr.ictor shall provide a plm for corrective actions within 5 calendar clays following notification from the CO or COR of 
corrective action. poor pcrfonnancc or failure to perform. The Contractor must provide infonnation on actions to be taken and 
expected completion date nnd notification when corrective actions are completed. 

APPE~DlX 1-SUBCONTRACTL-XG PLA~ 

The approved full text subcontracting plan is loc11tcd in the official file. 

APPE:-,iDIX 2 - COLLECTT\'E BARGAINING AGREEMEl\1 

The full text collective bargaining agreement, signed 08/12/2022, is loc~tcd in the official file. 
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U.S. DEPARTMF.i..,,_Tf OF ENERGY 
BONNEVILLE POWER ADMINISTRATIO 

AMENDMENT OFSOLICITATIO /MODIFICATION OF 
CONTRACT/ORDER 

PAPfRWORK REDUCTIO ACT BURDffi DlSCLOSURE STATlMENT 

0MB 

This data is used to amend a solicitationorJTDdify a contractororder. This form will assist in ensuringaU changes are applied 
appropriately. Public reponingburden forth is collectionofinformation is estirmted to average 15 minutes per response, 
including the time for reviewing instructions, searching forc,asting data sources, gathering and maintainingthcdatanecdcd and 
completing and reviewing thecollectionofinformation. Send any contnCntsregardingthis burden estimate orany otberaspect 
of this collectionofinforrmtion, includingsuggestions for reducing this burden, to Office of the Chief In formation Officer. 
Enterprise Policy Developm:nt & lmplemen tation Office, IM-22. Paperwork Reduction Program(OMB) US Depamrent of 
Energy. 1000 Independence A ve,SW, Washington, DC20585-1290: and to the Office ofManagem:nt & Budget (0MB), 
OLRA. Paperwork Reduction Project (OM 8), Washington , DC 20503. 
I. Solicitation/Contract/OnierNurrber. 12. Amendment/ModificationNumber: 

BPA- ... - 80004 M - 012 

3. Effective Date: 4. Requisition/Purchase Req 5. Contract Specialist(Nm11e, Phone, Emailj: 

Block 15c Nuot>e r (usttl f or COOP l.'11'111 onfyJ: Mehssn Peterson, 360-619-6088. mJpei~n@;bp:l.gov. 

AMlNDME.'ffS OF SOLICITATIONS 

6. Tbeabovenurroeredsolicitation is arrended asset forth in Item 12. The hour and date specified for receipt of Offers, 
0 is extended to O is not extended. 

Offerors rr11s1 acknowledge receiptofthisamendrnmt priorto the hour and date specified in the soticitation. If a signature 
is requested in Item 11, acknowledge this amendment by CO"l)leting Items 13 and 14 and returning the amendrrent 
wich your proposa I. Failure of your ad110wledgment to be received al the place designated for the receipt of proposal prior to 
the hour and date specified may result in rejection of your proposaJ. If by virtue ofthisarrendmentyoudesire to change a 
proposal already submitted. such a change must be received prior to the due date and hour specified in the solictation. 

MODIFICATIONS OF CONTRACTS/ORDERS (Modifies the contract/order as ooscribcd in item 12.) 

CIIECKONE 

D 
7. This unilateral modification is issuedpursuantto: (spec[fr a,ultori(Ybelow). The changes set forth in item 12 are made in 
the Contract/Order in Item I. 

• 8. TheabovenwroeredContract/Orderis rmdifted to reflect lheadminiscrativechanges (s11cl1 asc/1angeri11 pay ing 
office, spelli11gcorrecrio11, e1c.)set forth in item 12 pursuant to the authority of BPI Part 14 . I0.3(b)(l ). 

0 9. Bilateral/01ber(specID1Dllllt0ri1.v): CHANGES (28-6) 

IO. AccountingandA ppropriation Data ( ,a «lfor COOP.~y,,t 0111,~: 

fMPORTANT 11. Contractor• is not, 0 is required to sign this docurrent and return via email to the Contract Specialist. 

12. Descriptionof Arnmdment/Modification(A11achadditio11a/doc11me11tationif11eededands1ateS£ECONTlNUATJONSHEET.) 

The purpose of this modification is to increase fundin • I . I t • • 

I . Increase Line Item 400 
2. lncrease Linc Item 400 
3. Increase Line hem 400 
4. Option Period 4 Total i. 
5. Conuacc value is incre 

(b) (4) 
6. This modification constitutes t e tota equna 
Confonned copy of contract attached herein. 

. ~ . . . . . . .. 
Except as provided herein, all terms and conditions ofthedocument referenced in Item I or2 remain unchanged. 

13. Corrpany Nam::: 
rNTER-COi SECURJTY SYSTEMS I C 

14a. Name, Phone and Title ofSigner: 15a. ame of Contracting Officer: 

eil Martau. 626-535,2234, Chief Adminfatrative Officer Melissa Peterson 

14b. Contractor/Offeror 14c. Date Signed: 15b. SignatureofContrncting Officer 

(b)(6) 
By: 
(Sig,µ{t ,jp 

28390012 

01/03/2023 By: ___________ _ 

g ) (Sig11a1ure of Comracling Officer) 

!Sc. Date Signed: 
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UNIT 4 - ST A TEMENT OF WORK 

A) 

B) 

General Information 

I ) lmroduetion 

2) Background 

3) Plllcc or Performance 

4) Govcmmcnt-Funwhcd Materials and Equipment 

5) Contmctor-Fumishcd Materials and Equipment 

6) Federal Holidays 

7) Acronym Definitions 

8) Documentation 

Work and Service Requirements 

I) General Requirements 

2) Security Clc1111111cc Rcquin:mcnL~ 

3) R1..-quired Documentation Prior 10 Award 

4) Standard Operating Procedures 

5) Certifications and Credentials 

6) Contractor Furnished Training 

7) Conll"Jct Employee Requirements 

8) Duties of the Contractor 

9) Weapons Requirements 

I 0) Company Representatives and Supervision 

11) Security Supervisor Procedures And Duties 

12} General Security Officer Conduct 

13) Deliverables and Performance 

14) Shift and Post Requirement 

I 5) Safety Requirements 

C) Security Service for lhc BP A Headquaners Complex 

DJ Security Service for the Ross Complex 

E) Security Service for the BPA Pan: Place Leased Office Complex 

F) Security Service for the Eugene SIMT Complex 

G) Security Service for the Munro Complex 

H) Security Service Deployment to Energized Facilities 

I) Pcrfonnancc A.'iSUrancc 

J) Performance Evaluation 
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A) GE~ERAL l NFORMATlON 

I) INTRODUCTION 

a. This Statement of Work is for the acquisition of anncd security officer services (protective force) at the Bonneville Power 
Administration (BPA) Hcadquancrs in Portland, Oreh'<>n; Ross Complex, located in Vancouver, Washington; Eugene Starr 
Complex, located in The Dalles, Oregon; Munro Complex in Mead. Washington: and other BPA facilities or propcnics as 
security needs arise. 

b. The services provided arc commensurate with the duties of a Guard I (limited use of Guard I), Guard ll and Alarm Monitor 
as defined under the Protective Service Occupations category of the Dcpanmcnt of Labor (DOL) document tilled. "Service 
Contract Act Directory of Occupations."' Therefore, services offered by the Contrnctor must stipulate use of Guard I and Gu:u-d 
11, and Alarm Monitor personnel exclusively. Any employment of Guard I personnel during the performance of the contract 
other than that specified in the Statement of Work nnd allowed by the tempor.iry exception outlined in section 13.b, 
Certifications and Credentials or authorized by the CO or COR prior to the posting occurring. may be considered grounds for 
termiruition for dcfuull. 

c. This Statement of Work (SOW) is for the sole use of the security services provider (ConlTlletor) and Bonneville Power 
Administrntion in order to administer this security services controcl. All information, procedures, requirements, instructions 
and descriptions of duties contnincd in the SOW shall be protected from unauthorized disclosure. d~tribution, copying. other 
duplication. electronic transmission. and any other form of unauthorized use. This SOW shall not be provided in part or in full 
to any pcr.,on. company. agency, n:prcsentativc or any other clement without the cKprcss wriuen consent of the Contrueling 
Officer. This documcm is identified as Critical Information. Under BPA ·s Information Protection Guidance. it is not required 
to be marked; however, controlled distribution and information security protections are required. 

d. The execution of this SOW will be under the supervision of the Bonneville Power Administration's (BPA 's) Office of Security 
nnd Continuity of Operations (OSCO). under the direction of the Chief Security and Continuity Officer (CSCO). 

2) BACKGROU:-1D 

a. The Bonneville Power Administration (hereinafter referred to as "BPA ") is a federal agency, within the U.S. Department of 
Energy, that markets wholesale electrical power and opcmtcs and markcL~ transmission services in the Pacific Nonhwcsl. The 
wholesale electrical power marketed by BPA comes from 31 federal hydro projects in the Columbia River Basin, one 
nonfcdcral nuclear plant and several other small nonfcdcrnl power plants. BPA 's customers include publicly owned and 
investor-owned utilities, as well as some large industries. BPA also sells or exchanges power with utilities in Canada and the 
Western United States. Revenue earned by BPA helps it fulfill public responsibilities that include low-cost and reliable power 
and investments in energy conservation and renewable resources. 

b. As a major provider of electrical power throughout lhc Pacific ' orthwest, BPA · s resources arc critical to the agency continuing 
to meet its mission essential function. providing Federal power 10 load in a reliable mnnncr. As such, BPA is required to 
develop and implement security strategies to protect critical infrastructure. key resources, and personnel to ensure the 
accomplishment of BPA ·s mission. The intent of these strategics arc 10 prc,•cnt the C.'(ploitation. incapacitation. or destruction 
of BPA's infrastructures and resources. Accordingly. BPA's hydro-electric grid is identjficd as critical to the economic 
prosperity. national defense, and quaJity of life of the United States. Therefore, BPA seeks a parmcrship with a security 
provider who is equipped :lJld prepared to play a \'ital role in supponing the protection orBPA's portion of the nation 's critical 
energy infrastructure. 

3) PLACE OF PERFORMANCE 

a. The Contractor shall provide security officer services at the BPA ·s focilitics at the following locations: 

b. BPA Hcadquancrs building. locntcd at 905 NE I Ith Avenue. Portland, OR 97232 

c. BPA Ro,-s Complex, located at 54 11 NE Hig hway 99, Vancouver. Washington 98663 

d. Eugene Storr Complex. located in The Dalles. Oregon 

c. Munro Complex, located in Mead, Washington 

f. Other locations within the BPA Regional Service Arc:i as deemed necessary by BPA 

4) GOVER.'liMENT-FURNlSHED MATERIALS Ai'\'D EQU1PME:'IT 

a. BPA will provide facilities. workstations., computers, printers, and other associated equipment for security officer and security 
supcn-isor use. 

b. BPA will provide maps. floor plans and information to build security operating procedures to the Contractor as needed for 
distribution to appropriate posts and personnel. The ConlJllctor must maintain these materials in the post books. The Contractor 
must protect this information in accordance with BPA Information Protection Program standards. 

c. BPA will provide a copy of the Emergency Procedures and any c.all-out rosters, which the Contractor shall maintain at each 
site. These documents shall be prou.-ctcd in accordance with BPA lnformntion Protection Progrnm standards. 
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S) COl\'TRACTOR-FUR._,ISH£ D MATERJALS AND £Q lPMENT 

a. The Contractor shall furnish all training, quality conirol, personnel, uniforms, equipment materials, a.nd supervision to 
maintain physical sccuri1y for BPA Headquarters. Ross Complex. Eugene Starr Complex. Munro Complex. employees. and 
vi.sitors. 

b. The Contractor shall provide the following items of operational equipment 

i. One hand-held portable public address system with batteries at HQ, Ross, Eugene Starr and Munro locations 

11. One hand-held, battel)'-opcratcd spotlight with batteries at each complc,c. HQ. Ross. Eugene Starr and Munro 

iii. Sufficient communication~ equipment, to ITlllintain contact \~;th .security officers and BPA Loca l Facilities personnel. 

iv. One (1) 800 MHz capable hand held radio on each security post. Additionally, base stations compatible with regional 
emergency services communications systems shall be provided for Headquarters Post I, Ross Dittmer AMS. Ross Post 
2, (CSB) and Munro AMS. 

c. The Contractor shall furnish Vehicles to meet SOW requirements. lnfonn11tion on vehicles being considered must be submillcd 
to and approved by the BPA OSCO COR prior to use in performance of this contract. Consideration for the selection of patrol 
vehicles shall include area inclement weather conditions, operating terrain fuel economy, vehicle purpose, etc. Vehicles 
designated for deployment purposes must take into account that BPA deployment locations include remote locations accessed 
via fire roods. and Right of \Vay access roads that require ability 10 operate off hardened !03d surfaces. Any exceptions. 
changes, or modifications to vehicle rcquin:menlS during the contract must be approved in advance by the COR and/or CO. 
Refer to Federal Standard 307 for further guidance 

i. BPA Headquarters. 

(a) No vehicles arc required 

ii. Ross Complex 

(a) Thn'C Vcbiclcs, Two for patrol and one for supervision. 

(b) All arc to be A WD or 4x4 

(c) Est. Mileage for patrol vehicles 22,000 each. per year 

(d) Est_ Mileage for supervisor vehicle: 35,000 per year. 

iii. Park Place office complex 

(a) One vehicle for p.ilrOI duties. 

(b) Est. Mileage: 7,000 miles per year 

iv. Eugene Starr Complex 

(a) One vehicle for patrol use 

(b) A WD or 4 -whecl drive. compact. extended c.ab pickup truck or SUV. 

(c) EsL Mileage: 30,000 Pcr ycar 

v. Munro Complc,c 

(a) One vehicle for palrOI use. 

(b) A \VD or 4 -wbccl drive, compact, extended cab pickup truck or SUV 

(c) Est Mileage: 30.000 Per year 

vi. Spare Dcploymcm Vehicles 

(a) Two spare vehicles shall be available at all times for emergency deployments to various BPA facilities or higher 
threat conditions. One of the spare vehicle may be located at the Eugene Starr Comple,c. 

(b) A \VD or 4 -whccl drive, c-0mpact. extended cab pickup truck or SUV. 

(c) Est. Mileage 6,000 per year. 

vii. Vehicle equipment 

(a) The color of the patrol vehicles shall be consistent with security or law cnforc.cmcnl-typc vehicles. Doors on each 
side of the vehicles shall be marked'' Security". In addit ion to other items deemed necessary by 1hc Contr:ietor, the 
Contractor must cqwp vehicles as follows: 

(b) Light bar with flashing amber lights 

(c) Spot light (mounted. remotely operated or hand-held portable) 
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( d) Spare tire and 1ools 

(c) Traction devices or tires 

(f) First Aid kit with protective gloves and medical waste receptacle 

(g) Emergency Rood Kit using LED or rellecti>-e emergency l'I\llrkers 

(h) Vehicle mounted radio compatible with regional emergency services communications systems 

(i) A)3.C Fire extinguisher 

d. Uniform and Equipment 

i. Uniforms shall be of professional appearance. color-coordinated policdsccurity style uniforms that arc standard issue by 
the Contractor and worn by all security officers and security ~'Upcrvisors. The unifom1s for security officers and security 
supervisors assigned to the Eugene Starr Complex may be a tactical uniform (e.g. - 5.11 Tactical Series or similar) in the 
color of Khaki. Officers required lo have a Non Electrical Worker Access Permit to energized areas must be provided 
unifonns meeting NFPA requirements for Arc Flash and Energized yard environments as listed in the BPA Accident 
Prevention Manual and Rules of Conduct Handbook. 

11. The following items of clothing and equipment shall be issued to and placed in the care and custody of each employee. 
Adjustments or changes to these requirements must be approved in advance by the COR. 

iii. Ru in and cold weather gear as required with high visibility security identification locutcd on the from and back. 

iv. A name tag that is professional in appearance with the first initial and last name of the officer to be worn in a consistent 
location on the uniform. 

v. Duty belt with minimum level 3 rc.tcntion holster, similar to what Law Enforcement agencies currently use, requiring 
two separate :ictions to release retentions and draw the we:ipon. c:c an SSL sleeve or thumb break combined with a 
rocking motion, magazine pouch. hundcuffpouch, and other equipment approved in advance by the COR. 

vi. Block security or police style duty boots or shoes. Tan security or police style duty boots may be issued for use with 
Eugene Starr uniforms if khaki color uniforms :ire selected. 

vii. Officers holding an energized access pennit mlL~t be provided :ippropriatc foot gear :is listed in the BPA Accident 
Prevention Manual Section A-2 which is as follows: Lace-up, overt he ankle leather boots with rigid sole nnd heel meeting 
ASTM F 2413- 11 with an EH Rating or ASTM F 2413-05, Cl:iss 75 with EH rating 

viii. Professional Looking full finger black gloves lined with cut resistant material that meets 29 CFR part 1910 subpart I App 
8 and ANSI/ ISEA 105-2016 such :is Law Enforcement agencies would provide to LE Officers for cut protection. 

ix. Whistle 

x. Security O fficcr badge meeting rcqui rem en ts of sl3tc l:iws where performing duty to be worn on the most exterior article 
of clothing(i.c. uniform shirt, uniform jacket, rain gear or cold wc::ilher clothing) 

xi. Gender specific ballistic body armor meeting U.S. Dcpanmcnt of Justice National Institute of Justice Standard OIOI .06, 
Classification Type rt-A. and meeting OSHA Standard 1910.132 

Xlt. Sufficient numbers of uniform pants. short sleeve shirts. and long sleeve shirts for each officer to rnaint:iin uniform 
cleanliness and professional appearance. 

xiii. Security/law enforcement style all weather jacket, with high visibility security identification on front and back affording 
access to their issued duty weapon. 

xiv. Aerosol Dcfcnsh·c spray and carrying pouch of the type and potency that local LE and/or local security companies cany. 

c. At II minimum, the following items of equipment shall be provided to employees for cuch shift. Addition.al items deemed 
ncccssruy by the Controctor must be approved by the COR: 

i. Handcuffs and handcuff key 

ii. Aerosol Dcfcn. .. ivc Spray 

iii. Flashlight similar lo the type Law Enforcement use. capable of being operntcd with one hand (push button on/oil) while 
using a duty weapon in a high SII"CSS environment 

iv. Semiautomatic Handgun with similar characteristics and performance as Law Enforcement :igcncics use no less than 
9mm 

v . Ammunition meeting Law Enforcement performance charnetc:ristics, no less than 9mm in caliber 

vi. Two magazines, and one round for the chamber. M:igaz.ine capacity shall be the maximum allowed by law 

vii. BowdryThc Contractor shall provide a secure. lockable cabinet sufficient for lhc secure ~ioragc of weapons at each 
arming/disarming point. lnform:ition pertaining to the proposed weapon~ storage c:ibincl sh:111 be submitted 10 the COR 
for approval upon a,vard of the contract 
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viii. The Contrnctor shall provide an approved bullet containment device for issuance of duty wc.ipons at each arming point. 
Bullet containment devices must be placed in position so the muzzle of any weapon lo be cleared is angled down and 
townrds the floor 

1x. Bowdry All Contractor-provided equipment shall be appropriately marked and identified as belonging to the Contractor 

6) FEDERAL HOL IDAYS 

a. Fcdcnil Holidays occurring on Saturdays arc observed on the Friday prior, and Fedcrnl Holidays occurring on Sundays are 
observed on the Monday follo,ving. 5 U.S.C. 6103 and Office of Personnel Management guidance 

b. BPA observes the following Feder.ii Holidays: 

(i) 'cw Year's Day 

(ii) Martin Luther King Day 

(iii) Washington's Birthday 

(iv) Memorial Day 

(v) Junctccnth 

(vi) Independence Day 

(vii) Labor Day 

(,<iii)Columbus Day 

(iJC) Veterans' Day 

(x) Thanksgiving Dny 

(xi) Christmas Day 

7) AC RONYM DEFL ITIO NSAND INFORMATIONAL LINKS 

a. Acronyms: 

January I" 

3rd Monday in January 

3rd Monday in February 

Last Monday in May 

June 19"' 

July4"' 

1st Monday in September 

2nd Monday in October 

November 11 u. 

4th Thursday in NO\·cmbcr 

December 25'" 

i. BMS Room: Building Management System Room. BMS rooms at BPA house critical focilitics operations equipment 

ii. HSPD: Homeland Security Presidential Directive 

iii. JTS Room: Joint Tenant Sp.ice. Data scfViccs and equipment rooms on each floor of BPA HQ, shared by GSA 

iv. PAC$: Physical Access Control Systems 

v. WSO: Weapons Safety Officer. A security officer or security supcmsor who is knowledgeable. trained. and designated 
to ovc.r..cc weapons issue and a.rming/disanning of personnel for shift change purposes 

8) DOCUME:'ffATION 

a. Codified Federal Regulations (CFRs) \\'\Vw.ecfr.gov/cg1-bm/tcxt-1dx'~tpl='la2Findc,.tpl 

http://w,\w.ccfr.eov/c1d-bin/tcxt-idx?rl!ll-divS&nodc=-I I :3.1.1.3.221141 :3.1.1.3.22.3.326.3 

b. DOE Order 470.4b, Appendix B, Section I. "Facility C lcarnnccs and Registration of Safeguards and Security Activities," and 
Section 2 "Foreign Ownership. Con110I or Influence ProgrJIDS (FOCI)." https://w\\'\\,dirccthc,s.doc.gov/din:ctm~,

documcnts/400-scrjcs/0470 4-BOrdcr-b-admchg I 

e. faccutivc Order 12829 

http-//www.:irchivc~.gov/isoo/policy-documcnts/co- 128'9,html 

d. HSPD-7 

http://w\\'\v.dh.~.gov/homcltmd-sccuritv-prcsidcntial-directive-7 

c. HSPD-12 

h1tp://www.dhs.gov/homcl11nd-sccuritv-presidential -directivc- l 2 

f. rERC CIP Standard 006 

http://www.ncr<; com/st:mdartl006 

g. Oregon Department of Safety. Standards, and Training (Oregon DPSST) 

hnp:/Aw,w.oreeon.eov/DPSST/PS/p.iecs!indcx.aspx 

h. Oregon Revised Statutes 

http://www.lcg.statc.or.us/onJ 
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i. Prh'llcy Act 1974 

http://www.justicc.gov/opd/privs1a1.h1m 

j. Revised Code of Washington (RCW) 

ht1p·//a(!P5 lcn ..,.,n.l!ov/rcw/ 

k. SF 328 

http://hs.,;.doqto,•/HOSecOp/forci1m owm:n.hip/FOCI SF328 NSTRUCTIONS.pdf 

hupJ/www.l!sa.eov/porlll.l/forms/download/l I 6246 

I. U.S. Department of Justice atiooal Institute 0101.06 

m. NU Standnrd-0101.06 for Ballistie-Rcsislllnee ofBody Armor and NU Standnrd-0115.00 for Stab-Rcsist.ancc of Body Armor 

n. Washington Stale Criminal Justice Training commission (WSCITC) 

hups://fonrcss. wa.l!ov/cjtc/v."'""' 

o. Washington State Depanmc:m of licensing 

http://wv.n.v.do!.wa.i:ov/businc~vsccuritvguards/sggctnrmcd.html 

p. 18 USC793 

httpJ/coclcs.l[!.lindl3W.COm/uscode/18/J/37n93 

q. 18 USC 794 

http://codes.lp.findl3w.com/uscodc/l 8/l/37n94 

8 ) WORK A~D SERVICE REQUIRDI.E 'T S 

I) GE:NERAL REQUIREMENTS 

a. The overall purpose of this contract is to provide an estimated aggregate of approximately 97.688 annu31 hours of security 
officer services and approximately 15,776 annual hours of supervisory services for the BPA Hcadquanen;, Ross Complex, 
Eugene Starr Complex. Munro Complex and other BPA facilities as addressed in this SOW. Additiorutl security services may 
be requested by BPA for !>,>ecial events, increased security conditions. emergency services. etc. BPA projects requiring 
appro:cimatcly 1,000 hours annually for additioll31 security services on an as-needed basis for unforeseen situations. 

b. Security services include but are not limited to the following: 

i. Armed gunrd services. 

ii. Protection of employees. facilities and property. 

iii. Acccsi. control, to include screening of visitors. vehicles. packages. 

iv. Issuance o f visitor badges and enforcement of BPA ·s ID badge policies. 

v. Alarm Monitoring Station - operation and monitoring o f security alarm systems and CCTV systems across geographically 
dispersed locations. 

vi. Operation and monitoring of automated access controls. 

vii. Observation and monitoring of building and 11re warning system.~ and HVAC system warning panels and controls. 

viii. Response by Security Officers to Security Incidents occurring on BPA owned property. 

ix. Vehicle patrols ofBPA Property and leased space, and interior and exterior foot patrols al designated location.'<. 

x. Application of compliance-based security requirement~, to include maintenance of records associated with compliance 
requirements. 

:ci. Application of GSA building regulations. 

xii. Interface ,vith Federal Protective Service (FPS) end other law enforcement or emergency responders. 

c. BPA Headquarters 

i. The BPA Headquarters is a General Se.rviccs Administration (GSA). seven-story office structUTC with three levels of 
underground parking. The BPA Headquarters building (905 building) and the :idjaeent 911 federal building comprise the 
Portland. OR Eastside Federal Complex. The 905 building contains administrative offices for approximately 1,500 
federal employees and contractors and is located 3t 905 NE I Ith Avenue, Portland, Oregon 

ii. BPA partners with the Fcdcml Protective Service (FPS) on security strategics for the Eastsidc Federal Complex. The FPS 
is responsible for the prott.-ction and security of federal GSA O\\TICd property and leased property. In general, FPS 
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operations focus on scc:urity and law enforcement activities reducing vulnerability to criminal and terrorist threats. FPS 
protection and security operations include all-hazards based risk assessments: emplacement of criminal and tem>rist 
countermeasures: 13w enforecmcnl response: assistance to federal agencies through Facility Security Committees; and 
emergency and safety educ:irion programs 

iii. FPS contracts security guard services for federal building access control, employee and visitor identification checks, 
security equipment monitoring. and roving patrols of the interior and exterior of federal property. Through memorandum 
of agreement, BPA ·s Office of Security and Continuity of Opcr.itions manages and contracts security services for the 
BPA HQ and works in cooperation with FPS to ensure security for the BPA HQ and Eastside Federal Complex meets 
both Department of Energy and GSNDHS building security requirements 

d. BPA Ross Complex 

i. The BPA Ros.'I Comple., is located at 5411 NE Highway 99 in Vancouver, Washington. The Ross Complex is situated 
on a 250 acre industri31 complex consisting of 55 individual buildings with oppro~imatcly 1,100 employees and 
Cont.ractors assigned. Functions associated with buildin~ on the Ross Complex include high voltage electrical power 
distribution. administrative offices. electrical control and dispatching center, auditoriwn. laboratories. oil pumps, 
shipping :ind receiving, storage, scales, gas station. welding and cutting shop, microwave radio transmission equipment, 
hazardous waste storage, transformer repair, computers, flammables and hcrl>icidc storage, and solar power 

c. Eugene Starr Complex 

i. The Eugene Starr Complex, located near The Dalles, Oregon, consist:s of high voltage substations, equipment 
maintenance shops and other related support facilities on an 850 acre parcel ofland approximately one mile south of The 
Dalles, Oregon 

f. BPA Park Place Leased Space 

i. The BPA Park Place office complex consists of one or more office buildings leased by BPA and other tenants in 
Vancouver, Washington. Office space leased by BPA at the Park Place office complex changes as office space needs 
change within the agency 

g. Munro Complex 

i. UlC3tcd in Mead, WA and consists of the Munro Disp:itch Center, Munro Scheduling Center, Bell Electrical Substation. 
Spokane District Maintenance Headquarters and various office spaces located on 66 acres. 

h. BPA's security force is comprised of numerous posts including stationary access control. vehicle inspection. v151tor 
procc.-.sing. alarm monitoring, and foot and vehicle patrols. The number, hours, and specific duties of these posts and positions 
are described in sections related to the posting requirements for each site. 

i. BPA reserves the right to assess security post needs and requirements as the security envirornnent, contingency operations, 
and security rcquiremenlS change for the agency. In doing so, BPA may ckct to add. eliminate. or modify security posts. post 
duties. or post hours by bilateral contract modific.ation 

2) SECURITY CL EARA 'CE REQurREM ENTS 

a. At a minimum, at least one security supervisor on duty per shin at HQ during core hours (0600-1800) and one security 
supervisor at the Ross Complex during all shifts shall have a DOE L (SECRET) security clearance or the L clearance in 
progress following the award of the contract. The Cont.ractor will submit a list of security supervisors that will be submiucd 
for clearance requirements through BPA Personnel Security within 30 calendar days of contract award. BPA will coordinate 
with the Contractor to submit security supervisor names to obtain DOE L clearances for a sufficient number of security 
supervisors to meet the above expected BPA need. The Contractor must notify BPA immediately upon discovery of 
circumstances impacting the security clearance held by a contractor's employee assigned to the BPA Security Services 
Contract. 

b. Prior to being issued a Department or Energy (DOE) identification badge, employees of the Contractor must accomplish the 
appropriate Personal ldcmity Verification (PIV) documentation required undcr HSPD-12. The PIV process will occur through 
the Personnel Security organization ,1~thin BPA 's Office orSocurity and Continuity of Operations (OSCO). who will supply 
the Contractor the necessary information and forms for this process. Employees or the Contractor must use the issued DOE 
ID badge for entry into BPA facilities. Proximity cards may also be programmed and issued to security officers for access to 
other electronically controlled area.s. 

c. Documentation of security practices and procedures (pertaining to personnel clearances and the training and reporting they 
an: required to do if they hold a facility clcarancc and manage clcai-cd personnel) 

3) DOCUMENTATION REQUIRED PRIOR TO A \\ 1 ARD 

a. Prior to award of this contract, the Contrnctor shall furnish lo the Contracting Officer: 

i. A Certificate of Authority from the Corporate Division of the Oregon State Department of Commerce 

11. A Ccrtjficatc of Authority from the Washington State Department of Commerce 

iii. A Certificate of Good Standing from the state in which the finn is incorporated. 
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iv. A facility security clearance from HQ, U.S. Department of Energy pursuant to Executi\'c Order 12829 or equivalent DOD 
FCL determination. 

v. The Contracting Officer (CO), or dcsigncc (COR). will review the cn.-dcntials of applicants proposed by the Contractor 
and reject any employee ihal. in the opinion of ihc Government, is not suitable for this contract. Under these 
circumstances, an appeals process will be provided to the Contractor. 

4) STANDARD OPERATING PROCEDURES 

a. The Contractor shall review, upd3tc 11nd provide to the COR, updated Standard Operating Procedures (SOP's) by December 
I, 2018 for 1hc Contrac1or's operational and admimstra1ivc use. BPA will provide infonna1ion pcnaining to procedures and 
policy in order to assist the Contractor with SOP dc,·dopment. 

b. Contents of SOP 

i. The following arc examples of SOP content. Specific sect ions required by BPA will be identified by OSCO, and proposed 
by the Contra.ct Manager for BPA considcruti.on: 

(a) Uniforms and standards ofappcamnec. 

(b) WC3pons and equipment issue, s:ifcty procedures., and accountability. 

(c) Functions and duties of the security officers. 

(d) Security officer authority. 

(c) Apprehension policies and procedures. 

(f) Response to bomb threats or suspc.cted [ED. 

(g) Response to intrusion alnnns. 

(h) Response to unauthorized individuals. 

(i) Response 10 discovery of prohibited i1ems. 

(i) Response to fire alarms and building evacuations. 

(k) Customer Service and Diversity A warencss T mining. 

(I) Access control procedures. including visitors. 

(m) Rc,,]><>nsc to robberies and other violent crimes. 

(n) Providing motorist assistance. 

(o) Providing escort services to employees. 

(p) Radio communications procedures. 

(q) Uscofforcc. 

(r) Report writing. 

(s) Lost and found property. 

(t) Building/Gate Sccurily Checks. 

(u) CCTV monitoring procedures. 

(v) Alarm monitoring/response procedures. 

(w) HQ parking procedures. 

(x) Current issued Post Order... Access Rc,.trictions (Security Alerts and Access Status Notifications), Ojx.--rations 
Bullelins. Special Notices. etc. 

(y) Vehicle inspection techniques and praeliccs for detecting bombs or othcr dangerous matcrinls. 

(z) Personnel screening (use o f x-ray, hand wands, etc.). 

ii. SOP Distribu1ion 

(n) The Contrac1or shall maintain current copies of applicable SO P's in hard copy al each stationary post and electronic 
copies in a central electronic file localion nvailablc to all officers. 

iii. SOP Training and Familiarization 

(a) Prior to assignment to any posl for duty either for shift or relic( the Contrnctor shall provide each new employee 
training sufficient to ensure a general familiarization of all BPA Posts and SOP's. The Contractor shall provide post 
specific training sufficient to ensure officers arc thoroughly trained, and knowlcdt,oeable of the post SOP's and duties 
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associated with the post Officer.; assigned to a post must be familiar with the duties of other posts having operational 
interdependencies. Training shall be documented in electronic and/or bardcopy format in individual OfficerTmining 
Records 

iv. SOP Review Requirements 

(a) Unless otherwise directed by OSCO, the Contractor shall conduct quarn:rly reviews of otlicer knowledge and 
understanding of the SO P's for the post or posts which the ofliecr is a.-.signcd. The reviews may be oral interviews. 
written exams. practical demonstration. or any combination of all three. The Contractor shall maintain n."Cords 
documenting reviews. 

(b) Results of quarterly cvallllltions shall be provided to the COR through the use of a Limited Scope Performance 
Testing Database. These results mny also be u.~ed 10 determine future training requirements. 

v. SOP Updates 

(a) The Contractor shall conduct and document annlllll reviews ofSOP's. The Contractor shall provide the COR with 
updates and changes to SO P's as they occur and must incorpor:uc change recommendations or requirements directed 
by OSCO. 

5) CERTlFICA T IO. S Al'I/D C REDENTIALS 

a. Armed Security Officer Certifications and Credentials 

i. BPA 's security program uses armed security officers. The ConlJ'3ctor shall fully comply ,vith the Revised Code of 
Washington, Washington State Criminal Justice Training Commission regulations, and the Washington Administrative 
Codes regarding the licensing of Prh~.itc Security companies and security officers. Additionally. the Contractor shall fully 
comply with Oregon Revised Statutes, Oregon O;:partrncnt o f Public Safety Standards and Training and Oregon 
Administrative Rules. Each armed security officer assigned to Washington facilities shall be licensed as a Washington 
Anned Private Security Guard. Each armed security officer assigned lo Oregon facilities shall be licensed as an Oregon 
Anncd Private Security Officer. Authorized Guard I (unarmed officers) shall be licensed as unarmed security officer., in 
the state that the officer is assigned. All officers shall be licensed in compliance with state law. Security officers may be 
dual-certified in order 10 support BPA deployments \\;thin BPA 's service area. Security supervisor.I and security officers 
shall carry their state issued Security Officer licenses with them at all times while on duty. The Contmctor shall assess 
DOE Protective Force requirements for feasibility of implementation when conducting self-assessments as identified in 
section 42 of this SOW. 

b. A LI owed Eitceptions to Armed Security Officer Certifications and Credentials: 

i. Exceptions to BPA 's contract requirement to use armed security officers involves temporarily allowing licensed unarmed 
security officers lo occupy d~ig;nated pollt's while the administrative process for armed security officer licensing is 
completed. Under thcsc C)(Ccplions, the Contractor may use unarmed security officers only as specifically authorized and 
approved in advance by the COR or designated representative from BP A's OSCO. SPA cxpcctsofficcrs employed using 
this exception will ha,·c completed all requirements for armed security officer licensing including successful completion 
of armed security officer training classes and qualification course of fire conducted and ccrti lied in comp I iancc with state 
requirements prior 10 assignment to these posts. Officers must complete the appropriate training and demonstrate the 
knowledge, skills. and abilities lo clTectivcly conduct operations for the assigned post prior to post assignment. The 
following posts upon notificntion and approval of the COR may be posted under this exception with stntc licensed 
unarmed security officers for a period of no more than 45 calendar days unless otherwise approved by the CO/COR: 

(a) HQ Post 6 

(b) HQ Post 9 

(c) Ross Post I day shill (Dittmer building West Entranec) 

(d) Ross Post 2 day shin (Ross Complex Construction Services Building) 

(e) Eugene Starr Complex Post I. day shill only 

(f} Munro Post I. Munro Al.um Monitoring Stition (AMS) 

e. Transition (60 Calendar Days) 

1. Within 15 calendar days following contract award. the Contractor must develop a transition plan ensuring necessary staff, 
certifications, training. and continuity ore maintained in accordance with this SOW in order to maintain effective security 
opcrJt ions. The Contractor must submit the tr.tnsition plan to the COR for review and approval no later than 20 Clllcndar 
days following contract award. At a minimum the plan shall address: 

ii. Staffing Levels 

iii. Process for transitioning predecessor employees 

iv. Recruitment of new employees 

v. Strategy for providing post coverage during breaks and meal periods 
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vi. Strategy for transition of unifonns 

vii. Supervisory plan implementation 

viii. Roles of management and administrative personnel 

ix. Communication methods and protocols 

x. Inventory and equipment including weapons and ammunition 

xi. Daily transition event calendar 

xii. Toe Selected Coniractor shall provide weekly rnmsition status repons during lhc transition period to address the following 
items: 

(a) Stalling 

(b) Pcnnits. Licenses. and Registrations 

(e) Personnel clearances 

(d) Transition events/milestones 

(e) Equipment and uniform purchases 

(f) Emergency Radio Network agreement wilh regional emergency services communications 11gcncics 

(g) Transition Expectations at End of Contract 

(i) At lhe beginning of the transi1ion period to a follow-on contract. the Contractor shall provide personnel records, 
including but not limited to, training, medical, sui1ability and security n.-cords to the successor Contractonvithin 
IO calendar days. 

6) CO~ TRACTOR FURNISHED TRAINl~ G 

a. Toe Contractor shall develop a Job Task Analysis (JT A) and identify general training needs as well as post-specific training 
needs in addit ion to State required Security Officer I icensing requirements. JT A· s and post certification proc~scs shall be part 
of annual training which include proc=cs specific to BPA ConlrllCI posts and shall be fully implemented within 90 calendar 
days of the award of the contract. JT A information shall be used to develop annual post specific certification (Quality Control) 
and an Annual T mining Plan, which the Contractor shall provide lo the COR by October I of each year. The Contractor shall 
provide pre-employment training meeting all requirements listed under "'Armed Certifications and Credentials~ and .. Pre. 
Employment Tr.tining"' prior to assigning any officer :! posL Post-Employment training is defined a, State required annual 
Arrm.-d Security Otliccr certification truining, proficiency Ir.tining and annual post specific cc..'ltification training conducted 
after initial employment. Post-<:mploymcnt training shall be conducted in accordance with section 16) of the SOW. 

b. Pre-employment and post-employment training shall be conducted and ccrtilicd/documcnted at no additional cost to BPA. 
Training hours may be organized in any manner determined lo be mOl>"I efficient for the Contractor other than the training hour 
organization specifically mentioned in this Statement of Work for weapons or usc of force. Training hours required for 
Weapons or usc of force training shall not be shifted between officers. 

c. Pre-Employment Training 

i. Certification of completion of pre-employment training and licensing requirements for new hire employees shall be 
furnished to the COR prior to the start of employee performance. This notification may be in the fonn of an official letter, 
memorandum, or e-ma.il to the COR. All oniccrs mu.st complete the following training prior to assignment on post: 

(a) Oregon and/or Washington State licensing requirements, including successful completion of firearms qualification 
coun;e(s) of fire meeting requirements of ~late in which licensed shall be conducted and certified by the Conl.r.tctor 
prior to using post-employment and olhcr training allotments. 

ii. Orientation training and taSk performance demonstration certification regarding proper use and techniques for handcuff 
application as well as proper u:;c and techniques for Aerosol Self Defense spray application at the full range of use of 
force levels. This training shall be performed by an instructor with crc..·(kntials accepted by the sl:llc in which lhc officers 
will be certified, for lcss-than- lclhaVusc of force, or lhrough other certification means approved by the COR (e.g. -master 
use of force instruct.or certification, cti:.). At the option of the Contractor. o.rientation training for handcuffs and/or Aerosol 
Self Defense spray may be wai,,cd if a ncw-hin: security officer can pro,,idc docurnc111a1ion of training for handcuffs 
and/or Aerosol Self Defense spray occurring within 6 months prior lo hire rclatcd to a prc .. iously held security, military, 
or law enforcement position. Such documentation shall become a part of the security officer's training record for pre• 
employment training. 

iii. 16 hours oft.raining directed towards use oflocally used X-Ray equipment for officers assigned to a post which includes 
use of an X-Ray machine unless they con show documentation of training on a similar model X-Ray system in the 
previous 6 months and familiarizlltion training on the X-Ray system utilized at BPA. Officers assigned to positions 
requiring use of hand held/ walk through m3gnctometcrs must complete 8 hours of initial training. 

iv. Red Cross or equivalent certification for First Aid and CPR, to include use of automated e~tcmal defibrillator (AED). 
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,,. Prior to assigning a newly hired officer as the primary security officers 111 any post, newly hired officcrs shall complete 
sufficient training including familiarization of all site BPA Posts and SOP's prior to post assignment. The Contractor 
shall provide post specific training and certification to officers. Officers must complete training and demonstrate 
sufficient knowledge and understanding of applicable SOP"s, and demonstrate capability of perfonning all duties 
associated with the post Newly hired officer security post certification shall be completed witliin 30 calendar days of 
initial post assignment. Security officers must demonstrate familiarity, knowledge and undcn.1anding of the duties of 
other posts having operational interdependencies. 

d. Post-Employment Training and other Training Allotments 

c. Post-Employment License and Ccnification RcfrcsheJ 

i. The Contractor shall provide rcfrc.~hcr training 10 officers. Officers must maintain ccrtificalion nnd qualification under 
requirements stated in section 16) of the SOW. 

ii. American Red Cross or equivalent CPR. First Aid and AED tmining shall be conducted to IDllintain certifications meeting 
training frequency requirements by the credentialing organization. 

iii. 8 hours of annual refresher training on locally used X-Ray equipment for each ofliccr posted to use the machine and 8 
hours annual refresher training on hand held / wolkthrough magnetometers. 

iv. Annual security post ccnifications for security officers shall be accomplished through a process developed by the 
Contractor and approved in advance by the COR. Officers must maintain certification and demonstrate l'llowlcdgc. skills, 
and abilities to adequately perform in the posts assigned. Initial security post certifications shall be required for currently 
employed security officers assigned to pcrfom1 duties at a new security post 

f. Firearms Tr.iining (16 hours) 

i. The Contractor must provide and maintain training outlined in order to develop and maintain the firearms stills of 
officers. This 16-hour block of training shall not include pre-employment or remedial training for officers who foil to 
qualify per stale requirements. For remedial training :sec ~Remedial Firearms Training". To the extent pos~iblc. the 
Contractor shall incorporate applicable clements of established Department of Energy training for firearms. 

ii. Frequency of Training 

(a) Firearms training shall be conduclcd quarterly in four (4) hour blocks and documented on the conlnlctor training 
plan provided 10 the COR. The Contrac1or may combine two quarters of firearms training, 10 be conducted in a 
single qunrtcr to pro,ridc skills dc,•clopmcnt for current licensed and qualified officers. To the greatest c.~tcnt 
possible. firearms training must be conducted in regular intervals throughout the year in order 10 limit the 
degradation of firearms skills of Contractor personnel from year to year. 

iii. Live Fire Range Training 

(a) A comprehensive firearms safety briefing shall be provided to all officers prior to commencement of fircanns 
training. All officers shall be required to meet the following minimum firearms proficiency qualifications and 
training requirements: 

(b) Using the state or other course of fire approved in advance by the COR. qualify one additional lime, approitimatcly 
6 months atler state required licensing is completed. This can be in conjunction with quancrly live fire training. All 
qualifications and attempts must be documented and pass or fail :md scores must be retained in an officer's 
permanent record made available 10 the COR upon request. 

(c) All officers shall a11cnd not less than four hours of live fire range training appro.~imatcly quarterly (except as noted 
for combining two 4 hour blocks). One 4 hour block of training shall be in the form of Confrontation Simulation 
(ConSim) training. or other forms of training approved by the COR. 

(d) The Contractor may combine up to two (2) qunm:rly training blocks for a 101:11 of 8 hours of training to be conducted 
1vithin one quarter for officers who may need a more focused. longer block of training (sec " Frequency ofTraining"'). 
This al lowancc may be used one time per officer per year for officers needing such training. Upon request, the 
Contractor shall provide documentation to the COR of all officers who n:ccivc quarterly combined lf11ining,. 

(e) Training hours may not be transferred from one officer to another. 

(f) Each quarterly block of firearm.~ training shall have clc:a.rly defined goals nnd objectives. Each officer must 
dcmonstmtc satisfactory understanding and ability to perform the objcc1i~c.s of the training. The Contracto r shall 
maintain a record documenting the goals and objectives of each quarterly training session and provide these to the 
COR upon request. The COR shall be notified of the results of all officers failing 10 demonstrate satisfactory skill 
levels " ~th the clements of the provided training via email. During quancrly training periods the focus of trafoing 
may be on one or more oflhc below listed clements or additional clements pro~cd by the Contractor and approved 
in advance by the COR; 

(i) Use of cover 

(ii) Moving with a firearm 
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(iii) Shooting on Lhc move 

(iv) Low light shooting principles 

(v) Decision scenarios/confrontation-simulation 

(vi) Remedial Fin.'3JlTIS Training 

(vii) Failing State Licensing QU.:llifieation Course of Fire 

I. If at any lime 1111 officer fails Lhc required slale licensing qualification course of fire, either for license 
renewal or in conjunction with the six month requirement noted in .. Live Fire Range Traming•·, BPA will 
consider the officer 3S not in compli:mcc with the provision listed in the Statement of Work "Armed 
Certification and Credentials." The Contractor shall notify the COR as soon as practical when any officer 
fails a qualification course of fire. The Contractor shall have a period of 45 calendar days to conduct 
needed remedial training in order to bring the officer into compliance with this Statement of Work without 
additional cost to the Bonneville Power Administration. lflhc officer is not brought into compliance ...,;thin 
the 45-day gr.ice period, the officer will no longer be eligible for con1rac1 perfonnancc. The COR may 
c:o.tcnd the grace period if determined ii is in the best interest of BPA. 

(viii)Failing to Meet Quarterly Firearms Training Objectives 

I. Officers who fail to meet quarterly training objectives shall receive remedial training in order to mccl 
those objectives. 

(ix) Unsafe Firearms Handling 

I . Unsafe firearms handling, negligent discharge of weapon, or any other unsafe acts in conjunction with the 
handling. training or usc of firearm.1 shall be reported to the COR or other OSCO personnel within I hour 
oras soon as circumstances allow. lnci<knts, such as an accidental di:ichargc, shall have a thorough inquiry 
accomplished by the Contract Manager in coordination with OSCO and the BPA Safely Onicc. A report 
of the inquiry, lo include rool cause, remedial actions, and any necessary remedial training shall be 
provided 10 the COR detailing corrcc1ivc actions to be 1nken by Lhc Contmctor. 

(x) Defensive Tactics Training (8 Hours) 

I. Frequency :md Scope of Training 

a. All officers sha.11 :!Ucnd 8 hours of defensive tactics training on an annual basis. The trnining shall 
consist of the following elcmcnlS unless otherwise approved in advance by the COR. 

b. Handcuffing. 

c . Aerosol Self Defense spray refresher 

d. T:ikc down and apprehension techniques 10 include Use of Force continuum scenarios. 

e. VcrlY.il Crisis Intervention (verbal commands for taking suspects into custody). 

f. Weapons retention. 

g. Officer safely and surviwl. 

(xi) Other periodic training may include. but is not limited to the following: 

I. Vehicle inspection techniques. DOE or equivalent. 

2 . OSCO subject briefings as needed. 

3. Re-familiarization \vith applicnblc emergency and a lann response procedures. 

4. Repon writing. 

5. Post documcnrntion fiuniliari:za1ion. 

6 . NElC CIP requirements and/or procedures. 

(xii) Other Security Officer procedures. 

I . lndividwl training classes conducted by the Conu:mor shall include the development of a training plan. 
Class training plans shall be maintained by the Contractor and made a,'llilablc to the COR upon request. 
Upon :nwrd of the controcl, the class training plan format template sh.Ill be provided to the COR for 
approval. A class training plan shall mcludc the follo...,~ng information (or other information approved by 
thcCOR): 

2. Training purpose, scope. and objective. 

3. Training methodology. 
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4. Training resource needs, 10 include identified instructors. 

5. Training schedule. 

6. Training curriculum. 

7. Training evaluation crite.ria. 

8. After actions report (AAR) upon completion of training. The AAR shall be used to evaluate the success 
of the training and identify follow-up actions needed. 

1v. On the Job Training/ Career Development 

(a) On The Job Trnining (OJT) 

(i) The Contractor shall furnish annual OJT to officers. Officers must demonstrate sufficient undemanding, 
knowledge and capability 10 perform post duties. This training must address specific needs for conducting 
various day to day activities a.,;sociatcd with post duties. OJT must be relevant to suc«ssful accomplishment 
of the BPA security mission. OJT must be conducted at no additional cost lo BPA. BPA may request some 
types of OJT pt'rformcd in addition to scheduled duty hours which may be considered "additional security 
services." BPA shall detennine which types ofOJT arc .. additional security services". The Contractor must 
maintain a record and roster of officers completing OJT. The Contractor must pro,<idc a certification statement 
ofOJT annually to the COR. OJT shall include a review of the Contractor's firearms safety training progrum. 
DOE Vehicle Inspection Procedures, and may include, but is not limited to, the follo\\<ing: 

(ii) Post docwncmation review. 

(iii) Additional vehicle inspection techniques. 

(iv) X-ray and magnetometer techniques. 

(v) information bulletins, instructions, post operations. Operations Bulletins, etc. 

(\,i) Safety information. 

(vii) Supcmsory/Managcmcnt one-on-om: tmining. 

(viii)Sccurity Officer procedures/ post procedures. 

(ix) Emergency procedures. 

(x) Hazardous materials. 

v. Contractor Rcqu.ired Training and Briefings 

(a) The Contractor may require individual employees 10 a11cnd briefings, meetings, training or seminars relating 10 the 
specific conditions of employment under which officers arc employed with the Contractor. These may include 
inform:ition pertaining to employee performance appraisals, employee benefits, Contr.sclor policy, compensation 
policy, and other issues arising from time to time. To the extent practical these may be accomplished while the 
employee is posted on duty. However. the Contm.ctor will exercise due diligence with respect 10 contr~ctual position 
requirements to ensure all posts arc filled with a security officer at all times. 

7) COl'ffRACT EMPLOYEE REQUIREl\tENTS 

3. Officers must meet or exceed the following minimum criteria prior to post assignment: 

i. Must be U.S. citizens. 

ii. Must be at least 21 years of age to meet Orcgon and/or Washington Stale Security Officer licensing requirements. 

iii. Must possess a high school education or cquivnlency ccnificatc. 

iv. Shall be physically able 1.0 perform all assigned armed security officer duties. functions. and acti\<itics. Employees 
performing in security officer positions shall have the ability to do the following: stand on post for long period~ of time 
(e.g. • an 12-hourshifi with applicable breaks required by law); abk to work outdoor.; during inclement weather or other 
conditions: able to walk uneven terrain during foot patrols; be able to legally and safely operate a motor vehicle; be able 
to lift up to 40 lbs. without assistance; able to be ccnificd to perform cardiopulmonary rcsuscimtion (CPR) and U$C an 
automated c.,ctemal defibrillator (AED): able to successfully pass firearms qualifteation and ccrtific11lion without physical 
assistance, including kneeling and other firing positions. 

v. The Contractor shall provide c:ich newly hired officer a physical examination at no additional cost lo the Government or 
the employee prior post 3Sl>ignmcnt. and every two years afier initial hire. Officers must be cleared as phyi,ically able 
mentally and medically fit 10 perform their respective duties. The Contractor shall provide a list of current employee' s 
the date of their last physical c.xamination upon rcqucsl by the COR. 

\<i. The Contractor shall maintain a drug-free workplace program. In addition, the Contrnctor's program shall include at a 
minimum. processes for the initia.l drug screening of new-hire employees and random screening for employees. Drug 
screening shall be o 5-pancl drug test regimen. The Conlnlctor must perform drug screenings upon wriucn request by 
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BPA. The Contractor shall provide ini1ial (for clearance pwposcs) and random drug screening of the employee through 
their own established testing facility federally qualified to conduct drug screening. An electronic and/or hard copy of the 
test result shall be made available to the COR. or other authorized official determined by the COR or CO. upon rcquc.~t 
and, if necessary, forwarded to DOE for record of compliance. 

vii . All employees shall speak English and be literate in English to the extent of reading and underslllnding printed regulations, 
detailed wrillcn orders. training instructions and malerials, :ind shall be able to compose repons which convey complete 
informa1ion in English. Security officers shall be able to undct$tmd and pcrf orm ba~ic compuler keyboard operations relative 
10 the operation of word processing and e-mail software (e.g. - MS Word and MS Outlook) and the cardkcy access sys1ems 
used by BPA (currently ProWatch). 

viii. While on duty, security officers shall 001 supervise or attend to any other contract or duties not directly n:latcd to the 
pcrfoflllllncc of this contract withou1 the advance wrillcn consent and approval of the CO and Chief Security and Continuity 
Officer. Contractor employees shall not be current go,•crnmcnt employees. 

b. Employee Background Checks 

i. Personnel will undergo HSPD- 12 personal identity verification and background checks by BPA. Persons not meeting 
adequate security background rcquirc:m~ts as determined by BPA will not be permitted to pcrfonn on BPA property. 

ii. Security officers must mccl state criminal background check requirements for armed guard licensing in the stale in "hieh 
they arc working. 

iii. Personnel must directly support North American Electrical Reliability Corpora1ion Critical Infrastructure Protection 
(NERC ClP) stnndnrds (Stnndard CIP 006, Cybcr Security- Physical Security of Critical Cybcr Assets) and must undergo 
personnel risk assessments which BPA will conduct a minimum of every 7 yea.rs as outlined in roquircmems established 
in Standard C[P 004. Cybcr Security - Personnel & Training. 

iv. Department of Energy. BPA Office of Security and Continuity of OpcrJtions. Contract.ing Officer or COR will 
periodically request information from ollicers holding l clearances to initiate and maintain security clearances of officers 
requiring such and perfonningdu1ies on the BPA Security Services Contract. Any actions on the following process could 
occur: 

(a) PERSEC receives information from PHYSEC COR for guard force that a clearance is needed for a Guard 

(b) PERSEC will pre-fill out forms for signatures: 

(i) OF 306- Declaration for Federal Employment 

(ii) DOE F 5631.18- Security Ack.nowlcdgcmcnt 

I . Need updated Resume: 

(c) PERSEC will send forms to Guard for signa1urcs. Guard to include updated Resume, and return all to PERSEC 

(d) During this time the Guard need to go for drug test - send results to PERSEC 

(e) PERSEC will send forward to DOE/HQ all forms and drug tcsl 

(f) DOE/HQ will review paperwork 

(g) DOE/HQ will send Guard an email to fill out c--QlP (Electronic Questionnaires for Investigations Processing) 

(h) Guard to follow instructions from DOE/HQ to complete c -QIP 

(i) Once e -QIP is returned to DOE/HQ the investigation procc.-;s staru 

(j) Guard will be contacted by OPM Investigator for background inlcrview nnd possibly people listed on e-QIP 

(k) This process could take up 10 a year 

{I) Once investigation is complete PERSEC ,viii receive information from DOE/HQ that Guard is cleared or not 

(m) lfclcarcd 

Contract 80004, Mod 011 

(i) Guard will be requested to complete a WBT- Comprchensi,rc Briefing for Cleared Employees 

(ii) Guard 10 send certificate from WBT to PERS EC 

(iii) PERSEC \\~U order new DOE Security Badge w/clearnncc le,•cl on it 

(iv) PERSEC will fill out a SF-312 (Classified Information Nondisclosure Agreement 

(v) PERSEC will set up rime w/Guard to review and sign SF-312 

(vi) Guard ,viii set up a Card Pick-up appointment when new DOE Security Badge is checked in and Guard is 
notified 
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8) DUTlE:S OF THE CONTRACTOR 

a. General 

i. The Contractor shall provide a highly qualified, professional security force. The Contractor shall take immediate action 
to correct officer pcrfonn:mcc, discipline ond deficiency issues. The Contractor shall immediately report ony tennination 
of contract pcr.;onncl via email to the COR and the Revoke email group. If 3 termination is known or projected in advance, 
Lhe COR shall be notified a.~ soon as the Contractor is aware ofLhc employee termination so the COR may take necessary, 
timely administrative actions. 

b. Comractor Duties 

i. The Contractor shall protect lives and shall. within the limits of security officer authority, deter unauthorized use. loss, 
theft, trespass, espionage or sabolllgc of government property, material, and cquipmcnl, and Non-Government property 
and equipment located at BPA Facilities. 

ii. The Contractor shall have a well-developed continuity plan that will addn.-ss the agency's needs for adequate security 
coverage in the event of a disaster. This continuity plan will be coordinated through the BPA OSCO COR and Continuity 
Office. 

iii. The Contractor shall implement all regulatory or compliance-based requirements such as BPA policies and dirccti,-cs, 
GSA and FPS building policies and practices, procedures associated with NERC CIP and DOE, or other requirements as 
directed by BPA. 

iv. The Contractor shall conduct access control according to current BPA policy, GSA building policy, CFR's, under 
direction from BPA's OSCO. 

v. The Conrrnctor shnll monitor facilities to which assigned, for fires, explosions, and other catllSlrophcs by close 
observation ofbuildin~. machinery, vehicles, electrical cquipmenl, and personnel to identify unsafe or potentially unsafe 
conditions. or activities. The Contmctor shall monitor facilities for the commission of thcfls. a.,;saults, robberies, or other 
violent c-rimes and report the same to law Enforce-men! and OSCO personnel in accordance- with developed procedures. 

vi. In the event of a fire. llte Contractor shall monitor phone calls and radio Lransmissions, provide directional assi~1ancc to 
responding emergency service provider.; and if needed, provide traJ1ic controVcordon control at the location of the fire 
and follow procedures associated with such a response. 

vii. The Contmctorshall n::pon all security incidents to OSCO and when occurring at BPA HQ building 905 to the FPS. The 
Contr.ictor shall use the BPA ~1andardizcd security incident report form (Form 5632.0lc) for the submi.~s ion of electronic 
security incident reports and shall use applicable forms supplied by FPS when ncocs:sary, unless otherwise directed by 
OSCO. 

viii. The Contractor shall patrol designated areas according to post duties as described. 

ix. Designated Shifts'' identified in the SOW are general guidelines and may be adjusted with advance :ipproval from the 
COR. The Contractor shall establish shift change procedures accommodating the ingress and egress of employees and 
other activities in such a manner ensuring posts remain covered The Contractor shall also be responsible for 
accommodating administrative needs such as arming and disarming times for officcn.. 

x. The Contractor shall enforce BPA policies as described and in a manner as required by the described post duties in this 
SOW. or as othcrnrise directed by OSCO. 

xi. The Contraetor shall investigate security breaches and incidents occurring, at the direction of OSCO. Security incidents 
involving criminal activity, threats, violence. property damage, or any other serious or suspicious acti,,jty shall be 
reported to OSCO, Local Law Enforcement and FPS (when appropriate) as soon as it is safe and practical lo do so. This 
includes notifications as needed to OSCO aflcr hours through the designated Duty Officer. Security ofliccr actions shall 
be conducted in accordance with appropriate laws and m conjunction with established BPA policies. 

xiL The Contractor shall provide employee escort services as directed by OSCO. the Contract Manager. or the security 
supervisor when employee safety issues arise o r other circumstnnces exist warranting this type of assistance. 

xiii. The Contractor shall develop and maintain recall rosters to facilitate the contact of key management personnel and the recall 
of security personnel to duty in sufficient numbers to meet emergency situations arising at BPA facilities. Recall rosters 
shall be maintained in accordance with the Pri,racy Act of 1974. Rccall rosters shall be protected in accordance with BPA 
Jnfonnation Protection Program standards, including proper marking, control, and storage of such documents. Recall 
rosters shall be submitted to the COR prior to the start date of contract service.~ and be shall be updated by the Contractor 
and submitted to lhe COR on a monthly basis. 

xiv. The Contractor shall provide additional security personnel to provide security services for special cvcntS or emergency 
situation.~ as needed :ind requested by BPA. These additional security services arc not included as part of the inacti"e posts 
outlined in this SOW that may be activated during an increased threat level. Additional security services needed in each 
instance shall be for a minimum of 2 hours. To the extcnl possible. OSCO will provide ad\lllllcc notification via e-mail 
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and/or phone c:sll to the Contracl M:snagcr of any rcqucsl for :sdditionol security scrYiccs. OSCO shall provide the 
Controclor with speci fie security officer duties for each inst:sncc. 

xv. The Contrnc1or shall supply an organization chart to the CO and COR as pan of the transition plan. It will include the narncs 
of company officers, supervisors. managers. and other key organiz:a1ional personnel assigned 10 the BPA contract with 
lhcir business conl3ct information. As ch3ngcs in staffing occur, the Con1J'3clor shall provide updated organization charts 
to BPA. 

xvi. Security officers :ind security supervisors shall not be on duty for more th:sn 12 consecutive hours or in exec~ of 60 hours per 
week unless approved in advance by the COR. The Controctor m11$1 allow for sufficient personnel rest between periods of 
work. 

xvii. The Contractor shall comply with all BPA policies to include Harassmcn1 Froc Workplace and St:snd:srds of Conduct. BPA 
will provide these policies al the post-award oricn1a1ion. The Contractor shall distribute 10 all officers. In addition, annual 
training required by BPA of all contract employees shall be conduclcd. Training mu.'li be approved in advance by the COR 
al no additional cost 10 the Government. 

xviii.The Contractor shall manage all training processes and requirements in accordance with this SOW. 

xix.The Contractor shall maintain training documentation sufficient to demonstrate officers have met all requirements for 
licensing, training, and annual security post certification. These records shall reflect the specific nature. scope and detail 
of on-post training and ccrtific.ation. Training records shall be made available to the COR upon request. 

Xlt. The Contractor shall dc~-clop and maintain hordeopy post books containing operational information. including but not 
limited to: 

(a) Ponions of the Statement of Work applicable to the post. 

(b) General Orders as outlined in the S1atcmcnt of Work. 

(c) Post-3pplic3blc Standard Operating Procedures (SOP's). applicable CFR information. and other emergency plans 
applicable to lhc po~1. 

(d) Short term briefing information, alerts, orders etc. 

(c) Emergency call out lists (maintained under Privacy Act of 1974 and protected under BPA Information Protection 
Program siandards). 

(f) When available, BPA provided mops and b11ilding schematics. 

(g) When available. operating in.,tructions 10 include, but not limited 10 physica.1 access comrol systems (PACs), card 
key readers. fire alarm panels. fire suppression systems. intrusion alarm systems. mechanical cnunciator panels. and 
CCfV systems, and other operational cqwpmcnt. 

(h) The Contractor shall conduct and document alarm system checks llS directed by OSCO. Completed documentation 
shall be submitted to OSCO. 

(i) The Contractor shall safeguard information identified as sensitive, to include Official Use Only (QUO). Critical 
Information (Cl), or Personally Identifiable Information (Pll) in accordance with cstabli.-.hcd BPA Information 
Protection Program standards. 

(i) The Contractor shall assist OSCO with eV'.tluating the applicability of Protective Force requirements cont.:1incd 
within applicable DOE Manuals that may be integrated into BPA's security program. 

(k) The Comrac1or shall have a retention plan 10 maintain 3 low tum-over rate of employees. 

9) WEAPONS REQUIREMENTS 

a. Weapons and Ammunition 

i. Unless otherwise approved in advance by the COR. the duty weapon shall be a semi-automatic pistol. of al least 9mm 
caliber ,vitb one loaded 15-round magazine. Armed security officers shall carry two additional 15-round magazine when 
on duty, unless otherwise approved by the COR. The pistol and ammunition selected must meet local. state or federal 
law enforcement specifications for performance. 

ii. The Contractor shall provide duty weapons as indicated above in a quantity to arm all officers on duty. A suitable quantity 
of spare wcupons mw,1 be available in the event of breakage or emergency and to en.able the arming of posts identified 
in this SOW as being not currently activated. A sufficient number of' weapons must be kept readily available to provide 
four (4) officers weapons and ammunition in support of deployments to BPA field locations. 

iii. Sufficient magJ1.Z.incs shall be readily available for duty issue. IJ'3ining purposes. breakage and emergency. 

iv. Ammunition shall be kept in sufficient quant;tics for duty issue, and shall be replaced no hes.• than annually or due to 
identified risk of defect at no additional cost to BPA. 

,,. Duty amm11nition shall meet the same standards used by law enforcement agencies. (For Example: Federal Protective 
Service. Ponland Police Bureau, or MuJtnomah County Sheriffs Oflicc.) 
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vi. Duly ammunition shall be romlcd to range ammunition at lca~1 annually, requiring new ammunition 10 be supplied by 
the Contractor for duty use al no additional cost to BP A. 

vii. Holsters shall be at a minimum a lc,•cl 3 retention holster. similar to wha1 LE is c=tly using. requiring two separate 
actions io rckase retentions and draw the weapon. Example: an SSL slec,•c or thumb break combined "~th a rocking 
motion. 

viii. All modifications and alterations 10 firearms require advance approval oflhc COR. All modification.~ shall be performed 
by factory cenificd or DOE certified armorers. 

ix. All weapons shall be maintained in clean and serviceable condition. 

x. Weapons shall be inspected at least mnually by a factory certified or DOE certified armorer. Weapons inspections shall 
be documented and an electronic copy of the documentation forwarded lo the COR. 

xi. Firearms sha ll be returned to the shift supervisor or a designated Wc-.ipons Safety Officer (WSO) ar the end of each tour 
of duty. Prior to storing or re-issue of lhc firearm, the shift supcrvisor/WSO shall assess operational condition of the 
firearm by clearing the weapon. checking ammunition in magazines. 

xii. All weapons and ammunition shall be store,d and Jocked in suitable lockers provided by the Contractor and approved in 
advance by the COR.. 

xiii. The Contractor shall develop and implement an accounl3biliiy process for weapons. ammunition. and other equipment 
such as, but not limited lo, less than lethal weapons, radios. other opcrationid equipment, etc. 

b. Firearms Policy Requirements 

i. The Contractor shall develop and submit for approval to the COR a progr-.ilTI plan for firearms safety, specific to the use 
of firearms in the performance of the contract This shall be provided by the Contractor as part of the transition pbn. 
Once appn:wcd, modifications to firearms safety requirements musi be approved in advance by the COR. 

ii. The firearms safety program shall be approved in advance by the COR and shall address. as a minimum. the following: 

(a) A statement of policy and procedural outline relating to the safe use of firearms. 

(b) Procedures for the anning and disarming of officers for duty/relief of duty . This shall include loading and unloading 
supervision of duty weapons by trained WL'11pons Safety Otliccrs (WSO' s). 

(c) Procedures for inventory. accountabiliiy, and control of firearms by shill, as well as firearms maintenance and 
inspection. including a schedule denoting the frequency of these activities. 

(d) Procedures for rotation/replacement/disposition of unserviceable weapons. 

(c) Procedures for ammunition accountabilily, storage. rotation, disposal, and impcction. 

(t) Policy for reporting accidents, incidents.. unsafe conditions. and negligent discharges. 

(g) Policy for correcting and preventing accidents. incidents. unsafe conditions. and negligent discharges. 

(h) Policy for evaluating an officer's menl31 readiness to retum to work following a use of force incident involving a 

weapon. A licensed Mental Health official must perform an evaluation of the officer's readiness before returning to 
work. 

{i) Firearm safety briefing fonn completed by each officer during each live fire range training session. These fonns 
(electronic or han:lcopy) must be available for review by the COR upon request 

(j) The Contractor shall assign a professionally qualified individual responsible for conducting self-assessments o f the 
Firearms Safety Program on an ongoing basis. Assessments shall be conducted at feast annually. The results of these 
assessments shall be documented on a sLmdardizcd Contractor supplied form listing date and time of assessment. 
Any findings shall be documented and shall be submitted to the COR electronically. The Contractor shall 
immediately correct any unsafe conditions discovered involving fireann.~ safety. Firearms Safety Program 
violations, and a mitigation plan must be immediately brought to the attention ofthc COR. Assessment documents 
must be made available to lhc COR upon request 

iii. Firearms Instructors/ Armorers 

(a) Firearms instructors may be security officers, Law Enforcement Instructors, supervisors or Contractor provided 
instructors designated by the Contractor lo conduct firearms training. Firearms ins1ructors shall be certified by the 
state for which officers arc being trained or instructed. Guest or adjunct instructors may be used with advance 
approval of the COR. 

{b) Armorers may be security ofliccrs, supervisors. or Contractor provided armorers designated by lhe Contractor to 
perform these duties. Armorers shall have complctL-d factory training or DOE certification to inspect, modify, or 
repair firearms being used on the contract. The Contractor shall submit electronically to the COR the armorers' 
qualifications. 

iv. Administra1ivc Handling of\Vcapons 
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(a) General 

(i) All administrative fircanns handling shall be performed in a manner consistent with safe and accepted practices. 
Firearms shall be treated 115 if they were loaded at all times_ Weapons shall be confirmed 115 unloaded in 
accordance with established procedures. 

(b) Loading and Unloading Weapons 

(i) Procedures for the loading and unloading of firearms shnll be developed by the Contractor and approved by 
the COR :1..~ part of the weapons safoty program_ Changes to procedures shall be submitted for approval by the 
COR prior 10 implementation. Arming and disarming procedures shall be posted in plain sight at each 
designated arming station_ 

(c) Less Than Lethal Wcapon.vl:quipmcnt 

(i) Aerosol SclfDcfonsc Spray-All security officers shall carry Aerosol Self Defense spray inan approved holder 
located on their duty belt while on duty. 

(ii) Handcuffs - All security officers shall carry a minimum of one set of handcuffs in an approved handcuff case 
located on their duty belt while on duty. 

(iii) The Contractor shall provide and maintain sufficient quantities of these device~ as readily available 10 all 
security po51S. 

(iv) New security officers shall receive appropriate orientation training and task performance tr.iining on the proper 
use of applicable ICS'S than lethal devices prior to ~swning any security post. 

10) COMPANY REPRESENT ATIVES AND SUPERVIS IO~ 

a. Qualifications of key pc~onncl: 

,. The Contr.ictor shall identify, by name, key management, supervisory, and instructor pcrsonneL Unless otherwise 
approved by the CO and COR, requisite qualifications arc as follows: 

(a) Management/Contract Manager-Shall have a minimwn of four (4) year..· experience in the management of security 
services contracts. 

(b) Supervisors - Shall have a background and experience including a minimum of four (4} year.; associatod with a 
security, military police, or law enforcement career_ Refer Lo section 21) Company Representative, Para_ c) Of this 
SOW for further requirements_ 

(c) Instructor - Shall have professional credentials consistent with performing in the capacity of an instructor. 
Credentials include state certification or accreditation, Department of Energy certification, or other certification, 
appro,·cd by the CO and COR. Additionally. instructors shall have a minimum of four (4) years' experience in a 
security, military, or law enforcement career. 

ii. Company Representative 

(a) The Contractor shall provide a Contract Manager. The Contract Manager shall be dedicated solely to lhc 
perfonnancc of this contract and will not be assignt-d to any other contracts. The Contract Manager may appoint a 
supervisor to act in place of the Contract Manager as needed for temporary absences. OSCO will retain final 
oversight and decision-making authority over security operations. 

(b) The Contract Manager shall assist OSCO with the development of security proceduri.'1> and policy. 

(c) The Contract Manager shall maintain proper discipline. appearance, conduct, professional bearing and demeanor of 
all officers and supervisors. 

(d) The Contr:lctor shall provide supervision focused on the day-to-day contr.1ct performance of officers_ Supervision 
shall also be the din.,-ct li.1ison lo the Contrnct Manager and OSCO for security operations. Supcn,isors shall assist 
with training (post certification. OJT, etc.) as nccesS3ry 

(e) The Contractor shnll pro\eide one twenty-four hour per day. seven day per week supervisor at the Ross Complex and 
supervisors assigned 10 BPA HQ, Cclilo and the Munro Complex for 12 hours per day, Monday through Friday 
(except holidays). The supervisor.; shall be responsible for supervising officers performing duties at the various 
IOClltions at specified times as noted in "Designated Coverage." 

(f) Supervisors shall be certified as a supervisor by the slate in which supervisory work is to be pcrfonncd if required. 
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Supervisors will have dcmonst.rated the knowledge, skills, and abilities necessary to successfully perform the duties 
of the Security Supervisor position including. but not limited to, the following: 

(i) Resolution of security related issues. 

(ii) Management of dynamic. evolving emergency or security incidents. 

(iii) Liaison ,vitb law enforcement agencies, client personnel, and other customers. 
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(iv) Coordinating and ensuring training completion of officers assigned. 

(v) Outside the hours outlined for a designated security supervisor the security supervisor from the Ross Complex 
will perform this function for the Headquarters.. Duties of the Ross Comple.."1: security supervisor arc outlined 
in the Statement of Work. 

(vi) Shift supervisors may n:licvc security posts for designated break periods only when there arc no other 
alternatives (e.g. - patrol. etc.) available. 

(vii) The supervisor shall inspect all as.~igncd officers/posts at least once pcrshifl. Each officer/post inspection shall 
be entered in the Security Officer Rcpon (SOR) and initialed by the inspecting supervisor. SOR 's shall be made 
available electronically to the COR upon request. 

(viii) lfn Security Officer is not :ivailablc lo be posted at the beginning ofn shift the Contractor Supervisor sh:JII call 
the Physical Security Duty Officer, OSCO personnel or COR and provide the expected timcline and pl11n to 
restore coverage of the post. 

(ix) Ahcrnatc shift supervisors shall serve in the absence of a designated Shill Supervisor. The altcrn:itc shift 
supervisor mu.~t meet the criteria stipulakd for ·•supervisor.~ 

11) SEClJR1TY SUPERVISOR PROCEDURES A.'ID D TIES 

a. Gcnl-rnl Description 

i. The supervisor is responsible for ensuring completion of security officer tnining and proper management Wld 
maintenance of all st.-curity posts listed in this SOW. Supervisors shall not supervise :my security posts associated with 
other contracts. Shift Supervisor's shall be anned. 

11. Designated Coverage 

(a) Ross Complex 

(i) All Shins 24 hours a day, 7 days a week unless otherwise approved by the COR, one supervisor shall be on 
duty and responsible. 

(ii) Ross Supervisor Supervision of Portland Headquarters 

I. Monday through Friday from 1800 - 0600. Weekends and Holidays pro,~dc supervisory duties. 

(iii) Portland Headquarters 

I. Monday through Friday, c."<ecpl holidays, from 0600 - 1800 hours, unless otherwise approved by the COR, 
one supervisor shall be assigned to and responsible for Portland Headquarters. 

(iv) Cclilo Complex 

I. Monday through Friday, except holidllys, from 0800- 1600 hours, unless otherwise :ipprovcd by the COR, 
one supervisor shall be assigned to and responsible for the Cclilo Complex. 

(v) Munro Complex 

I. Monday through Friday, except holidays, from 0600- 1800 hours, unless otherwise :ipprovcd by the COR. 
one supervisor shall be assigned to and responsible for the Munro Complex. 

b. Supervisor Duties 

i. Supervisors shall not have other responsibilities not related to this contract Supervisors shall be responsible for the 
following: 

(a) Pro,iding a formal briefing for security officers al the beginning of e~ch shift. This shall include. but is not limited 
to, pertinent pass-down inform:ttion. security alerts. or termination advisories. 

(b) Ensuring posts remain staffed as required. Pro,~dc suitable replacements to staffing as needed. 

(c) Notifying the Contract Manager :md OSCO if the Contractor is unable to provide coverage for a post. 

(d) Providing back-up assistance to security officers as needed. If additional assistance is needed. the supervisor shall 
immediately ensure Federal Protective Service (FPS) or local law enforcement. and OSCO. is notified as 
3ppropriatc. 

(c) Ensuring famfliari1y ,vith the duties and responsibilities of the posts under their supervision. 

(!) Ensunng post books at each post are kept current and all officers arc knowledgeable regardmg information contained 
in the post book. 

(g) Conducting tests of security system equipment. in accordance ,vith written plans and SO P's. A written report of the 
results of testing sholl be provided 10 OSCO electronically. 
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(h) Ensuring completion of Annual Post Certification Tests. Limited Scope Performance Tests (LSPT's). Al3.ml 
Response and Performance Tests (ARAPTs), and other security exercises as indicated in established plans and 
SOP"s. This includes coordination v.~th the Contract Manager and OSCO, if necessary, as well as documenting, 
maintaining. and tracking wriucn evaluations associntcd with these performance tests, identifying and making any 
needed corrective actions. 

(i) Gttthcring. reviewing, and submitting security incident reports and fonns prepared during the shift. The submission 
of reports and forms shall be coordinated with the Contract Manager and COR. Forms/reports shall be filed 
electronically in appropriate folders on BPA networks and as directed by OSCO personnel. 

(j) Reviewing documentation maintained by posts. Ensuring documentation is maintained and submitted in accordance 
with directives established by OSCO. This includes, but is not limited to Security Desk Bloucrs, applicable visitor 
documents and logs. NERC CfP compliance documentation and n:cortls. 

(k) Coordinating with the Conlrnct Manager to provide verbal briefings to the COR, other OSCO staff, or the Chief 
Security Officer regarding signifkant security-related events as needed. 

{I) Ensuring timely notification is made to the relevant Facilities Management office concerning buildings and/or 
grounds-related issues 

(m) Ensuring notification is made to the Contrnct Manager and OSCO Physical Security Duty Officer, if necessary-, 
regarding security incidents occurring after normal duty hours as soon as safely pos~iblc. 

(n) Conducting an inspection of each security officer prior to posting. This inspection shall include at the minimum: 

(i) Ensuring personal appC3rallCc of security officers is acceptable in accordance with established policies. 
Ensuring c-.tch security officer is properly licensed and equipix,-d with the necessary inclement or WllITll wcatl1cr 
garments. Ensuring all officers on duty possess a valid DOE/BPA identification badge for display. 

(ii) Ensuring each officer is fit for duty. The Supervisor shall not allow any security officer to stand post if he or 
she appears to be under the influence of alcohol, drug:,. medic.at ion. o r other intoxicants. The supcrvi~or ~hall 
not allow any security officer to stand post without sufficient rcsl 

(iii) Providing a shifl briefing regarding any relevant issues brought forward from prc"ious shifis, such as post 
orders. special notices. access restrictions, etc. 

12) G l::"IERAL SECURITY OFFIC ER CO:"IDUCT {General Orders, Section I) 

a. All securi ty officers shall be held to the highest standards of professional conduct, appearance, and performance. BPA docs 
not grant or authorize any use of force or exercise of authority not permitted under the state laws governing the actions of 
security officers. This section is applicable 10 post descriptions as noted and shall be included with each post book. 

b. Use of force 

i. Security personnel shall. at all times. a ttempt to perform their duties with the minimum force necessary. Applicable laws 
regarding I.he use of force shall be obscn·cd :it all time$. 

c. Literature 

i. Only authorized reading material approved by the COR or OSCO may be read on post. Newspapers. magazines, novels, 
or other personal reading material, both hartlcopy and electronic in nature, arc not authorized. 

d. Personal Audio/Video Equipment and Personal Cell Phones 

i. Personal audio players. video players. and televisions are not authorized for use at any post. Pem>naJ cell phones shall 
be limited to emergencies and necessary family communications while on post .. during the performance of an officer's or 
supcn~sor' s duties. Changes in the use of these typcll of equipment must be approved in advance by the Contract Manager 
and COR. The authorized use of any personal equipment shall not interfere with the operation or professional appearance 
of the post. 

c. Appearance 

i. Security officers shall present a professional appearance at all times with the uniform clean and pressed. 

f. Socializing 

L While on post. security officerS will maintain a professional and polite demeanor. and shall not become engaged in 
lengthy. protracted or disruptive conversations with visitors. employees, guc-sts, or other officers. If u guest. visitor or 
employee becomes distracting. the supervisor shall be notified and the supervisor shall notify the Contract Manager and 
OSCO. 

g. Emergency 

i. Security officers at all posts shall take immediate action ~"Uch a.s calling local law cnfon:cmcnt (to include FPS when 
appropriate). fire department. and OSCO for assistance when a situation is discovered presenting an immediate danger 
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to life and/or property. Threatening individuals. conlinnc:d building intrusions, lire. broken water/oil linc.s arc some 
examples. Other non-emergency matters arc to be referred to the Contract Manager and OSCO for assistance. 

h. Observance/ Situational Awareness 

i. All supervisors 3Jld security officers sh1,II maintain a high level of $iluational awareness and be observant for any 
suspicious activity. When feasible, officers shall ancmp1 to identify suspicious personnel and observe and rcpon any 
information that reasonably can be obtained such :is: 

(a) amc. addrcs.~. or any other identifying information 

(b) Physical dc:scription 

(c) Vehicle description 

(d) Vehicle license number 

(c) Direction oftra,-cl 

(I) Statements made by suspects or individuals 

(g) Other information useful in an investigation 

i. Demeanor 

i. All security officers shall maintain a polite and friendly demeanor while on post. Officers arc authorized to use a 
command voice or 11Ssen officer presence in order to cany out their duties when necessary. Officers shall not engage in 
disruptive or malicious conversations or behavior while on duty. 

j. Arrests or restraint,; 

i. Arrests and restraints shall be applied according to the laws of the s10le in which the incident occurs. Security Officers 
shall not sign civil or criminal complaints on behalf of BPA. 

k. Officer Safety 

i. Security officers shall exercise caution at all times and under all circumstances. The primary function of security officers 
is to observe and rcpon incidents and suspicious activity. Officers shall take :ippropriate actions as necessary. in 
accordance with 1he appropriate laws. 10 maintain the safety and security of client personnel and propcny. Officers hall 
seek assistance from other security officers. FPS when appropriate. local law enforcement. and OSCO when ncxdcd. 

I. Security Officer Reports 

i. All security officers shall mainlllin a Security Officer Rcpon (SOR) of activities during lhcir assigned shift. This report 
shall be specific regarding times actions were taken and inspections conduclcd. The time :ind name of the supervisor 
malcing the supervisory inspection shall be recorded in this report. The report shall be submitted lo OSCO at the start of 
the next regular work day for re,-icw, unless otherwise directed by the COR. Wrillcn reports are not for gcncrnl reading 
and arc to be kept secure at all times. For designated posts. the Security Desk Blotter shall be used in place of the SOR. 
Significant activities performed by the Security Supervisor shall be entered on the appropriate Desk Blotter. Supervisors 
relieving officers for breaks or other reasons shall make annotations on the rclicvcd officers SOR. 

m. Communication 

i. Contractor-issued cellular phones and BPA landlines m:iy be used as secondary mcnru; of communication when primary 
means ofcommunica1ion w-c not available. 

13) DELIVERABLES AND PERFOR.1\'IANCE 

a. Article I, Table I 

b. listing By Appearance In Statement Of Work 

Due Date Subject Destination Other Information 

Al Award \Vcaoons SLOrnj?.C ADDroV:ll COR 
At Award Certificate of Authority COR/CO 
Al Award Personnel Secret Security Clearance Personnel Security 

lnilintcd 
At Award Certificate of Good Standinl?. COR/CO faccutivc Order 12829 
At Award DOE Facility Security Clearance COR/CO SF328 

90 Days after start of Contract SOPs COR 
Quarterly Officer Evaluation of SOP COR Al the end of each Fiscal 

YearQuancr 
As Updated or Annually Updates to SOP COR 
whichever is first 
Al Award/AnauaJly Annual Traininl?. Plan COR 
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Due Date Subject Destination Other lnfonnation 
Prior to Post Assignment Certification of Pre-Employment COR 
Provide docwncntation upon Training 
R"'1tlCSI 

Conduct as Required/Provide Post-Employment Licensing nnd COR 
Documentation UJ>On Request Certification Refresher 
Upon Request Documenl:!tion of Qualification COR 

Attempts 
As Rcouircd Combined Ouartcrlv Training COR 
Upon Request Training Goals and Objectives COR 

!!non Comoletion Results of Quarterly Training COR 
As Required Notification of Failure to Qualify COR 
As Soon As Safely Possible Rcoon of Uns:ifc Act COR 
As Required Remedial Action Plan for COR 

Preventing Future Unsafe Acts 
At Award Class Training Format COR 
Upon Request C lass Training Pinn COR 
Uoon Rcoucs1 Off Rcaort COR 
Upon RCQUC0St Documentation of Medical Exam COR 
Upon Assignment Documentation of Criminal History COR Letter Signifying 

Chcc.k Acceptable Criminal 
History Check 

As Required Email Notification of Employee COR Email to COR email box 
Terminations 

As Rcouired Sccuri IV Inc idcnt Rcnnrts OSCO/FPS 
At Award of Contract and Company Key Pcr.;onncl and COR 
updated as Changes Occur O fficer Recall 

Prior to Award ofContmcl O~onizationalChort COR/CO 
Upon Request Training Records COR 
Unon Rcoucst Post Books COR 
As Required Security Alarm Checks COR/Sccurity System 

Administrator 
As Required Firearms Modification Aooroval COR 
Unon Request Wcaoons lnsncction Documentation COR 
Upon Request Weapons/Ammunition/Equipment COR 

accountability documentation 

At Award of Contract Firearms Safctv Pro1rrnm COR 
Annual on date of Contract Firearms Safety Program COR 
Award Assessments 
Upon Request Firearms Safety Briefing COR 
As Rcouircd Guest Firearms Instructors COR 
As Rcouircd Annorers Qualifications COR 
At Award of Contract Firearm Load/Unload Procrourcs COR 
As Required Supervisory Post Check COR/SOR 

Documcntat ion 
As Required Post Books. Forms, Tests, Reports, COR 

SORs. Compliance Documents 
As Required Shift Schedule Changes COR 

As Required Performance Assurance Training COR 
Elements 

Annually Annual Self-Assessment COR 
14 Business Days after Annual Self-Assessment of COR 
AsscssmcntComoletion Adherence to SOW Reoort 
120 days follO\,rjng Award of Performance Testing Methodology COR 
Contract 
Twice Monthly Perfom1ance Tests, (Security COR Conduct and Document on 

Exercises to include verbal LSPT/ARAPT Log 
questions or netions tnken) 

14) SHTFT AXD POST REQUIREME 'TS 

a. The Contractor shall furnish security officers for the designated posts and shifts as described in post dcsc.riptions. When BPA 
deems necessary. the Contractor shall furnish security officers for posts identified in the SOW. but not currently active as 
identified in this SOW. The Contractor may submit alternative shift schedules to the COR, and upon written approval in 
advance, may implement the approved schedule. A copy of the specific po~1 description and requirements as noted in the 
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applicable sections shall be provid1.,-d to ca.ch post for officer rcfcn:ncc. Additionally "General Security Officer Conduct~ and 
"'General Post Requirements" shall be provided to each post. 

b. Shifts 

i. Posis described as 24 hours per day shall be staffed as eight-hour posts. No officer shall be posted for grcatcr than 12 
hours in a 24 hour period except in emergencies following coordination with OSCO Staff. The Officers must have no 
less than 8 hours away from work between shifts. Exceptions for emergency circumstances shalJ be evaluated for approval 
by the OSCO StalT or COR. 

c. Shift Requirements 

i. The Contractor shall staff shifts to optimize security coverage throughout the workday and overnight hours. Shifts shall 
be scheduled in such a manner to avoid lapses or voids in security coverage during the times of the day that employees 
arc coming to work, breaking for lunch. or leaving the work place. Changes to shift rcquircmcntS may be adjusted by the 
Contractor in coordination with COR and meeting BPA requirements. Changes shall be c,,alu:ued for efficiencies of 
operation and any cost implications. 

ii. Under the direction of the shift supervisor, security officer.; shall obtain all necessary equipment prior to assuming the 
duties of their assigned post. Appropriate logs. fonns and control rosters shall be tilled out noting the issuance of such 
equipment. 

iii. ~General Security Officer Conduct" e.'<pcctations shall be observed while officers arc on shift. 

iv. Personnel shall not consume alcohol, drugs, or other products I.hat may negatively impact judgment or physical response 
as necessary to carry out th.c duties within 8 hours of duty. Personnel taking prescription drugs causing drowsiness, 
caution use while opc111ting machinery. or driving a vehicle shall infonn their supervisor within I calendar day of 
proscription and may n:quirc a medical release in order to resume duties. 

v . Security officers and supervisors CJ<pectcd to operate motor vehicles as part of their duties shall be in posscs.~ion of a 
valid state-issued dri~~r•s license at all timc:i while operating such ,<chicles. Officers assigned to positions not requiring 
operation of motor vehicles nor having to drive while working on the BPA Security Services Contract shall be in 
possession of federally i~ued identification and arc not required to be in possession of st:ite issued driver's license. 

vi. At :ill times while posted, security officcr:s shall ensure persons entering BPA controlled property and moving about BPA 
controlled property properly display appropriate identification. 

vii. lf an employee refuses to display identification properly, the security ofliccr shall immediately inform the shift 
supervisor, docUIT1<:nt the incidcnl and perform other actions in accordance with c:;tablishcd SOP's. 'The Contract 
Manager and OSCO shall be notified immediately. 

viii. If the security officer perceives a threat to BPA property or personnel. the officer shall talcc appropriate actions to manage 
the threat. The Contract Manager and OSCO shall be notified immediately 

ix. Security officers shall complete Security Incident Reports when directly involved in a response or perform follow up to 
a response. This includes incidents where the officer or supervisor is a witness. Security Incident Reports shall be 
submitted prior to officers involved being released from duty. 

x. Security officers shall fill out electronic or hanlcopy (or both) Security Officer Report (SOR) for each shift noting security 
officer activities. The SOR shall note when the officer came on duty. patrolled specific areas. took breaks. lunch. or other 
information confirming appropriate security activity. Security officers and supervisors shall maintain electronic or 
hard copy (or both) SOR notebooks to record information, t1Ssist in preparntion of incident rcpons, and for possible use 
in coun. 

xi. Security officers shall perform inspections of visitors' baw,, briefcases. boxes, other hand-carried items, 311d vehicles 
upon entry as outlined by SOP' s. or otherwise directed by OSCO. 

xii. Security officers shall enforce BPA security policies as noted in post duties. post orders. and BPA or Contractor provided 
SOP's as approved by OSCO. 

xiii. Security officers shall be familiar with BPA bomb threat, medical. and fin: response instructions. SO P's shall be prepared 
to respond and assist. as required. during an emergency. 

xiv. Security officers at entry points shall inform visitors that firearms and dangerous weapons arc prohibited and ask all 
visitors i r they arc carrying any firearms or other dangerous weapons. If a visitor or Contractor is carrying a weapon or 
other prohibited contraband. the situation shall be handled in accordance with site specific procG'Clurcs. The officer shall 
not recommend any cour.;c of action regarding the disposition, storage or security of the subject weapon or contraband. 
The officer shall immediately report the incident 10 the Security Supervisor, FPS (for incidents occurring a1 BPA HQ), 
the Contract Manager, and OSCO. 

xv. Security officers shnll be familiar with designated NERC CIP controlled areas al their post locations and must be familiar 
with access and response rcquircmcnrs for those areas. 
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IS) SAFET Y REQUIREMENTS 

a. The COR. designated field inspector, or any BPA employee or contractor may cause any work to cease if any safety viol3tions 
arc observed. No further work will be :illowed until such time as the situntion is resolved. 

b. The Contractor shall provide to the COR, prior to the stan of the conlrnet, a Material Safety Data Sheet on products the 
Contractor will be bringing to the job site that employees may be using, exposed to or which may be stored on the site. Prior 
ro performance on this contract, a Site Specific Safety Plan (SSSP) must be s11bmilled in writing to the COR to address typical 
and routine tnslcs rcq11in:d 11ndcr this contract. In accordance with Clause 15-13. Contractor Safety and Health Requirements. 
any additional authorized services involving cxposllrC to potential high-h37.ards, as determined by the COR. shall require the 
submittal of a supplemental Site Specific Safety Pinn in writing prior 10 work starting on those high-hazard tasks. The SSSP 
is subject to review and approval by the BPA Safety Office. Changes in work procedures or added work scqucmccs 001 initially 
specified in the SSSP shall rcqllirc an update and will generate a new review and approval process for the updated analysio; or 
plan. 

e. All applicable Federal, Government and local safety requirements shall be observed by the contractor and its employees. 

d. Many BPA facilities arc energized and could pose risk to the life and safety of any Contractor personnel who enter such areas. 
Security contract personnel who arc: trained and hold a Contractor Non-Electrical Worker Permit may be allowed in areas 
requiring Permit without escon of BPA personnel. Personal Protective Equipment Required for Entering areas requiring the 
Pcnnit: 

i. White Hard Hat. Hard hats approved by the Administration shall be worn by ALL PERSONS in the following locations 
and conditions except for work inside trunsfonncrs, power cin:uit bn:akcrs, 11ndcr vehicles, or in similar 
restricted/protected situations. 

(a) In fenced s ubstation yards and other designated hard hat areas. 

(b) When engaged in or when in the close proximity of outdoor work or in nll areas where there is exposure abo\'c head 
level to moving equipment, work, or matcriaJ handling. 

(e) Persons working at elevated locations more than 4 feet abo\re the ground and utilizing fall protection PPE shall wear 
a BPA approved c limbing style helmet attnched with chin strap. 

ii. Identification/Color-Coding System. To distinguish between Q11alified Electrical Employees and others. YELLOW 
hard hats will be restricted to holders of Electrical Worker Pem,its. Additional hard hnt colors utilized on the BPA 
system arc: 

(a) BLUE: Riggers 

(b) RED: Construction Equipment Operators 

(e) GRAY: Carpcnicrs (Noic: Due to gray being unavailable in a climbing style helmet. white shall be substituted.) 

(d) WHITE: All Others 

iii. Protective Footwear. Appropriate footwear that provides adequate suppon and protection to the foot, toes and ankles for 
the work being performed shall be worn. Lace-up, over the ankle leather boots with rigid sole and heel meeting ASTM 
F 2413-11 ,vi1h an EH Rating or ASTM F 2413-05, Class 75 with EH rating shall be worn in all work areas where hard 
hats arc required and other areas as determined by a supervisor. Supervisors have the re.ponsibility for assuring that 
appropriate footwear is worn. Employees have the: responsibility to wear appropriate footwear for the job. 

iv. Arc Flash (FR) Clothing: 

(a) Arcing from faulted components can occur when working on or near cncrgj7..cd circuits. In some cases, this 3fCing 
\viii expel molten metal and can produce enough heat to cause bums to a worker and ignite c lothing. BPA 's goal is 
to establish requirements that protect workers from the onset of 2nd degree: bllffiS ( 1.2 cal/cm2). but not ovcrprotoct 
to the point of causing restricted/inhibited visibility, beat exhaustion, and inability to perform work. Arc-rated 
clothing has a rating corresponding to the minimum Arc Thermal Protection Value (A TPV) which prevents the 
onset of 2nd degn:e bllrOS. 

(b) To maintain confonrumcc ,vitb Federal OSHA won: standards BPA ha.~ adopted the: policy of protecting workers 
from the hazards of arc flash by requiring minimum clothing rating of 8 cal/cm? for those who may be exposed to 
arc fh-h hazards normally found in the energized area of BPA s ubstations_ This clothing must be worn by contrnct 
work(.-r., anytime they arc in the energized area of the substation yard. Tltc bo11nd.uy for this requirement i;, from 
any control house door exiting into the energized substat ion yard or from the substation g;ite entering into the 
energized substntion yard. 

(c) Therefore, if the contr:let worker must enter the energized substation yard to work the minimum rcquiremcnl5 for 
arc rated clothing must be met. Long slcc,•e coveralls with a rating of 8 cal/cm? can be utilized in lieu of rated pants 
and long sleeve shin. Any jackets or rain gc:irwom also needs to meet the minimum raringofS cal/c:m2• 

{d) Arc Rated clothing with a minimum rating of8 calorics/cm2 shall be worn inside of e nergized substations or when 
an employee is performing work which may expose them to an arc hazard. The wearing of clothing and footwear 
made from acetate, nylon, polyester, or rayon either alone or in blends (unless labeled with an Arc Thermal 
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Protection Value of 8 caU cm2 or greater) is prohibited alone or under arc rated clothing when an employee may be 
exposed to the h.iznrd~ of electric arcs or flames. Long sleeve arc rated shirts shall be worn with sleeves rolled down 
and shirts tucked into pants. 

v. Contmcior Non-Electrical Worker Permit: Contractor employees performing :;ccurity services ai the Eugene Starr 
Complex or while deployed to a Substation under this contract may be required to successfully pass the Non-Electrical 
Worker Permit examination, pass the Substation Electrical H32.ard A,,..arcness Training and Tour, and pass NERC-CIP 
Field Training. BPA rcscivcs the right a nd option to provide an escort in lieu of above requirement. 

vi. Cclilo Special Risk Plan 

(u) BPA 's Cclilo facility has had C.'ttcnsi\'c mercury contamination as a result of the use and muintcnancc of mercury 
arc valves (rectifiers) employed at the facility from 1970 to 2004. Most of the interior of the building is now mercury 
free. Background concentrations of the toxic clement arc extremely low minimizing the risk of future health 
concerns from inhalation. However, care should be exercised during future renovation should encapsulated locations 
be disturbed. Any drilling. cutting, or floor demolition should be accompanied by monitoring to ensure that 
contn1c1ors arc ool unnecessarily e.'tposcd lo brief albeit elevated local vapor concentrations. 

(b) 1nc contractor shall review the Po.~-Abaten11m1 Clearm,re Rqxm for Phme 3 Ml!TClll)' Aha1e,1U!l1I Areas at Cef ilo C01n'i!11er 
S1a1i011. 17,e Dalles. Orego11, dated October 11, 2013. The report will be providL-d to the contmctor by the COR.. 

{c) 29 CFR 1910.1200 Mcreury Hazard Communication Training will be conducted and docWllC1llcd for officers that \,~II won: 
at the Cclilo OC Converter building. 

q SECURITY SERVICES AT THE BPA HEADQUARTERS 

I ) General 

a Standard security officer procedures shall apply to all HQ security posts. Shift hours may be adjusted through the approval of 
the COR.. All posted officers and patrols assigned to the BPA Headquarters shall be knowledgeable of building evacuation, 
:Jicltcr-in-placc procedure~ and other contingency proccdun;s. 

b Questions about physical security and access control policy shall be deferred 10 the HQ·s Physical Security Specialists. 

c Parking Garage Entrance Bollard System Operation 

(i) Security officers must understand the safe operation of the garage entrance bollard system prior to assignment to posts 
I. 2. 8 or 9. Officers shall not operate the garage entrance bollard ~ystcm unless properly trained. 

(ii) Training required to operate the bollard system shall be conducted by security supervisors or training personnel ensuring 
adequate unden.tanding of the safe operation of the system according to the policies and procedure established in this 
SOW and SOPs developed by the Contractor. 

(iii) Training for bollard system operation shall be documented on the individual security officcr·s training record. Security 
officers required to operate the bollard system must demonstrate the ability to safely do so prior to assuming duties of 
the post. Proc-cdurcs for operating the bollard system shall be placed at each applicable post. 

(iv) Bollard system operating hours under non-cmcrgc:nc:y conditions 

(a) From the hours of 1800-0600, Monday through Friday, bollards shall remain engaged in the up position with ihc 
parking garage doors closed .. 

(b) From the hours of0600- 1800. Monday through Friday. bollards shaJI remain engaged in the down position with 
the parking garage doors open. 

(c) During weekends and holidays., bollards shall remain engaged in the up position with the garage door closed at all 
hours. 

(d) OSCO may direct changes in use of the bollard system as needed. 

2) Headquarters Security Post I 

a Description of Po.si 

(i) HQ Post I is located at the security console locou:d in the main lobby of the BPA Headquarters Building. HQ Post I is a 
one-person post, opcrntcd by an armed, wiiformcd sc.-curily officcr24 hours per day, 7 days per week. The security officer 
shall be equipped with a portable radio. flashlight. and other equipment necessary lo perform building security services. 
The officer shall be trained and competent to opcrntc the bollard system during nom1al and emergency operat ions. The 
primary responsibility of this post is to monitor and control pcrsoancJ access through the use of CCTV. cardkcy physical 
access control systems (PACS), and manual processing procedures. 

b Designated Shifts 

{i) This post shall operate 24 hours per day. seven days per week. The post shall ha\'C three shifts per day. 

c Post Duties 
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(i) Officers shall pcrfonn the following: 

(a) Conduct funcLional checks of all equipment and systems used on this post upon assuming duties. Rcpon equipment 
malfunctions or deficiencies in accordance wilh established procedures. 

(b) Monitor the CCTV and PACS for the BPA Headquarters. Allow access after nonnal btL'<iness hours only to persons 
with valid BPA or other approved identification. or. individuals or groups appro,•cd for access and authorized by 
OSCO. BPA and Contmctor personnel must prcscnl Lhcir ID badges to Lhc lobby access portal to gain building 
access p:ist HQ Post I. Guests of employees and all visitors arc required to follow cstllblished procedures for visitor 
aca.,-ss. All persons entering the building arc subject to screening. 

(c) Require all visitors and guests to be identified via government issued photo ID and lo sign in and obtain a visitors 
badge. Ensure visitors and guests arc screened properly before entry. 

(d) Dispatch and monitor Hcadquaners security posts and patrols for various situations that may arise. 

{e) Maintain radio or alternate communications and conduct security status checks with posts and patrols assigned to 
the BPA Headquarters on an hourly ha.sis during daylight hours and every 30 minutes during hours of darkness or 
increased security posture. 

(f} Monitor and respond to all building alarms for the Headquarters Complex in accordance with designated proce.durcs. 
This includes door alarms, intrusion alarms, duress alarms, computer room alanns, and fire a larms. For the Pro\Vateh 
system. this post shall mainlllin an cvcm log of alarm activity. 

(g) Process and mainlllin visitor access n:qu~-u and administer visitor access procedures. Temporary badges shall be 
issued for cleared visitors as well as BPA and Contractor employees who do not have their Government iS$ued 
identification. Prior to i~uing a tcmpor.iry local site ~ix--cific only (LSSO) badge. appropriate proc-.-dure:s shall be 
followed based upon Lhe status of Lhe individual (i.e. foreign national. cscortccVuncscortcd access. etc.). Any BPA 
Temporary badge issued must be returned upon the employee or visitor's departure from the building. 

(h) Maintnin the electronic Headquarters Security lx-sk Blotter. listing :,ccurity•rclatcd activity and information for a 
24-hour time period. The Contractor shall submit the blotter for review as determined by OSCO. 

(i) Mainuin communications wilh FPS via established procedures. 

(j) Maintain open communication with contract security officers for the 911 building regarding pertinent security 
incidents, events, or information which may impact the 911 building. personnel. or protective force. 

3) HcadquartcrS Security Post 2 

a IX-scription of Post 

(i) This post is n roving patrol encompassing the Hcndqu:irtcrs complc,x. This is 3 one-person post. operated by an um1cd. 
unifonncd security officer 24 hours per day, 7 days per week. The security officer sh:111 be equipped "~th a portable radio, 
llashlighL and other equipment necessary 10 pcrfonn the required security services. This security officer shall be Lrained 
and competent to operate the bollard system during normal and emergency operations according to section 25.b of this 
SOW. The primary responsibility of this post is to conduct security patrols of the interior of the Headquarters (905) 
building. the exterior of the East Side Feder.ii Complex (905 and 911 buildings). 

b Designated Shills 

(i) This post shall be 24 hours per day. 7 days per week and shall ha,·c three shifts per day. 

c Post Duties 

(i) Officers shall pcrfonn the following: 

(!1) Conduct funcliorol checks of 311 equipment !lnd systems used on this posl upon !lSSUming du.ties. Report equipment 
malfunctions or deficiencies in ac.cordance wiLh established procedures. 

(b) Conduct a mmimum o f two foot patrols each shift throughout the interior of the Hcadquancrs building and the 911 
building fitne!'s center (BPA Club Fed) area at random frequencies, unless otherwise directed by the security 
supervisor. Contract Manager. or OSCO. These patrols shall be recorded on an electronic or hardcopy SOR. Perfonn 
general security checks of all !lJ'C3S patrolled. During inlcrior patrols particular attention shall be given to sensitive 
areas such as JTS rooms and Lhc Duty Scheduling Center (DSC) due to NERC CIP requirements nssoci!lted with the 
DSC. 

(c) Conduct a minimum of two foot patrols per shift of the exterior of the Headquarters building and the 911 building 
(exterior area comprising the East Side Federal Complex) al random frequencies, unless otherwise directed by the 
security supervisor, Contract Manager, or OSCO. 

(d) Conduct patrols. or other security measures of internal Headquarters building parking levels in basement levels B
l , B-2 , B-3. and 8-4. 

(c) Conduct patrols as otherwise directed by the security supervisor, Contract Manager, or OSCO. 
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(f} Enforce building rules 3J1d regulations and perform other duties as directed by special orders. Operations Bulletins. 
or vcri>al instructions from S(.'Curily supervisors. the Contrnct Manager. and OSCO. 

(g) Enter all incidents in the electronic or hardcopy Security Officer's Report (SOR) and report all incident~ and 
suspicious activity to HQ Post I and/or the security supervisor through ihe mosi expeditious means possible. Provide 
wriucn reports as required. 

(h) Din.-ct persons with lost and found items to OSCO. or take custody of items brought to the post and tum them in to 
OSCO. 

(i) Respond to alarms as dispatched by HQ Post I. the security supervisor. Contract Manager. OSCO. or FPS. Request 
assistance if necessary. Log and report all alarm incidcnls on the electronic or hardcopy SOR. Response to security 
alarms for the Duty Scheduling Ccntcr(DSC). JTS rooms, BMS room. or Personnel Security Office shall be priority. 

(j) Respond to other security-related events as directed by HQ Post I. the security supervisor, Contrnct Manager, or 
OSCO. 

{k) Provide officer break relief or post assistance as directed. 

(I) Perform patrols at random frequencies in an c!Tort to not establish a paucm. 

(m) Perform other duties as assigned by the security supervisor. Contrnct Manager, or OSCO 

(n) Mainl3in radio contact with HQ Post I during foot patrols to the extent possible. 

(o) Ensure the doors at the Headquarters building secure automatically in the Pro Watch security system at 1800 hours 
on normal weekdays. Aficr 1800 hours, this post shall conduct a check of all exterior doors to ensure they are secure 
and the security system is working properly. 

4) Headquarters Security Post 3 (Currently not active) 

a Description of Po t 

(i} OSCO may request act ivution and manning of this post for contingency operations. specific security conditions 
(SECO s). or other security needs. This post shall not be occupied unless directed by OSCO. When activated. this shall 
be a one-person post manned by an armed, uni formed security officer, up to 24 hours per day. 7 days per week. Specific 
duties and hours for this post will be described at the tjmc it is activated 

5) Headquarters Security Post 4 (Currently not active) 

a Description of Post 

(i) OSCO may request actiwtion and manning or this post for contingency operations. spccjfjc security conditions 
{SECONs). or other security needs. This post will not be occupied unless dirc:ctcd by OSCO. When activated, this shall 
be a one-person post manned by an anned, uniformed security officer. up to 24 hours per day. 7 days per week. Specific 
duties and hours for this post will be described a t the time it is activated. 

6) Headquarters Security Post 5 

a Description of Post 

(i) This post monitors access to the BPA Headquarters at the cast entry. This is a one-person post. operated by an armed 
uniformed security officer, 12 hours per day. Monday through Friday, excluding designated government holidays or as 
indicated by OSCO during higher security condition (SECON) status. The security officer shall be equipped with a 
portable radio. magnetic wand. x-ray machine. magnetometer and other equipment necessary to perform the required 
security services. The primary responsibility or this post is to ensure all visitors and their hand-carried items entering the 
BPA Headquarters are properly screened prior to entering the facility. 

b Designated Shifis 

(i) There shall be one shift pct" day established for this posL The hours of this shill arc 0600-1800. Contractor proposed 
hours of opcrntion may be modified under approval of the COR. 

c Post Duties. 

{i) Officers shall perform the following: 

(a) Conduct funct1onal checks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance with established procedures. Functionnl checks of the magnetometer, 
hand-held wancl and x-ray mnchinc shall be conducted and documented in accordance with established procedun:s. 

(b) Identify visitors :ind determine their need to enter the facility. 

(e) Screen visitors by using the magnetometer (or hand-held magnetic wand). Screen hand-carried items in the 
possession of ,tisitors by using the x-rny machine or visual inspection. Employees entering the BPA Headquarters 
may be subjcd 10 screening at the direction or OSCO. OSCO may introduce new equipment or technology for 
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screening personnel entering the f'acility. Security officer.; shall be properly trained on new equipment or technology 
introduced prior to use with verification of training annotated in the officer's individual training record. 

{d) Check for appropriate identification badge on persons entering the lobby area from outside BPA controlled space. 

(e) Inform all visitors firearms and other weapons arc prohibited and ask all ,,isitors if they are carrying any firearms or 
other weapons. Ir any individual is carrying a weapon or other prohibited contraband, the situation shall be handled 
in accordance with site specific procedures. The officer shall not recommend any course of action regarding the 
disposition, storage or security of the subject weapon or contraband. The officer shall immediately initiate reporting 
the incident to the security supervisor. 

(f) React or respond to S(,-Curity incidents occurring in the lobby area of the Headquarter.; building posing a threat to 
personnel and/or property. 

7) Hcadquartcrs Security Post 6 

a Description of Post 

(i) This is a one-person post occupied by an armed, uniformed security officer 12 hours per day, Monday through Friday, 
excluding government holidays. The post is located in the lobby of the BPA bcadquancrs building. The security officer 
is responsible for ensuring only authorized pcn;onnel enter the Hcadquarti..-rs facility by verifying the identification badges 
of all persons entering the building from the lobby and ensuring badges arc worn properly. Thi~ post may be unarmed in 
accordance with Section 13.b ~Exceptions" in this Statement of Work. The primary rcsponsibility of this post is to ensure 
all persons entering the building from the lobby area have appropriate: identification badge and access authorization. 

b Designated ShiAs 

(i) Monday thru Friday. 0600 to 1800, except designated government holidays. Hours of operation may be modified 
following COR approval prior to making the change. 

c Post Duties 

(i) Officers shall perform the following: 

(ii) Conduct functional check.~ of all equipment and systeJn~ used on this post upon a.uuming duties. Report equipment 
malfunctions or deficiencies in accordance with established procedures. 

(iii) Ensure all persons entering the building from the lobby area have the appropriate identification badge {to include visitor 
badges). 

(iv) Respond to all instructions from HQ Post I, the shift supervisor, Contract Manager, or OSCO staff. 

(v) Request assistance when necessary from the HQ Post 2 security officer during periods of heavy pooestrian traffic in the 
lobby. 

(,<i) Use any additional equipment introduced by OSCO for screening and/or verification of personnel entering the facility. 

(vii) Observe HQ Post Sand provide assis1.1nec if necessary when prohibited items arc identified during visitor screening. 

(viii)Rcact or rcspond to security incidents occurring in the lobby area of the Hcadquanersbuildingposing a threat to personnel 
and/or property. 

(ix) Monitor personnel entering the building from the west entrance. ensuring only authorized personnel cmer the building 
and others arc directed to HQ Post 5 for screening. 

8) Headquarters &-curity Post 7 (BI Loading Dock Doors) 

a Dcscrip1ion of Post 

{i) OSCO may request actjvation and manning of this po~i for contingency operations, specific security conditions 
(SECONs). or other security needs. This post will not be occupied unless directed by OSCO. When activiatcd, this shall 
be a one-person post manned by an armed, uniformed security officer, up to 24 hour.; per day, per week. Spccilic duties 
and hour.; for this post will be described at the time it is activiatcd. 

9) Headquancrs Security Post 8 

a Dcsenption of Post 

( i) This is a one-person post occupied by an armed. uniformed security officer 12 hours per day. Monday through Friday. 
excluding designated government holidays. This post is located on N.E 9th Stn:ct on the west side of the Headquarters 
building at the garage entry r.unp. Along with HQ Post 9, this post serves as the primary access control point for vehicular 
entry into the Headquarters garage. This officer shall be tr.iincd and competent to operate the bollard system during 
nonnal and emergency opcratjons. This officer shall be cquippoo v.~th all standard equipment plus an ANSI 207 
compliant Public Safety Vest for Security and other equipment necessary to perform required security services. The 
officer assigned to this post shall be capable ofossuming the duties o f HQ Post 9. The primary ~1xmsibility of this post 
is ensuring only authorized personnel gain entry into the BPA Headquarters through lhc parking garage/basement area. 
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b Designated Shifi 

(i) Monday lhru Friday, 0600 to 1800. except designated government holidays. Contractor proposed hours of operation may 
be modified under approval of the COil. 

c Post Duties 

(i) Officers shall perform the following: 

(a) Conduct functio113l checks of all equipment and systems used on this post upon :issuming duties. Rcpon equipment 
malfunctions or deficiencies in accordance with established procedures. 

(b) En~-ure only authorized personnel gain entry into the BPA Hcadqllllrlers parking garage/basement area. All 
individuals seeking access are required to ha,,e proper identification for authorized unesconcd access to enter lhe 
BPA Headquarters or 911 building. 

( c) Conduct general and emergency access control and prevent intrusions. 

(d) Observe the area for unusual or suspicious activity, vehicles and items and immediately report nil such activity to 
HQ Post I. who. in tum. will mil.kc approprialc notifications to the security supervisor. FPS. Contract Manager. and 
OSCO. 

(c) Inform all delivery or Facilities Vendors requesting entrance that firearms and dangcrou.~ weapons arc prohibited 
and ask them if they arc carrying any firearms or other dangerous weapons. If any individual is carrying a weapon 
or other prohibited contrab:md. the situation shall be handled in accordance with site specific procedures. The officer 
shall not recommend any course of action regarding the disposition, 5loragc or security of the subject wi:apon or 
contraband The officer shall imml.-diatcly report the incident to HQ Post I. who, in tum, will make appropriate 
notifications lo the security supervisor, FPS, Contract Manager. and OSCO. 

(I) Coordim1tc with HQ Post 9 10 conduct periodic exterior building patrols of the Eastside Federal Complex (905 and 
911 buildings). When the HQ Post 9 officer is unarmed in accordance with Section 13.b ·' Exceptions.'· these patrols 
shall be conducted only along the west side of the building, from NE Lloyd Blvd. to E Holladay, with HQ Post 8 
keeping in visual contact with HQ Post 9. When HQ Post 9 is armed, these patrols stulll extend to the full perimeter 
of the building as long as radio con1act is properly maintained. OSCO will determine frequency of perimeter patrols. 

(g) Assist HQ Post 9 with conducting vehicle inspections according to current proccdu_rcs as provided by OSCO. Assist 
HQ Post 9 with screening non-badged individuals entering the garage with limited access (e.g. - authorized vendors 
and delivery pcr:.onnel). 

(h) Use any additional equipment introduced by OSCO 

I 0) Headquarters Security Post 9 

a Description of Post 

(i) This is a one-person post occupied by an armed, uniformed security officer 10 hours per day. Monday through Friday, 
excluding designated government holidays. This post is loc~tcd on N.E 9th Stn.-cl on the West side of the HC."ldqU3rlcrs 
building at the garage entry ramp. Along with HQ Post 8, this post serves as the primary access control point for vehicular 
entry into the Hcadqu:irters garage. This officer shall be t.rnincd and competent to operate the boll:lrd system during 
normal and emergency operations according to Section 25.b of this SOW. This officer shall be equipped with all standard 
equipment plus an A SI 207 compliant Public Safety Vest for Security and other equipment necessary to perform the 
required security services. TI,c officer assigned to this po5t shall be capable of assuming the duties of HQ Post 8. This 
post may be unarmed in accordance with Section 13.b ~bccplions., of this Statement of Work. The primary rc5ponsibility 
of this post is to verify. process, inspect. control. and monitor visitor and delivery vehicular traffic entering the building 
via the basement ramp entry on NE. 9th Avenue. 

b Designated Shift 

(i) Monday thru Friday, 0700 to 1700, except designated government holidays. Contractor proposed hours of operation may 
be modified following approval of the COil. 

c Post Duties 

(i) Officers shall pct-form the following; 

(ii) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
ma.I functions or deficiencies in accordance with established procedures. 

(iii) Verify, process. screen, control, and monitor visitor and delivery vehicular traffic entering the building via the basement 
ramp entry on KE. 9th Avenue. 

(iv) Conduct ,•chicle and personnel screening according to cum:nt procedures as provided by OSCO. Permit access 10 delivery 
vehicles to the B-1 loading dock for discharging cargo according to current procedures as provided by OSCO. 

ConlNlCI 80004, Mod 011 Page 31 

1168 



28390012 

(v) Ensure only authorized personnel gain entry into the BPA Headquarters parking garage/basement an:a. All individuals 
seeking access are required to have proper identification for authorized unescorted access to enter the BPA Headquarters 
or 911 building. 

{,-i) Conduct general and emergency access control and deter unauthorized inlnlSions. 

(vii) Observe for unusual or suspicious :ic1hri1y. vehicles and items and immediately report all such activity 10 the HQ Post I , 
who, in tum. will make appropriate notifications to the Security Supervisor, FPS, Contract Manager, and OSCO. 

(viii)lnfonn all delivery or Facilities Vendors rcquC!.ting enlrJJ1ce that fircanns and d3llgcrous weapons arc prohibited and ask 
them if they an: canying any firearms or other dangerous weapons. If any individual is carrying a weapon or other 
prohibited contraband. the situation shall be handled in accordance ,vith site specific procedures. The officcr shall not 
recommend any course of action regarding the disposition. s torage or security of the subject weapon or contraband. The 
officer shall immediately report the incident to HQ Post I, who, in tum. will make appropriate notifications to the security 
supervisor. FPS, Contrac t Manager. and OSCO. 

(ix) Coordinate with HQ Post 8 to conduct periodic exterior building patrols ofihc Eastsidc Federal Complex (905 and 911 
buildings). When the HQ Post 9 officer is unarmed in accordance with section 13.b ·' Exceptions." in this Statement of 
Work. Patrols shall be conducted only along the west side of the building. from NE Lloyd Blvd. to NE Holladay, keeping 
in visual comact with HQ Po:,t 8. When HQ Post 9 i~ armed. these patrols sh111l be c.xtcnded 10 the full perimeter of the 
building as long as radio contact is properly maint:iincd. OSCO will determine frequency of patrols. 

(x) Use any additional equipment that is introduced by OSCO for the screening and/or verification of personnel entering the 
facility. 

D) SECURITY SERVICES FOR T HE ROSS COMPLEX 
I ) General 

a. Standard security officer procedures shall apply 10 all Ross Complex security posts. Under the direction of OSCO. the 
Contractor shall establish procedures for monitoring the ingress and egress of commercial vehicles. vi5itors and vendors. The 
contractor shall maintain entry logs and visitor access procedures, as well :is radio and t.:lcphonc communications between 
the various posts, supervisors. BPA visitor/vendor sponsors, the Contract Manager. and OSCO as needed. Post hours shall be 
performed as indicated unless adjusted by OSCO. Posts directly Sllpporting response 10 NERC C IP dci.;gnated areas. or other 
critical assets. shall be familiar with the location of those areas. access requirements. and procedures for entry. All posts and 
patrols assigned 10 the Ross Complex shall be knowledgeable of building c~-acuation, shelter-in-place procedures, and other 
contingency procedures, 

b. Questions about physicnl security and access control policy shall be deferred to the Ross OSCO Physical Security Spccialh-ts. 

2) Ross Security Post I 

a. Description of Post 

i. Ross Post I is a one-person post, operated by an armed, uniformed security officer 10 hours per day. Monday through 
Friday, 5 days per week except Federal Holidays. The security officer shall be equipped with necessary equipment to 
perform building sccuriiy services and shall be familiar wilh use of the Pro\Vatch security system for nccess conLrol 
purposes. Ross Post I is l~tcd at the security con.wlc at the West cntrJncc of the Dittmer Building. The prim:1ry 
responsibility of this post is to monitor and control ncccss for ihc west cniruncc io ihc Dittmer bui I ding. 

b. Designated Shifts 

i. This post will operate 10 hours per day, 5 days per week Monday through Friday, except holidays. Hours of operation 
shall be fi-om 0600 10 1600. 

e. Post Duties 

i. Officers shall pcrfonn the following: 

ii. Conduct functional checks of all equipment and systems used oo this post upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance ,\'1th cs1:1blishcd procedures. 

iii. Monitor the electronic vcri ficalion of ID badges for authorized BP A and contract employees entering the Dittmer building 
through the physical access control system (PACS). which is cum:nUy the ProWateh system. Ensure established access 
control procedures arc followed by nil personnel. 

iv. Serve as a primary processing point for vendors requiring escorted access to the Dittmer building. 

v. Direct other non-badged (external 10 BPA) ,•isitors for the Dittmer building Lo enter through Ross Post 4. located at the 
East entrance. unless otherwise directed by OSCO. 

VI. Issue appropriate visitor badges for vendors to the Dittmer building and temporary BPNContractor employee badges 
following established SOP's. 

vii. Screen all vendors processing through this post for escorted entry to the Dittmer building for any dangerous weapons or 
prohibited item~ in :1ccordancc with established procedures. If weapon or other prohibited contraband is present or 
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detected, the incident shall immediately be rcponcd to Ross Post 9 AMS who will notify the Security Supervisor. Contrnct 
Manager. and OSCO. 

viii. Conduct inspections of all hand-carried item.~ being cnrricd into or out of the Diumcr building by vendors. 

ix. Conduct inspections ofh:md-carried items of employees as din:cted by OSCO. 

x. Ensure the designated card-reader entrance doors (west lobby doors) arc unlocked and the lobby lights arc turned on at 
0600 or when otherwise directed. 

xi. Ensure the dcsigruitcdeard-rcadcrentrance doors (west lobby doors) arc secure and functioning properly upon completion 
of shifi on nonnal duty days. Af\cr 1800 hours, this post ba,omes the primary entry point for the Dittmer building vfo 
card reader operation. 

xii. Use all equipment introduced by OSCO for access control or the screening of personnel entering the facility through this 
posL This includes the proper use of the Dillmer Pro\Vatch system for monitoring electronic access verification to 
Dittmer. 

xiii. Follow nonnal procedures established for Ross Post 4 in the event visitors arc directed to process through this post. 

xiv. Respond to PACS alarms associated with 3cccss control for the Dittmer building west entrance. Ensure all alarm activity 
associated with this post is entered in the ProWatch Event log. Entries shall include alarm assessment. cause. and name 
of subject (if applicable). 

xv. Perform administrative duties by maintaining electronic and/or hardcopy documentation such as security alens. daily 
visitor logs for Dinmer, and any other documentation deemed necessary by the Contractor or OSCO. Conduct other 
administrative duties as assigned by the Contract Manager or OSCO. 

XVI. Provide assistance to the Alarm Monitoring Station (AMS. Ross Post 9) by monitoring CCTV systems for the Ross 
Complex. 

,cvii. Perform security procedures as directed by OSCO and/or the Contract Marutgcr. Procedures for this post may be changed 
BY OSCO as needed. 

3 ) Ross Security Post 2 

a. Description of Post 

i. Security Ross Post 2 is dedicated to the Construction Services Building (CSB. building Z-6 I 0) and surrounding parking 
lots. This post is occupied by an armed, uniformed security officer. but may be unarmed in accordance with Section I J.b 
"Exceptions"' in this Sta1cmcm of Work. Thi$ post combines a suuionary post and foot patrol. The security officer shall 
be equipped to perform the security services required at this location. 

b. Designated Shi f\s: 

1. Perform a combination of statio.nary duties and foot patrol from 0600 - 1600 hours, Monday through Friday except 
holidays. 

c. General Post Duties 

i. Officers shall perform the following: 

(a) This post is designated as an armed post except as noted in Section 13.b "Exceptions" in this Statement of Work. 
This is primarily a walking post located at the CSB building. The primary responsibility of this post is to monitor 
activity in and around the CSB building. The assigned officer shall conduct random fool patrols throughout the 
building and surrounding parking lots and shall maintain visible security presence. 

(b) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Rcpon equipment 
malfunctions or deficiencies in accordance with established procedures. 

(c) Identify and process visitors. Conduct inspections of hand-carried items for visitors. OSCO may direct inspections 
ofhand carried items on BPA employees. 

(d) Provide assi.~t:mcc monitonng CCTV systems for the Ross Complex. The primary focus shall be the CSB building 
and surrounding areas. 

(e) Ensure card-key operated doors function properly at the beginning of each shift. Place sign-in logs a1 the security 
desk by the entrance doors, and ensure the doors remain appropriately secured throughout the day. 

(f) Investigate any alarm or malfunction condition related to the building. These situations shall be reported to the 
Alarm Monitoring Sllltion (Ross Post 9) and the officer at this po~t shall take any necessary corrective actions. 

(g) Conduct checks of the CSB room 104. as directed by OSCO. Checks shall be annotated on the Security Container 
Check Sheet (SF Form 702) located on the door. 

(h) Inform visitors that firearms and dangerous weapons arc prohibited and a$.k visitors if they arc carrying any firearms 
or other dangerous weapons. If a visitor. or Contrnctor is carrying a weapon or otl1cr prohibited contrnband. the 
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situation shall be handled in accordance wilh site specific procedures. The officer shall not recommend any course 
of act ion regarding the disposition. storage or security of the subject weapon or contraband. The incident shall 
immediately be reported 10 Ross Post 9 AMS who will notify the Security Supervisor, Contract Manager, and OSCO. 

(i) This post shall be transported by a Ross Vehicle Patrol to and from !heir posting at the CSB building. 

4) Ross Security Post 3 

a. Dcscnption of Post 

i. Ross Post 3 is a one-person patrol. operated by an armed. wiiformed security officer 24 hoUJS per day. 7 days per week. 
The primary responsibility of this post is to pro\-;dc patrol coverage for lhe Ross Complex. 

b. Designated Shifts 

i. This post will be manned in three 8-hour shills as follows: 

(a) Shift I : 0000-0800 

(b) Shift 2: 0800- 1600 

{c) Shift 3: 1600-2400 

c. Post Duties 

i. Officers shall perform the following: 

(a) Conduct functional checks of all equipment and systems used on lhis post upon assuming duties. Report equipment 
malfunctions or dcficicnci<:$ in accordance wilh established procedures. 

(b) Patrol the Ross Complex to include cittcmal and internal patrols. 

(c) Monitor the complex for trcspa.~scrs, building security is.,ucs, and fire and $3fcty hazards and report for correction. 

(d) Conduct perimeter checks looking for fence line holes, damage. or suspected unauthorized entry. 

(e) otify Ross Post 9 that perimeter checks arc being conducted. 

(f) Assist Ross Post 5 with traffic control at the main gate as needed. Respond to lhc main gate as needed after hours to 
a.-.sist with entry control when Ross Post 5 is not manned and the gate is fully automated for access. 

(g) Coordinate building and gate chccks for the Ross Complex v.~lh Ross Post 8. Annotate the chccks on a hardcopy 
building check sheet which is subsequently scanned and submitted to OSCO electronically. 

{h) Respond to alarms. Chc<:k the cause of intrusion alarms or fin; alarms, request assistance, and reset inuu.:,ion alarms 
if appropriate. If the equipment is malfunctioning. notify Ross Post 9. Record lhe activity in the SOR, and when 
ne<:cssary, complete 11n electronic Security Incident Report. Priority response shall be given to any evidence of 
intrusion or unauthorized access to the CSB room I 04. NERC ClP areas. or other critical assets. 

(i) Respond to other emergencies al the Ross Complex or Park Place office complex as required. Facilitate the entry of 
emergency vehicles and personnel when ruxcssary. This may include controlling traffic and/or escorting emergency 
vehicles to the site oftbe emergency. 

(j) Provide assistance to olhc-r security posts on the Ross Complex as needed. 

(le) Coordinate patrols and security checks of the Park Place office complex with lhe Security Supervisor a minimum 
of once pcrshifl. Patrols shall include an intcriorchcck of the office suites as well as an exterior patrol of the parking 
lots and parking structure. 

(I) Assi~l with conducting foot patrols oflhc interiorand exterior of the Dittmer building al least once during each shift. 
This check shall be recorded on lhc officer's SOR. 

(m) Observe for facility-rdatcd problems and notify Ross Post 9 of discrepancies observed. Facility-rclatc:d items 
include, but arc not limited to, proper operation of automated gates. fence line damage, building damages or 
equipment failure, lighting outages. etc. Light poles not operating and fence line damage shall be reported by the 
patrol to Ross Post 9 who will notify Facilities Management. 

(n) Unlock and/or lock designated perimeter gates. This may include responding to gate 16 to assist with an over-sized 
vchic.le as nCCC:S.'181)' follo"ing the departure of the Ross Post 6 officer. 

(o) Check the "Fog Test" lnboratory arc:i, the Technicnl Tra.ining building. and lhc line test and training are3, the 345KV 
yard. Paul Johnson Substation. ABC parking lots. and Ross MHQ area (arc.i.s not within the fenced Ross Complex). 

(p) Check the parking lots for security of parked vehicles. When patrol duties and time allows. perform random 
government vehicle checks for security and keys left in the vehicles. 

(q) Raise and lower I.he flog.~ at the Dillmcr building. Flags shall be raised at sunrise and lowered al sunset daily. or 
olhcnvise dircctcd. 
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(r) Monitor l"03d conditions on the Complex. Notify the Security Supervisor and Ross Post 9 AMS of inclement weather 
conditions. 

(s) Conduct patrols or checks as otherwise directed by the Security Supervisor. Contract Manager or OSCO. 

(t) Respond to assist BPA employees or Contractors with vehicle problems, escorts to vehicles, etc. 

(u) Assist in rclicfbrcab and lunches for olliccrs assigned to other Ross posts. 

5) Ross Security Post 4 

a. Dcscnption of Post 

i. This is a one-person, fixed post occupied by an armed, uniformed security officer 12 hours per day, Monday through 
Friday, excluding holidays. The security officer assigned to this post shall be equipped with lhc necessary equipment to 
perform lhc required buiJding security services and shall be familiar with the use o f the Physical Access Control and 
Alarm System. Ross Post 4 is located :u the security console at the Ea.~t entrance of the Dittmer Building. The primnry 
responsibility of this post is to monitor and control access for the East emr.rncc to the Dittmer building, as well as manage 
and process visitors for the Dittmer Building and the Ross Complc."1: in general. 

b. Designated Shills. 

i. The hours of this post arc Monday through Fridny, 0600- 1800 hours, except holidays. 

c. Post Durics 

i. Officers shall perform the following: 

(a) Conduct functional checks of aJI equipment and systems use.cl on this post upon assuming d11tics. Rcpon equipment 
malfunctions or deficiencies in accordance with established procedures. 

(b) Monitor the electronic verification of ID badges for authorized BPA and contract employees. Ensun: appropriate 
Access Control procedures arc followed by pcr..onnel authorized unescorted access and by BPA escons hosting 
visitors lo the Dittmer Building. 

(c) Process and manage Visitor Access Requests for the Ross Complex. the Dittmer Building, and the Diumer NERC 
CIP PSP. This shall include verifying that Foreign NationaJ (FN) visitors have been approved by OSCO. 

(d) Scrvc as the primary access and processing point for all non-badged (external lo BPA) visitors for the Dittmer 
building and the Dittmer NERC C IP PSP following established SO P's. 

(c) Serve as an alternate processing point for vendors requiring escorted acccs.~ to the Dillmcr building or the Dittmer 
ERC C IP PSP (Ross Post I is primary). 

(f) Issue visitor badges and temporary BPNContrnclor employee badges following cslllblished SO P's. 

(g) Scn:cn all non-badged (external to BPA) visitors to the Dittmer building for dangerous weapons or prohibited items 
in accordance \\ith established procedures. If a weapon or other prohibited contraband is prcscnL the incident shall 
immediately be reported to Ross Post 9 AMS who will notify the Security Supervisor. Contract Manager, and OSCO. 

(h) Conduct inspections ofhand-c.micd items being carried into orout oflhc Dittmer building by visitors and employees 
as directed by OSCO. 

(i) Em-urn the east lobby doors arc 11nlockcd and the lobby di.q,lay lights arc turned on :ll 0600 or when otherwise 
directed. Tum on and inspect the walk-through metal detector for proper function. in accordance with established 
procedures. 

(j) Ensure Lhc cast lobby doors ore scc11rcd at 1600 hours or when otherwise directed by OSCO personnel. 

(k) Train to properly use all equipment lh.31 is inlroduc.cd by OSCO for access control or the screening of personnel 
entering the facility through this posL including the proper use of the Dittmer PACS for monitoring e lectronic access 
verification to the Dittmer building and Dittmer Building PSP. 

(I) Respond to alarms associated with the PACS for the Dittmer Building cast cntr.sncc. Enter all alarm activity 
associated with this post in the PACS Event Log, Entries shall include alarm assessment. cause, and name of subject 
(if applicable). 

(m) Provide administrative support by maintaining documentation such as security alerts, daily Dittmer visitor logs, and 
any other documcmation deemed necessary by the Contractor or OSCO. Conduct other administrative duties as 
assigned by the Contract Manager or OSCO. 

(n) Be knowledgeable of building evacuation. shelter- in-place, and other contingency procedures and assist Ross Post 
9 when ncccsSllry. 

(o) Perform security procedures as directed by the Security Supervisor, Contract Manager, or OSCO. 

6) Ross Security Post 5 
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a. Description of Posl 

i. This is a one-person post operated by an armed. uniformed security officer 12 hours per day, Monday through Friday, 
excluding holidays. Ros.~ Post 5 is located nt the l1lllin gate on orth Road adjacent to District Office Building I (DOB. 
I). This post is the primary access poini for employees and visitors to the Ross Complex. The primary n:sponsibility of 
this post is 10 cnsun: only authorized personnel gain access to the Ros.s Complex. The officer assigned 10 this post shall 
coordinate 3nd communicate with other security posts. m:iintaining smooth flow of traffic occurs and ensuring authorized 
vehicles, visitors, und vendors arc 1r.1veling to their appropriate destinations. This post shall routinely communicate with 
the primary visitor processing post (Ross Post 4) in order to establish and or confirm the authorization of visitors. 

b. D<?Signalcd Shills 

i. This post shall be manned in 12-hour ~hifls 0600- 1800. Mondays through Fridays except holidays. 

c. Post Duties 

i. Officers shall perform the follo,ving: 

(a) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance with established procedures. 

(b) Primary responsibility is 10 ensure only authorized personnel arc permitted access 10 the Ross Complex through the 
main gate, including both vehicle and pedestrian traffic. Access shall be pcrmiucd 10 BPA federal and Contractor 
employees ";th valid identification badges. 

(c) Control access of ,<isitors and their vehicles, ensuring all occupants of the vehicle present proper photo identification. 
Conduct vehicle inspect ions, visitor screening, issuance of visitor badges, and log all visitors in accordance with 
established procedures. 

(d) Conduct vehicle inspections in accordance with established proccdun:s, or as din:ctcd by the Contractor Manager 
and approved in advance by OSCO. 

(c) Permit access 10 individuals listed under the e3IJ>OOI program as directed by OSCO. 

(f) Inform all visitors firearms and dangerous weapons arc prohibited and ask all visitors if Ibey arc carrying 3ny 
Ii= or other dangerous weapons. If a visitor, or Conlr.letor is carrying a weapon or other prohibited contraband. 
the si1ua1ion shall be handled in accordance \\~th site specific procedures. The officer shall not recommend any 
course of action n:garding the disposit ion, storage or security of the :subject weapon or contraband. The incident 
shall immediately be reported to the Scctmty Supervisor. Contract Manager, and OSCO. 

ii. Vehicle Barriers and Security Procedures 

(a) Visitor lane vehicle barriers shall be opened only after the ,~sitor vehicle and the visitor(s) arc screened. determined 
to be free of contraband or prohibited items. verified for lhc visit and determined to be authorized on site access. 

(b) Immediately after allowing imtry of authorized visitor vehicles, nil visitor vehicle barriers shall be returned to the 
secure position prior to comrncnccmenl of funhcr visitor processing. 

(c) Vehicle Barrier and Security Procedures During Higher Threat Levels 

(d) All ,·chicle barriers shall remain active and engaged when higher threat conditions exist as directed by OSCO. 

(e) If a security officer or the on-duty Security Supervisor determines conditions cxi~1 warranting vehicle barriers to 
remain in the active and engaged position, the Security Supervisor shall notify the Contrncl Manager and OSCO 
immediately. 

7) Ross Security Post 6 

a. Descrip1ion of Post 

i. This is a one-person post operated by an armed, uniformed security officer 8 hours per day. Monday through Friday, 
excluding holidays. This post is located a1 Gate 16 near the East Storage Yard. This post serves as the main entry point 
for commercial vehicles. delivery trucks. and other large vehicles. The primary responsibility of this post is 10 ensure 
only authorized vehicles and personnel gain :11:ccss through the gale and arc screened appropriately. The officer assigned 
to this post shall be adequately trained and familiar with vehicle inspection techniques. The officer must conduct 
inspections of large commercial vehicles, paying close attention and looking for su~-picious item.<;, contr:1b:md, dangerous 
weapons including, but not limited 10. explosives and bombs. Tite officer assigned 10 this post shall coordinate and 
commW1icatc with other security posts and/or BPA personnel to ensure delivery authorization. maintain smooth flow of 
tr.sffic. 

b. Designated Shifi 

i. This post shall be manned one shifl per day. from 0700 to 1500. 

e. Post Duties 

i. Officers shall pcrf orm the following: 
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(a) Conduct functional checks of all equipment and systel115 used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance with established procedures. 

(b) Ensure only aulhorizcd vehicles and per.mnncl gain access through gate 16 and arc screened appropriately. 

(c) Direct visitors and employees in passenger vehicles around the exterior of the complex 10 the :ippropria1e g:itc for 
entry. 

(d) The security officer at this post shall provide directions to delivery dnvcrs as needed. 

(e) ISl>11c appropriate tcmpo111J)' access badges and maintain a visitor log to annotate the visitors/commercial operators 
allowed through Gate 16. 

(f) Allow large govemmcnl vehicles whose drivers have valid BPA or other authorized government identification to 
proceed through the gate without inspection unless specifically directed by OSCO. 

(g) Inform all visitors firearms and dangerous weapons are prohibited and ask all visitors if they arc c.nrryiog any 
firearms or other dangerous weapon.,. Ir a visitor or Contractor is carrying a weapon or other prohibited contraband. 
the officer shall act in accordance with site specific procedures. The security officer shall not recommend any course 
of action regarding the disposition, storage or security of the subject weapon or con1rnband. The incident shall 
immediately be reported to the Security Supervisor, the Contract Manager, and OSCO. 

8) Ross Security Post 7 (Currently no1 active) 

a. Description of Post 

1. This post is not active under norma.l circumstances and may be ae1ivatcd and manned for contingency operations, specific 
threat condition.'>, or other security needs. This post shall not be occupied unless directed by OSCO. When ac1ivatcd, lhis 
shall be n one-person post manned by an armed. uniformed security officer. up to 24 hours per day. 7 clays per week. 
Specific duties and hours for this post will be described al the lime i1 is ac1iva1cd. 

9) Ross Security Post 8 

a. Dcscrip1ion of Post 

i. The Ross Complex vehicle patrol, Ross Post R, is an armed, uniformed. one-person patrol on duty 24 hours per day 7 
days a week. The primary rcsponsibilily of this post is 10 provide pauul coverage for the Ross Complex. 

ii. The officer assigned to 1his posl shall coordinalc patrol coverage with 1hc Ross Post 3 security officer and communicate 
"~th other security posts to monitor si1c security. 

b. Designated Shifts 

1. This pos1 shall be manned in 1hrcc 8-hour shifts all follows: 

(a) Shift I: 0000-0800 

(b) Shift 2: 0800-1600 

(c) Shift 3: 1600-2400 

c. Post Duties 

i. Officers shall perform the following: 

(a) Conduct functional checks of all equipment and syi,tcms used on this poSI upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance with established procedures. 

(b) Patrol the Ross Complex al random frequencies. This shall include c.xtcmal and internal patrols. 

(c) Conduct perimeter checks, observing for fence line holes. damage, or suspected unauthorized entry. 

(d) Notify Ross Po~, 9 when conducting perimeter checks and of any damaged location, intruders or other suspicious 
activity. 

(e) Determine the cause or intrusion alarnlS or fire alarms. request assistance. and reset intrusion alam1s if appropriate. 
lfthe equipment is malfunctioning, notify Ross Post 9. Asl.'ist as appropriate, but do not abandon other patrol duties. 
Record the activity electronically or hardcopy in the SOR and when necessary, complete an electronic incident 
report prior 10 departing for the day. Priority response shall be given to any evidence of intrusion or unauthorized 
access to the CSB Limited Arca (room IOI), NERC C IP arc.as. or otbcr critical assetS. 

(f) Respond to other emergencies as required. Facilitate the entry of emergency vehicles and personnel. This may 
include controlling truflic and/or csconing emergency vehicles to the site of the emergency. 

(g) Assist in monitoring vehicular traffic entering and departing chc Ross Complex. 

(h) Coordinate other patrol 3ctivitics with Ross Post 3 and the Security Supcrvi~r. 10 include patrol coverage for BPA 's 
Park Place office complex IC:lSCd space. 
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(i) This post shall provide continuous vehicle patrol of the Ross Complex when possible. 

(j) Enter all incidents in the electronic or hardcopy Security Officcr·s Rcpon and provide electronic rcpons as required 
to the Physical Security Team via email. 

(k) Respond to assist BPA employees or Contractors with vehicle lock-outs. escorts to vehicles, etc. 

(1) Perform other duties related to physical security as directed by the Security Supervisor, Contract Manager. or OSCO. 

I 0) Ross Security Post 9 (Alann Monitoring Station) 

a. This post falls under the U.S. Dcpanmcnt of Labor, Wage Detennination category of Alarm Monitor. 

b. Description of Post 

L This post is located in the Alann Monitoring Station (AMS) near the west entry to the Dittmer building. This is a one
person post, occupied by an armed, uniformed security officer 24 hours per day, 7 days per week. The security officer 
shall be equipped with the equipment necessary to perform the required security services. 

iL The primary responsibility of this post is to provide monitoring of security alarm systems not associated with BPA ·s 
NERC CIP sites, CCTV systems. and remote security systems at all hours and under all conditions. In addition 10 these 
duties, this po~'l shall be familiar with duties related to Ross Post 10. providing backup for Ross Post 10 when ncccss.uy. 
This s_hall include monitoring designated NERC CfP sites and interacting with personnel regarding access control and 
security issues relating to those sites. 

c. Dcsignat ... -d Shi fis 

1. This post shall be manned in three 8-hour shifts n.~ follows: 

ii. Shift One: 0000- 0800 

iii. Shift Two: 0800- 1600 

iv. Shift Three: 1600 - 2400 

d. Pos t Duties 

i. Officer.; shall perform the following: 

(a) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Rcpon equipment 
malfunctions or deficiencies in accordance with established procedures. 

(b) Monitor security alann systems. physical access control systems (PACS), and CCTV systems for the Ross Complex. 
lo include the Federal Credit Union at the Plant Services Building, the Dittmc_r Building and Dittmer Control Center 
(in the absence of Ross Post 10). Hcadquancrs. and other field sites as dctcnnincd by OSCO. This shall also include 
the monitoring of security systems and CCTV systems at the Eugene Starr Complex as outlined in established 
procedures as well as NERC CIP field sites in the absence of Ross Post 10 due 10 breaks. 

(c) Use established procedures for n.-sponding 10 emergency situations or alarm activations. When necessary, the AMS 
officer shall dispatch appropriate patrols and contact the Clark County Regional Communications Agency to report 
emergency situations at the Ross Complex or Park Place office complex. The Contract Manager and OSCO 5hall be 
notified when outside agencies arc contacted to respond. 

(d) Notify local law enforccmcnL the Contra.ct Manager, and OSCO in the event of suspicious or criminal activities in 
accordance with Standard Operating Procedures. 

(c) Follow csmblishcd procedures in response 10 aJarms or other emergency situations occurring at field sites and notify 
the appropriate BPA Control Center (Dittmer or Munro). 

(f} Serve as a command and controVcommunications function for a ll posts and patrols. Dispatch patrols/security 
officers as needed 10 support daily security operations. Communicate information to patrols regarding any unusual 
or suspicious activity. 

(g) Conduct periodic radio checks of all security posts. Communications checks shall be made by radio every hour 
during daylight hours a.nd every 30 minutes during hours of darknC5S. During increased threat levels. 
communicntion.s checks shall be conducted every 30 minutes. The frequency of communications checks mny be 
changed by OSCO. 

(h) Mainlain the electronic Security Desk Blotter, listing security-related activity and information for a 24-hour time 
period Formauing or content of specific blotter entries may be added or changed by OSCO. 

(i) Pcnonn other administrative fimctions such as, but not limited to. maintaining hard copies and electronic copies of 
Security Checklists, Standard Operating Proc1.-durcs, Security Alens. Termination Advisories. Call-Down Lists, 
Incident Reports. and Duty Officer Schedules. When necessary. disseminate by e-mail Access Revocation Notices 
via established procedures. Record and mainlllin CCTV recordings of security-related incidents. Write and submit 
incident reports when applicable. 
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(j) Act as lhc primary point of contact for any Dittmer building access for employees and Contr.lctors after Ross Post 
I and Ross Post 4 has closed for the day, including weekends and holidays. 

(le) Issue and collect keys 10 authori7.cd personnel as delcnnincd by OSCO. 

(I) Record infonnation pertaining to false and nuisance alanm, for security ~-ystcms in accordance with established 
procedures. Rcpon problems with a.Jann ~)'Stem or CCTV system hardware or software in accordance with 
established procedures. 

(m) Assist with security system testing of BP A alarmed sites b y pro,·iding alarm monitoring support and records during 
and following testing. 

{n) Notify appropriate pcr..onncl during inclement weather in accordance with established procedures. Additional duties 
may include updating the BPA Emergency Information web site to reflect possible building closures or delayed 
openings. 

(o) Maintain communications with the BPA nurse at the Ross Complc;,c and Parle Place office complex, making 
notifications to the nurse for emergency medical situations during normal business hours. This may include cell 
phone or radio communications. 

(p) Maintain familiarity with operating and sending emergency notifications through the designated Emergency 
Notification System (ENS). 

(q) Answer the Federal Crime Witness Hotline. 

11) Ross Security Post IO (AMS) - NERC Systems 

a. This post falls under the U.S. Department of Labor, Wage Determination category of Alarm Monitor. 

b. Description of Post 

,. Conduct functional checks of :ill equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or efficiencies in accordance with established procedures. 

ii. This post is located in the Alarm Monitoring Station (AMS) near the west entry to the Dittmer building. This is a one
person post, occupied by an armed. unifonncd security officer 16 hours per day, Monday through Friday, excluding 
holidays. At BPA's discretion. tbc option to convert this post to 24 hours per day, 7 days per week, may be exercised. 
The security officer shall be equipped with the equipment necessary 10 perform the required security services. 

iii. The primary responsibility of this post is to provide monitoring ofNERC CIP security alarm systems, PACS, and CCTV 
systems under all conditions. This post serves a.~ the primary point of comact with BPA personnel regarding access 
control and security of designated NERC CIP field sites and facilities. Additionally. Lhis post will provide backup to the 
Ross Post 9 AMS officer. This post serves as a primnry point of contact for any Dittmer building NERC CIP PSP access 
issues for employees and Contractors. 

c. Designated Shifts 

i. As a 16-hour post. this post shall be manned in two 8-hour shills as follows: 

(a) Shift One: 0600- 1400 

(b) Shift Two: 1400-2200 

d. Post Duties 

i. Ofliccrs shall perform the following: 

(a) Monitor security alarm systems and CCTV systems for all designated NERC CIP sites and facilities, lo include the 
Dittmer building NERC CIP PSP (Dittmer Control Center). 

(b) Be familiar with all Ross Post 9 duties and provide backup as necessary for monitoring non- NERC CIP sites. This 
includes the Ross Complex, the Federal Credit Union at the Plant Services Building, Headquarters. and other field 
sites as detcm1incd by OSCO. This shall also include the monitoring of security systems and CCTV systems at the 
Eugene Starr Complex as outlined in established procedures. 

(c) Use cswblished SOP's and procedures for responding to emergency situations or alarm activations :1ssoci:11ed with 
NERC CIP si1cs. When necessary, Ross Post 10 shall dispatch appropriate patrols and contact the Clark County 
Rcgmnal Emergency Communic.ations Agency to request response from outside agencies for situations at the Ross 
Complex. The Contract Manager and OSCO shall be immediately notified when outside agencies :ire eontnctcd to 
respond_ 

(d) Following Standard Operating Procedures notify local law cnforccmcnl, the Contract Manager, and OSCO in the 
event of suspicious or crimin3I activities. 

(c) Follow cst:iblished procedures relat ing to NERC CIP sites and contact the appropriate BPA Control Ccntcr (Dittmer 
or Munro) in response to alarms or other emergency situations occurring at NERC CIP field sites. 
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(f} Respond 10 Pro Watch alarms associated wilh NERC CJP sites and follow established rc5ponsc procedures. Enter all 
alarm activity associated with NERC CIP sites in the Pro Watch Event Log. Entries shall include alarm assessment, 
cause. and name of subject (if applicable). 

(g) In the absence of Ross Post 9, serve as a comrrond and control/communications function for all posts and patrols. 
Dispatch patrols/security otliccrs as needed to support daily security operations. Communicate information to 
p:itrols regarding any unusual or suspicious activity. 

(h) In the absence of Ross Post 9. conduct periodic rJdio checks of all security posts. Communications checks sh.Ill be 
made by radio every hour. During increased threat levels, communications checks shall be conducted every 30 
minutes. The frequency of communications checks may be changed by the Contract Manager or OSCO. 

(i) Mainwin the NERC CTP Security Desk Blotter, listing security-related activity for NERC GIP sites for a 24-hour 
time period. fonnauing or content of $pccific bloucr entries may be added or changed by OSCO. This electronic 
blotter shall be submitted dnily via email to OSCO. 

(j) Perform other administrative functions associated with the monitoring of ERC CIP si tes such as. but not limited 
to, maintaining electronic and/or hard copies of Weekly Alarm Mask Outage Log, NERC Physical Security 
Perimeter (PSP) Alternate Access Log, Call-Down Lists, NERC Reports, and Duty Officer Schedules. Record and 
maintain CCTV clips and generate CD-ROMs of ERC CIP security-related incidents. Write and submit electronic 
incident reports as applicable. 

(k) Act as the primary point of contact for any Dittmer building PSP ace= issues for employees and Contractors. 

(I) Electronically document false nnd nuisance alanns for NERC CTP security systems in :1.ccordnnec with established 
procedures. Electronic.ally rcpon problems with alarm system or CCTV ~ystcm hardware or software in accordance 
with established procedures. 

(m) Assist with security system testing as directed. 

(n) Maintnin familiarity with operating and sending emergency notificatioru, through the Emergency Notification 
System (ENS). 

(o) Perform patrols of the Dittmer building. Dittmer Control Center, and Dittmer building exterior when directed by 
OSCO. When possible, Ross Post IO may act as the primary response clement for security issues associated with 
the Dittmer building or Dittmer building PSP. 

E) BPA PARK PLACE LEASED OFFIC E C OMPLEX SECURITY POST I 

I) Description of Post 

a. This post shall be a one person post occupied by an armed, uniformed security officer at BPA Park Place office complex 
leased office space. located al 7500 NE 41 st Ave., Vancouver. WA 98662. 

b. This post shall be manned 12 hours per day. Monday through Friday. except federal holidays or as otherwise directed by 
OSCO. This post may be unarmed as allowed under arming Section 13.b "Exceptions'' unless circumstances iusociatcd with 
the activation of this post warranlS no exception as determined by OSCO. 

c. The primary responsibility oithis post is to monitor access 10 the BPA controlled areas, patrol the facility and adjacent public 
areas. 

d. Questions about physical security nnd access control policy shall be referred lo the Ross Physical Security Specialists. 

2) Designated ShiAs 

a. This post shall be manned in one 12-hour shift from 0600- 1800 Monday through Friday. except designated federal holidays. 

b. Additional hour requirements or posts may be added at the discretion of OSCO. 

3) Post Duties 

a. Officers shall perform the follo,ving: 

b. Conduct functional checks of all equipment and systems used on this post upon as.1uming duties. Report equipment 
malfunctions or deficiencies in nccord:.mcc with established procedures. 

c. Perform interior and exterior patrols of designated buildings throughout the shift. The officer shall conduct patrols of the 
complex, parking areas, garages, etc. Interior patrols shall include random foot patrols of the vanous work areas of the 
buildings occupied by BPA. Officers shall inspect stainvell!>. work area.~, n:~u-oom facilities, lobbies and entrances. The officer 
is expected to verbally interact with employees while performing their rounds. thus giving the employees a sense of active 
security operations. 

d. Remain alert forummml, suspicious, or unauthorized activities in, around, and throughout the Park Place office complex area. 

e. Monitor personnel tral'fic entering. exiting. and inside buildings. 

f. Monitor activities in the main lobbies of buildings maintaining safety and security ofBPA work areas. 
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g. Respond to emergency situations involving the Park Place office complex. Notify the BPA nurse for medical emergencies 
during nonnal business hours. This post shall be familiar with emergency evacuation procedures for the Park Place office 
complex bujJdings occupied by BPA personnel. 

h. Verify identities of individuals entering BPA work area~ as necessary. When n=ary. remind BPA staff members to 
properly display their ID m accordance with established procedures. Immediately report uncooperative personnel 10 the 
Dittmer AMS who will notify the Contrncl Manager and OSCO via telephone. 

i. Notify BPA Facilities using web r£9ucst for Service Requests. FaciliticsOpcrntionsCallCenlerta bpa.gov email or cull 360-
418-2070 ifpmblcms exist with the doors. 

j. Maintnin communications with the AMS (Ross Post 9) for the Ross Complex. 

F) EUGE ' E STARR C0~1PLEX SECURITY POSTS I and 2 

I ) General lnfonnation 

a. Two security posts (Celilo Post I and Celilo Post 2) arc assigned for the Eugene C. Starr Complex. loc-Jtcd in The Dalles. 
Oregon. These posts shall be manned by armed and uniforrncd security officers/supervisor on a 24/7 basis. An Exception to 
this shall be for Celi lo Post I, which may be unarmed as allowed in section B) 5) b of this sratcmcat of work "Exceptions," 
but only during day shift hours. The unarmed status of Cclilo Pos t I may not exceed 45 calendar days without approval of the 
COR. 

b. A Security Supervisor shall assume duties as Celilo Post I from 0800 to 1600 Monday through Friday, except federal holidays 
in addition to performing supen~sory duties. When a need exists 10 man Cclilo Post I with an un:irmcd security officer, the 
Security Supervisor shall assume duties as Celi lo Post 2. 

c. All officers assigned to lhc Eugene Starr Complex shall be trained and capable of operating the vnrious security systems, 
CCTV systems. and remotely controlled g11tes prior to assuming post independently. 

d. All officers assigned to the Eugene Starr Complex shall possess a valid Access PlTIDit required for entering energized areas 
a.~ stated in the BPA Rules of Conduct Book (ROC). 

c. All officers assigned to lhe Eugene Starr Complex shall be familiar with designated NERC CIP areas on the complex and 
access requirements associated with NERC CIP areas. 

f. Under the direction of OSCO, the Contractor shall C$1llbli~h Standard Operating Procedures (SOP) specific to the Eugene Starr 
Complex. These procedures shall facilitate compliance with BPA requirements and the operation of the security syslcms, 
CCTV systems, alarm response, operation ofn:motcly controlled gates. and other systems as they arc implemented Vehicle 
inspections shall be conducted in accordance with approved SOPs. 

g. Questions about physical security and ace= control policy shall be deferred 10 the South Region Physical Security Specialist 
or other OSCO Physical Security Specialists. 

2) Post Descriptions 

a. Cclilo Post 1 

i.Thc primary responsibilities of this post arc to monitor acccs., to the Eugene Starr Complex via access control ~-ystcms and 
CCTV systems. address alanns associated with security systems. and remotely operate gates as needed 

b. Cclilo Post 2 

i. The primary responsibilities of this post are lo conduct vehicle p:itrols. building foot p:itrols, incident response. vehicle 
inspections, and visitor access control. 

e. Designated Shifts 

i. Cclilo Post I 

(a) 24 hours per d ay. sc~'Cn days per week and posted as follows: 

(b) Shift One: 0800-1600 (Supervisor only on Monday - Friday. excluding BPA observed holidays) 

(c) Shift Two: 1600-0000 

(d) Shift Three: 0000-0800 

ii. Cclilo Post 2 

(a) 24 hours per day, seven days per week and posted as follows: 

(b) Shift One: 0800-1600 

(c) Shift Two: 1600-0000 

(d) Shift Three: 0000-0800 

d. Post Duties 
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i. Officers shall pcrfonn the following: 

ii. Cclilo Post I 

(a) Act as the primary post to monitor physical access and security-related activity for the Eugene Starr Complex via 
security systems and CCTV systems. 

(b) Use cstab(jshcd procedures for responding to emergency situations. alarm activations, suspicious activity. or 
l'riminol incidents. When necessary, dispatch Cclilo Post 2 and conlllct the Wasco County Emergency Dispatch 
(91 1), to request response from outside agencies for situations at the Eugene Stnrr Complex. Notify the Conlract 
Manager and OSCO when outside agencies are contacted 10 respond. 

{c) Respond as necessary to assist Cclilo Post 2 in pcrfonning site-related duties. incident response. or alarm response. 
Conduct patrols, access control, and assist as ncccss:iry for visitor access and vehicle inspections. Contact the AMS 
(Ross Post 9) prior to leaving this post to a5;~ist Cclilo Post 2. 

(d) Record information pertaining to false and nuisance alarms for security systems in accordance with established 
procedures. Report problems \vith alarm system or CCTV system hardware or software in accordance with 
established procedures. 

(c) Mainlllin the Security Desk Blotter. listing sccurity-rclat.ed activity and information for a 24-hour time period. 
Formatting or content of specific blotter entries may be added or changed by OSCO. 

(f) Maint.tin communications ,vith Ross Post 9 (AMS) through procedures csmblishcd for communications checks. 

(g) Respond to suspicious activity observed or reported. Report suspicious activity to the Dittmer AMS and notify local 
law enforcement in the event of an emergency. 

{h) Receive. review, and process BPA Visitor Access Request (VAR). Issue site specific temporary badges for visitors 
or employees who have forgotten their badge. 

(i) Performing as Supervisor: 

(i) Act as the POC for daily protective force security operations and administration \vith management staff at the 
Eugene Starr oomplcx and OSCO. 

(ii) Ensure compliance with all applicable ponions of this statement of work as well as requirements for NERC 
Cl P designated area.~. 

(iii) Be trained and certified to pcrfonn :di security functions associated with Celilo Post 2. Provide back-up to 
Cclilo Post 2 as needed. AssisL relieve. and trnin officers as needed. 

(iv) Perform other administrative functions such as. but not limited to, 111llintaining hard copies and/or electronic 
copies of security check.lists, training records. standard operating procedures, security alerts, tcnnination 
advisories. call-down lists, incident rcpons. and physical security duty officer schedules. When necessary, 
ensure video clips of security-related incidents that mcctcvidcntiary requirements arc recorded and maintained. 
Ensure incident reports an: accomplished. filed for record, and s ubmitted to OSCO in a timely manner. 

(v) Ensure security officer reports are completed and that desk blotters and security incidcm reports are reviewed 
and submitted to OSCO. 

iii. Cclilo Post 2 

(a) Conduct random patrols throughout the Eugene Starr complex (a minimum of one every three hours and no lc~-s 
than 1hrcc patrols in an cigh1-hour shift). 

(b) Process and screen visitors enrcring the complex and conduct vehicle inspections in accordance with established 
BPA requirements lllld current procedures approved by OSCO. 

(c) lnfonn all visitors that firearms and dangerous weapons arc prohibited and ask all visitors if they arc c.anying any 
fircanns or other dangerous weapons. Ir a visitor, or Contrnctor is carrying a weapon or other prohibitc.:I contraband 
the officer shall act in accordrulcc with established procedures. The officer shall not recommend any course of action 
regarding the disposition, storage or security of the subject weapon or conlrltband. The incident shall immediately 
be reported 10 Celilo Post I, the Contract Manager and OSCO. 

(d) Ensure security incidents ure rcponed to Cclilo Post I, the Contract Manager. and OSCO immediately via telephone 
followed by an emailed electronic Security Incident Report. 

(e) Respond to and investigate nlarms or other emergency situations on the complex, including emergency building 
cvacW1tions. 

{f) Respond to suspicious activity as observed or dispatched. or as reported by employees. 

(g) Assist Cclilo Post I as required. Perform functions such as monitoring physical access and security-related activity 
for the Eugene Starr Complex via security systems and CCTV system.~. 
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(h) Report ~-uspicious activity 10 Celi lo Post I. the Contract M3D3gcr and OSCO. 

(i) Pcrfonn other duties, such as Random Ami-terrorism Mca~ures (RAMs) or other security measures initiated by 
OSCO. 

(j) Ensure Security Officer Reports and the daily Security Desk Blotter are accomplished in accordance with established 
directives. 

iv. Assist, relieve, and train officers as needed. 

v. Perfonn other administrative functions such as. but not limited to. maintaining hard copies and/or electronic copies of 
Security Checklists, Standard Operating Proocdurcs. Security Alerts, Tennination Advisories. Call-Down Lists, Incident 
Reports, and Duty Officer Schedules. When necessary. n:cord and maintain CCTV clips of security-related incidents that 
meet cvidcntiary requirements. Write and submit incident electronic reports when applicable. 

vi. When manned during BPA ofr duty hours, to include weekends and holidays this post shall provide a combination of 
patrol duties on lhe Eugene Starr Complex. 

G) S ECURITY SERVICE FOR ~tUNRO COMPLEX 

I) BPA's Munro Control Center (MCC) and Munro Alternate Scheduling Center (MSC), co-located in Mead, Washington, is a Tier 
I critical asset for the agency's ability 10 maintain electrical reliability and stability for the region 

a. General Information 

1. MCC/MSC shall have two (2) security posl~ (Munro Post I and Munro Post 2) and one (I) Security Sup<.-rvisor (Munro 
Po,,'t 3). These posts shall be manned by arrncd and uniformed security officers. 

ii. Standard security officer procedures shall apply 10 all Munro Complex security posts. Under the direction of OSCO, the 
Contractor shall establish OSCO approved procedures specific to MCC/MSC for monitoring security systems. camera 
systems, 11:'Sponding to alarms. conducting patrol acti>-ity, monitoring the ingress and egress of commercial vehicles, 
visitors and vendors 10 ensure persons or vehicles travel only to !heir authorized destinations and e.-.:it the complex in a 
timely manner. Officers shall maintain entry logs and visitor access procedures, as well as radio and telephone 
communications between the various posts. supervisors. BPA visitor/vendor sponsors, the Contract Manager. and OSCO 
as needed. Posts directly supporting response to NERC CIP designated areas. or other critical assets. shall be trained and 
familiar with the location of those areas. acxxss requirements, and procedures for entry. All posts and patrols assigned to 
the Munro Complex shall be lmowledgcable of building evacuation, shelter-in-place procedures. and other contingency 
proccdur~. 

iii. Questions about physical security and access control policy sh:i.11 be deferred to !he East Region Physical Security 
Specialist or other OSCO Physical Security Specialists. 

b. Munro Post I, Munro Alarm Monitoring Station (ANIS) 

i. This post falls under the U.S. Department of Labor. Wage Detcnnination category of Alarm Monitor. 

ii. Description of Post 

(a) This post i.~ located inside the Munro Scheduling Ct:ntcr facility. alternate Alarm Monitoring Stntion (AMS). This 
shall be a one-person po!,'l, manned 24 hours per day, 7 days per week. 

(b) This post i.~ located inside the Munro Scheduling Center facility, alternate Alarm Monitoring Station (AMS). This 
shall be a one-person post, manned 24 hours per day, 7 days per week. The security officer shall be equipped and 
trained as necessary lo pcrfonn the required sccunty services. 

(c) The primary responsibility of this post shall be to provide monitoring of security alarm systems associated with the 
Munro facility and BPA 's NERC CIP facilities, to include associated CCTV systems and n:motc security systems 
at all hoUTS and under all conditions (similar to Ross Post 9 and I 0). This post shall be familiar with duties related 
10 Ross Posis 9 and 10, providing backup for these posts when necessary. This post shall interact with local site ood 
field personnel rcganling access control and security issues following established procedures appro,•cd by OSCO 
relating to MCCIMSC as well as monitored field sites. 

111. Designated Shifts 

(:i) This post shall be manned in three 8-hour shifts as follows: 

(i) Shin One: 0000-0800 

(ii) Shift Two: 0800 - 1600 

(iii} Shifi Three: 1600-0000 

iv. Post Duties 

(a) Officers shall perform the following: 
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(b) Conduct functional checks of all equipment and systcl115 used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance with established procedures. 

(c) Monitor security alarm system.~ and CCTV systems for all designated silL'S and facilities. in addition to 1hc 
MCCIMSC. Assess and documcni alarm activity according io established S0P"s. 

(d) Mainuin familiarity with all Ross Pos1 9 and Ross Post 10 duties. Provide backup as necessary for monitoring 
facilities and sites falling under the responsibility of Ross Post 9 and Ross Post I 0. 

(e) Use established SOP's and procedures for responding to emergency situations or alarm activations, to include those 
alarms associated wi1h NERC OP facilities. Dispatch appropriate patrols and contact the local regional emergency 
communications agency (911) to request response from outside agencies for situations at the MSC/MCC complex. 
The Security Supervisor, Contract Manager and OSCO shall be notified when outside agencies arc contacted lo 
respond. 

([) Notify local law enforcemenl Security Supervisor. 1he Contract Manager. and OSCO in the event of suspicious or 
criminal activities in accordance wi1h Slllndard Operating Procedures. 

(g) Follow established procedures relating to NERC CIP sites and contacl the appropriate BPA Control Ccntcr(Dittmer 
or Munro) in response to alarms or other emergency situations occurring at field sites. 

(h) Respond 10 and ckctronically document al:mns associated with NERC CIP sites and follow established rL'Sp<>nsc 
procedures. Documentation shall include alarm assessment, cause, and name of subject (if applicable) and security 
SlalUS of Sile. 

(i) Communicate with Munro Po$l 2 and Post 3 :is needed to support daily security operations for MCC/MSC. 
Communic.itc infomiation lo Mw1ro Post 2 and Post 3 1\,-garding any unusual or SUlipicious activity. 

(j) Conduct periodic communication checks with Munro Post 2 and Post 3. Communications checks sb:ill be conducted 
evciy hour. During increased threat levels, communications checks shall be conducted every 30 minutes. The 
frequency of communication~ checks rrwy be changed by OSCO. 

(k) Conduct communication checks with the Ross AMS. Communication checks shall be conducted hourly during non
duty ho~ to include weekends and holidays. 

(1) Maintain the Security Desk Blotter, lislingsccurity-rclatcd activity to include NERC C[P sites. Formatting orconlcnt 
of specific blotter cnlrics may be added or changed by OSCO. This blotter shall be electronically submitted daily to 
OSCO. 

{m) Perform other administrative functions associated with the monitoring of NERC CIP si tes such as, but not limited 
to, maintaining clcctTonic and hard copies of Weekly Alann Mask Outage Log, NERC Physical Security Perimeter 
(PSP) Alternate Access Log. Call-Down Lists, NERC Reports, and Duty Officer Schedules.. Record and maintain 
CCTV clips and generate video c lips of NERC C £P scc.urity-rclatcd incidents. Write and submil incident reports as 
applicable. 

(n) Electronically record infonnation pertaining to false and nuisance alarms for NERC CIP and non- ERC CIP 
security systems in accordance with established procedures. Report problems wilh alarm :-ystcm or CCTV system 
hardware or sollwarc in accordance with established procedures. 

(o) Assist with security system testing of BPA HQ. Ross Complex and Vancouver Mall locations. also support OSCO 
Physical Security Specialb-ts during alarm system testing. 

(p) Maintain familiarity with operating and sending emergency notific.slioru; through the Emergency Notification 
System (ENS). 

(q) Perform a combin3tion of al:mn monitoring duties and Emergency ot:ification System duties associated with 
Cominui1y or Operations activities. 

(r) When performing Continu.ity of Operations duties. .Munro Post I shall coordinate with the Ross AMS when leaving 
post 10 ensure continuous field silc alann system monitoring. 

c. Munro Post 2. Munro Main Gate and Patrol 

i. Description of Posl 

(a) This shall be a one-person post manned 24-hours per day, 7 days per week. The security officer shall be equipped 
and trained :is necessary to perform the required security services. 

(b) This post shall be located al the Munro Main Gate when the Munro Security Supervisor (Munro Post 3) is on duty. 

(c) This post shall conduct patrol activity during hours when U1c Munro Security Supervisor (Munro Post 3) is not on 
duty. or as otherwise directed. 

(d) This posl shall be trained to provide support 10 Munro Post I for break relief, including monitoring survcillancc and 
alarm systems for NERC CIP and non-NERC CIP si1cs. 
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ii. De,signatcd Shins 

(a) This post shall be manned in 12-hour shifts as follows: 

(i) Shill One: 0600-1800 

(ii) Shift Two: 1800 . 0600 

iii. Post Duties 

(a) Officers shaU perform !he following: 

(b) Perform duties in accordance with this SOW as applicable to location. 

(e) Conduct funclional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies to Contract Manager, OSCO and send notification to BPA Service Tracking in 
accordance with established procedures. 

(d) While manning the Munro Main Gate, ensure only oulhorizcd personnel gain access to the MCC/MSC complex. 
Process and screen visitors entering the complex nnd conduct vehicle inspections in accordance with established 
BPA requirements and current procedures approved by OSCO. 

(e) While conducting patrol. remain highly ,<isiblc: in !he areas around MCC, MSC, the Bell Maintenance Headquarters 
and Bell Substation facilities by conducting both vehicle and patrols. Patrol activity shall extend to all BPA fee. 
owned property associated with Bell Maintenance Headquarters, Bell Substnion, and MCC/MSC. 

(!) R~-pond to and invL"'litig:itc al3rn1S on the complex. 

(g) Respond 10 suspicious activity as observed or dispatcbc.d, or as reported by cmploye<:s. 

(h) Assist Munro Post I as required. 

(i) Report suspicious :ictivity to Munro Post I. Munro Post 3. the Contract l\13ru1ger and OSCO. 

(j) Inform all visitors that firearms nnd dangerous weapons arc prohibited and ask all visitors if they arc carrying any 
firearms or other dangerous weapons. If a visitor. or Contractor is carrying a weapon or other prohibited contraband. 
the ofliccr shall act in ac-eordancc with established procedures. The officer shall not recommend any course of action 
regarding the disposition, storage or security of the subject weapon or contraband. The incident shall immediately 
be reported to Munro Post 1, Munro Post 3. and OSCO. 

(k) Perform other duties. such as Random Anti-terrorism Measures (RAMs) or other security measures initiated by 
OSCO. 

d. Munro Post 3. Supervisor 

i. Description of Post 

(a) This post shnll be manned 12 hours per day, Monday - Friday with the exception of designated federal holidays. 

(b) Refer to SOW Sections B) 10) and B) II). 

ii. Designated Shifts 

(a) One (I) 12-hour shill per day, Monday - Friday with the exception of designated federal holidays. 

(b) Shift time: 0600- 1800 

iii. Po5t Duties 

(a) Serve as a patrol function for the areas around MCC, MSC, the Bell Maintenance Headquarters and Bell Subsllltion 
facilities by conducting both vehicle and patrols in addition to performing supervisory duties. 

(b) Respond to ond investigate alarms activations. 

(c) Respond to suspicious activity as observed or dispatched, or as reported by employees. 

(d) As:.ist Munro Post I us n:quircd. 

(e) Ensure suspicious activity is reported 10 the Contract Manager and OSCO. 

(f) Serve as the P0C for daily protective force security opcmtions and administration with management staff at the 
Munro complc:x and OSCO. 

(g) Ensure compliance with all applicable portions of this statement of work as well as requirements for NERC CIP 
designated areas. 

{h) Trained and certified to perform all security functions as.<;Ociatcd with Munro Post I and Munro Post 2 . Provide 
back-up to Munro Post I or Post 2 as needed. Assist. relieve, nnd train ollicers as needed. 
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(i) Perform other administrative functions such as. but not limited to, maint.iining hard copies and/or clce1ronic copies 
of security checklists. training records, standard opcrnting procedures. security alerts. termination advisories, call
down lists, incident reports, and physical security duty officer schedules. When necessary, ensure video clips of 
security-related incidents that meet evidcntiary requirements arc recorded and maintained. Ensure incident reports 
arc acoomplishecL filed for record. and submitted to OSCO in a timely manner. 

(j) Ensure security offioer rcporL~ are completed and that desk blotters and security incident reports are reviewed and 
submitted 10 OSCO. 

iv. Vehicle Barriers and Security Procedures 

(n) During normal duty hours, 0600 - 1800 on weekdays, the outer facility vehicle gate shall remoin open, unless 
othcnvisc directed by OSCO. or if emergency conditions arise warranting securing the outer g:.itc. In such cases. 
Munro Post I , and OSCO shall be advised immediately. 

(b) The outer vehicle gate shall remain closed. requiring pcrsoMcl to badge in for access during non-business hours 
including holidays. 

(c) The inner vehicle gate shall remain closed at all rimes, requiring personnel with authorized access 10 badge at a card 
reader to operate the gate. 

(d) Munro Pon 2 shall issue access cards io visitors allo\ving operation of the gate after screening and access to the 
General Office Building. 

(e) The inner automated vehicle gate for the MCC area shall remain closed 31 all times. 

(f) Visitors requiring access to the MCC shall be processed according to established procedures at the main gate before 
proceeding 10 the MCC gate ond meeting their BPA host at the MCC Main Entry. 

H) S ECURITY OFFICER DEPLOYMU\'T 

I) Additional Security Services requested by BPA will be paid at the Armed Security Officer rate unless pre-approved by an OSCO 
representative. BPA will reimburse Contractor for deployed Armed Security Supervisors who fill :m Additional Services 
deployment post al the Armed Security Officer rate during the deployment unless OSCO representatives make the determination 
that supervisory duties will be appropriate during the deployment. 

2) Armed Security officers may be deployed to non-energized sites or may remain outside of energized facilities providing security 
in the event of incrca5ed l11rcats. criminal activity or if substantial BPA assets requin: protection. Officers remaining outside of 
energized access areas during deployment arc not required to hold BPA Access Permits. 

3) Security officers may be rcquo ted to deploy within cncrgi7..cd access areas to provide security in the event of increased threats, 
criminal activity or if substantial BPA assets require protection. 

4 ) Security ofliccrs deployed within energized fucilitics are required to hold valid Contractor's Access Permits, or other necessary 
permits, for energized facility access. To obtain this pcnniL each officer to be deployed to an cm,rgizcd facility and maintaining a 
Access Permit must meet all Substation Operations Group requirements for safety and training. 

5) All security officers shall be familiar with safety information outlined in this section. In addition, officers must perform 
requirement~ contained in the deployed security officer post orders outlined below. 

6) Emergency and Non-Emergency Deployment 

a. The Contractor may be asked to deploy security officers in situations arising from either I) a credible and serious threat to a 
BPA facility, personnel. or resources, in the event OSCO determines a high likelihood of criminal activity could occur at a 
BPA site, or 2) when other activity such as an earthquake or other naturJI disaster potentially jcopardiz~-s the BPA mission of 
providing electrical power. As directed by the CO, tmvel costs due 10 deployment outside of local areas whi;Te officers arc 
assigned will be reimbursable in accordance ,vith the Federal Travel Regulation {ITR). Travel cost estimates must be 
submiucd in writing electronically and approved by the COR or other OSCO Physical Security (Federal employee) 
representative in advance of actual travel. 

b. 1otification 

i. The Contractor will be notified in writing. e-mail, or phone of a pending security deployment. Deployment ~cqucslS \\~II 
be made verbally ifa deployment is nccdcd immediately. Notifications arc authorized from the CO. COR, Chief Security 
Officer or Physical Security Representatives (Federal) ,vithin OSCO. 

c. Training 

1. Security officers must complete BPA provided energized facility safety training prior to posting within an energized 
environment. The Contractor shall maintain an up 10 date lb1 of security officers who hold current Contractor Access 
Permits. The Contractor shall provide a copy of this list to the COR upon request. 

11. Security officers must complete any lmining required to maintain certification for the Contractor Access Permit and 
access 10 energized environments. Training shall be documented in electronic or hardcopy format by the Contractor and 
made available for to the COR upon request. 
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d. Equipment 

i. Contractor furnished equipment 

(a) AU normal duty gear including rain gear, and cold we.athcr gc.ar as needed. 

(b) Vehicle meeting the needs of the terrain and situlltion_ 

(c) Cellular Telephone. 

(d) Portable Anning Barrel. or equivalent. safe procedure if :urning/disarming is to occur on site. 

(c) Water as accdcd. 

(f) Other items deemed necessary by the Contractor or COR. 

c. Post Duties 

1. Officers dcployoo shall be :urned. The Contractor shall comply with the post duties as provided by OSCO as coordinated 
with deployed site responsible official. Deviations from post duties require email or verbal approval in advance from an 
OSCO repn:senllltive. 

ii. Upon arrival 31 an energized facility, the officer must follow BPA tmining for accessing an energized site. 

iii. Upon arrh'lll to a field site. security officers must mecl with the BPA Site Supervisor. If this is not possible. the officer 
must follow the direction of OSCO through the on-duty Security Supervisor. 

iv. If an intruder is discovered on site. security officers must attempt to control the situation in the safest manner possible. 
Security officers shall not pursue a suspect into an energized facility. If the intruder gnins access to the em.-rgi:i:cd yard 
and is non-compliant. security officers shall tmmcdiatcly notify the responsible AMS who will con1ae1 law enforcement 
for n.ssi~tancc nnd notify the appropriate Conirol Center. If on intrusion into nn energized o.rc3 i.~ suspected, security 
officer.. shall notify the n:.sponsiblc AMS who will contact law enforcement for assistance and notify the appropriate 
Control Center. Sccuri1y officers shall take a position of cover allowing for observation of the facility and await the 
nrrival oflaw cnforccmcnL 

v. Security Officer Repons (SOR ·s hardcopy or electronic) must be maintained noting the date and time of various patrol 
duties such as perimeter. building, or surrounding an:a checks. Security officers must maintain record of the time and 
reason for the departure from posts. Security officers musl coordinate post departures with lhc responsible AMS. 

vi. At the end of shifl, prior to departure, S4--curity officers musl notify the appropriate AMS, and note the time of departure. 
Deployed security officers must maintain communication capability with the Responsible AMS unless circumstances. 
&Ueh os the remote location of the facility. prevent communications from the site. 

f. Oischai-gc of Fircarms 

i. Officers shall avoid discharging a firearm in_ around or near an energized facility unless no other alternative exists. 

ii. Officers shall not discharge liquid (Aerosol Self Defense spray) within the energized environment due 10 possible 
electrocution hazard. 

I) PERFORMANCE ASSURANCE 

I ) The Contractor shall establish a performance assurance or quality assurance program eru...tring personnel performing duties have 
the appropriate knowledge. skills,. and abilities to perform the following: 

a. Work in both corporate and industrial security functions 

b. Personnel an: screened to meet the highest lc,·cl of integrity to perform security-related duties 

c. Pcrsonnd arc able to meet extensive background checks and sccuri1y clearance standards 

d. Personnel meet appropriate physical capability/readiness le,,cl~ associated with security-related duties 

c. Personnel retention is nddrc.'i.~ed to maintain conlinuity of personnel and a low cmploycc turnover rate. 

f. This performance assurance. or quality assurance. program may be a pre-cx.isting program employed by the Conlr:iclor. The 
program must meet any additional specific requin:mentS outlined within this statc:mcnl of work. 

g. The Contract Manager shall ensure all SPA-specific clements of the Performance Assurance Program outlined below arc mcL 

2) Training Elements 

a. Job Ta.sl: Analysis (JTA) 

i. A JTA shall be developed for all security posL~ within 90 calendar days of the award of the conlract following the On:.gon 
Department of Public Safety Standltrds and Training: "The Job Task Analysis (JT A) Process. 
htm:J/www.orsgon.gov/dp~st/nt/docs/thejlnprpcc,,.pdf 

ConlNICI 80004, Mod 011 Page 47 

1184 



28390012 

ii. JT A's shall be reviewed and updated a minimum of annually. Reviews shall be documented by the Contractor and 
documentation provided lo the COR. 

iii. The JTA shall provide the basis for contractor provided indiviclual security post training as well a.~ security post 
certifications. 

3) Security Post Ccnifications 

a. The Contractor shall develop, review and or adapt methodology, requirements, documentation methods, and tc~ring material 
to conduct initial security post certifications as well as annual (recurring) security post certification training specific lo the 
BPA Security Services Contract implemented within 90 calendar days of the award of the contract. 

b. At a minimwn, initial security post certifications shall include task knowlcdge/msk performance certification based on the 
applicable security post JT A 

c. Annual security post certifications shall include al a minimllm written knowledge testing of specific post procedures for all 
security ollicers posted. Similar posts may use the same as well as written testing. TI1is shall apply for new hires and existing 
security officers newly assigned to a security post. 

d. Security post certification methodology shall be hierarchical and must be approved in advance by the COR. 

4) Self-Assessments 

a. The Contractor shall conduct annual sclf-asscs~-rnents relating to security posts, post duties. and security training, security 
firearms training. and firearms safety. 

b. Self-assessments must identify findings. if applicable. and corrective :ictions. 

c. The Contractor $hall track and follow-up on corrective actions in an cffon to close identified findings. 

d. The Contractor shall notify the COR upon the initiation ofa self-assessment and shall provide to the COR the written self
assessment report in an electronic form:u within 20 business days of :ISSeS~rncnt completion. 

5) PcrfornumccTcs1fog 

a. The Contractor shall develop methodology as part of their internal Quality Control Program 10 implement. document, and 
maintain performance testing (e.g. alarm response performance tests and limited scope performance tests) for the security 
force carried out by Contractor assigned personnel: Contract Mall1lger, Contract Quality Control personnel or dcsignnted 
security supervisors. 

b. Performance tc.fflng methodology shall include an applicable safety plan which shall be approved in advance by the COR 
before implementation. 

c. Performance testing methodology shall be finalized for approval within 120 calendar days follo,ving award of the contract. 

d. Once finalized and implemented. wrincn records of performance testing shall be forwarded to the COR. 

c. Limited Scope Performance testing shall be performed a minimum of twice a month and documented. Documentation shall 
inc:ludc evaluation criteria/objectives. results, and corrective actions needed. if applicable. 

J) PERFORMANCE EVALUATIO~S 

I) The CO and COR shall meet with Contractor senior ))CTIIOnncl assigned to support the contract in-person or via phone not less than 
annlllllly 10 discuss results of BPA quality control findings and ovcmll performance. 

2) The Contractor shall pro,~dc a plan for corrective actions within 5 calcnd:ir deys following notification from the CO or COR of 
corrective action. poor performance or failure to perform. The Contractor must provide information on actions 10 be lllkcn and 
expected completion date nnd notification when corrective actions arc completed. 

APPE~OIX I - SUBCONTRACTL'XG PLA...._ 

The approved full text subcontracting plan is loeatcd in the official file. 

APPE~DIX 2-COLLECTffE BARGAJNING AGREE.\IEl\T 

The full text c-0llcctive bargaining agreement, signed 8119/2019. is locawd in the official file. 
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KEY PERSOXNEL (23-2) 35 

UNIT4-STATE'.\IENTOFWORK 36 
APPE:'\DIX 1-SUBCONTRACTl1'iG PLA~ 81 
APPE:-.DIX 2-COLLECTIVE BARGAJNING AGREE.~1E:\T 81 
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UNIT I - CO~IMLRCIAL 
CONTRACT-BASIC TERMS (28-1.1) 
(MAR 20l8)(BPl 28.3.4) 

(o) This is a Finn Fixed Price (FFP) contract for eleven months with options Lo extend for four pre-priced one-year option periods. By 
signing the contract cover page, Bonneville and the Contractor agree, subject to the attachod tcnns and conditions, the Contractor shall 
sell to Bonneville the services idemifiod herein at the prices set forth in the Schedule of Pricing. 

(b) This contract shall become cffi:ctive upon receipt of the signed contr.ict and shall continue until the earlier of its expiration or termination 
pun1Uant to Clauses 28-9.1 and 28-9.2, Termination for Cause or Clauses 28-10.1 and 28- 10.2, Termination for Bonneville's 
Convenience. Bonneville may extend the tenn of the base contr.lCt by exercising the pro-priced option, if any, by giving written notice 
to the ContrnC'lor. 

SCHEDULE OF PRIC ING (28-2) 
(JUL ?013)(BPI 28.3.4) 

The contractor shall provide the services :ii the prices identified in accordance with Lhe Sllltcmcnt of Work (SOW}. Contract Linc h em 
Numbers (CL!Ns) 000 I - 0005 snd oom:sponding option p,riod CUNs are FFP. CLTNs 0006 - 0008 and com,,q,onding option period C L INs 
:ire T&M based on aclU3l costs. The Contractor submitted cost estimates must be submiucd 10 :md approved by the COR in advance. Contract 
extension in accordaucc with BPI Clausc7-40 is based on the :;chcdule ofpric<.,s. 

0002a 

0002b 

0003 

0004 

0005 

0006 

6c 

6d 

0006c 

0006f 

0006g 

0006h 

0007 

0007a 

7 

0007c 

0007( 

0007g 

0007b 

0007i 

5001 
0007j 

0008 

_ 1 ,120 

ca q crs o pie S uri ,L,; 

Ross Complex Security Posts I 1/1/2018- 01131/2019 

Ross Complex Security Posts 02/0112019- 0930/2019 

Park Place Security Posts 

Eugene Starr Complex Socurity Po,b 

Munro Complex Security Posts 

Deployment and Urgent Security Scr.,iccs OR 

S U ·1 IC tan IC 

IC ' nc Sta da IC 

cc, u rvi: 

Ala itor S :Ile 

Security Officer, Unarmed • Ovenimc Rate 

Security Officer, Anncd • Ovcnimc Rate 

Security Officer, Supervisor - Overtime Rale 

Alarm Monitor • o,·ertimc Rn1c 

Deployment and Urgent Security Services WA 

Security Officer, Un:inncd • Standard Rate 

1c cd chrd tc 

IC ·i' • 

A Jann Monitor • Standard Rate 

Alarm Monitor, Supervisor• Standard Rntc 

&'Curity Officer, Urusrmed • Ovcnimc Rn1c 

Sccurity Officer, Anncd - O,•cn imc Rate 

Security Officer, Supervisor- Overtime R:itc 

Alarm Monitor - O"crt.imc Ralc 

Physical Security Transition Services 

Alarm Monitor. Supervisor • Q\'cnimc Rate 

Travel CostS IA W FTR 

I -

uri osts I .J I 

Ross Cornplc.l Security Posts I 0/1 • 11/30/19 

nit ic r"t 

ll(b) (4) 
lmlllll 
EIIII 

llmll 
El 
DI 
Ell 
llml 
llmll 
lml 
Bl 

Ell 
lml 
DIii 
Im.II 
llm1I 
IIIIII 
El 
lml 
llml 

llmll 
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1003 

4 

1006b 

1006c 

1006d 

1006c 

l006f 

1006g 

1006h 

1006i 

l006j 

1006k 

10061 

1006m 

I 6n 

l006p 

1007 

100711 

1007b 

1007c 

1007d 

I 7 

I f 

1007g 

1007h 

1007j 

1007k 

10071 

1007m 

1007n 

10070 

I 7 

1007r 

1007s 

10071 

1008 

1009 

1010 

1011 

I I 

1013 

1014 

1015 

1016 

Plll'k Place Security Posts 10/1 • 11/30/19 

-is LOIi I 

Security Officer, Anncd - Standard Rate 10/1 • 11/30/19 

Sccwity Officer, Supervisor - Standard Rate 10/1 - 11/30/19 

Alarm Monitor - Standard Rate 10/1 • 11/30/19 

Security Officer, Unarmed • Ovcnimc Rate 10/1 • 11/30/19 

Sccwity Officer, Armed - Overtime Rate 10/1 • 11/30/19 

Security Officer, Supcn,isor. Ovcnimc Rate 10/1 - 11/30/19 

Alann Monitor - 0\'crtimc Rate 10/1 - 11/30/19 

Secwity Officer. Unarmed • Standard Rate I 2/1 -9/30 

Securiry Officer, Armed • Standard Rote I 2/1 -9/30 

Sccwity O fficcr, Supervisor • Standard Rate I 'l/ 1-9/30 

Alllml Monitor- Standard Rate 12/1-9/30 

Security Officer, Unarmed • Overtime Rate 12/1 -9/30 

e , Su rvi ' i tc I 

Deployment and Urgent Sccwity Services WA 
Security Officer, Unanne-d • Standard Rate I 0/1 • 11/30/19 

Security Officer. Armed- Standard Rate 10/1 - 11/30/19 

Security Officer. Su~rvisor . Standard Rate I 0/1 - 11130/19 

Alarm Monitor - St.andard Rate 10/1 . 11/30/19 

I I . I 1'30/ i r. u rvi r S w C 

'ty lC ·m c I I • I /3 /I 

Security Officer, Armed - O vertime lute 10/1 • 11/30/19 

Security Officer, Supervisor- Overtime Rate 10/1 - 11130/19 

lann tor- vc ,me tc 10/ - /3 I 

Alunn Monitor. Supcrvisor - Overtime Rate 1()(1 • 11/30/19 

Security Officer, Unanncd • Standard Rate I 2/1-9/30 

Security O fficcr, Anncd - Standard Rate 1211-9/30 

Security Officer, Supervisor• Standard Rate 12/1-9/30 

Alarm Monitor • Standard Rate 12/1-9/30 

Alarm Monitor, Supervisor• Sumdi!rd Rate 12/1 -9/30 

s 
Security Officer, Supervisor• Ovenime Rate 12/1 -9/30 

Alarm Monitor • o,·crtimc Rate 12/1 -9/30 

Alann Monitor, Supervisor • O,'Crtimc Rate 12/1-9/30 

Travel Costs IA W FTR 

Headquarters Complex Security PosL<; 12/1-12/31 

Ross Complex Security Posts l'l/1- 12/31 

Pia c 't P · I V3 
C le. c ·1 s I 1-1 /3 

Munro Complex Security PoS1s 12/1 -12/31 

Cost Reimbursement for October and November 2019 
Ad'ustmcnt 

Hcadqu· crs o pie uri1 ,ts I I 9/30 

Ross C 1 1 ~ Sccu '1 P :L~ 1 I - 9/3 
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1017 Plll'k Place Sccuri1y Posts 1/1 • 9/30 

I I CC I IS 1/1 3 

I I ·1y osts 1/1 -

CLIN Drsc ription 

Option Period Z: 10/01/2020 - 09130/2021 

200 I HClldquart.er.1 Complcit Security Po~l!i 

2002 Ross Complc~ Security Posts 

2003 Parle Place Sl'Curity Posts 

2004 Eugene Starr Complex Security Posts 

2005 Munro Complex Security Posts 

2006 Deployment and Urgent Security Services OR 
2006a Sccuriry Officer, Una.nncd - S1andard Rate 

2006b Security Officer, Anncd - Standard Rate 

2006c Security Officer. Supcn.•isor- Standard R:ilc 

2006d Alann Monitor - Sundard Rate 

2 s C 

2 
2006g Security Officer, Supervisor- Overtime Rate 

2006h A l:um Moni 1oi:- • O\'cnimc Rll1e 

2006i Security O fficcr. Unanne.d • Standard Rote 

2006j Security Officer. Anncd - Standard Rate 

2006k Security Officer. Supcm~ror- Standard Rate 

20061 Alarm Monitor - Standard Rate 
0

l C - vc m R c 

•ry lC cd - vci CIC 

2006o Security O fficcr, Supervisor• Overtime Rate 

2006p Abrm Monitor - O,·crtimc Rate 

2 cplo t •c:n s · S ices 

2007a Security Officer, Unarmed - Stnndord Rntc 

2007b Security Officer, Armed - Stand:ml Rate 

2007c Security Officer, Supervisor - Standard Rate 

2007d Alarm Monitor • Standard Rate 

2007c Alarm Monitor. Supervisor · Standard Rate 

2007f Security Officer, Unarmed • Overtime Rate 

CCU ffic , 00 V C :,tc 

2 7h S 1c Su C ·t 

2007i Alann Monitor - Ovcnimc Rate 

2007j Alarm Monitor, Supervisor • o,-enime Rate 

2007k Security Officer. Unarmed • Standard Rate 

20071 Security Officer, Armed • Standard Rate 

2007m Security Officer, Supcrn50r- Standard Rate 

2007n Alarm Monitor • Swndard Rare 

2 r • t tc 

2007q Security Officer, Armed - Ovcnimc Rlltc 

2007r Security Officer, Supc:rvi:sor- Overtime Rate 

2007s Alarm Monitor- Overtime Rate 

20071 A !arm Mooi tor, Supervisor • Overtime Rate 

Contr11~180004, MOd 012 
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2008 Travel COStS !AW FTR 

2 9 urit SIS 

? I 

2 11 · · Pia c <:et ·1 P s 
2012 e St Co le s • 

2013 Mun.ro Complex Security Posts 

2014 Cost Reimbursement for Price Adjustment 10/1-3/31/2021 

CLIN Dtscrip tion 

Opt ion Period 3: 10/0tnO?t . 05/31n022 & 07/0ln022 . 09/30n022 

3001 Headquarters Complex Security Posts 

3002 Ross Complex Security Posts 

3003 Park Place Security Posts 

3004 Eugene Starr Comple., Security Posts 

3005 Munro Complex Security Posts 

3006 Deployment and Urgent Security Services OR 

3 

3 e 
3006c Security Officer, Supervisor - Standard Rate 

3006d Alarm Monitor • Standard Rate 

3006c Security Ofliccr, Unannc.d • Overtime Rate 

3006f Security Officer. Anncd • Overtime Rate 

3006g Security Officer. Supervisor . Overtime Rate 

3006h A !arm Monitor . O,·crtimc Rate 

300b Security Officer, Anncd • Standard Ra te 

3007e Security Officer, Supervisor - Standard Rote 

3 lann itor • a c 

3007c Alarm Monitor. SupcNisor - Stllndnrd Rntc 

3007f Security Officer, Unanncd • Overtime Rate 

3007g Security Officer. Anncd • Overtime Rate 

3007b Security Officer. Supervisor• Overtime Rate 

3007i Alarm Monitor · Ovcnimc Rate 

3007j A larm Monitor, Supervisor • O\.-crtimc Rate 

T I OS A 

CU N OescriptJOD 

Option Period 3: 06/0 l/2022 • 06/3012022 

300 I Headquarters Complex Security Posts 

3002 Ross Complex Security Posts 

3003 Parle Place Sreurity Posts 

3006 Deployment and Urgent Security Services OR 

3006a Security Officer, Unanncd • Standard Rate 

3006b Security Officer, Anned • Standard Rate 

3006c Security Officer, Supervisor- Sbndard Rate 
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3000d Alann Monitor • Standard Rare 

3 S ·1 me IC 

6 Sec e IC 

3 Alann . t r ·c ·me ate 

3007 Deployment and Urgent Security Services WA 

3007a Security Officer, Unarmed • Standard Rate 

3007b Security Officer, Anncd • Standard Rate 

3007c Security Officer, Supcn~sor- Standard Rate 

3007d Abnn Monitor • Stllndard Rate 

3007c Alarm Monitor, Supervisor • StandBrd Rate 

3007f Security Officer, Unarmed • Overtime Rate 

3007g Security Officer. Armed • Ovcnime Rate 

3007h Security O fficcr, Supervisor - Overtime Rate 

3007i Alann Monitor - Overtime Rate 

3007j A lllnn Moni tor. Su~n,isor • 0,'Crlime Rate 

3008 Travel Costs IAW FTR 

CLIN Description 

Option Period 4: 10/01/2021 • 09/3012023 

400 I Headquarters Complex Security Posts 

4002 Ross Complc.t Security Posts 

4003 Parle Place Security Posts 

4004 Eugene Starr Complex Security Posts 

cploymen crvic 

4006a Security Officer, Unanncd . Stand:trd Rate 

4006b Security Officer, Armed - Sta.ncbrd Rate 

c , Supc · so - d 

4006d A lurm Monitor • St.,ndard Rate 

4006c Security Officer, Unanncd - Overtime Rate 

4006f Security Officer, Anncd - Overtime Rate 

4006g Security Officer. Supervisor- Overtime Rate 

4006h Alarm Monitor • 0vcnimc Rate 

4007 Deployment and Urgent Security Services WA 

cc IC , 3 I n e 

s IC cd Sta IC 

4007c Security Officer. Supen•isor • Standard Rate 

4007d Alarm Monitor • Slllndard Rate 

4007c Alann Monitor, Supervisor • Standard Rate 

4007f Security Officer, Unarmed • Overtime Rate 

4007g Security Officer, Armed . Ovcnimc lute 

4007h Security O fficcr, Supervisor • Overtime Rate 

7i a ii r 

ito , 

4008 Travel CostS IA W FTR 
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INVOICE (28-3) 
(OCT 2014) BPI 28.3.4) 

(a) The Contractor shall submit an electronic invoice (or one bard-copy invoice. if authorized) to the address designated in the conlr.!Ct Lo 
rl-ccivc invoices. An invoice must include -

(I) Name and address ofthc Contractor; 

(2) Invoice date and number; 

(3) Contract number. contract line item number and. if applicable. the order number; 

(4) Description, qWllltity, unit of measure, unit price and extended price of the items delivered; 

(5) Shipping number and date of shipment, including the bill of lading number and weight of shipment if shipped on Government bill 
oflading: 

(6) Tenns of any discount for prompt payment offered: 

(7) N3ltlc and address of official to whom payment is to be sent; 

(8) Name, title, and phone number of person to notify in event of defective invoice; aod 

(9) Taxpayer Identification Number (TIN). The Contmctor shall include its TIN on the invoice only if required elsewhere in this 
contract. 

( 10) Electronic funds transfer (EFT) banking infonnarion. 

(b) Invoices will be hancllcd in accordance with the Prompt Payment Act (31 U.S.C. 3903) and Ollicc of Management and Budget (0MB) 
prompt payment regulations at 5 CFR pan 1315. 

PAYMEJlff.flRM FIXED PRICE (28-4.1) 
(MAR 2018)(BPI 28.3.4) 

(a) Paymcm. 

(I) Items accepted. Payment sh.all be made for items accepted by Bonneville that ha,·e been delivered to the delivery destinations set 
forth in this contract. 

(2) Prompt Payment. Bonneville will make payment in accordance with the Prompt Payment Act (3 1 U.S.C. 3903) and prompt payment 
regulations at 5 CFR Part 1315. 

(3) Electronic Funds Tmnsfer. 

(i) Payments under this contract shall be made by electronic funds transfer (EFT). Contractor shall provide its iaxpayer 
identification number (TIN) and other necessary banking information for Bonneville to make payments through EFT. Receipt 
of payment infonnation. including any changes, must be rccci\'ed by Bonneville 30 days prior 10 efTccti,•e date of the change. 
Bonneville shall not be liable for any payment under this contract until receipt of the correct EFT inrormation from Contractor, 
nor be liable for any penalty on delay of payment resulting from incorrect EFT information. Bonneville shall notify the 
Contractor within 7 days of its receipt of EFT infonnation which it determines to be defective. 

(ii) trConllllctor assigns the proceeds oftbis contract per Clause 28-18 As.signmcnt. the Contractor shall require. as a condition 
of any such assignment, that the assignee agrees to be paid by EFT and shall provide its EFT information as identified in (iii) 
below. The requirements of this clause shall apply to the assignee ns if it were the Contractor. 

(iii) Submission of EFT banking information to Bonneville. The Contrac tor shall submit EFT enrollment banking information 
directly to Bonneville Vendor Maintenance Team, using Substitute IRS Fonn w9c. Request for Taxpayer Identification 
Number and Ccnification, available from the CO or the Bonneville Vendor Maintenance Team. Contact and mailing 
information: 

Bonneville Power Administration 
PO Box491 
ATTN: STS-MODW Vendor Maintenance 
Vancouver, WA 98666-0491 

email: VcndorMaintt'n:mccfii boa.gov 
phone: 360-418-2800 
fax: 360-418-8904 

(4) DiscounL In connection with o.ny discount offered for early payment, time shall be computed from the date of the invoice. For the 
purpose of computing the discount earned. payment shall be considered to have been made on the date which appc31'S on the 
payment check or the specified payment date if an clccironic fund~ transfer payment is made. 

(5) Overpayments. If the Contractor becomes nwarc of a duplicate contract financing or invoice payment or that Bonneville has 
otherwise O\'crpuid on o contract financing or invoice payment, the Contractor shnll: 

(i) Remit the overpayment amount 10 the payment oflice cited in the contract along with a description of the overpayment 
including the -

(A) Circum.~tanccs of the overpayment (t'.g. duplicaie payment, erroneous payment, liquidation error, dntc(s) of 
overpayment); 
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(B) Affcctcd contract number and delivery order number, if applicable; 

(C) Affcctcd contract line item or sublinc item, if applicable; and 

(D) Contractor point of contact 

(ii) Provide a copy of the remittance and suppo"ing documentation to tbc Contracting Officer. 

(6) Interest. 

(i) All amounts that become payable by the Contrnclor to Bonneville under this contrnct shall bear simple interest from the date 
due until paid unless paid within 30 days of bccomrng due. The interest rate shall be the interest rate established by the 
Secretary of Treasury as provided in Section 611 of the Contracts Disputes Act of 1978 (Public Law 95-563)(41 U.S.C. 7 101-
7109), which is applicable to the period in which the amount becomes due, as provided in (11X6)(v) oflhis clause, and then at 
the raJc applicable for each six -month period as fixed by the Secretary until the amount is paid. 

(ii) Bonneville may issue a demand for payment to the Contractor upon finding that a debt is due under the conlrnct. 

(iii) Final decision. The Contracting Officer will issue a final decision as required by BPI 21.3. 11 if: 

(A) The Contracting Officer and the Contractor nrc unable 10 reach agreement on the ex is1cncc or amount of a debt \vi thin 30 
days: 

(B) The Contractor fails to liquidate a debt previously demanded by the Contracting Officer within lhe timcline specified in 
the demand for payment unless the amounts were not repaid because the Contractor has rl,quested an installment payment 
agreement; or 

(C) The Conlractor requests a deferment of collection on a debt prcviott~ly demanded by the Contracting Officer. 

(iv) If a demand for payment was previously issued for the debt, the demand for payment included in the final decision shall 
identify the same due date as the original demand for payment. 

(v) AmoWJts shall be due at the earliest of the following dates: 

(A) The date fixed under this contract. 

(B) The date of the first written demand for payment, including any demand for payment resulting from a default termination. 

(vi) The interest charge shall be compuled for the actual number of calendar days involved beginning on the due date and ending 
on-

(A) The date on which the designated office receives payment from the Contractor; 

(B) The date of issuance of a Bonneville check to the Contractor from which aa amount otherwise payable has been withheld 
as a c.rcdil against the eontroet debt; or 

(C) The date on which an amount withheld and applied to the conlr.lct debt would otherwise have become payable to the 
Contractor. 

PAYMENT- T IME AND M A TERlALS/LABOR RA TE (28-4.2) 
(MAR 2018)(BPI 28.3.4) 

(a) Services accepted. Payments stuill be made for services accepted by Bonneville that have been delivered 10 the delivery dcstination(s) 
:set forth in lhis conlrnct. Bonneville will pay the ContrJctor 35 follows upon the submission of proper invoices approved by the 
Contracting Officer: 

(1) Hourly rate. 

(i) The amounl1' shall be computed by multiplying the appropriate hourly rates prescribed in the contract by the number of direct 
labor hours performed. Fractional parts ofan hour shal l be payable on a prorated basis. 

(ii) The rates shall be paid for all labor performed on the contract that mcctS the labor qualificatiorL~ specified in the contract 
L:ibor hours incuncd 10 perform tasks for which labor qualifications were specified ia the contract will not be p-Jid to the 
e.~tenr the work is performed by individuals that do not meet the qualifications specified in the contract, unlcs.s specifically 
authorized by the Contracting Officer. 

(iii) Invoices may be submitted once each month (or at more frequent intervals, if approved by the Contracting Officer) to the 
Contracting Officer or the authorized representative. 

(iv) When requested by the Contracting Officer or the authorized representative, the Contractor shall substantiate invoices 
(including any subcontractor hours reimbursed at the hourly rate in the schedule) by evidence of actual payment, individual 
daily job timCl-an.ls. record., th.at ,·crify the employees mct.1 the qualifications for the labor categories ~pccificd in the contract, 
or other substantiation specified in the contract. 

(v) Unless the Schedule prescribes otherwise, the hourly rates in the Schedule shall not be va.ried by vi"uc of the Contractor 
ha\ling performed work on an o,•crtimc basis. 

ConlNICI 80004, Mod 012 Page 10 

1193 



28390012 

(A) If no overtime rates arc provided in the Schedule and the Contracting Officer approves overtime work in advance, 
overtime rates shall be negotiated. 

(B) Failure to agree upon these overtime rates shall be treated a.~ a dispute under the Disputes clause of this eontrncL 

(C) If the Schedule provided rotes for o,·crtimc. the premium portion of those rotes will be reimbursable only to the extent 
the ovcnimc is approved by the Contracting Officer. 

(2) Materials. 

(i) If the Contractor furnishes materials that meet the definition of a commercial item at BPI 2.2. the price to be paid for such 
materials shall not exceed the Contractor's cst.1blished catalog or market price. adjusted to reflect the -

(A) Quantities being acquired; and 

(B) Any modifications necessary because of contract requirements. 

(ii) facept as provided for in paragraph (a)(2)(i) and (:i)(2)(iii)(B) of this clause. Bonneville ,viii reimburse the Contractor the 
actual cost of materials (less any rebates, refunds, or discounts rcc.civcd by the Contractor that arc identifiable to the contract) 
provided the Contractor -

(A) Has made paymcnlli for matcri:ils in accordance \vith the terms and conditions of the agreement or invoice: or 

(B) Makes these payments within 30 days of the submission of tho Contractor's payment request 10 Bonneville and such 
payment is in accordance with the tcm1s and conditions of the a1,'Tccmcnt or im·oice. 

(iii) To the extent able. the Contractor shall -

(A) Oblllin materials at the most advanlllgcous prices available with due regard to securing prompt delivery of satisfactory 
materials; and 

(B) Give credit to BonnC\~llc for cash and 1:radc discounts. rebates. scrap. commissions, and other amounts lhat arc 
identifiable to the contracL 

(iv) Other Costs. Unless listed below. other direct and indirect costs will not be reimbursed. 

(A) Other Direct Costs. Bonneville ,viii reimburse the Contractor on the b:isis of actual cost for the following, provided such 
costs comply with the requirements in paragraph (a)(2)(ii) of this clause: Travel COSIS in accordance with the Federal 
Travel Rcgul3tions. 

(B) Indirect Costs (Material handling. Subcontract Administration. etc.). Bonneville will reimburse the Contractor for indirect 
co~-is on a pro-rata basis over the period of contract performance at the following fixed price: 'one. 

(b) To tal cost It is estimated that the total cost to Bonneville for the performance of this contract shall not exceed the ceiling price set forth 
in the Schedule and the Contractor agrees to use its best efforts to perform the work specified in the Schedule and all obligations under 
this contract within such ceiling price. If at any time the Contractor has reason 10 believe that the hourly rate payments and material 
costs that will accrue in performing this contract in the next succeeding 30 days, if added 10 all other payments and costs previously 
accrued. will C.'(cccd 85 percent of the ceiling price in the Schedule, the Contractor shall notify the Contracting Officer giving a revised 
estimate of the total price 10 Bonneville for performing this contract with supporting reasons and documentation. If at any time during 
the performance of this contract. the Contractor has reason to belie,,: that the total price to Bonneville for performing this controct will 
be substantially greater or less than the then stated ceiling price. the Contractor shall so notify the Contracting Officer. giving a revised 
estimate of the total price for performing this contract, \\~lh supporting rca.,;ons and documentation. If al any lime during pcrfonnance 
of this contract, Bonneville has reason to believe that the work to be required in performing this contract will be substantially greater or 
less than the stated ceiling price. the Contracting Officer will so advise the Contractor, giving the then rc,~sed estimate of the total 
amount of effort to be required under the contract. 

(c) Ceiling price. Bonneville will not be obligated 10 pay the Contractor any amount in cxccu of the ceiling price in the Schedule, and ihe 
Contractor sh:tll not be obligated to continue performance ifto do so would exceed the ceiling price set fonh in the Schedule. unless and 
until the Contract ing Officer notifies the Contractor in writing that the ceiling price h:is been increased and specifics in the notice a 
revised ceiling lhat shall constitute the ceiling price for p...'tfonnancc under this contmct. When and to the extent tliat the ceiling price 
set forth in the Schedule has been increased, any hour.; expended and material cosrs incurred by the Contractor in excess of the ceiling 
price before the increase shall be allowable to the same extent as if the hours expended nnd material costs had been incurred aRcr the 
increase in the ceiling price. 

(d) Access to records. At any time before final payment under this contract, the Contracting Officer (or authorized representative) will have 
access to the follo,ving (access shall be limited to the listing below unless otherwise agreed 10 by the Contractor and the Contracting 
Officer): 

(I) Records that verify that the employees whose time ha.~ been indudcd in any invoice mcl the quali lication.~ for the labor categories 
specified in the contract. 

(2) For labor hours (including any subcontractor hours reimbursed al the hourly rate in the Schedule), when timec.ards an: required as 
substantiation for paymcnl-

(i) The original 1imccards (paper-based or electronic); 
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(ii) The Contractor's timekeeping procedures; 

(iii) Contractor records that show the distribution of labor between jobs or contracts; and 

(iv) Employees whose time has been included in any invoice for the purpose o f verifying that these employees have worked the 
hours shown on the invoices. 

(3) For material and subcontract costs that arc reimbursed on the basis of actual cosl

(i) Any invoices or subcontract agreements substantiating material costs; and 

(ii) Any clocumcnts supporting payment of those invoices. 

(c) OvcrpaymcnLvl.Jndcrp:iymenL~. E.-lch payment previously made ~hall be subject lo reduction 10 the extent of amounts, on preceding 
invoice1. that arc found by the Contracting Officer not lo have been properly payable and :;hall also be subjcct to reduction for 
overpayments or to increase for underpayments. The Contractor shall promptly pay any such reduction within 30 days unless the panics 
agree otherwise. Bonne,~llc ,~thin 30 days will pay any such increases, unless the panics agree othe~sc. The Contractor's payment 
will be made by check. If the Contractor becomes aware of a duplicate invoice payment or that Bonneville has otherwise overpaid on 
an invoice payment. the Contractor shall-

(I) 

( I} Remit the overpayment amount to the payment office cited in the contract along " ~th a description of the overpayment including 
thc-

(i) Circumstances of the ovcrp3ymcn1 (c.g,. duplicate payment. erroneous paymcnL liquidation errors, datc(s) ofoverpayment); 

(ii) Affected conlrnct number and delivery order number. if applicable: 

(iii) Affected contract line item or sublinc item. if applicable; and 

(iv) Contractor point of contacL 

(2) Provide a copy of the remittance and supporting documcnll!tion to the Contmcting Officer. 

( I) All amounts that become payable by the Contr'dctor to Bonneville under this contract shall bear simple interest from the date due 
until paid unless paid within 30 days of becoming due. The interest rate shall be the interest rule cs1ablishcd by the Secretory of the 
Treasury. as provided in section 611 of the ContrJel Disputes Act of 1978 (Public Law 95-563), which is applicable to the period 
in which the amount becomes due. and then at the rate applicable for each six-month pcnod as cstabli~hcd by the Secretary until 
the amount is paid. 

(2) Bonneville may issue a demand for payment to the Contractor upon finding a debt is due under the contract. 

(3) Final Decisions. The Contracting Officer will issue a final decision as required by BPI 21.3.11 if-

(i) The Contracting Officer and the Contractor arc unable to reach agreement on the existence or amount of a debt in a timely 
manner. 

(ii) The Contractor fails to liquidate a debt previously demanded by the Contracting Officer within the timclinc sp..-cified in the 
demand for payment unless the amounts were not repaid because the Contractor has requested an installment payment 
agreement; or 

(iii) The Contractor requests a deferment of collection on a debt previously demanded by the Contracting Officer. 

(4) If a demand for payment was previously issued for the debt. the demand for pllymcnt included in the final decision shall identify 
the same due date as the original demand for payment. 

(5) Amounts sha.11 be due at the earliest of 1bc fol lowing dates: 

(i) The date fixed under this contntct. 

(ii) The date of the first written demand for payment.. including any demand for payment resulting from a default tcnnination. 

(6) The interest chllrge shall be computed for the actual number of calendar days involved beginning on the due date and ending on-

(i) The cbtc on which the designated office rccci,•es payment from the ContrJctor; 

(ii) The date of issuance of a Bonneville check/payment to the Contractor from which an amount othcr.~sc payable has been 
,~thheld as a credit against the contract debt; or 

(iii) The elate on which an amount ,~thheld and applied to the contract debt would othcm>isc have become payable to the 
Contractor. 

(7) The interest charge made under this clause may be reduced under the p rocedures prescribed in the Bonneville Purchasing 
Instructions 22.1.4.l(b) in effect on the dale oflhis contracl 

(8) Upon n:ccipl and appro,,al of the invoice designated by the Contractor as the "completion invoice•· and supporting documl-ntation. 
and upon compliance by the Contractor with all terms of this contract. any outstanding balmccs ,viii be paid within 30 days unless 
the parties agree other.vise. The c.ornplction im•oicc. and supporting documentation. shall be submitted by the Contractor as 
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promptly as practicable following completion of the work under this conlracl, but in no cYcnl later than I year (or such longer 
period as the Contracting Officer may approve in writing) from the date of completion. 

(g) Release of claim.~. The Contractor. and each assignee under an 3S!>;gnmcnt entered into under thi.~ contract and in effect al the Lime of 
final payment under this contract. shall upon Bonneville's n:quesL e.~ecute and deliver, al the rime of nnd as a condition precedent to 
final payment under this contract, a release discharging Bonneville, its officers, agents. and employees of and from all liabilities, 
oblig;,tions, and claims arising out of or under this contract, subject only to the following exceptions. 

(I) Specified claims in stulcd amounts. or in estimated amounts iflhc amounts arc not susceptible lo exact statement by the Contractor. 

(2) Claims, together with reasonable incidemal expenses, based upon the liabilities of the Contractor 10 third panics arising out of 
performing this eontr.icL that arc not l.'tlown to the Controctor on the date of the execution of the release. and of which the Contractor 
giYcs not.ice in writing to the Contracting Officer not more than 6 years after the date ofthc release or the date of any notice to the 
Contractor that Bonneville is prepared to make final payment, whichever is earlier. 

(3) Claims for reimbursement of costs (other than expenses of the Con1ractor by reason of its indemnification of Bonneville against 
patent liability). including reasonable incidental expenses, incurred by the Contractor under the terms of this contract relating to 
patents. 

(h) Prompt payment Bonneville will make payment in accordance with the Prompt Payment Act (31 U.S.C. 3903) and prompt payment 
regulations at 5 CFR part 1315. 

(i) Electronic Funds Transfer (EFT). 

(I) Payments under this contract shall be mndc by electronic funds transfer (EFT). Comractor shall provide its taxpayer idcntifica1ion 
number (f!N} and other necessary banking information for Bonneville lo make payments through EFL Receipt of payment 
information. including any changes. must be n,-ccivcd by Bonneville 30 days prior to ctTcctiw date ofthc change. Bonneville shall 
nol be liable for any payment under this contract until receipt of the correct EFT information fium Contractor. nor be liable for any 
penalty on delay of payment n:sult.ing from incorrect EFT information. Bonneville shall notify the Contractor within 7 days of its 
receipt of EFT information which it dct.ermincs 10 be defective. 

(2) If Contractor assigns the proceeds of this contract per Clause 28- 18 A~signmcnt. the Contractor shall require. as a condition of any 
such assignment, that the assignee agrees to be paid by EFT and shall provide its EFT information as identified in (iii) below. The 
requirements of this clause shall apply io the assignee as if ii were the Comractor. 

(3) Submission of EFT banking information to Bonneville: The Contractor shall submit EFT enrollment banking information directly 
to Bonneville Vendor Maintcn!lllec Team. using Substitute IRS Form w9c, Request for Taxpayer Identification Number and 
Certification, available fium the CO or the Bonneville Vendor Maintenance Team. Contact and mailing information: 

Bonneville Power Administration 
PO Box491 
A ITN: STS-MOOW Vendor Maintenance 
Vancouver. WA 98666-049 1 

email: VcndorMamtenanccfti bpa.gov 
phone: 360-418-2800 
fox: 360-418-8904 

(j) Discount. In connection with any discoum ofTercd for early payment. time shall be computed from the date of the invoice. For the 
purpose of computing the discount earned, paymem shall be c-0nsidcrcd to have been made on the date that appears on the payment 
check or the specified payment date ifan electronic funds transfer payment is 1113dc. 

INSPECTION/ ACCEPTANCE-FIRM FlXED PRICE (28-S.1) 
(MAR 2018)(BPI 28.3.4) 

The Contractor shall only tender for acceptance those items that conform to the requirements of this contract. Bonneville reserves the right 
to inspect or test any supplies or services that have been tendered for 3Cecptnnce. Bonneville m3y require repair or replacement of 
nonconforming supplies or re-performance of nonconforming services at no increase in contract price. If repair/replacement or re
performance will not correct the: defects or is not possible. Bonneville may seek an equitable: price reduction or adequate consideration for 
acccptnncc of nonconforming supplies or services. Bonneville must excrci..<;c its post-acceptance rights: 

(k) within a l"C'.ISOnablc time aficr the defect wus discovered or should have been discovered; and 

(I) before ony substantial change occurs in the condition of the item, unless the change is due to tJ1c defect in the item. 

fNSPECTION/ACCEPT ANCE- TIME AND l\lA TER.lAJ..S/LABOR RA TE (28-5.2) 
(MAR 2018)(BPI 28.3.4) 

(a) Bonneville has the right to inspect and tClit nll material~ furnished and services perf ormcd under this contract, to the extent practicable 
at all places and times. including the period of performance, and in any event before acceptance. Bonneville may also inspect the plant 
or plants of the Contractor or nny subcontractor engaged in contract performance. Bonnc,-ille will perform in,,-pcctions and tests in a 
manner that 1,vill not unduly delay the work. 

(b) If Bonneville performs inspection or tesL~ on the premises of the Contractor or a subcontractor, the Contractor shall furnish and shall 
require subc:-0ntr:1cto111 to furnish all rcasollllblc facilities and as.sistancc for the safe nod convenient performance of these duties. 

(c) Unless otherwise specified in the contract. Bonneville will accept or reject services and materials at the place of delivery as promptly as 
practicable after delivery. !llld they will be presumed accepted 60 days after the date of delivery, unless accepted earlier. 
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(d) At any time during contract performance, but not lat.er than 6 months (or such olhcr time IIS may be ~-pccilicd in the contract) after 
acceptance of the services or materials last delivered under this contract. Bonneville may require the Contractor to replace or com:cl 
services or materials that at time of delivery failed 10 meet contract requirements. E.,ccept as otherwise specified in paragroph (I) of this 
clause, the cost of replacement or correction shall be determined under Clause 28-4.2(aX I )(i). but the '"hourly rate .. for labor hours 
incurred in the replacement or correction shall be reduced to c.,ccludc thnt portion of the rate attributable to proliL Unless otherwise 
specified below, the portion of the .. hourly rate" attributable 10 profit shall be I O percent. The Contractor shall nol lender for acccpl:lncc 
materials and services required to be replaced or corrected without disclosing the former requirement for replacement or eom:ction, and 
when required, shall discloser the corrccti\'c action l:lkcn. 

(e) 

(I) If the Conmmor fails 10 proceed with rc-n..wnablc promptness 10 perform reqllired replacement or correction. and if the replaccmcnl 
or correction can be performed within the ceiling price (or the ceiling price as iocmiscd by Bonneville). Bonneville may: 

(i) By contract or othcn,;sc, perform the rcplaccmcnl or correction. charge lo the Contractor ony increased cost, or deduct such 
increased cost from any amounts paid or due under this contract; or 

(ii) Terminate this con1rae1 for cause. 

(2) Failure to agree to the amount of increased cost lo be charged to the Contrnetor shall be a dispute under the Disputes clause of the 
contracL 

(I) Notwithstanding paragraphs (eX I) and (2) abo\'e, Bonneville may at any time require the Conll"ilctor to remedy by com:ction or 
replaccmcnL ,vitbou1 cost to Bonneville. any failure by the Contnietor to comply with the requirements of this contract. if the failure is 
due to: 

(I) Fraud. lack of good faith, or willful misconduct oo the part of the Conlrnctor's managerial personnel; or 

(2) The conduct of one or more of the Contructor's employees selected or retained by the Contructor after any of the Contractor's 
managerial personnel bas rcasoonblc grollDds lo believe that the employee is babilUally careless or unqualified. 

(g) This clause applies in the same manner and to the same extent to corrected or replacement materials or services as to materials and 
services originally delivered under this eontracL 

(h) The Contractor has no obligntion or liability under this contract to eorrcc1 or replace materials and services that at the time of delivery 
do not meet contract requirements, c:,ccpl as provided in this clause or as may be otherwise specified in the contracL 

(i) Unle5s otherwise spcci fied in the conlr.icl, the Contractor's obligation to correct or replace Bonneville-furnished property shall be 
governed by the clallSc relating to Bonne.;lle property, if included in this contracL 

C HA "CES (28-6) 
(JUL 2013)(BPI 28.3.4) 

Changes in the terms and conditions of this contract may be made only by wriuen agreement of the pmies. 

STOP WORK ORDER (28-7) 
(MAR 2018)(BPI 28.3.4) 

(a) The Contracting Officer may. at any time, by wriltcn order 10 the Contractor, require the Conll"ilctor to stop all, or any parL of the work 
called for by this contract for a period of 90 days after the order is delivered to the Contractor. and for any further period to which the 
parties may agtte. The order shall be spcci fically identified as a stop work order issued ltDder this clause. Upon receipt of the order, the 
Conll"ilctor shall immediately comply with its terms and l:lke all reasonable steps lo minimize the incurrencc of costs allocable to the: 
work covered by the order during the period of work stoppage. Within n period of 90 days after a stop worlc order is delivered to the 
Contractor. or within any extension of that period lo which the parties shall have agrce.d. the Contracting Officer shall either-

( I) Cancel the stop worlc order, or 

(2) Terminate the work covered by the order as provided in the Termination for Bonneville's Convenience clause of this contrlleL 

(b) If a stop worlc order issued under this clallSe is canceled or the period oft he order or any extension thereof expires. the Contractor shall 
resume the work The Contracting Officer shall make an equitable adjustment in the delivery schedule or contract price, or both. and the 
contract shall be modified. in writing, accordingly, if-

( I) The stop work order results in an increase in the time rcqui.red for, or in the Contractor's cost properly allocable lo, the pcrfonnance 
of 11ny part of this contrnct; and 

(2) The ConlrJctor asserts its right 10 the adjustment within 30 days aflcr the end of the period of work stoppage; provided that, if the 
Contracting Officer decides the facts justify the action. the Contracting Officer may receive and act upon the claim submitted at 
any time before final payment under this contract. 

(e) If a stop work order is not canceled and the work covered by the order is terminated for the convenience of Bonneville, the Contracting 
Officer shall allow reasonable costs n:sllltiog from the stop worlc order in arriving at the termination settlement. 

(d) If a stop work o«ler is not canceled and the work covered by the order is terminated for cause, the Contracting Officer shall allow, by 
equitable adjustment or otherwise, l'C'.isonablc costs resulting from the s top work order. 
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FORCE MAJ EURE/EXCUSABLE DELAY (28-8) 
(JUL 2013)(BPI 28.3.3.6) 

The ContrJctor shnll be liable for default unless nonperformance is caused by an occurrence beyond the reasonable control of the Contractor 
and without its fault or negligence such as, acts of God or the public enemy, acts of the Government in either its sovereign or contractual 
capacity, fires, Ooods, epidemics. quarantine restrictions, strikes, unusually severe weather, and delays of common carriers. The Contractor 
shall notify the Contracting Officer in writing as soon as it is reasonably possible after the cornrncnccmcnt of any excusable delay. setting 
forth the full particulars in connection therewith, shall remedy such occurrence with nil rc-.i_.;onablc dispatch, and shall promptly give written 
notice to the Contracting omcer of the cessation of such occurrence. 

TERMlNA TION FOR CAUSE - FIRM FIXED PRICE (28-9.1) 
(.MAR 2018)(BPI 28.3.4) 

Bonneville may terminate this contract. or any pan hereof, for cause in the event of any default by the Contractor. or if the Contractor fails 
to comply with any contract terms and conditions. or fails to provide Bonneville, upon requCS1, with adequate assurances of future 
performance. In the event of termination for cause. Bonneville: shall not be liable to the Contrnctor for any amount for supplies or services 
nOI accepted, and the Contmctor shall be liable to Bonneville for my and all rights and remedies provided by law. lf it is determined that 
Bonneville improperly termin:1tcd this contracl for default, such tcrmina1ion shall be deemed a 1crmination for convenience. 

TERMJNATION FOR CAUSE- -TrME AND MATERIALS/LABOR RATE (28°9.2) 
(MAR 2018)(BPI 28.3.4) 

Bonneville may terminate thi..< contmel, or any part hereof, for cause in the event of any default by the Contractor, or if the Contractor foils 
to comply with any contract terms and condi1ions. or fai Is to provide Bonneville. upon written request, with adcqUlltc assurances of future 
performance. Subject to the tcnns or this contract. the Contractor shall be paid an amount computed under Clause 2&-42 Payment-Time and 
Matcriah/1.abor-Hour. but the ··hourly rate•· for labor hours expended in furnishing work not delivered to or accepted by Bonneville shall be 
reduced 10 exclude that portion of the rate anributablc to profit. Unless otherwise specified in Clause 28-5.2(d) Inspection/Acceptance-Time 
and Materials/Labor-Hour, the portion of the "hourly rate" attributable lo profit s.hnll be 10 percent. In the event of termination for cause, the 
Contractor shall be li:ible to Bonneville for any and all rights and remedies provided by law. If it is determined that Bonneville improperly 
terminated this conlracl for dcfaull, such termination shall be deemed a termination for convenience. 

TERMJNATJON FOR SPA'S CONVENlE 'CE-FIRM FIXED PRICE (28-10.1) 
(MAR 2018)(BPI 28.3.4) 

Bonneville reserves the right to terminate this contract. or any pan thereof, for it.< sole convenience. In the event of such termination. the 
Contractor shall immediately stop all work hcrc,mdcr and shall immediately cause any and all of its suppliers and subcontractors ro cease 
work. Subject to the terms of this contract. the Contractor shall be paid an amount for direct labor hours (as defined in the Schedule of the 
contract) dctcrrnincd by multiplying the number of direct labor hours expended before the effective date of termination by the hourly ratc(s) 
in the contract. less any hourly rate payments already made to the Contractor plus reasonable charges the Contractor can demonstrate to the 
satisfaction of Bonneville using its standard record keeping system 1hat have resulted from the termination. The Contractor shall not be 
required to comply with the cost accounting standards or contract cost principles for this purpose. This paragraph does not give Bonneville 
any right to audit the Contractor's records. The Contractor shall not be paid for any work performed or costs incurred which rc.isonably could 
have been avoided 

TERMINATION FOR BPA'S CO~VEl'ilENCE-Tlt\lE AND MATERIALS/LABOR RATE (28-10.2) 
(M AR 2018)(BPI 28.3.4(R), BPI 28.3.3.7) 

Bonneville reserves the right to tcnninatc this c<mtracl. or any pan thereof, for io. sole com•enicocc. In the event of such termination, the 
Contractor shall immediately stop all work hereunder and shall immediately cause any and all of its suppliers and subcontractors to cease 
work. Subject to the terms of this conl'ract. the Contractor shall be paid an amount for direct labor hours (as defined in the Schedule of the 
conlract) determined by multiplying the number or direct labor hour.; expended before the effective date oftcrmination by the hourly ratc(s) 
in the conlmcl less any hourly rote payments already made to the Contractor plus reasonable chnrgcs the Contrnctor can demonst:r:llc to the 
satisfaction of Bonneville w.ing its standard record keeping ~)'Stem that have resulted from the termination. The Contractor ~hall not be 
required to comply with the cost accounting standards or contract cost principles for this purpose. This paragraph docs not give Bonneville 
311y right to audit the Contractor 's records. The Contractor shall not be paid for any work performed or cost~ incurred which rc-J.S<>nably could 
have been avoided. 

WARRANTY (28-11) 
(JUL ZOIJ)(BPI 28.J.4) 

The Contractor warrants 311d implies that the items delivered hereunder arc merchantable and fit for use for the particular purpose described 
in this contract. All cxpn:ss warranties offered by the Contractor shall be incorporated into this contract. 

Lll\lJTATION OF' LIABILITY (28-12) 
(JU L 20l3)(BPI 28.3.4) 

Except as otherwise pro\-idcd by an express warranty. the Connnctor shall not be liable to Bonneville for conscqucminl damages resulting 
from any defect or deficiencies in accepted items. 
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DIS PUTES (28-13) 
(JUL 2013)(BPI 28.3.4) 

This contract is subject to the Contract Disputes Act of 1978, a~ amended (41 U.S.C. 7101 -7109). Failure of the partic.~ to this contract to 
reach agrocmcnt on any request for equitable adjustment, claim, appeal, or action arising under or relating to this contract shall be a dispute 
to be n.'SOlvcd in accordance with the clause at BPI Clause 21 -2 Disputes, which is incorporated by reference. The Contractor shall proceed 
diligently with pcrfonnance of this contmct. pending final resolution of any dispute under the contrJCt. 

1:NDEMNIFICATION (28-14) 
(MAR 2018)(BPI 28.3.4) 

The Contractor shall indemnify Bonneville and its officers, employee;. and agents against liability. including costs. for actual or allcgod 
direct or contributory inmngcmcnt of. or inducement to infringe. any United Stoics or foreign patent, tradcnmrk. or copyright. arising out of 
the performance of this contract, provided the Contractor is reasonably notified of such claims and proceedings. 

TITLE (28-16) 
(MAR 2018){BPI 28.3.4) 

Unless specified elsewhere in this contract, title to items furnished under this contract shall pass to Bonneville upon acceptance. regardless 
of when or when: Bonneville talccs physical pos..ession. 

TAXES (28-17) 
(JUL 2013)(BPI 28.3.4) 

The contract price includes all applicable Federal, State. and local llll(cs and duties. 

ASSlG~ ME1'T (28-18) 
(MAR 2018) (BPI 28.3.4) 

The Contmc1or or its &Signcc may a.s:.ign rights 10 receive paymem due as a result of performance of this contract to a bank. ITUSI company, 
or other financing institution. including any Federal lending agency in accordance with the Assignment of Claims Act (31 U.S.C. 3727). 
However, when a third party makes payment (e.g. use of a Bonneville purchtise card), the Contmctor may not a...sign its rights to receive 
payments under this contract. 

OTH.ER COMPLlASCES (28-19) 
(JUL 2013)(BPI 28.3.4) 

The ConlTllctor shall comply with all applicable Federal, Stale and local laws, executive orders, rules and regulations applicable to its 
performance under this contnct. 

REQ IREl\1E rrs UNIQUE TO GOVERNME T CONTRACTS- SERVICES (28-20.2) 
{MAR 2018)(BPI 28.3.4) 

The Contractor shall comply with the following clauses that arc incorporated by reference 10 implement pro\'isions of law or faccutive 
Orders applicable 10 acqwsitions of commercial services: 

APPLICABLE TO ALL SOLICIT A TIO SAND CONTRACTS: 

(a) The following clauses arc applicable to all contracts and solicitations: 

( I) Organizational ConflicL~ of Interest (Clause 3-2) 

(2) Certification, Disclosure and Limitation Regarding Payments 10 lnllucnce Certain Federal Transactions (Clause 3-3) 

(3) Contractor Policy to Ban Text Messaging While Driving(Clausc 15-14) 

(4) Contractor Employee Whisllcblowcr Rights (Clause 3- 10) 

(5) Utilization of Supplier Diversity Program Categories (Clause &-3) 

(6) Restriction on Ccnain Foreign Purchases (Clause 9-8) 

(7) Combating Traflkking in PersorL~ (Clause I 0-25) 

(8) Priming (Clause 11 -9) 

(9) Ozone Depicting Substances (Clause 15-7) 

( 10) Refrigeration Equipment (Clause 15-8) 

( 11) Energy Efficiency in Energy Consuming Products (Clause 15-9) 

( 12) Recovered Matenols (Clause 15- 10) 

( 13) Bio-Based Materials {Clause 15-11) 

( 14) Acceleration of Payments to Small Business Contractors (Clause 22-21) 

( 15) Subcontracting with Dcbam:d or Suspended Entities (ClatL~e 11-7) 
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( 16) Affinnativc Action for Worker.. with Disabilities (Clause 10.2) except under the following conditions -

(i) Work performed outside the United States by employees who were not recruited within the United States; or 

(ii) Contracts with Stale or local governments (or any agency, iru.'trllmcntality, or subdivision) when that entity docs not p;irticipatc 
in work on or under the contract. 

( 17) Equal Opportunity (ClalL'!C I(). I) except under the following conditions -

(i) Work pcrfonncd on or within 40 miles of an Indian rcscrvntion where a Tribal Employment Rights Ordinance {TERO) is 
kno,m 10 be in effect: 

(ii) Work pcrfonned outside the United Stales by employees who wen: not recruited within the United States; 

(iii) Individuals (as opposed 10 a !inn with multiple employees); or 

(iv) Con1racts with State or local go,•crrunents or any agency, instrumentality or subdivision 1hcrco[ 

( 18) Minimum Wage for Federal Contmcts (Clause I 0-28), except for work performed outside the United States by employees recruited 
outside the United States. 

(19) Buy American Act- Supplic:s (Clause 9-3) except for the purchase of

(i) Civil aircrafl and n:l:ucd ankles; 

(ii) Supplies subject to trade agreement thresholds; or 

(iii) Commercial IT equipment and supplies. 

(20) E.xamination of Record~. 

(i) The Comptroller General of the United States, an nppropriatc Inspector General nppointcd under section 3 or 8G of the 
lnspcctor General Act of 1978 (5 U.S.C. app.), the Contracting Officer or authorized representatives thereof shall have access 
to and right to -

(A) Examine any of the Contractor's or any subcontractors' records that pertain to, and invohi: lrllnS:lctions relating to. this 
conlract and 

(B) Interview any officer or employee rcgilrding such transactions. 

(ii) The Contractor shall make available at its offices at all reasonable times the records, materials. and other evidence for 
c.'laminarion. audit.. or reproduction, until three year., after firusl payment under this contract. tr this contract is completely or 
partially terminated. the records relating to the work terminated shilll be made a1'llilable for three years after any resulting final 
termination settlement. Records relating to appeals under the disputes clause or to litigation or the settlement of claims arising 
under or relating 10 this contract sh3ll be made available w11il such appeals., litigation, or claims arc finally resolved. 

(iii) As used in this clause. records include books .. documents. accounting procedures and practices. and other data, regardless of 
type and regardless of form. This docs not require Contractor to create or maintain any record that the Contractor docs not 
main111in in the ordinary course of business or pursuant to a provision of law. 

APPLICABLE TO ALL SOLICIT A TIO SAND CONTRACTS ABOVE Sl50K: 

(b) In addition 10 the requirements above. the following clauses arc applicable to all contracts and solicitations that exceed or arc expected 
to exceed S 150K: 

{I) fa-1ual Opportunity for Veterans (Clause I 0- 19) 

(2) Employment Reports on Veterans (Clause 10-20) 

(3) Contract Work Hours and Safety Standard.~ Act - Overtime Compensation {Clause I 0-21) 

{4) Nondisplacemcnt of Qualified Workers (Clause 23-5). except (or: 

(i) Contracts and subcontracts awarded pur..7lant to 41 U.S.C. chapter 85, Commincc for Purchase from People Who Arc Blind 
or Severely Disabled.; 

(ii) Guard. elevator operator. messenger, or custodial services provided to the Government under contracts or subcontracts with 
sheltered workshops employing the -severely handicapped'' as described in 40 U.S.C. 593: 

(iii) Agreements for vending facilities entered into pursuant to the prcfcn::ncc regulations issued under the Randolph Sheppard Act.. 
20 U.S.C. 107; or 

(iv) Service employees who were hired to work under :i Feder.ii service contract and one or more nonfedcr:d service contracts :is 
pan of a s ingle job, provided that the service employees were not deployed in a manner that was designed 10 avoid the purposes 
of this subpan. 

(v) Employment Eligibility VCJilicarion (Clause J().18). All solicitations. contracls and IGCs: unless one, or more. of the 
following conditions cxi;.LS: 
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(A) An: only for work that will be performed outside the Unitt.-d States: 

(B) Arc for a period of performance of less than 120 days; or 

(C) Arc only for: 

(I) Commercia 1 ly a\'llilable off-the-shelf items: 

(1) hems that would be COTS items. but for minor modifications (as defined in BPI 2.2); or 

(3) Commercial services that arc -

({) Pan of the purchase of a COTS item ( or an item that would be a COTS item, but for minor modifications); 

(ii) Performed by the COTS provider; and 

(iii) Are nortll!llly provided for that COTS item. 

(4) Arc with other U.S. fcdcml government agencies. 

ADDITIONAL REQUIREMENTS FOR SUBCONTRACTS 

(c) The Contractor shall include the requirements in the following clauses in its subcontracts when these clauses a.re included in lhc 
Bonneville contrnet for commercial items or services: 

( I) Paragraph (c) Examinaiion of Record of this clause. This paragraph shall be included in all subcontracts, except lhc authority of 
the Inspector General under paragraph (c)(2) docs not 0ow down: and 

(2) Those clauses contained in this paragraph (dl(2). Unless otherwise indicated below, the e.·dcnt of the requirement shall be as 
identified by the clause: 

(i) Contractor Employee Wh istkblowcr Rights (Clnu.~c 3- 10) 

(ii) Utilization of Supplier Diversity Program Categories (Clause 8-3). if the subcontract offers funhcr subcontracting 
opportunities 

(iii) Equal Opportunity (Clause 10-1) 

(iv) Affirmative Action for Workers with Dis:ibilitics (Clause I 0-2) 

(v) Employment Eligibility Verification (Clause I 0 -18). unless subcontmcting for commercial items 

(vi) Equal Opportunity for Vcu:rans (Clause I 0-19) 

(vii) Employment Reports on Veterans (Clause 10-20) 

(viii) Contrnct Work Hours and Safety Standards Act (Clause 10-21) 

(ix) Combating Trafficking in Persons (Clause I 0-25) 

(x) Minimum Wage for Federal Contracts (Clause I 0-28) 

(xi) Subcontracting with Dcbam:d or Suspended Entities (Clnu.~e 11-7). unless subcontracting for COTS 11cm.~ 

(xii) Acceleration of Payments to Small Business Contractors (Clause 22-21) 

(xiii) Nondisplaccmcnt of Qualified Workers (Clause 23-5) 

(d) Text of clauses incorporated by reference is available :it: hnp://www.bpa.gov/Doine0 .20Busincss/purchasc/Pagcs/dcfoult.aspx. 

ORDER OF PRECEDE CE (28-2 1) 
(JUL 2013)(BPI 28J.4) 

Any inconsistencies in this solicitation or eonlr.!cl shall be resol\'cd by giving precedence in the following order: 

(a) The Schedule of Pricing. 

(b) The AssignmenlS, Disputes. PaymenlS, Invoice, Other Compliances, and Requirements Unique 10 Government Contra.cts clauses of this 
conlract. 

(c) Solicitation provisions if this is a solicitation . 

(d) Other documents, c.xhibits. and attachments, including any license agreements for computer software. 

(c) The spccific.ation or statement of work. 

APPLICABLE LAW (28-22) 
(JUL 2013)(BPI 28.J.4) 

United States '3w \viii apply 10 resolve any clnim of breach of this contract. 
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UNJT 2 - 0TH ER CLAUSES 

RESTRICTION 0~ COMMERCIAL ADVERTIS I 'G (3-9) 
(MAR 2018) (BPI 35.2} 

The Contractor agrees that without the Bonneville Power Administrntion 's (Bonnc,,ille) prior written consent, the Contractor shall not use 
the names, visual representations, service marks and/or trademarks of Bonneville or any of its affiliated entities, or rc,,caJ the tcnns and 
conditions, specifications, or smtcmcnl of work, in any manner. including, but not limited to, in any advcrfo,ing, publicity release or sales 
pn:scntation. The Contractor ,,,ill not state or imply that Bonneville endorses a product. project or commercial line of endeavor. 

PRIVACY PROTECTIO:-1 (S-2) 
(MAR 2018)(BPI 5.1.4 } 

The contractor a.cknowlcdgcs and agrees that, in the course of ii,; contract with Bonneville, contractor will receive or access personally 
identifiable information (PU) belonging to Bonneville. Contractor represents and warrants that its coll1..-ction. access, use, storage, disposal, 
and disclosure of PII will comply with all applicable privacy laws and regulations. including tbc Privacy Act (5 U.S.C. § 5523). the E
Govcmmcnt Act (44 U.S.C. § IOI). and DOE regulations (10 CFR § 1008. ct seq.), Contractor is responsible for the actions and omissions 
of its employees for the handling of PII. The contractor agrees to: 

(a) Maintain all PII in strict confidence, using such degree of care as is appropriate to avoid improper access. use. or disclosure: 

(b) Limit access to Pl I to contmctor employees who need the information to complete II job function; 

(c) Ha,·c a documented process for training contractor employees on PII :;ccurity and privacy; 

(d) Ha,·e a docwnentcd process for reporting and handling PII security brt-aches; 

(e) Report any PII security breach to Bonne,,illc within 24 hours of the breach; 

(t) Use and disclose Pll exclusively for the purposes for which the Pll. or access to it. is provided, and not use. sell, rcnL transfer, distribute. 
or otherwise disclose or make 11vailablc PII for the contmctor's own purposes or for the benefit of anyone: other than Bonnc,,illc without 
prior wrillen consent; 

(g) As permitted under currem Federal law. allow access to data to authorized Federal agencies. and to individll3ls wishing to verify their 
ownPII: 

(h) Agree that the Federal Government retains ownership o f the data at all times: 

(i) Seek C,'<J)rcSS wriuen consent from Bonneville before storing MY PII on data servers, including redundant servers. which physically 
reside outside of the United States: 

(j) Implement administrative, physical, and technical safeguards to protect PII dull !Ire no less rigorous th!ID accepted industry and 
government practices (NIST 800-53 rcv4 and Moderate FIPS-199). and ensure that all such safeguards comply ,vith applicable Federal 
data protection and privacy laws, as well as the terms and conditions of this at:,'f'Cement; 

(k) Maintain a documented process to address the removal of PU upon termination oflhc contract: and 

(I) Upon completion or termination of the contract, promptly return to Bonneville a copy of all Bonnc,,illc data in its possession, securely 
destroy all other copies, and certify in writing to Bonneville that all Bonneville PII has been returned to Bonneville or securely destroyed. 

OPTIO:-1 TO EX'TE D SERVICES (7-39) 
(MAR 2018) (BPI 7.9.8) 

Bonneville may require continued pcrforrm111cc of any services "~thin the limits and al the rates specified in the contr.1ct. These rates may be 
adjusted only as a result of revisions to prevailing labor rates provided by the Secretary of L.abor. The option provision may be exercised 
more than once, but the total extension of performance hereunder shall not exct.-cd 6 months. The Contracting Officer may exercise the option 
by advance written nottce to the Contractor \\~thin 60 calendar days. 

OPTIO'.'1 TO EXTEND THE TERM OF TKE Cor'ffRACT (7-40) 
()fAR 2018) (BPI 7.9.8) 

(a) Bonneville may extend the term of this contract by advance wriucn notice to the Contractor within 60 calend11r days; provided that 
Bonneville gives the Contractor a prclimin:iry written notice of its intent 10 extend at least 60 calendar days before the contract expires. 
The preliminary notice docs not commit Bonneville to an extension. 

(b) 1r Bonneville exercises this option, the extended contract shall be con.sidcrod to include this option clause. 

(c) The total duration of this contract, including the exercise of any options under this clause: shall not exceed 5 years and 7 months. 

LIQUIDATED DAMAGES - SMALL BUS INESSSUBCO~ TRACTING PLAN (8-S) 
(MAR 2018) (BPI 8.3.4.1 ) 

(a) "Failure to make II good faith effort to comply with the subcontracting plan." as used in this clause. means a ,villfuJ or intentional failure 
to perform in accordance with the subcontracting plan approved under this conlrllct. or v.~llful or intcntiontJI action to frustrate the pl:in. 

(b) If the Contractor has failed to meet its subcontracting goals and the Contracting Officer decides that the Con1rnctor failed to make :i 

good faith effort to comply with its subcontracting plan, the Contractor shall pay Bonneville liquidated damages in an amount stated 
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The amount of damages attributable to the Con1111ctor's failure to comply shall be an amount equal to the actual dollar ::imount by which 
the contractor failed to achieve each subcontract goal. or in the case of a commercial products plan, that portion of the dollar amount 
all~blc to the Bonneville contract by which the Contractor failed to achieve each subcontract goal. 

(c) Before the Contracting Officer makes a final decision that the Contractor has failed to make such good faith effort, the Contracting 
Officer shall give the Contractor wrincn notice specifying the failure and pcnnitting the Contractor to demonstrate what good faith 
efforts have been IIllldc. Failure to respond to the notice may be taken as an admission that no valid explan:,tion c..:ists. If the Contracting 
Officer finds that the contractor failed to make II good faith effort 10 comply with the subcontracting plan, the Contracting Officer shall 
issue a final decision 10 that effect and require that the Contractor pay the Government liquidated damages as provided in paragraph (b) 
of this clousc. 

(d) With respect m approved commercial products plans, i.e .• company-wide or division-wide subcontracting plans, the Contracting Officer 
of the agency that originally approved the plan will exercise the functions of the Contracting Offlccr under this clause on behalf of all 
agencies that nwardcd contracts covered by that commercial products plan. 

(c) The Contractor shall have the right of appeal. under the clause in this contract entitled Disputes, from any final decision of the 
Contracting Officer. 

(I) Liquidnted damages shall be in addition to any other remedies that the Government may ha,•e. 

SERVICE CONTRACT LABOR STANDARDS ( 10-3) 
(MAR 2018)(BPI 10.2.2.3) 

(a) Definitions. As used in this c:lousc-

" Act" means the Service Contrnct Labor Standards statute (41 U.S.C. § 6701-6707, ct seq.). 

"Contractor" when used in any subcontract. shall include the subcontractor, except in the term "Bonneville Prime Contractor." 

"Service emplo)'L-e" means any person engaged in the pcrfonnancc of this contract other than any pc™>n employed in a bona fide 
executive. administrative, or profe:1Sional capacity. as these tcnn.~ arc defined in Part 541 of Title 29. Code of Federal Regulations. as 
revised. It includes all service persons regardless of any contractual relationship thnt may be alleged to cJ<ist between n Contractor or 
subcontractor and such persons. 

(b) Applicability. This contmct is subject to the following provisions and to all other applic~blc provisions of the Act and regulations of the 
Secretary of Labor (29 CFR Part 4). This clause docs not apply to contracts or s ubcontracts administratively eJ<cmptcd by the Sccrcrary 
of Labor or exempted by 41 U.S.C. 6702, as interpreted in Subpart C of29 CFR Part 4. 

(c) Compensation. 

(1) Each service employee employed in the performance of this contract by the Contractor or any subcontractor shall be paid not less 
than the minimum monetary wages and shall be furnished fringe benefits in accordance with the wages and mnge benefits 
determined by the Secretary of Labor. or authorized rcprcscntati,•c. as specified in any wage determination attached to this contract. 

(2) 

(i) If 3 wage determination is attached to this contract. the Cootntetor sbnll classify any class of service employee not listed 
therein which is to be employed under the contract (i.e., the work to be pcrfonned is not performed by any classification listed 
in the wage determination) so as 10 provide a reasonable rclation..~hip (Le., appropriate kvcl of skill comparison) between such 
unlisted clas,;ifications and the classification~ listed in the wage determination. Such conformed class of employees shall be 
paid the monetary wages and furnished the fiinge benefits which arc determined pursll3nt to the procedures in this paragraph 
{c). 

(ii) This conforming procedure shall be initiated by the Contractor prior 10 the performance of contract work by the unlisted class 
of employee. The Contractor shall submit Standard Form (SF) 1444. Request for Authorization of Additional Classification 
and Rate, to the Contrncting Offic~r (CO) no Inter than 30 days after the unlisted class of employee pcrfonns any contract 
work. The CO shall rc,•icw the proposed classification and rate and promptly submit the completed SF 1444 (which must 
include information regarding the agreement or disagreement of the employees' authorized representatives or the employees 
themselves together with the agency rocommcndntion), and all pcninent information to the Wage nnd Hour Division, 
Employment Stllndards Administration, U.S. Department of Labor. The Wage and Hour Division will approve, modify, or 
disapprove the action or render a final determination in the event of disagreement within 30 days of receipt or will notify the 
CO within 30 days of receipt that additional time is necessary. 

(iii) The final dctcnnination of the conformance action by the Wage and Hour Division shall be transmitted to the Contracting 
Officer who shall promptly notify the Contmctor of the action taken. Each affected employee shall be furnished by the 
Contractor \\~th a written copy of such dctcnnination or it shall be posted as a part of the wa~e determination. 

(iv) Establishing rates. 

{A) The process of establishing wage and fringe benefit rates that bear a reasonable relationship to those listed in a wage 
determination cannot be reduced 10 any single fonnula. The appronch used may vary from wuge determination to wage 
determination, depending upon the circumstances. Standard wage and salary administration practices which rank various 
job classifications by pay grade pursuant to point schemes or other job factors may, for example. be relied upon. Guidance 
may also be obtained Imm the way diffen:ntjobs are rated uodcr federal pay systems (Federal Wage Board Pay System 
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and lhc General Schedule) or from olher wage determinations issued in the same locality. Basic to the establishment of 
any conformable wage rate{s) is the concept lhat a pay relationship should be maintained between job classifications 
based on the skill required and lhc duties performed. 

(B) In 1he case of a eontroci modification, an exercise of an option or c1ttcnsion of an c.~isting contract. o r in any othi:r case 
where a con1rac1 succeeds a contract under which lhe classification in question was previously conformed pursuant to 
paragraph (c) of this clause, a new conformed wage r.itc and fringe benefits may be nssigned to such conformed 
classification by indcidng (i.e .. adjusting) lhc previous conformed r.itc and fringe benefits by an amount equal to the 
avcrJge (mean) percentage increase (or decrease. where appropriate) be1wccn the wages and fringe benefits specified for 
all cl=ificntions to be U$ed on lhc contract which arc listed in lhc cuITCnl wage determination, and lho:.e specified for 
lhe corresponding classifications in the prcviou.~ly applic.ablc wage determination. Where conforming actions arc 
accomplished in accordance with this paragraph prior to the performance of cont:ract work by the unlisted class of 
employees, the Contractor shall advise lhc CO of the action taken, but the olhcr proccdun:s in pamgraph (cX2)(ii) of this 
sect ion need not be followed. 

(C) 'o employee engaged in performing wor!c on this controct shall in any event be paid less than the currently applicable 
minimum wage specified wider section 6(a)(J) of lhe Fair Labor Standards Act of 1938, as amended 

(v) The wage rate and fringe benefits finally determined under lhis subparagraph (cX2) of this clause shall be paid to all employees 
performing in the clnssification from the first day on which conrract work is performed by them in the classification. Failure 
Lo pay tl1e unlisted employees the compensation agreed upon by lhc intcrc:.tcd panics aocVor finally determined by the Wage 
and Hour Division retroactive to the date such class of employees commenced contract work shall be a violation of the Act 
and this contrJct. 

(vi) Upon discovery of failure to comply with subparagraph (c)(2) of this clause, lhe Wage and Hour Division shall make a fmal 
determination of conformed classification, wage rate, :ind/or fringe benefits, which shalt be n:troacti"c to lhc date :.-uch class 
or classes of employees commenced contract work. 

(3) Adjustment of compensation. lflhe term ofthi:I contract is more than one yc.ar. the minimum monetary wages and fringe bcncliu 
required to be paid or furnished thereunder to service employees under this contract shall be subject to adjustment after one year 
and not less often than once every two year.;, under wage determinations issued by the Wage and Hour Division. 

(d) Obligation to furnish fringe benefits. The Contractor or subcontractor may discharge the obligation to furnish fringe benefits specified 
in the attachment or dctemuncd wider subparagraph ( e)(2) of this clause by furnish mg equi valenl combinations of bona fide fringe 
benefits, or by m:iking equivalent or differential cash payments only in accordance with Subpart D of29 CFR Pan 4. 

(e) Minimum wage. In the absence of a wage dct.crmination for this contract, neither the Contra.ctor nor any subcontractor under this contract 
shall pay any person performing work under this contract (regardless of whclhcr the person is a service employee) less than the minimum 
wage specified by section 6(aX I) of the Fair Labor Sl3ndnrds Act of 1938. Nothing in this clause shall relieve the Contractor or any 
subcontractor of any other obligation under law or contract for the payment of a higher wage to any employee. 

(f) Successor contracts. If this contract succeeds 3 contrnct subject to the Act under which substantially the same services were furnished 
in the amc locality, and service employees were p3.id wages and fringe benefits provided for in a collective bargaining agreement, in 
lhc absence of the wage determination for lhis contract setting forth such collectively bargained wage rates and fringe benefits, neither 
the Contractor nor any subeontmclor under lhis contract shall pay any service employee performing any of the conlrllcl work (regardless 
of whether or no1 such employee was employed under the predecessor contmet), less lhan lhc wages and fringe benefits provided for in 
such collective bargaining agreements, lo which such employee would have been entitled if employed under the predecessor contract, 
including accrued wages and fringe benefits and any prospective increases in wages and fringe benefits provided for under such 
agreement. No contmctor or :,ubconlractor undeT this contract may be ndievcd of the foregoing obligation unl~s the limitations of29 
CFR Part 4 .1 b(b) apply or unless the Secretary of Labor or the Secretary's authorized rcprcscntati,·e finds, after a hearing as provided 
in 29 CFR Part 4.10, that the wages and/or fringe benefits provided for in such agreement arc substantially :u variance "~th those which 
prevail for services of a character similar in the locality, or determines. as pro,•idcd in 29 CFR Part 4.11. Iha! the collective bargaining 
agreement applicable to service employees employed under the predecessor contract was not entered into ru; 3 result of arm's-length 
negotiations. Where it is found in accordance ,vith the review procedures provided in 29 CFR 4.10 and/or 4.11 and Pans 6 and 8 that 
some or all of the wages and/or fringe benefits contained in a predecessor Contractor's collective bargaining agreement arc substantially 
at variance with those which prevail for similar services in the locality, and/or that the collective bargaining agreement applicable to 
service employees employed under the predecessor c-0ntract was not entered into as a rcsul1 of arm's-length negotiations. lhc Department 
will issue a new or revised wage determination selling forth the applicable wage rates and fringe benefits. Such determination shall be 
made part of' the contract or subcontract, in accordance with the decision of the Administrator, lhc Administrative L:iw Judge. or the 
Administrative Review Board. as the case may be, irrespective of whether such issuance occurs prior lo or after the award of n contra.ct 
or subcontract (53 Comp. Gen. 40 I ( 1973)). In the case of :i wage dctcrmin:ition issued solely as a result of a finding of substantial 
variance, such determination shall be effective as oflhe date of the final adminisu-ativc decision. 

(g) Notification lo cmplo)'ces. The Controctor and any subcontractor under lhis contract shall notify each service employee commencing 
work on this contruct of the minimum monetary wage and any fringe benefits required to be paid pursuant to this contract. or shall post 
the wage determination attached to this contract. The poster pro\/idcd by the Dcpamnent of L-abor (Publication WH 1313) shall be posted 
in a prominent and accessible place at the worksite. Failure to comply wilh lhis rc.quircmcnt is a violation of section 2(a)(4) of the Act 
and of lhis contract. 

(h) Safe and sanitary working conditions. The Contractor or subcontractor shnll not pennit any part of the SCi"oiccs called for by this contract 
to be performed in buildings or surroundings or under working c-0nditions provided by or under the control or supervision of the 
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Contractor or subcontractor which arc unsanituy, hazardous. or dangerous to the health and safely of the service employees. The 
Contractor or subcontractor shall comply with the safety and health standards applied under 29 CFR Part 1925. 

(i) Records. 

(I) The Contractor and ~"Uch subcontractor performing work subject to the Acl shall make and maintain for three year.. from the 
completion of the work, and make them :ivailablc for rnspcc1ion and transcription by authorized rcprcscntat.ivcs of the Wage and 
Hour Division, Employment Standards Administration, a retort! of the following: 

(i) For each employee subject to the Act: 

(A) Name. addrc:ss and social security number: 

(B) Correct work classification or classifications, rate or rates of monetary wages paid and fringe benefits provided, rate or 
rates of payment in lieu of fringe benefits and total daily and weekly compensation: 

{C) Daily and weekly hours worked by each employee: and 

(D) Any deductions, rebates, or refunds from the Iola! daily or weekly compensation of each employee. 

(ii) For those classes of service employees not included in any wage determination anached 10 this conll'OCt, wage rates or fringe 
benefits detcnnined by the interested parties or by the Administrator or authorized representative under the tcnns of paragraph 
(iii) of this clause. A copy of the report required by subdivision (cX2)(iv)(B) of this clause will fulfill this requirement. 

(iii) Any list of the predcccs.wr Contractor's employees which had been furnished to the Contractor as prescribed by paragraph (n) 
of this clause. 

(2) The Contractor shall also male available a copy of this contract for inspection or transcription by authorized rcprcsentati\'CS of the 
Wage and Hour Division. 

(3) Failure to make and maintain or to make available these records for inspection and trnnscriplion sh:ill be a violation of the 
regulations and this contract, and in the case of failure to produce these records, the CO, upon din.-ction of the Department of Labor 
and notification of the Contractor, shall take action to cause suspension of any further paymcnl or :idvancc of funds wuil the 
violation ceases. 

(4) The Contractor shall permit authoriwd representatives of the Wage and Hour Division lo conduct inlcrvicws with employees at the 
worksitc during nonnal working hoW1>. 

(j) Pay periods. The Contractor shall unconditionally pay to each employee subject to the Act all wages due free and clear and without 
subsequent deduction (except as 01hcrwisc provided by law or regulations, 29 CFR Part 4), rcbalc. or kickback on any :iccount. These 
p3yments shall be made no lau:r than one pay period following the end of the regular pay period in which the wages were earned or 
accrued. A pay period under this Act may not be of any duration longer than scmi-monthly. 

(k) Withholding of payments and termination of contract. The CO shall withhold or cause to be withheld from the Bonneville prime 
contractor under this or any other Government contract with the prime contractor such ~urns as an appropriate official of the Department 
of Labor n:quesl5, or such sums as lhc CO decides may be necessary to pay underpaid employees employed by the Contrnclor or 
subcontractor. In the event of failure Lo pay any employees subject to the Act all or part of the w11gcs or fringe benefits due under the 
Act, the CO may. after authorization or by direction of the Department of Labor and written notiliea1ion to the Contractor, take action 
to cause suspension of any further payment or advance of funds until such violations have ceased. Additionally, any failure 10 comply 
with the requirements of this clause may be grounds for termination of the right lo proceed wilh the contract work. In :mch event, the 
Bonneville may enter into 01hcr contracts or amngcmen1s for completion of lhe work, charging the Contractor in default with any 
addition.al cost. 

(I) Subcontracts. The Contractor ag,ccs to include this clause in all subcontracts subject 10 the Act. 

(m) Collcc1ivc bargaining :igrccmcnls applicable to service cmploycc.-,. If wages to be paid or fringe benefits 10 be furnished any service 
employees employed by the Bonneville prime cont:r.lctor or any subcontractor under the contract arc provided for in a collective 
bargaining agreement which is or will be cffccti,·c during any period in which the contract is being performed, the Bonneville prime 
contraclor shall report such fuct to the CO, together with full information as to the application and accrual of such wages and fringe 
benefits. including any prospcc1ivc incmm:s, to service employees engaged in worlc on the contract, and a copy of the collec1ive 
bargaining agreement. Such report shall be made upon commencing performance on tl1c contract. in the case of c,ollcctivc bargaining 
agrccmcnls effective 31 such time, and in the case of such agreements or provisions or amendments thereof effective 31 a later time 
during the period of contract performance. sucb agreements shall be reported promptly aflcr negotiation thereof. 

(n) Scniorily Lists. Not less lhan tm days prior to completion of any contract being performed at a Bonneville facility where $ervice 
employees may be retained in the performance of the succeeding con1ract and subjcct 10 a w:igc determination which contains v:ieation 
or other benefit provisions based upon length of service with a contractor (predecessor) or successor (29 CFR Part 4.173). the incumbent 
prime contractor shall furnish to the CO a ccnilied list of the names of all service employees on the Contractor's or subcontractor's 
payroll during the last month of contract performance. Such list shall also cont:iin anniversary dates of employment on the contract 
dther with the current or predecessor contractors of each such service employee. The CO shall provide this list 10 the successor contractor 
at the commencement of the succeeding eontraCL 

(o) Rulings and intcrprctllions. Rulings and interpretation.~ of the Act arc contained in 29 CFR Part 4. 

(p) Contractor' s certification 
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( I) By entering into this contract the Contractor (and officials thereof) certifies that neither it (nor he or she) nor any person or firm 
who has a substantial interest in Contractor's firm is a person or firm ineligible lo be awarded Government contracts by virtue of 
the sanctions imposed under section 5 of the Act. 

(2) No part of this contract shall be subcontracted io any person or firm ineligible for award of a Government contract under section 5 
oflhcAct. 

(3) The pclllllty for making false staLcmcnlS is prescribed in the U.S. Crimilllll Code. 18 U.S.C. I 00 I. 

(q) Variations. tolerances and exemptions involving employment. ·otwithslllnding any of the provisions in paragr.iphs (b) through (o) of 
this clause, the following employees may be employed in accordance with the following variations. 1oleranccs, and exemptions. which 
the Secretary of Labor. pursuant to section 4(b) of the Act prior to its amendment by Pub. L. 92-4 73, found to be necessary and proper 
in the public interest or to avoid serious impairment oflhc conduct of Government business. 

(I) Apprentices, studcnt•lcamcrs, and workers whose earning capacity is impaired by 11gc, physical or mental deficiency, or injury may 
be employed at wngcs lower than the minimum wages otherwise required by section 2(a)(I) or 2(b)(I) of the Act without 
diminishing any fringe benefits or cash paymcnlS in lieu thereof required under section 2(a)(2) of the Act. in accordance with 1hc 
conditions and procedures prescribed for the employment of appren1iccs, s1udcnt-learners, handicapped persons, and handicapped 
clients of shcltcrcd workshops undcr section 14 of the Fair Labor Standnrds Acl of 193a, in the regulations issued by the 
Administrator (29 CFR Parts 520. 52 1. 524, and 525). 

(2) The Administrntor will issue certificates under the Act for the employment of appn:nticcs, student- learners, handicapped persons. 
or handicapped clicnts of sheltered workshops not subject to the Fair Labor Standnrd~ Act of 193a, or subject to different minimum 
rates of pay under the two acts. authorizing appropriate rates of minimwn wages (but without changing rcquiremems concerning 
fringe benefits orsupplemcntoryeash payments in lieu thcrcoO. applying procedures prescribed by the applicable n:gulations issued 
under the Fair Labor Standards Act of 1938 (29 CFR Pans 520, 521, 524, and 525). 

(3) The AdminiStrator will also wilhdraw, annul, or cancel such certificates in accordance .,..,jth the regulations in 29 CFR Parts 525 
and 528. 

(r) Apprentices. Apprentices will be permitted to work at less than the predetermined rJte for the work they perform when they arc employed 
and individually registered in a bona fide apprenticeship program registered with a State Apprenticeship Agency n:cognizcd by the U.S. 
Department of Labor. or if no ~'Uch recognized agency exists in a State. under a program registered with thc Office of Apprenticeship 
Training, Employer. and 1...:Jbor Services (OATELS) U.S. Department of Labor. Any employee who is not registered as an apprentice in 
an approved program shall be paid the wage ra1c and fringe benefits contained in the applicable wage determination for the journeyman 
classification of work actually performed. The wage rates paid apprentices shall not be less thnn thc wage ralc for their level of progress 
set forth in the registered program. expressed as the appropriate percentage of the journeyman's rate contained in the applicable wage 
determination. Th.c allowable ratio of apprentices to journeymen employed on the conlract work in any crafl classification shall not be 
greater than the ratio permitted to the Contractor as to his entire work force under the registered program. 

(s) Tips. An employee engaged in an occupation in which the employee customarily and regularly receives more than $30 a month in tips 
may have thc amount of these tips credited by the employer against the minimum wage required by section 2(a)( I) or section 2(b)(I) of 
the Act, in accordance with section J(m) of the Fair Labor Standards Ac1 and regulations, 29 CFR Part 531. However, the amount of 
the credit shall not exceed S 1.34 per hour beginning January I. 1981. To use this provision-

( I) The employer must inform tipped employees about this Lip credit allowance before the credit is utilized: 

(2) The employees must be allowed 10 retain all tips (individually or through a pooling arrangement and regardless of whether 1hc 
employer elects 10 take a credit for tips received): 

(3) The employer must be able to show by records that the employee receives al least the applicable Service Contract ACI minimum 
wage through thc combin111ion of direct wages and tip credit: and 

(4) The use of such tip credit mus1 have been permitted under any predecessor collective bargaining agreement applicable by virtue of 
section 4(c) of the Act. 

(t) Disputes concerning labor standards. The U.S. Department of Labor has set forth m 29 CFR Parts 4, 6, and 8 procedures for resolving 
disputes concerning labor standards requirements. Such disputes shall be resolved in accordance with those procedures and not the 
Disputes clause of this contract. Disputes concerning labor standards requirements within the meaning of this clause include di.sputcs 
between the Contractor (or any of its subcontractors) and the contracting agency, the U.S. Department of Labor, or the employees or 
their rcpn:scnllltivcs. 

FAIR LABOR A~ D SERV1CE CONTRACT LABOR STANDARDS - PRICE ADJUSTMENT (10-4) 
()1AR 20 l8}(BPI 10.2.3.J.2} 

(a) The Contractor warrants that the prices in this contract do nol include any allow•,mcc for any contingency to cover increased costs for 
which adjustmcnt is provided under paragraph (d) below. 

(b) The minimum monetary wages and fringe benefits required 10 be paid or furnished 10 service employees under this contract as set fonb 
in the wagc determination. shall be subject 10 adjustmcnl if ( I) the period of performance of this contract exceeds two yean., (2) 1hc 
contract conlllins option provisions specifying that a differing wage determination shall apply thereto, (3) an amendment 10 the Fair 
ubor Standnrds Act is enacted revising the minimum wage rate. (4) a contract modification significantly changes thc nature of 1hc 
work, or, (5) the Department of Labor otherwise directs. 
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(c) The contract price or contract unit priced labor rates will be adjusted 10 reflect the Contractor's actual incn:.isc: or dccretlSC in applicable 
wages and fringe benefits to the extent that the increase is made to comply with the new rates. or the decrease is voluntarily made by 
the Contractor. 

(d) Any such 3djustmcnt shall be limited to increase$ or decreases in wages and fringe benefits as described in paragraph (c) of this clause, 
and the accompanying incn:nscs o r decreases in social security and unemployment wcs and workers· oompcnsation insurance, but shall 
not otherwise include any amount for general and administrative costs. material costs. ove,rhcad, or profi L (For example, the prior year 
wage determination required a minimum wage rate ofS4.00 per hour. The Contractor chose to pay S4. I0. The new wage determination 
increases the minimum rate to S4.50 per hour. Even if the Contractor voluntarily increases the rate 10 S4.75 per hour. the allow·Jblc price 
adjustment is S.40 per hour.) 

(e) The Contractor shall notify the Contracting Officer (CO) of any increase claimed under this clause within 30 days after n:ceiving a new 
wage determination unless this notification period is extended in writing by the CO. The Contmctor shall promptly notify the CO of any 
decrease under this clause .. but nothing in the clause shall preclude the Bonneville from asserting a claim within the period permitted by 
law. The notice shall contain a statement of the amount claimed and any relevant supporting data, including payroll records that the CO 
may reasonably require. Upon agreement ofthc parties, the coniract price or contract unit price labor rates shall be modified in writing. 
The Contractor shall continue performance pending agreement on, or determination of, any i.-uch adjustment and its effective date. 

(f) The CO or an authorized representative shall ha,•c access to and the right to examine any pertinent books, documents, papers and records 
of lhc Contractor until the expiration of 3 years after final payment under the contract. 

S ERVICE CONTRACT WAGE DETERMINATION ( l0-5) 
(OCT 2014)(BPI 10.2.2.3) 

The wage detcrrnination(s) referred 10 in the clause I 0-3. Service Con Ir.let Labor Standards, arc incorporated by reference into the contract, 
and arc identified as follows: 

" '•ec Determina t ion Revision # 

CBA-2015-7941 2 

CBA-2015-7942 2 

Et\ll'LOYME1'T ELIGIBILITY VERJFICATION (10-18) 
(OCT 2014) (BPI l0.1.8.3) 

Revision Date State Count)• 

12/11/2018 OR Statewide 

12/11/2018 WA Statewide 

(a) MEmploycc assigned 10 the contract," ns used in this clause. means an employee who was hired after November 6, 1986. who is directly 
performing work, in the United States. under a contract that is required 10 include the clause as prescribed by I 0. 7.3. An employee is 
not considered to be directly performing work under a contract if the employee--

( I) Normally performs support work, such as indirect or overhead functions: and 

(2) Docs not perform any subst:mtiaJ du1ics applicable to the contract. 

(b) E-Vcri fy enrollment and verification r<.-quircmcnts. 

( I) If the Contractor is not enrolled as a Federal Contractor in E- Vcrify at the time of the contract award, the Contractor shall: 

(i) Enroll. Enroll as a Federal Contractor in the E-Vcrify program ,,~thin 30 calendar days of contract award: 

(ii) Verify nil new employees. Within 90 calendar days of enrollment in the E- Vcrify program. begin to use E-Vcrify to initiate 
verification of employment eligibility of all new hires of the Contractor. who arc working in the United States. whether or not 
assigned lo the contracl within 3 bllSincss days after the date ofhire (but see paragraph (!)(iii) of this section): and 

(iii) Verify employees assigned to thccontracl For each employee assigned to the contract, initiate \ICnfication within 90 calendar 
days aficr date of enrollment or within 30 calendar days of the employee's assignment to ll1c contract. whichever date is later 
(but sec paragraph (4) ofthis section). 

(2) If the Conlnlctor is enrolled as a Federal Contractor in E-Vcrify at time of contract award, 1hc Contractor shall use E-Verify to 
initiate verification of employment eligibility of-

(i) All new employees. 

(A) Enrolled 90 calendar days or more. The Contractor shall initiate verification of all new hires of the Contractor. who arc 
working in the United State:<, whether or not assigned to the contract within 3 busincs..~ days afler the date of hire (but sec 
paragraph (C) of this section); or 

(B) Enrolled less than 90 calendar days. Within 90 calendar days after enrollment as a Federal Contractor in E- Verify, the 
Contractor shall initiate verification of all new hires of the Contractor, who 3TC working in the United States, whether or 
not assigned to the contract, within 3 business days after the date of hire (but sec paragrJph (C) of this section); or 

(ii) Employees assigned to the oontrncl. For each employee assigned to the contract. the Contractor shall initiate verification within 
90 calendar days after date of contract award or within 30 days after assignment to the contrnct, whichever date is later (but 
sec paragraph ( 4) of this section), 
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(3) If the Contractor is an institution of higher education: a state or loc~ government. or the government of a federally recognized 
Indian tribe; or a surety pcrfonning under a takeover agreement entered into with a federal agency pursuant to a pcrfonnanoc bond, 
the Contractor may choose to verify only employees assigned to the contract. The Contractor shall follow the applicable verification 
requirements at (a)( I) or (a)(2), respcctjvely, except that any requirement for verification of new employees applies only to new 
employees =igncd to the contract. 

(4) Option to verify employment cligicility of all employees. The Contractor may elect to verify all existing employees hired after 
November 6. 1986. rather than just those employees as-signed to the contract. The Contractor shall initiate verification for c.Jch 
existing employee working in the United States who was hired after November 6, 1986. with.in 180 calendar days of-

(i) Enrollment in the E-Vcrify program; or 

(ii) Notification to E-Vcrify Operations of the Contractor's decision to exercise this option, using the contact infonnation provided 
in the E-Verify program Memorandum of Understanding (MOU). 

(5) The Contractor shall comply. for the period of performance of this contract. with the rcquin:mcnt of the E-Vcrify program MOU. 

(i) The Department of Homeland Security (OHS) or the Social Security Administr:nion (SSA) may terminate the Contractor's 
MOU and deny access to the E-Vcrify system in accordance with the terms of the MOU. In such case. the Contractor will be 
referred to a Department of Energy suspension or debarment official 

(ii) During the period between termination of the MOU and a decision by the suspension or debarment official whether 10 suspend 
or debar, the Contractor is excused from its obligations under paragraph (b) of lhis clause. If the suspension or debarment 
official determines not 10 suspend or debar the Contractor. then the Contractor must rccnroll in E-Verify. 

(c) Web sit.e. lnfonnation on registration for and use of the E-Vcrify program con be obtained via ihc Internet at the Department of 
Homeland Security Web site; hupJ/www.dh~.gov/E-Vcrifv. 

(d) Individuals previously verified. The Contractor is not required by this clause to perform additional employment verification using E· 
Verify for nny cmploycc-

(1) Who.~e employment eligibility was previously verified by the Contractor through the E-Vcrify program; 

(2) Who has been granted and holds an active U.S. Government security clearance for access to confidential. secret. or top secret 
information in accordance with the National Industrial Security Program Operating Manual; or 

(3) Who has undergone a complc1cd background investigation and been issued credentials pursuant 10 Homeland Security Presidential 
Directive (HSPO) - 12. Policy for a Common ldcntificalion Standard for Federal Employees and Contractors. 

(c) Subcontracts. The contractor shall include the requirements of this clause, including this paragraph (d) (appropriately modi ficd for 
identification oflbc parties). in each subcontract thai-

( 1) Is for. 

(i) Services other th.an commercial services that arc part of the purchase of a commcrcial-01T-1hc-shclf (COTS) item. performed 
by the COTS provider and arc normally provided for that COTS item: 

(ii) Construction. 

(2) Has a vuluc of more than S3.000: and 

(3) Includes work performed in the United States. 

PA ID SIC K LEAVE UNDER EXECUTlVE ORDER 13706 (10-22) 
(MAR 2018) (BPI I0. 1.12.9) 

(a) Definitions. As used in this clause (in accordance with 29 CFR 13.2) -

·'Child". ·'domcslic partner". and .. domestic violence" have the meaning gwcn in 29 CFR 13.2. 

-Employee" -

(I) 

(i) Means nny pcr.;on engaged in performing work on or in connection with a contract covered by Executive Order (EO.) 13706, 
and 

(A) Whose wages under such contract arc governed by the Service Contract Labor Standards statute ( 41 U .S.C. chapter 67). 
the Wage Rate Requirements (Construction) statute (40 U.S.C. chapter 31, subehaprcr JV). or the Fair l.abor Standards 
Act (29 U.S.C. chapter 8), 

(B) Including employees who qualify for an itxcmplion from the Fair Labor Standarru. Act •s minimum wage and overtime 
provisions. 

(C) Rcgardl= of the contmctual relationship alleged to exist between the individual and tbc employer. and 

Contract 80004, Mod 012 Page 2S 

1208 



28390012 

(ii) Includes any person performing work on or in connection with the contract and indi,-idu31ly registered in 3 bona fide 
apprenticeship or training program registered with the Department of ubor's Employment and Training Administration, 
Office of Apprenticeship. or with a State Apprenticeship Agency recognized by the Office of Apprenticeship. 

(2) 

(i) An employee pcrfonns "on- a contract if the employee directly pcrfonns the specific services called for by the contract; and 

(ii) An employee perfonns .. in connection with" a contract iflhc employee's work activities are necessary to the performance of 
o contract bul arc not the spcci fie sctVices cal led for by Lhc contract. 

" lndi\oidu.il related by blood or 3ffinity whose close :i.ssociation with the employees is the equivalent of a family relationship" has the 
meaning given in 19 CFR 13.2. 

"Multiemploycr" plan means a plan to which mon: than one employer is required to contribute and which is maintained plllliuant to one 
or more collective bargaining agreements between one or more employee organizations and more than one employer. 

" Paid sick leave" means compensated absence from employment that is required by E.O. 13706 and 29 CFR 13. 

" Parent", "sexual assault'". "spouse". and -stalking" have the mc-aning given in 29 CFR 13.2. 

~united States'' means the 50 States and the District o f Columbia. 

(b) faccutive Oder 13706. 

(I) This contract is subject to E.O. 13706 and the regulations iSliucd by the Secretary of Labor in 29 CFR part 13 pursuant to the E.O. 

(2) If this contract is not pcrfonncd wholly \\~thin the United Suues, this clause only applies with respect to that part of the cont:raet 
that is performed ,vithin the United States. 

(c) Paid sick lea,-c. The Contractor sh:tll-

( I) Permit each employee engaged in perfonning work on or in connection with this contract to earn not less than I hour of paid sick 
leave for c\'cry 30 hours worked; 

(2) Allow uecrual and use of paid sick lca\'c as required by E.O. 13706 and 29 CFR part 13: 

(3) Comply with the accrual, use. and other requirements set forth in 29 CFR 13.5 311d 13.6, which arc incorporated by rcfcrcnoc in 
this eontrac 1: 

(4) Provide paid sick leave to all employees when due free and clear and ,vithout subsequent deduction (except as othenvise provided 
by 29 CFR 13.24), rebate, or bckback on any account; 

(5) Provide pay and benefits for paid sick !rove used no later than one p:iy period following th<: end of the regular pay period in which 
the paid sick leave was taken; and 

(6) Be responsible for the compliance by any subcontractor with the requirements of E.O. 13706, 29 CFR pur1 13, and this clause. 

(d) Contraciors may fulfill their obligations under E.O. 13706 and 29 CFR part 13 jointly with other contractors through a multicmploycr 
plan. or may fulfill their obligations through an indi\oidual fund. plan, or program (sec 29 CFR 13.8). 

(e) lf7thho/ding. The Contracting Officer will upon his or her own action or upon writ1cn request of an authorized representative of the 
Department of La.bar. withhold or cause to be w~thhcld from the Contractor under this or any other Federal contract with the same 
Contractor, so much of the accrued payments or adv:inccs as may be considered necessary 10 pay employees the full amount owed to 
compensate for any violation of the requirements of E.0. 13706, 29 CFR part 13, or this clause, including-

(!) Any pay and/or benefits denied o r lost by reason of the violation; 

(2) Other actual monetary losses sustained as a direct result of the violation; and 

(3) Liquid:itcd damages. 

(I) Payment sttspicion/eonnaet 1ermination/conuactor debarment. 

(I) In the cvcrit ofa failure lo comply with E.O. 13706, 29 CFR par1 13, or this clause, Bonneville may, on its own action or after 
authorization or by direct ion of the Department ofLnborand written notification to t.hc Cont.roctor take action to cause suspension 
of any f unher payment, advance. or guarantee of funds until such ,~olations ha,·c ceased. 

{2) Any failure to comply with the requirements of this clause may be grollllds for termination for default or cause. 

(3) A breach of the contract clnuse may be grounds for debarment a.,; a contractor ond subcontmctor as provided in 29 CFR 13.52. 

(g) The paid sick leave required by E.O. 13706, 29 CFR par1 13. and this clause is in addition to the Contrnctor's oblig:itions under the 
Service Contract Labor St:indards statute and Wage Rate Requirements (Construction) statute, and the Contractor may not receive credit 
toward its prevailing wage or fnngc benefit obligations under those Acts for any paid sick leave pro\'ided in satisfaction of the 
requirements of E.0 . 13706 and 29 CFR part 13. 
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(h) Nothing in E.O. 13706 or 29 CFR part 13 sh:,ll excuse noncompliance with or supcr5edc any applicable Federal or Stale law, any 
applicable law or municipal ordinance, or a collective bargaining agreement requiring greater paid sick leave or leave rights than those 
established under E.O. 13706 and 29 CFR part 13. 

(i) Rccordkecping_. 

(I) The Comrnctor shall make and mnintain, for no less than three (3) years from the completion of the work on the comrnc1. records 
containing the following infonnation for each employee, which the Contractor shall make available upon request for inspection, 
copying, and transcription by authorized representatives of the Administrator of the Wage and Hour Division of the Department of 
Labor: 

(2) 

(i) amc, address. and social security number of each employee. 

(ii) The employee's occupation(s) or classific~tion(s). 

(iii) The rate or rates of wages paid (including all pay and benefits provided). 

(iv) The number of daily and weekly hour.; worked 

(v) Any deductions made. 

(vi) The total wages paid (including all pay and bcncfilS provided) each pay period. 

(vii) A copy of noti Ci cations lo employees of the amount of paid sick leave the employee has accrued, as required under 29 CFR 
l3.5(aX2). 

(viii) A copy of employees' requests to use paid sick leave. if in writing. or. ,fnot in writing. any other records reflecting such 
employee requests. 

(ix) Dates and amounts of paid sick leave taken by employees (unless the Contractor's paid time off policy sa1.isfics the 
requirements of E.O. 13706 and 29 CFR pan 13 described in 29 CFR l3.5(f)(5), leave shall be designated in records as 
paid sick leave pursuant to E.O. I 3706(d)(3). 

(x) A copy of any written responses lo employees' requests lo use paid sick leave. including cxpl:inations for any denials of 
such requests, as required under 29 CFR 13.5{d)(3). 

(xi) Any records renecting the ccnification and documentation the Contractor may require an employee to provide under 29 
CFR I 3.5{c), including copies of nny ccnification or documentation provided by Wl employee. 

(xii) Any other records showing :my tmcking of or calculations related lo an employee's accrual or use of paid sick leave. 

(xiii) The relevant contract. 

(xiv) The regular pay and benefits providL-d to an employee for each use of paid sick leave. 

(xv) Any financial payment made for unused paid sick lc-Jvc upon a separation from employment intended. pursuant lo 29 CFR 
13.S(bX5), to relieve the Contractor from the obligation to reinstate such paid sick leave as otherwise required by 29 CFR 
13.5(b)(4). 

(i) If the Contractor wishes to distinguish between an employees' covered and noncovcrcd work. the Contractor shall keep records 
or other proof rc0ccting such distinctions. Only if the Contractor adequately scgn:galcs the employee's time will time spent 
on noncovcn:d work be excluded from hours worked coun.ted toward the nccrual of paid sick leave. Similarly, only if the 
Contractor adequately segregates the employee's time may the COntractor properly refuse an employee's request to use paid 
sick leave on the ground that the employee was scheduled to perform noncovercd work during the time he o r she asked to use 
paid sick leave. 

(ii) If the Contractor estimates covered hours worked by nn employee who performs work in connection with contracts covcn:d 
by the E.0. pursuant to 29 CFR 13.S(a)(i) or (iii). the Contractor shall keep records or other proof of the verifiable information 
on which such estimates nrc reasonably based. Only if the Contrnctor relics on an estimate that is reasonable and based on 
verifiable information wi ll an employee's time spent in connection with noncovcrcd work be excluded from hours worked 
counted toward the accrual of paid sick leave. If the Contractor estimates the amount of time 1111 employee spends performing 
in connection with contracts covered by the E.O., the Contractor shall permit the employee to use his or her paid sick leave 
during any work time the Contractor. 

(3) In the event the Contractor is not obligated by the Service Contract Labor Standards s tatute. the Wage Rate Requirements 
(Construction) statute. or the Fair Labor Standards Act to keep rcuords of an employee's hour.; worked. such as bcaiusc the 
employee is exempt from the fair Labor Standards Act's minimum wage and overtime requirements, and the Contractor chooses 
to u__,;c lhe assumption permitted by 29 CFR 13.5(11)(! Xiii), the Contractor is excused from the requirement in paragraph ( iX l)(iv) 
of this clause and 29 CFR I 3.25{aX4) lo keep n.'Cords ofU1c employee's numbLT of daily and weekly hours worked. 

(4) 

(i) Records relating to medical histories or domestic violence. sexual assaulL or stalking. creared for purposes of E.O. 13706, 
whether of an employee or an employee's child, parent, spouse. domestic partner. or other individual related by blood or 
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affinity whose close association with the employee is lhc equivalent of a family relationship. shall be maintained as 
confidential records in separate filcs/rccords form the usual personnel lilcs. 

(ii) If the confidentiality requirements of the Genetic Information Nondiscrimination Act of 2008 (GINA). section 503 of the 
Rchabilit:ition Act of 1973, and/or the Americans wilh Disabilities Aci (ADA) apply io records or documents creaicd to 
comply wilh the rccordkccping requirements in this contract clause. lhc records and documents sh.all also be maintained in 
complinnce with the confidentiality rcquircmcnts of the G INA. section 503 of the Rehabilimtion Act of 1973, rind/or ADA as 
described in 29 CFR 1635.9, 41 CFR 60-741.23(d), and 29 CFR 1630.14(cXI), respectively. 

(iii) The Contractor shall not disclose any documentation used to verify the need to use 3 or more consecutive days of paid sick 
lc3vc for the purpose.~ listed in 29 CFR 13.S(cX I )(i\•) (as described in 29 CFR 13.S(cX I )(ii) and shall maintain confidentiality 
about any domestic abuse. sexual assault, or stalking. unless the employee consents or when disclosure is required by law. 

(5) The Contr.ictor shall permit aulhorizcd representative.~ of the Wage and Hour Division 10 conduct interviews with employees at the 
worksitc during normal working hours. 

(6) othing in this contract clause limits or otherwise modifies the Contractor's rccordkeeping obligations. if any, under the Service 
Contract Labor Standards statute, the Wage Rate Requirements (Construction) starutc. lhc Fair Labor Standards Act, the Family 
and Medical Leave Act, E.O. 13658. their m,-pcctivc implementing regufations, or any other applicable law. 

(j) lntcrfen:ncc/discrimination. 

(I) The Contractor shall not in any mnnncr interfere with an employee's accrual or use of paid sick leave as required by E.O. 13706 or 
29 CFR part 13. Interference includes, but is not limited to -

(i) Miscalculating the amount of paid sic.k leave an employee has accrued: 

(ii) Denying or unrca.<,0nably dclnying a response 10 a proper request to use paid sick le.ave; 

(iii) Discouraging an employee from using paid sick leave; 

(iv) Reducing an cmploycc·s accrued paid sick leave by more than the amount of such leave used; 

(v) Transferring an employee to work on contracts not covered by the E.O. to prevent the accrual or use of paid sick leave; 

(vi) Disclosing confidential information contained in certification or other documentation provided to verify the need to usc 
paid sick leave; or 

(vii) Making the use of paid sick leave contingent on the cmployec·s finding a replacement worker or the fulfillment of the 
Contractor's opcmtional needs. 

(2) The Contractor sh.all not discharge or in any other manner discriminate against any employee for-

(i) Using, or attempting to use. paid ~ick lca,·c as provided for under E.O. 13706 and 29 CFR part 13: 

(ii) Filing any complaint, initiating any proceeding, or otherwise asserting any right or claim under E.O. 13706 and 29 CFR 
part 13; 

(iii) Cooperating in any investigation or testifying in any proceeding under E.O. 13706 and 29 CFR part 13: or 

(iv) lnfonning nny other person about his or her rights under E.O. 13706 and 29 CFR part. 13. 

(k) Notice. The Contractor shall notify all employees performing work on or in connection with a contract covered by the E.O. of the paid 
sick leave requirements of E.O. 13706, 29 CFR part 13. and this clause by posting a notice provided by the Department of Labor in a 
prominent and acces:siblc place at the worksitc so it may be readily ~n by employees. Contractor.. that customarily post notices to 
employees electronically may post the notice c.lcctronically. provided such electronic posting is displayed prominently on any website 
that is maintained by the Contractor, whether external or internal, and customarily used for notices to employees about tcnn~ and 
conditions of employment. 

(I) Disputes co11ceming labor standards. Disputes related to the application of E.O. 13706 to this contract shall not be subject to the general 
disputes clause of the contract. Such disputes shall be resolved in accordance with the procedures of the Department of Labor set forth 
in 29 CFR pan 13. Disputes \~;thin the meaning of this contract clause include disputes between the Contractor (or any of its 
subcontractors) and Bonneville Power Administration. the Department of Labor. or the employees or their representatives. 

(m) S11bco111roc1s. The Contrnctor shall insert the substance ofthii; clause, including this paragraph (m). in all subcontracts, rego.rdlcss of the 
dollar value, that arc subject to the Scn•icc Contract labor Standards statute or the Wage Rate Requirements (Construction) statute, and 
arc to be performed in whole or in part in the United States. 

POST AWARDORIEt'ffATION ( 14- 19) 
(SEP 2007XBPI 14.S.3.3) 

The successful offcror will be required to participate in a post award orientation as designated by the Contracting Officer. 
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CO;"i lP TER FRAUD AN D ABUSE ACT (14-2 1) 
(MAR 2018) (BPI 14. 14.1) 

Unauthorized attempts to upload information and/or change information on rhis Web site arc strictly prohibited and subject 10 prosecution 
under the Computer Fraud and Abuse Act of 1986 and Title 18 U.S.C. §. I 00 I and 1030. 

S UBCONTRACTS ( 14-7) 
(MAR 2018)(BPI 14.9.1 ) 

The Contractor shall not subcontract any work without prior approv:il of the Contracting Officer, except work >l)CCifically agreed upon al the 
time of award. Bon nevi Ile reserves the right to approve specific subcontractors for work considered to be panicularly scnsith'c. Consent to 
subcontract any portion of the contract shall not relieve the contrnetor of any responsibility under the contract. 

COXTRACT ADMINISTRATION REPRESE!I.TATIVES (14-2) 
(MAR 20l 8)(BPI 14.1.S) 

(a) In the administration of this contract. the Contncting Officer may be represented by one or more of the following: Contracting Officer's 
Representative, Receiving Inspector. and/or Field Inspector for technical mailers. 

(b) These n:prcscntativcs an: authorized to act on behalf of the Contracting Officer in all mallcn pertaining to the contract, except: (I) 
c-0ntract modifications that change the contract price, technical requirements or time for performance; (2) suspension or termination of 
the Contracror's right to proceed, either for default or for convenience of Bonneville; and (3) final decisions on any mailers subject to 
appeal, as provided in a disputes clause. In addition, Field lnspcclol'S may not make final acceptance under the contract 

BANKRUPTCY (14-18) 
(OCT 200S)(BPI 14.19.3) 

In the event the Contractor enters into proceedings relating lo bankruptcy, whether voluntary or involunlllr)', the Contractor agrees to furnish 
written notification oflhc bankruptcy to the Contracting Officer responsible for administering the contract. This notification shall be furnished 
within five days of the initiation of the proceedings relating to bankruptcy filing. This notification shall include the date on which the 
b:mkruptcy petition wll> filed, the identity of the court in which the bankruptcy petition was filed, and a listing of Government contrnct 
numbers and contracting officer5 for all Government contracts against final payment has not been made. This obligation remains in effect 
until linal payment under this contract. 

COl\1RACTOR COMPLIANCE WITH BOSN EVILLE POLICIES (15-4) 
(MAR 2018)(BPI 15.3.1.l) 

(a} The contractor shall comply with all Bonnc\1ille policies affccling the Bonnc\<ille workplace environment E.,camplcs of specific policies 
arc: 

(I) Bonneville Smoking Policy (Booneville Policy 440-1 ), 

(2) Use of Alcoholic Beverages. Narcotics, or Illegal Drug Substances on Bonneville Property or \Vhm in Duty Stntion {BPAM 
400/792C), 

(3) Firearms and Other Weapons (BPAM 1086). 

(4) Standards of conduct regarding transmission information (BPI 3.2), 

(5) Identification Badge Program (Bonneville Security Standards Manual. Chapter 200-3) 

(6) Information Protection (Bonneville Policy 433-1 ), 

(7) Safegucmls and Security Program (Bonneville Policy 430- 1 ) ; 

(8) Managing Access and Access Revocation for NERC CIP Compliance (Bonnc\•illc Policy 430-2); 

(9) Cybcr Security Prograrn(Bonnevillc Policy 434- 1 ). 

(JO) Business Use of Bonneville Technology Services (BPAM Ch:iptcr 1110), 

(II) Prohibition on soliciting or receiving donations for a political campaign while on federal property ( 18 U.S.C. § 607). 

(12) Guidance on Violence and Threatening Behavior in the Workplace (DOE G 444-1- 1). 

(13) ln,-pcction of persons, personal property and vehicles (41 CFR § 102-74.3 70). 

(14) Prcservat.ion of property (41 CFR § 102-74.380). 

( 15) Compliance with Signs and Directions (41 CFR § I 02-74.385), 

(16) Disturbanccs(4I CFR§ 102-74.390). 

( 17) Gambling Prohibited ( 41 CFR § I 02-74.395), 

(18) Soliciting. Vending and Debt Collection Prohibited (41 CFR § 102-74.410). 

( I 9) Posting and Distributing Materials (41 CFR § I 02-74.415) 
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(20) Photographs for News, Advertising or Commercial Purposes (41 CFR § I 02· 74.420), and 

(21) Dogs and Other Animals Prohibited (41 CFR § 102-74.425). 

(b) The contractor shall obtain from the CO information describing the policy requirements. A contractor who fails lo enforce workplace 
policies is subject to suspension or default tcnnination of the contract. 

HAZARDOUS MATERLAL IDENTIFICA T IO~ ANO MA TE RIAL SAFETY DAT A ( 15-6) 
(MAR 20l8)(BPI 15.4.2) 

(a) The Contractor agrees to submit a Material Safety Data Sheet {Department of Labor Forrn OSHA-20). as prescribed in Federal Standard 
No. 3 l3C, for all haz.irdous material S days before delivery of the material whether or not it is listed in Appendix A of the Stllndard. 
This obligation applies to all materials delivered wider this contract which will involve exposure to hazardous materials or items 
containing these materials. 

(b) "Hazardous material." as used in this clause, is as defined in Federal Stnndard, No. 3 l3C, in effect on the dutc of this contract. 

(c) Neither the requircmcnt.s of this clause nor any act or fuilure to act by Bonneville shall relieve the Contractor of any responsibility or 
liability for the safety of Bonneville, Contractor, or subcontractor personnel or property. 

(d) The Contractor shall comply with applicable Federal, slate, and local laws, codes. ordin:inccs, and with regulations (including the 
obtaining of licenses and permit~) in connection with hazardous material. 

(c) The Contractor shall insert this clause, including this paragraph (c), with apprnprfatc changes in the designation of the parties. in 
subcontracts at any tier (including purchase orders) under thi.s contract involving hazardous material. 

CO:\''TRACTOR SAFETY AND HEALTH (15-12) 
(MAR 2018){BPI 15.6.4.t) 

(a) The Contractor shall furnish a place of employment that is free from recognized hazards that cause or bnvc the potential to cause death 
or serious physical harm to employees: and shall comply with occupational safety and health standards promulgated under the 
OccUJ>3tional Safciy and Health Act of 1970 (Public Law 91-598). Contractor employees shall comply with occupational safety and 
health standards and all rules, regulations. and orders issued pursuant to this Act which are applicable to their own actions and conducl 

( I) All construction contractors working on contracts in excess ofSI00,000 shall comply with Department of Labor Contrnct Work 
Hours and Safety Standards (40 U.S.C. § 3701 ct seq.) . 

(2) The Contractor shall comply with: 

(i) National Fire Protection Association (NFPA) National Fire Codes for fire prevention and protection applicable to the work or 
facility being occupied or constructed; 

(ii) NFPA 70E, Standard/or Electrical Safety in the IYortplace; 

(iii) American Conference of Governmental Industrial Hygiene 11,reshold Limit Values for Chemical Substances and Physical 
Agems and Biological Exposure Indices; and. 

(iv) Any additiollll.l safety and health measures identified by the Conlr.1cting Officer. 

This clause docs not relieve the Contractor from complying with any additional specific or corpom11: safety and health requirements that 
it determines to be necessary 10 protect the safety and health of employees.. 

(b) The Contractor bears sole rcsportsibility for ensuring that all contractor's workers pcrfom1ing contract work possess the necessary 
knowledge and skills to pcrf onn the work correctly and sa fcly. The Conlr.lctor shall make any training and certification n:cords necessary 
Lo demonstrate oompliancc with this requirement available for review upon request by Bonneville. 

(c) The Contractor shall hold Bonneville and any other owners of the site of work bam1lcss from any and all suits. actions, and claims for 
injuries to or death of persons arising from any act or omission of the Contrnctor, irs subcontractors, or any cmployt-c of the Contractor 
or subconrrocrors, in any way related to the work wider this contract 

(d) The Contractor shall immediately notify the Contracting Officer (CO). the Contracting Officer's Representative (COR). and the Safety 
Office by celcphonc at (360) 41 S-2397 of any death, injury. occupational disca,c or near miss arising from or incident to pcrfonnance 
of work under this contracL 

( I) The Bonnc"illc Safety Office business hours arc 7:00 AM to 4:00 PM P:ieific Time. If the Safety Office Officials arc not available 
IO take the phone call the contractor shall leave a voiccmail that includes the derails of the cYc:nl, and the Contractor's conlllct 
information. The Contractor shall periodically repeat lhc phone c.all to the Safety O ffice until the Contractor is able to speak din:ctly 
with o Bonneville Safety Official. 

(2) The Contractor shall follow up each phone call notification with an email to SafctvNopficationli, boa.gov immediately for any 
fatality or within 24 hours for non-fatal events. 

(3) The Contrnctor shall complete Bonneville form 6410.1 Sc Contractor's Report of Personal Injury, Illness, or Propcrty Damage 
Accident and submit the fonn to the CO, COR, and Safety Office within five (5) working days of such :in occurrence. The 
Contractor shall include photographs and witness s13tcmcnts with the report. 
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(4) In the case of a Nc!IT Miss Incident that docs not invoh'e injury. illness, or property damage, the Contr.lctor shall complete 
Bonneville Form 6410.18c Contractor's Report of Incident/Near Mi~s and submit the form to the CO, COR. 311d Safety Office 
within five (5) working days of such 3n occurrence. The Contractor shall include photographs and witness statements with the 
rcpon. 

(c) 'otification of Imminent Danger and Workers Right to Decline Work 

(I) All workers, including contractors and Bonneville employees, arc responsible for identifying and notifying other workers in the 
affected area of imminent danger at the site of work. Imminent danger is any condition or practice that poses a danger that could 
reasonably be expected to cause death or severe physical hardship before the imminence of such danger could be eliminated through 
normal procedures. 

(2) A contract worker h3s the right to ask. without reprisal. their onsitc management and other workers to review safe work procedures 
and consider other alternatives before proceeding ,vith a work procedure. Reprisal means any action taken against an employee in 
response to. or in revenge for, the employee having raised, in good fuith, rcasoruible concerns about a safety and health aspect of 
the work required by the contracL 

(3) A contract worker has the right to decline to perform tasks. without reprisal, that will endanger the safety and health of thcmself or 
of other workers. 

(4) The Contract.or shall cst.iblish procedures that allow workers to cease or decline work that mny threaten the safety and health of 
the worker or other workers. 

(f) Bonneville encourages all contr.lctor workers to raise safety and health concerns as a way to identify and control safety hazards. The 
Contractor shall develop and communicate a formnl procedure for submittal. resolution, and communication of resolution and corrective 
action to the worker submitting the concern. The procedure shall ( I) encourage wortcrs to identify safety and health concerns directly 
to their supervisor and employer using the employer's rcponing process; and (2) inform wortcrs that they may raise safety concerns to 
Bonneville or the State OSHA. Workers may notify the Safety Office at (360) 418-2397 if the employcr·s woTk process docs not resolve 
the worker's safety and health concern. Bonnc,,iJle may coordinate the response to a contractor workers safety and health concerns 
with the State OSHA when necessary to facilitate resolution. 

(g) Bonneville employees may direct the contractor to stop a worl activity due to safety and hc:alth concerns. The Bonneville employee 
shall notify the ContrJctor orally with written confinnation. and n:qucst immediate initiation of com.-ctivc action. After receipt of the 
notice the Contractor shall immediately take corrective action to e liminate or mitigate the safety and health concern. When a Bonneville 
employee s tops a work activity due to a safety and health concern the Contractor shall immediately notify the CO. p.rovidc a description 
of the event, and identify the Bonneville employee that halted the work activity. The Contractor shall not resume the stopped work 
activity until authorization to resume work is issued by a Bonneville Safety Official. The Contractor shall not be entitled to any equitable 
adjustment ofthc contract price or extension of the performance schedule when Bonnc,,illc stops a work activity due to safety and health 
conecrns th.at occurred under the Contractor's control. 

(h) The Contractor shall keep a record of total monthly labor hows worked at the site of work. The Contructor shall include a separate 
calculation of the monthly total labor hours for each subcontractor in the contractor's monthly data. Upon n:quc:.<.t by the CO, COR or 
Bonneville Safety Office, the Contrnctor shall provide the total labor hours for a completed month to Bonneville no later than the 15111 

c:ilcndar day of the following month. The rcqucstor sh:tll identify the required reporting form:tt and procedures. 

(i) The Contrnctor shall include this clause. including paragraph (i) in subcontracts. The Contractor may make appropriate changes in the 
designation of the panics to reOect the prime contractor- subcontractor arrangement. The ConlTJctor is responsible for enforcing 
subcontractor compliance with this clause. 

C O:'\"TRACTOR SAFETY A~D HEAL TH REQUIREME£\7'S ( 15-13 ) 
(MAR 20l8)(BPI 15.6.4.1) 

(a) The Contractor shall prepare a site specific safety pl311 (SSSP) and submit the SSSP to the Contracting Officer (CO) or the CO's dcsigncc. 
The Contractor is prohibit«! from pcrfonning on site worl without written authorization from the CO. The CO is prohibited from issuing 
an authorization to proceed ,vith on-site work until the Bonneville: Safety Office has reviewed the SSSP and :my concerns arc resolved. 

(b) The Contractor shall follow the work procedures provided in the Comractor Safel)· a11d Health Req11ireme11ts for Prime and 
Subco111racton1. The full text of the Contractor Safety 011d Health Require111e11L• for Prime and S11bco11tractan; is available at 
http://v.-ww.bpa.gov/Dotn1t%20Bu.~incss/purch3sdPagC'l/dcfault.3Spx. 

(c) The Contractor shall include this clause in all subcontracts. 

SCREENI 'G REQUl~EMENTS FOR PERSON'.'IEL BA V I 'G ACCESS TO BONNEVlLL E FAC IU T IES (15-15) 
~1AR 2018) (BPI JS.7.2.1) 

(a) The following definitions shall apply to this contract: 

(I) "Access" means the ability to enter Bonneville facilities as a direct or indirect result of the work required under this contmct. 

(2) "Sensitive uncla.ssificd infonnation" means inform;,tion requiring a degree of protection due to the risk and magnitude of loss or 
harm that could result from inadvcncnt or deliberate disclosures. alteration, or restriction. Sensitive unclassified infonnation may 
include:, but is not limited to: personnel d3ta maintained in systems or records subject to the Privacy Act of 1974. Pub. L. 93-579 
(5 U.S.C. 552a); proprietary business data ( 18 U.S.C. 1905) and the Freedom of Information Act (5 U.S.C. S52); unclassified 
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controlled info11113lion (42 U.S.C. 2168, DOE Order 471.3), and cri1ic.1l infrastructure infonnation, energy supply data; economic 
forecasts; and financial data. 

(b) Bonneville personnel screening activities arc b-.iscd on the Homeland Security Presidential Directive 12 (HSPD- 12). and DOE rules and 
guidance as implemented :ll Bonneville. The background :;crccning process to be conducted by the Office of Personnel Management is 
called a National Agency Check with Inquiries (NACI). The results of the NACI process will provide Bonneville with infonnation 10 
dclcmunc nn individual's initial eligibility or continued eligibility for access lo Bonneville f:tcilitics including IT access. Such a 
determination shall not be construed as a substitute for determining whether an individual is technically suitable for employment. 

(c) The contractor is responsible for protecting Bonneville property during contract performance. including sensitive unclassified data. 
Effective October 27. 2005. all new-hire contract employees expected to work at federal facilities for six or more consecutive months 
must be screened according 10 HSPD-12. To initiate the federal screening process discussed in paragraph (bl above. the contractor shall 
ensure that all prospective contract employees present the required forms of personal identification and complete SF85 • Questionnaire 
for Non Sensitive Positions and submit it 10 Bonnc,•illc for processing. All contmct employees on board prior to that dale will be screened 
in phases according 10 length of service. Rcscrccnings of longer tcnn contr"dct employees will occur at periodic intervals. generally of 
five years. 

(d) As part of the NACl, the government's determination of approval for an individual's access shall be al least based upon criteria listed 
below. Howcvcr, the contractor also has a responsibility 10 affinn that pcnniuing the individual access to Bonneville facilities and/or 
computer sys1ems is an acceptable risk which will not lead to improper use, manipulation, ahcralion, or destruction of Bonneville 
propcny or data, including unauthorized disclosure. Po,itivc findings in any of these areas shall be sufficient grounds 10 deny access. 

(I) Any bchavtor. activities, or associations which may show the individual is not reliable or trustworthy; 

(2) Any deliberate misrepresentations. falsifications. or omissions of material facts: 

(3) Any criminal. dishonest or immoral conduct (as defined by local law). or substance abuse; or 

(4) Any illness. including any mcnllll condition. ofa nature which. in the opinion of compclcnl medical authority. may cause significant 
defect in the judgment or reliability o f the employee. with due regard lo the transient or continuing effect of the illness and the 
medical findings in such case. 

(e} If the NACJ screening process described above prompL~ a detcnnination 10 disapprove access, Bonneville shall notify the contraelor, 
who will then infonn the individual of the de1cnnina1ion and 1hc reasons therefor. The contractor shall afford the individual an 
opponunity to refute or rebut the information 1hat has fonned the basis for the initial detcrmination, according lo the appeal process 
prescribed by HSPD- 12 and supplemental implementing guidance. 

(f) If the individual is granted access, the indi\"idual's employment records or personnel file shall contain a copy of the final determination 
as. described in paragraph (c) above and the basis for the dctcnnination. The contractor shall conduct periodic reviews oflhc individual's 
employment records or pc~onncl file to rcaffinn the individual's con1inucd suitability for access. The reviews should occur annually, 
or more oficn as appropriate or necessary. If the contmclor becomes aware of any new infonna1ion that could allcr the individuals' 
continued eligibility for approved access, the contractor shall notify the COR immediately. 

(g) If a security clearance is required. then the applicant's job qualifications and suitability must be established prior 10 the submission of a 
security clearance request to DOE. In the event that an applicant is specifically hired for a position that requires a security clearance, 
then the applicant shall nol be placed in that position until a security clearance is granted by DOE. 

(h) In addition to lhc requirements described elsewhere in this clause, all contractor employees who may be accessing any of Bonncvme•s 
infonnarion resources must participate annually in a Bonneville-furnished infonnation resources security training cour1-c. 

(i) The contrnctor is responsible for obtaining from its employees any Bonneville-issued identification and/or access cards immediately 
upon tcnnination of an employee's employment with the contractor, and for returning it 10 the COR. who will forward ii to Security 
Managcme.nL 

(j) The substance of this clause shall be included in any subcontracts in which the suhcontrnc1or employees will have access to Bonneville 
facilities and/ or computer systems. 

ACCESS TO BONNEVILLE FACILITIES AND COMPUT ER SYST EMS (15-16) 
(MAR 2018)(BPI 15.8.3) 

(a) Con1r.1ct worker,; with unesconcd physic:1J access to a Bonneville facility and/ or computer system shall follow the :1pplicablc procedures 
and requirements: 

(I) Bonneville Policy 434- 1: Cybcr Security Program; 

(2) Bonneville Policy 430-2: Managing Acccs.~ and Accc,<;s Revocation for ERC CIP Compliance; 

(3) Bonneville Policy 433- 1: Information Security: 

(4) Bonneville Control Center docwncni, Dittmer Control Ccntcr Access- Frequently Asked Questions; 

(5) If uncsconcd access to energized facili1ics. Bonnc,•illc Substation Operations Rules ofConduet Handbook: Policies and Procedures. 
Pcnnits, Energized Access, and Clearance Certificat ions: and 

(6) Additional requirements and procedures may be included in the sl.alemcnt of work and the technical specifications_ 
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(b) Notifying Bonneville ofContnctor Personnel Changes: 

(I) The Contractor shall notify Bonneville within four ( 4) hours when a worker with uncsconcd physical access 10 a Bonneville facilicy 
or computer system is re-assigned 10 non-Bonnc\rillc work. tcnnin:itcs their employment \\rith the contractor. or is removed for 
cause. 

(2) The Contractor shall send notification to Bonneville Security Services by email 10 Rcvokc<a bpa.go,· or call (503) 230-3779 to 
provide notification. 

(3) The Contractor shall provide written notification lo the Contracting Olliccr, and if assigned the Contracting Officer's 
Representative. confirming that notification required in the above subsCClion (2) occurred and surrender the physical badge and 
computer access asscL~ within 24 hours. 

(c) The provisions of thi.~ cl:n1.~c shall be included in all subcontracts when: workers have unescorted access to Bonneville facilities or 
computer ~')'Stem access. 

INFORMATI01 ASSURANCE ( 15-17) 
(MAR 2018) (BPI 15.9.4) 

(a) ln pcrfonruinec of this contract. the Contractor shall protect all information. data and information systems under its management and 
c-0ntrol at all rimes commensurate with the risk and magnitude of harm that could result Lo Federal security interests and Bonneville's 
missions and programs resulting from a loss or unauthorized disclosure of confidentiality, availability. and integrity ofinfonnation. data 
or systems. 

(b) At a minimum. the Contractor shall safeguard Bonneville's information, data or ~--ystems commensurate with the minimum protection 
requirements set forth by the National Institute of Standards and Technology (1 1ST) in the Federal lnfonnation Processing Standard 
(FIPS) Publication 199 for a ulow" categorization. If the contract Statement of Work or spccific<Jtions document identifies a higher 
categorization of either "moderate" or "high·•. the contractor shall additionally comply with the requirements identified for the higher 
categorization in the Statement of Work or specifications document 

(c) The Bonneville Chief Information Officer (CIO), or representative. shall have the right to examine, audit. and reproduce any of the 
Contractor's peninent information security and/or data security plan or program. 

(d) The Contractor. at its sole expense, shall address and correct any deficiencies and/or noncompliance with the terms of the contract as 
identified by Bonneville. 

(c) The Contractor shttll include the requirements of this clause 15- 17 in all subcontracts. 

HOM ELA~ SECURITY ( 15-18) 
(MAR 2018) (BPI 15.10.3) 

(a) If any portion of the Contractor's maintenance or support service is located in a foreign country, then the Contractor will disclose thO!SC 
foreign countries to Bonneville to determine i fthe foreign country is on the Sensitive Country List or is a Terrorist Country as determined 
by the United States Department of St1te. Bonneville will notify the Contractor in writing whether or not it can allow an intangible 
c;,cpon of Bonneville's Critical Information or if a Deemed Expon License is required. 

(b) The Contructor shall notify the CO in writing in advance of any consultation with a foreign national or other third party that would 
c;,cposc them Lo Bonneville Critical lnfonnation. Bonneville will approve or reject consultation with the third party. 

(c) Notification of Security Incident The Contractor shall immediately notify Bonneville's Office of the Chief Information Officer (OCIO) 
Chief Information Security Officer (CISO) of any security incident and cooperate with Bonnc,1illc in invc.-stignting and resolving the 
security incident. In the event ofa st.-curity incident, the Contractor shall notify the CISO by telephone at 503-230-5088 and ask for a 
Cybcr Security Officer. Bonneville may also provide in writing to the Contractor alternate phone numbers for contacting Cybcr Security 
Officers. A call back voice message may be left but not the details of the Security Incident. 

WORKO~ ACOV£RN.ME~T INSTALLATlO~ (16-7) 
(MAR 2018) (BPI 16.4.8.l) 

(a) The Contractor shall. at its own expense. provide and maintain during the entire performance o f this contracL at least the kinds and 
minimum amounts of insurance required in the Schedule or elsewhere in this contract 

(b) Before commencing work under this contract, the Contractor shall notify the Contracting Officer in writing that the required insurance 
has been obtained. The policies evidencing n:quircd insurance shall contain an endorsement to the effect that any cancellation or any 
material change adversely affecting the Government' s interest shall not be clToctivc -

( I) For such period as the laws of the State in which this contract is performed prescribe; or 

(2) Until 30 days afler the insurer or the Contractor gives wriucn notice 10 the Contracting Officer, whichever period is longer. 

(c) Each insurance policy required under this contract. other than workers· compensation insurance. shall contain an endorsement naming 
the United States as an additional insured ,vith res.peel to operations performed under this contraeL The insurance carrier is required to 
waive all subrogation rights against any of the named insured. 

(d) The Contractor shall inscn the substance ofthi.~ clause. including this paragraph (c). in ~,ibcontracts under this contract that require work 
on a Government installation and shall require subcontractors to provide and maintain the in5urancc required in the Schedule or 
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elsewhere in the contr.ict. The Conlnlctor shall maintain a copy of all subcontractors' proofs of required insurance, and shall make copies 
available to the Contracting Officer upon request. 

l\UN IM lJ~ INSURANCE COVERAGE (16-8) 
(MAR 2018) (BP( 16.4.8.2) 

The Contractor shaJI obtain and maintain insurance coverage as follows for the performance of this contract. 

(a) Workers' compensation and employer's liability. Worker's compensation Wld employer's liability insurance as required by applicable 
Fcdcral and State workers' compensation and occupatfonal disease statutes. If occupational diseases arc not compensable under those 
statutes, they shall be covered under lhc employer's liability section of the insurance policy, except when contract operations arc so 
commingled with the Contractor's commercial operations that it would not be practical to require this coverage. The employer's liability 
coverage shall be at least SI,000.000. except in States with exclusive or monopolistic funds that do not permit workers' compensation 
to be written by private carriers. 

(b) Commercial general liability. Comprehensive general (bodily injury) liability insurance of at least S2.000.000 per occurrence. 

(c) Excess I Umbrella general liability insurance of at least SS.000,000 

(d) Automobile liability. Motor vehicle liability insurance written on the comprehensive form of policy which provides for bodily injury 
and property damage liability covering the operation of all motor vehicles used in connection with performing lhc contract. Polic1cs 
covering motor vehicles operated in the United States shall provide coverage of at least $2,000.000 per occurrence. The amount of 
liability coverage on other policies shall be commensurate with any legal requirements of the locaJity and sufficient to meet normal and 
customary claim.~. 

(e) The Contmctor's policy shnll be primary and shall not seek any contribution from any insurance or self-insurance programs of 
Bonneville. The Co11trdctor's insurance certificate shall c-0ntai11 a Wllivcr of subrogation in favor o f Bonneville. Where allowable. 
Contractor's insurance will name Bonneville and its agents. officers, directors and employees 3S additional insurcd's. 

No;xoISCLOSURE DURING CONTRACT PERFORMANCE (17-22) 
(MAR 2018)(BP( 17.6.2.2.2) 

(a) During the term of this contract., Contractor llllly disclose sensitive, confidential or for official use only information ('"Information;. to 
Bonnevi lie. Information shall mean any information that is owned or controlled by Contractor and not generally available to the public, 
including but not limited to performance. sales, financial. contractual and marketing information, and ideas, technical datll and concepts. 
It also includes information of third p1111ics in possession of Contractor that Contractor is obligated to maintain in confidence. 
Information may be in intangi'ble form, such as unrecorded knowledge, ideas or concepts or information communicated orally or by 
visuaJ observation, or may be embodied in tangible form, such as a documenL The term "document" includes wriuca memoranda. 
drawings. training materials. spcci ficat ions. notebook entries. photographs- graphic representations. firmware, cornpmer information or 
software. information communicated by other electronic or magnetic mcdi11., or models. All such Information disclosed in written or 
tangible form shall be mm-teed ia a prominent location to indicate that it is lhc confidential information of the Contractor. Information 
which is disclosed verbally or ,-isually shall be followed within ten ( 10) days by a wrillen descript ion of the Information disclosed and 
sent to Bonneville. 

(b) Bonneville shall hold Contractor 's Information in confidence and shall take all reasonable steps to prevent any unauthorized possession, 
use. copying. transfer or disclosure of such Information. Bonneville shall give such Information at least such protection as Bonnevil le 
gives its own information and data of the same general type, but in no event less than reasonable protection. Bonneville shall not use or 
make copies of the Contractor's Information for any purpose other than as contemplated by the terms of this eontracL Bonneville shall 
not disclose the Contractor's Information to any person other thun those of Bonneville's employees, agents, consultan15, contractors and 
subcontractors who have a verifiable need to know in connection wi th this conlr.ict or as required pursuant to the Freedom oflnfomution 
Act (FOIA). Bonneville shall, by written contract, require each pcr.;on to whom, or entity to which, it discloses Contractor's Information 
10 give such Information at least such protection as Bonnc,-illc itself is requirod to give such lnfonnntion under this contract. Bonneville's 
confidentiality obligations hereunder shall not apply to any portion of Contractor's Information which: 

(I) has become a matter of public knowledge other than through an act or omission of the Bonneville; 

(2) h:is been made known to Bonneville by a third party in :iccordanec ",jib such third party's legal rights ,vithout any restriction on 
disclosure; 

(3) wa.~ in the possession of Bonneville prior to the disclosure of such Information by the Contractor and was not acquired directly or 
indirectly from the other party or any person or entity in II relationship of trust and confidence with the other party with respect to 
such Information; 

(4) Bonneville is required by law to disclose. or is subject to FOIA; 

(5) has been independently developed by Bonneville from information not defined 11s "Information" in this contract; or 

(6) is subject to disclosure pursuant to the Freedom oflnformation Act (FOIA). 

(c) Bonneville shall return or dcslToy at the Contrnctor's direction. all Informal.ion (including all copies thereof) to the Contractor promptly 
upon lbc earliest of any tcnniuation of this contract or the Coatmctor's wrillcn rcqucsL 
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CO:'.\,RACTOR USEOFGOYERNM ENT-OWl'iEO YEIUCL£S (19-3) 
(MAR 2018) (BPI 19.8.1 ) 

In tho5e instances where Bonneville provides access 10 sourccsofGovemmcn1-o,med vehicles forthc Contractor's use. thcContractoragrccs 
10 indemnify and save :md hold h:irmlcss Bonneville from any :ind all cl:iims and damages or other costs where Bonneville was not at fault. 

RELEASE OF CLAIMS (2 1-4) 
(MAR 20 18)(BPI 21.3.10.1) 

After eomplction of work, and prior to final payment. the Contracting Officer may, at his or her option, n:qull"C the Contractor to furnish a 
relca.~ of claims against Bonneville arisingou1 of the conll'llct, other than claims s:pccifically cxccprcd from the operation of the release. 

C0~1l 1'UITY OF SERVICE S (23-1) 
(MAR 2018)(BPI 23.1.7) 

(a) The Comrac1or recognizes that the services under this contract arc vital to Bonneville and must be continued without imerruption and 
that, upon contract cxpimtion, a successor, either Bonneville or another contractor, may continue them. The Contractor agrees to (I) 
fornis_h phase-in training and (2) excrcisc its best efforts and cooperation 10 effect an orderly and efficient transition to :i successor. 

(b) The Contractor shall. upon the Contracting CHficcr's written notice, (I) furnish phase-in. pha.<c-oul se";ccs for up to 60 days aAer this 
contract expires and (2) negotiate in good faith a plan with a successor to dctmninc the nature and extent of phase-in. phase-out scrvict.-s 
required. The pl11J1 sli:ill be subject to the Contracting Officer's approval. The Contractor shal l provide sufficient experienced personnel 
during lhc phase-in. phase-out period 10 ensure that tbc services called for by this contract arc maimaincd at o high level of pmfiricncy. 

(c) The Contractor shall also disclose ncc.cssary pcr.;onncl records and allow the successor to conduct on-site intcrviC\~. If ~leered 
cmployres arc agreeable to the change, lhc Commc:tor shall release them at a mutunlly agreeable date and negorinte transfer of I.heir 
earned fringe benefits lo the successor. 

(d) The Conrmctor shall be reimbursed fora II reasonable phase-in, pha.~c-outcoStS (i.e., costs incurred within the agreed period aftcrcomnct 
c.,pirntion that resull from phosc-in, plusc-out opcro_tioM) ond o fee (profit) not to exceed a pro r.il!l portion of the fee (profit) under lhis 
contr-c1ct. 

KEY PERSONNEL (23-2) 
(SEP 1998)(BPI 23.1.7} 

The, personnel li,tcd below arc considered to be csscnti:tl to the work being performed hereunder. No diversion dull be mndc by lh<: 
Contrlletor without tllc written consent of the Contracting Officer. 

(b) (6) 
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A) GE~ERAL l NFORMATlON 

I) INTRODUCTION 

a. This Statement of Work is for the acquisition of anncd security officer services (protective force) at the Bonneville Power 
Administration (BPA) Headquarters in Portland, Oreh'<>n; Ross Complex, located in Vancouver, Washington; Eugene Starr 
Complex, located in The Dalles, Oregon; Munro Complex in Mead. Washington: and other BPA facilities or propcnics as 
security needs arise. 

b. The services provided arc commensurate with the duties of a Guard I (limited use of Guard I), Guard ll ruid Alarm Monitor 
a.~ defined under the Protective Service Occupations category of the Dcpanment of Labor (DOL) document tilled. "Service 
Contract Act Directory of Occupations."' Therefore, services off ercd by the Contractor must st ipulatc use of Guard I and Guard 
ll, and Alarm Monitor personnel exclusively. Any employment of Guard I personnel during the performance of the contract 
other than that specified in the Statement of Work nnd allowed by the tcmpor.iry exception outlined in section 13.b, 
Certifications and Credentials or authorized by the CO or COR prior to the posting occurring. may be considered grounds for 
termiruition for dcfuult. 

c. This Statement of Work (SOW) is for the sole use of the security services provider (ConlTllctor) and Bonneville Power 
Administrntion in order to administer this security services controct. All information, procedures, requirements, instructions 
and descriptions of duties contnincd in the SOW shall be protected from unauthorized disclosure, distribution, copying. other 
duplic:ition. electronic transmission. and any other fonn of unauthorized use. This SOW shall not be provided in part or in full 
to any pcr.,on. company. agency, n:prcscntative or any other clement without the cxpn:ss wriucn consent of the Contracting 
Officer. This documcm is identified os Critical Information .. Under BPA ·s lnfonnation Protection Guidance. it is not required 
to be marked; however, controlled distribution and information security protections are required. 

d. The execution of this SOW will be under the supervision of the Bonneville Power Administration's (BPA 's) Office of Security 
nnd Continuity of Operations (OSCO). under the direction of the Chief Security and Continuity Officer (CSCO). 

2) BACKGROU:-1D 

a. The Bonneville Power Administration (hereinafter referred to as "BPA ") is a federal agency, within the U.S. Department of 
Energy, that markets wholesale electrical power and opcmlcs and market.~ transmission services in the Pacific NorthwcsL The 
wholesale electrical power marketed by BPA comes from 31 federal hydro projects in the Columbia River Basin, one 
nonfcdcral nuclear plant and several other small nonfcdcral power plants. BPA 's customers include publicly owned and 
investor-owned utilities, as well as some large industries. BPA also sells or exchanges power with utilities in Canada and the 
Western United States. Revenue earned by BPA helps it fulfill public responsibilities that include low-cost and reliable power 
and investments in energy conservation and renewable resources. 

b. As a major provider of electrical power throughout lhc Pacific ' orthwcst, BPA ·s resources arc critical to the agency continuing 
to meet its mission essential function. providing Federal power to load in a reliable mnnner. As such. BPA is required to 
develop and implement security strategics to protect critical infrastructure. key resources, and personnel to ensure the 
accomplishment of BPA ·s mission. The intent of these strategics arc 10 prc,•ent the C.'(ploil3tion. incapacitation. or destruction 
of BPA's infrastructures and resources. Accordingly. BPA's hydro-electric grid is idcn1jfied as critical to the economic 
prosperity. n3tional defense, and quaJity of life of the United States. Thcrefon:. BPA seeks a partnership with a security 
provider who is equipped :lJld prepared to play a \'ital role in supporting the protection orBPA's portion of the nation 's critical 
energy infrastructure. 

3) PLACE OF PERFOR.\1ANCE 

a. The Contractor shall provide security officer services at the BPA 's foci Ii tics at the following locations: 

b. BPA Hcadquancrs building. located at 905 NE I Ith Avenue. Portland, OR 97232 

c. BPA Ross Complex., located at 54 11 NE Hig hway 99, Vancouver, Washington 98663 

d. Eugene Storr Complex., located in The Dalles. Oregon 

c. Munro Complex, located in Mead. Washington 

f. Other locations within the BPA Regional Service Area as deemed necessary by BPA 

4 ) GOVER.'liMENT-FURNlSHED MATERIALS AND EQUIPMENT 

a. BPA will provide facilities. workstations., computers, printers, and other associated equipment for security officer and security 
supervisor use. 

b. BPA will provide maps. floor plans and information to build security operating procedures Lo the Contractor as needed for 
distribution to appropriate posts and personnel The ConlJllctor must maintain these materials in the post books. The Contractor 
must protect this information in accordance ,vith BPA Information Protection Program standards. 

c. BPA will provide a copy of the Emergency Procedures and any c.all-out rosters, which the Contractor shall maintain :11 each 
site. These document.-. shall be protected in accordance with BPA lnform!llion Protection Progrnm standards. 
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S) COl\'TRACTOR-FUR",ISH£ D MATERJALS AND £Q lPMENT 

a. The Contractor shall furnish all training, quality conirol, personnel, uniforms, equipment materials, a.nd supervision to 
maintain physical security for BPA Headquarters. Ross Complex. Eugene Starr Complex. Munro Complex. employees. and 
visitors. 

b. The Coniractor shall provide the following items of operational equipment: 

i. One h:md-hcld portable public address system with batteries at HQ, Ross, Eugene Starr and Munro locations 

11. One hand-held. battery-operated spotlight with batteries at each complc,c. HQ. Ross. Eugene Starr and Munro 

iii. Sufficient communication~ equipment, to maintain contact \~;th .security officers and BPA Local Facilities personnel. 

iv. One (I) 800 MHz capable hand held radio on each security post Additionally, base stations compatible with regional 
emergency services communications systems shall be provided for Headquarters Post I, Ross Dittmer AMS, Ross Post 
2. (CSB) and Munro AMS. 

c. The Contractor shall furnish Vehicles to meet SOW requirements. Information on vehicles being considered mu.st be submillcd 
to and approved by the BPA OSCO COR prior to use in pcrfo.nnance of this contract. Consideration for the selection of patrol 
vehicles shall include area inclement weather conditions, operating terrain fuel economy, vehicle purpose, etc. Vehicles 
designated for deployment purposes must take into account that BPA deployment locations include remote locations accessed 
via fire roads. and Right of \Vay access roads that require ability to operate off hardened !03d surfaces. Any exceptions. 
changes, or modifications to vehicle requirements during the contract must be approved in advance by the COR and/or CO. 
Refer to Federal Standard 307 for furthor g uidance 

i. BPA Headquarters. 

(a) No \'ehiclcs arc required 

ii. Ross Complex 

{a) Three Vehicles, Two for patrol and one for supervision. 

(b) All arc to be A WD or 4x4 

{c) Est Mileage for patrol vehicles 22,000 each. per year 

(d) EsL Mileage for supervisor vehicle: 35,000 per year. 

iii. Park Place office complex 

(a) One vehicle for palrol duties. 

(b) &1. Mileage: 7,000 miles per year 

iv. Eugene Starr Complex 

{a) One vehicle for patrol use 

(b) A \VD or 4-whecl drive. compact, extended cab pickup truck or SUV. 

(c) EsL Mileage: 30,000 Per year 

v. Munro Complc,c 

(a) One vehicle for palrol use. 

(b) A WO or 4 -whccl drive, compact, extended cab pickup truck or SUV 

(c) Est Mileage: 30,000 Per )'CaT 

vi. Spare Deployment Vehicles 

(a) Two spare vehicles shall be a,,ailablc at all times for emergency deployments to various BPA facilities or higher 
threat conditions. One of the spare vehicle may be located at the Eugene Starr Comple,c. 

(b) A \VD or 4 -whccl drive, c-0mpact. extended cab pickup truck or SUV. 

(c) Est. Mileage 6,000 per year. 

vii. Vehicle equipment 

(a) The color oflhc patrol vehicles shall be consistent with security or law cnfon:-emcnt-typc vehicles. Doors on each 
side of the vehicles shall be marked" Security". In addition to other items deemed necessary by the Contr.:ictor, the 
Contractor must equip vehicles as follows: 

(b) Light bar with flashing amber lights 

(c) Spot light (mounted. remotely operated or hand-held portable) 
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( d) Spare tire and 1ools 

(e) Traction devices or tires 

(f) First Aid kit with protective gloves and medical waste receptacle 

(g) Emergency Rood Kit using LED or rellecti>-e emergency l'I\llrkers 

(h) Vehicle mounted radio compatible with regional emergency services communications systems 

(i) A)3.C Fire extinguisher 

d. Uniform and Equipment 

i. Uniforms shall be of professional appearance. color-coordinated policdsccurity style uniforms that an: standard issue by 
the Contractor and worn by all security officers and security ~'Upcrvisors. The unifom1s for security officers and security 
supervisors assigned to the Eugene Starr Complex may be a tactical uniform (e.g. - 5.11 Tactical Series or similar) in the 
color of Khaki. Officers required lo have a Non Electrical Worker Access Permit to energized areas must be provided 
uniforms meeting NFPA requirements for Arc Flash and Energized yard environments as listed in the BPA Accident 
Prevention Manual and Rules of Conduct Handbook. 

11. The following items of clothing and equipment shall be issued to and placed in the care and custody of each e mployee. 
Adjustments or changes to these requirements must be approved in advance by the COR. 

iii. Ruin and cold weather gear as required with high visibility security identification locutcd on the from and back. 

iv. A name tag that is professional in appearance with the first initial and last name of the officer to be worn in a consistent 
location on the uniform. 

v. Duty belt with minimum level 3 rc.tcntion holster, similar to what Law Enforcement agencies currently use, requiring 
two separate :ictions to release n::tentions and draw the weapon. e,,t: an SSL sleeve or thumb break combined with a 
rocking motion, magazine pouch. hundcuffpouch, and other equipment approved in advance by the COR. 

vi. Black security or police style duty boots or shoes. Tan security or police style duty boots may be issued for use with 
Eugene Starr uniforms if khaki color uniforms :ire selected. 

vii. Officers holding an energized access pcnnil mlL~t be provided :ippropriatc foot gear :is listed in the BPA Accident 
Prevention Manual Section A-2 which is as follows: Lace-up, overt he ankle leather boots with rigid sole and heel meeting 
ASTM F 2413- 11 with an EH Rating or ASTM F 2413-05, Crass 75 with EH rating 

viii. Professional Looking full finger black gloves lined ,vith cut resistant material that meets 29 CFR part 1910 subpart I App 
8 and ANSI / ISEA 105-2016 such :is Law Enforcement agencies would provide to LE Officers for cut protection. 

ix. Whistle 

x. Security Officer badge meeting n::qui rem en ts of st:itc l:iws where performing duty to be worn on the most exterior article 
of clothing(i.c. uniform shirt, uniform jacket, rain gear or cold wc::ilher clothing) 

xi. Gender specific ballistic body annor meeting U.S. Depanmcnt of Justice National Institute of Justice Standanl 0101.06, 
Classification Type rt-A. and meeting OSHA Standard 1910.132 

Xlt. Sufficient numbers of uniform pants. short sleeve shirts. and long sleeve shins for each officer to maintain uniform 
clc:mlincss and profcssion:il appearance. 

xiii. Security/law enforcement style all weather jacket, with high visibility security ident ification on front and back affording 
access to their issued duty weapon. 

xiv. Aerosol Dcfcnsh·e spray and carrying pouch of the type and potency that local LE and/or local security companies cany. 

e. At II minimum, the following items of equipment shall be provided to employees for each shift. Additional items d~mcd 
necessary by the Contractor must be approved by the COR: 

i. Handcuffs and handcuff key 

ii. Aerosol Dcfcn. .. ivc Spray 

iii. Flashlight similar to the type Law Enforcement use. capable of being opcrnted with one hand (push buuon on/oil) while 
using a duty weapon in a high st:rcsS environment 

iv. Semiautomatic Handgun with similar characteristics and performance as Law Enforcenwnl :igcncics use no less than 
9mm 

v. Ammunition meeting Lnw Enforcement performance charnetc:ristics. no less than 9mm in caliber 

vi. Two magazines, and one round for the chamber. Magaz.inc capacity shall be the maximum allowed by law 

vii. BowdryThc Contractor shall provide a secure. lockable cabinet sufficient for the secure ~-iorage of weapons at each 
arming/disarming point. lnform:ition pertaining to the proposed wc:ipon~ storage e:ibinct shall be submitted 10 the COR 
for approval upon award of the contract 
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viii. The Contrnctor shall provide an approved bullet containment device for issuance of duty wc.ipons at each arming point. 
Bullet containment de\•iccs must be placed in position so the muzzle of any weapon to be cleared is angled down and 
townrds the floor 

1x. Bowdry All Contractor-provided equipment shall be appropriately marked and identified as belonging to the Contractor 

6) FEDERAL HO L IDAYS 

a. Fcdcnil Holidays occurring on Saturdays arc observed on the Friday prior, and Fcdcrnl Holidays occurring on Sundays are 
observed on the Monday follo,ving. 5 U.S.C. 6103 and Office of Personnel Management guidance 

b. BPA observes the following Feder.ii Holiday5: 

(i) 'cw Year's Day 

(ii) Martin Luther King Day 

(iii) Washington's Birthday 

(iv) Memorial Day 

(v) Junctccnth 

{vi) Independence Day 

(vii) Labor Day 

{\<iii)Columbus Day 

(iJC) Veterans' Day 

{x) Thanksgiving Dny 

(xi) Christmas Day 

7) AC RONYM DEFL ITIO NSAND INFORMATIONAL LINKS 

a. Acronyms: 

January I" 

3rd Monday in January 

3rd Monday in February 

Last Monday in May 

June 19"' 

July4"' 

1st Monday in September 

2nd Monday in October 

November 11 u. 

4th Thursday in NO\·cmbcr 

December 25'" 

i. BMS Room: Building Management System Room. BMS rooms at BPA holl5C critical focilitics operations equipment 

ii. HSPD: Homclnnd Security Presidential Directive 

iii. JTS Room; Joint Tenant Sp.ice. Data scfViccs and equipment rooms on each floor of BPA HQ, shared by GSA 

iv. PAC$; Physical Access Control Systems 

v. WSO: Weapons Safety Officer. A security officer or security supcmsor who is knowledgeable. trained. and designated 
to ovc.r..cc weapons issue and arming/disarming of personnel for shift change purposes 

8) DOCUME:'ffATION 

a. Codified Federal Regulations (CFRs) \\'\Vw.ecfr.go,/cg1-bm/tcxt-1dx'~tpl='la2Findc,.tpl 

http://www.ccfr.eov/c1d-bin/tcxt-idx?rl!ll-divS&nodc=-I I :3.1.1.3.221141 :3.1.1.3.22.3.326.3 

b. DOE Order 470.4b, Appendix B, Section I. "Facility C lcarnnccs and Registration of Safeguards and Security Activities," and 
Section 2 "Foreign Ownership. Con110l or Influence ProgrJIDS (FOCI)." https://w,\'\\,dirccthc,s.doc.gov/din:ctm~,

documcnts/400-scrjcs/0470 4-BOrdcr-b-admchg I 

c. faccutivc Order 12829 

http-//www.:irchivc~.gov/isoo/policy-documcnts/co- 128'9,html 

d. HSPD-7 

http://www.dh.~.gov/homeltmd-sccuritv-prcsidcntial-clirective-7 

c. HSPD-12 

h1tp://www.dhs.gov/homcl11nd-sccuritv-presidcntial -directivc- l 2 

f. rERC CIP Standard 006 

http://www.ncr<; com/st:mdartl006 

g. Oregon Department of Safety. Standards, and Training (Oregon DPSST) 

hnp://w,,w.oreeon.eov/DPSST/PS/p.iecs!indcx.aspx 

h. Oregon Revised Statutes 

http://www.lcg.stalc.or.us/onJ 
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i. Prh'llcy Act 1974 

http://www.justicc.gov/opd/privs1a1.h1m 

j. Revised Code of Washington (RCW) 

ht1p·//a(!P5 lcn ..,.,n.l!ov/rcw/ 

k. SF 328 

http://hs.,;.doqto,•/HOSecOp/forci1m owm:n.hip/FOCI SF328 NSTRUCTIONS.pdf 

hupJ/www.l!sa.eov/porlll.l/forms/download/l I 6246 

I. U.S. Department of Justice atiooal Institute 0101.06 

m. NU Standnrd-0101.06 for Ballistie-Rcsislllnec of Body Armor and NU Standnrd-0115.00 for Stab-Resistance of Body Armor 

n. Washington Stale Criminal Justice Training commission (WSCITC) 

hups://fonrcss. wa.l!ov/cjtc/v."'""' 

o. Washington State Depanmc:m of licensing 

http://wv.n.v.do!.wa.i:ov/businc~vsccuritvcuards/sgcctnrmcd.html 

p. 18 USC793 

httpJ/coclcs.l[!.lindl3W.COm/uscode/18/J/37n93 

q. 18 USC 794 

http://codes.lp.findl3w.com/uscodc/l 8/l/37n94 

8 ) WORK A~D SERVICE REQUIRDI.E 'T S 

I) GE:NERAL REQUIREMENTS 

a. The overall purpose of this contract is to provide an estimated aggregate of approximately 97.688 annu:tl hours of security 
officer services and approximately 15,776 annual hours of supervisory services for the BPA Hcadquancn;, Ross Complex, 
Eugene Starr Complex. Munro Complex and other BPA facilities as addressed in this SOW. Additiorutl security services may 
be requested by BPA for !>,>ccial events, increased security conditions. emergency services. etc. BPA projects requiring 
appro:cimatcly 1,000 hours annually for additioll31 security services on an as-needed basis for unforeseen situations. 

b. Security services include but are not limited to the following: 

i. Armed gunrd services. 

ii. Protection of employees. facilities and property. 

iii. Acccsi. control, to include screening of visitors. vehicles. packages. 

iv. Issuance o f visitor badges and enforcement of BPA ·s ID badge policies. 

v. Alarm Monitoring Station - operation and monitoring o f security alarm systems and ccrv systems across gcogmphically 
dispersed locations. 

vi. Operation and monitoring of automated access controls. 

vii. Observation and monitoring of building and 11re warning system.~ and HVAC system warning panels and controls. 

viii. Response by Security Officers to Security Incidents occurring on BPA owned property. 

ix. Vehicle patrols of BPA Property and leased space, and interior and exterior foot patrols al designated location.'<. 

x. Application of compliance-based security requirement~, to include maintenance of records associated with compliance 
requirements. 

:ci. Application of GSA build ing regulations. 

xii. Interface ,vith Federal Protective Service (FPS) end other law enforcement or emergency responders. 

c. BPA Headquarters 

i. The BPA Headquarters is a General Se.rviccs Administration (GSA). seven-story office struclUTC with thn:c levels of 
underground parking. The BPA Headquarters building (905 building) and the :idjaecnt 911 federal building comprise the 
Portland. OR Eastsidc Federal Complex. The 905 building contains administrative offices for approximately 1,500 
federal employees and contractors and is located 3t 905 NE I Ith Avenue, Portland, Oregon 

ii. BPA partners with the Fedcml Protective Service (FPS) on security strategics for the Eastsidc Federal Complex. The FPS 
is responsible for the prott.-ction and security of federal GSA O\\TICd property and leased property. In general, FPS 
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operations focus on scc:urity and law enforcement activities reducing vulnerability to criminal and terrorist threats. FPS 
protection and security operations include all-hazards based risk assessments: emplacement of criminal and tem>rist 
countermeasures: 13w enforecmcnl response: assistance to federal agencies through Facility Security Committees; and 
emergency and safety educ:irion programs 

iii. FPS contracts security guard services for federal building access control, employee and visitor identification checks, 
security equipment monitoring. and roving patrols of the interior and exterior of federal property. Through memorandum 
of agreement, BPA ·s Office of Security and Continuity of Opcr.itions manages and contracts security services for the 
BPA HQ and works in cooperation with FPS to ensure security for the BPA HQ and Eastside Federal Complex meets 
both Department of Energy and GSNDHS building security requirements 

d. BPA Ross Complex 

i. The BPA Ros.'I Comple., is located at 5411 NE Highway 99 in Vancouver, Washington. The Ross Complex is situated 
on a 250 acre industri31 complex consisting of 55 individual buildings with oppro~imatcly 1,100 employees and 
Cont.ractors assigned. Functions associated with buildin~ on the Ross Complex include high voltage electrical power 
distribution. administrative offices. electrical control and dispatching center, auditoriwn. laboratories. oil pumps, 
shipping :ind receiving, storage, scales, gas station. welding and cutting shop, microwave radio transmission equipment, 
hazardous waste storage, transformer repair, computers, flammables and hcrl>icidc storage, and solar power 

c. Eugene Starr Complex 

i. The Eugene Starr Complex, located near The Dalles, Oregon, consist:s of high voltage substations, equipment 
maintenance shops and other related support facilities on an 850 acre parcel ofland approximately one mile south of The 
Dalles, Oregon 

f. BPA Park Place Leased Space 

i. The BPA Park Place office complex consists of one or more office buildings leased by BPA and other tenants in 
Vancouver, Washington. Office space leased by BPA at the Park Place office complex changes as office space needs 
change within the agency 

g. Munro Complex 

i. UlC3tcd in Mead, WA and consists of the Munro Disp:itch Center, Munro Scheduling Center, Bell Electrical Substation. 
Spokane District Maintenance Headquarters and various office spaces located on 66 acres. 

h. BPA's security force is comprised of numerous posts including stationary access control. vehicle inspection. v151tor 
procc.-.sing. alarm monitoring, and foot and vehicle patrols. The number, hours, and specific duties of these posts and positions 
are described in sections related to the posting requirements for each site. 

i. BPA reserves the right to assess security post needs and requirements as the security envirornnent, contingency operations, 
and security rcquiremenlS change for the agency. In doing so, BPA may ckct to add. eliminate. or modify security posts. post 
duties. or post hours by bilateral contract modific.ation 

2) SECURITY CL EARA 'CE REQurREM ENTS 

a. At a minimum, at least one security supervisor on duty per shin at HQ during core hours (0600-1800) and one security 
supervisor at the Ross Complex during all shifts shall have a DOE L (SECRET) security clearance or the L clearance in 
progress following the award of the contract. The Cont.ractor will submit a list of security supervisors that will be submiucd 
for clearance requirements through BPA Personnel Security within 30 calendar days of contract award. BPA will coordinate 
with the Contractor to submit security supervisor names to obtain DOE L clearances for a sufficient number of security 
supervisors to meet the above expected BPA need. The Contractor must notify BPA immediately upon discovery of 
circumstances impacting the security clearance held by a contractor's employee assigned to the BPA Security Services 
Contract. 

b. Prior to being issued a Department or Energy (DOE) identification badge, employees of the Contractor must accomplish the 
appropriate Personal ldcmity Verification (PIV) documentation required undcr HSPD-12. The PIV process will occur through 
the Personnel Security organization ,1~thin BPA 's Office orSocurity and Continuity of Operations (OSCO). who will supply 
the Contractor the necessary information and forms for this process. Employees or the Contractor must use the issued DOE 
ID badge for entry into BPA facilities. Proximity cards may also be programmed and issued to security officers for access to 
other electronically controlled area.s. 

c. Documentation of security practices and procedures (pertaining to personnel clearances and the training and reporting they 
an: required to do if they hold a facility clcarancc and manage clcai-cd personnel) 

3) DOCUMENTATION REQUIRED PRIOR TO A \\ 1 ARD 

a. Prior to award of this contract, the Contrnctor shall furnish lo the Contracting Officer: 

i. A Certificate of Authority from the Corporate Division of the Oregon State Department of Commerce 

11. A Ccrtjficatc of Authority from the Washington State Department of Commerce 

iii. A Certificate of Good Standing from the state in which the finn is incorporated. 
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iv. A facility security clearance from HQ, U.S. Department of Energy pursuant to Executi\'c Order 12829 or equivalent DOD 
FCL determination. 

v. The Contracting Officer (CO), or dcsigncc (COR). will review the cn.-dcntials of applicants proposed by the Contractor 
and reject any employee ihal. in the opinion of ihc Govc..'TIU11cnt, is not suitable for this contraeL Under these 
circumstances, an appeals process will be provided to the Contrnctor. 

4) STANDARD OPERATING PROCEDURES 

a. The Contractor shall review, upd3tc and provide to the COR, updated Standard Operating Procedures (SOP's) by December 
I, 2018 for 1hc Contractor's operational and admimstra1ivc use. BPA will provide information pertaining to procedures and 
policy in order to assist the Contractor with SOP development. 

b. Contents of SOP 

i. The following arc examples of SOP content. Specific scc1ions required by BPA will be idcn1ificd by OSCO, and proposed 
by the Con1mc1 Manager for BPA consideration: 

(a) Uniforms and standards ofappcamnec. 

(b) WC3pons and equipment issue, s:ifcty procedures., and accountability. 

(c) Functions and duties of the security officers. 

(d) Security officer au1hority. 

(c) Apprehension policies and procedures. 

(f) Response to bomb threats or suspc~tcd [ED. 

(g) Response to intrusion alnnns. 

(h) Response lo unauthorized individuals. 

(i) Response 10 discovery of prohibited i1ems. 

(i) Response to fire alarms and building evacuations. 

(k) Customer Service and Diversity A warencss T mining. 

(I) Access control procedures. including visi1ors. 

(m) Rc,,]><>nsc to robberies and other violent crimes. 

(n) Providing motorist assistance. 

(o) Providing escort services to employees. 

(p) Radio communications procedures. 

(q) Use of force. 

(r) Report writing. 

(s) Lost and found property. 

(t) Building/Gale Security Checks. 

(u) CCTV monitoring proccdUTCs. 

(v) Alarm monitoring/response procedures. 

(w) HQ parking procedures. 

(x) Current issued Post Order... Access Rc,.trictions (Security Alerts and Access Status Notifications), Ojx.--rations 
Bulletins. Special Notices. etc. 

(y) Vehicle inspection techniques and practices for detecting bombs or othcr dangerous materinls. 

(z) Personnel screening (use o f x-ray, hand wands, etc.). 

ii. SOP Distribu1ion 

(n) The Contractor shall maintain current copies of applicable SO P's in hard copy at each stationary post and electronic 
copies in a central electronic file location nvailablc to all officers. 

iii. SOP Training and Familiarization 

(a) Prior to assignment to any post for duty either for shift or n:lie( the Con1rnctor shall provide each new employee 
trnining sufficient to ensure a general familiarization of all BPA Posts and SOP's. The Contractor shall provide post 
specific training sufficient to ensure officers arc thoroughly trained, and knowlcdt,oeable of the post SOP's and duties 
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associated with the post Officer.; assigned to a post must be familiar with the duties of other posts having operational 
interdependencies. Training shall be documented in electronic and/or bardcopy format in individual OfficerTmining 
Records 

iv. SOP Review Requirements 

(a) Unless otherwise directed by OSCO, the Contractor shall conduct quarn:rly reviews of otlicer knowledge and 
understanding of the SO P's for the post or posts which the ofliecr is a.-.signcd. The reviews may be oral interviews. 
written exams. practical demonstration. or any combination of all three. The Contractor shall maintain n."Cords 
documenting reviews. 

(b) Results of quarterly cvallllltions shall be provided to the COR through the use of a Limited Scope Performance 
Testing Database. These results mny also be u.~ed 10 determine future training requirements. 

v. SOP Updates 

(a) The Contractor shall conduct and document annlllll reviews ofSOP's. The Contractor shall provide the COR with 
updates and changes to SO P's as they occur and must incorpor:uc change recommendations or requirements directed 
by OSCO. 

5) CERTlFICA T IO. S Al'I/D C REDENTIALS 

a. Armed Security Officer Certifications and Credentials 

i. BPA 's security program uses armed security officers. The ConlJ'3ctor shall fully comply ,vith the Revised Code of 
Washington, Washington State Criminal Justice Training Commission regulations, and the Washington Administrative 
Codes regarding the licensing of Prh~.itc Security companies and security officers. Additionally. the Contractor shall fully 
comply with Oregon Revised Statutes, Oregon O;:partrncnt o f Public Safety Standards and Training and Oregon 
Administrative Rules. Each armed security officer assigned to Washington facilities shall be licensed as a Washington 
Anned Private Security Guard. Each armed security officer assigned lo Oregon facilities shall be licensed as an Oregon 
Anncd Private Security Officer. Authorized Guard I (unarmed officers) shall be licensed as unarmed security officer., in 
the state that the officer is assigned. All officers shall be licensed in compliance with state law. Security officers may be 
dual-certified in order 10 support BPA deployments \\;thin BPA 's service area. Security supervisor.I and security officers 
shall carry their state issued Security Officer licenses with them at all times while on duty. The Contmctor shall assess 
DOE Protective Force requirements for feasibility of implementation when conducting self-assessments as identified in 
section 42 of this SOW. 

b. A LI owed Eitceptions to Armed Security Officer Certifications and Credentials: 

i. Exceptions to BPA 's contract requirement to use armed security officers involves temporarily allowing licensed unarmed 
security officers lo occupy d~ig;nated pollt's while the administrative process for armed security officer licensing is 
completed. Under thcsc C)(Ccplions, the Contractor may use unarmed security officers only as specifically authorized and 
approved in advance by the COR or designated representative from BP A's OSCO. SPA cxpcctsofficcrs employed using 
this exception will ha,·c completed all requirements for armed security officer licensing including successful completion 
of armed security officer training classes and qualification course of fire conducted and ccrti lied in comp I iancc with state 
requirements prior 10 assignment to these posts. Officers must complete the appropriate training and demonstrate the 
knowledge, skills. and abilities lo clTectivcly conduct operations for the assigned post prior to post assignment. The 
following posts upon notificntion and approval of the COR may be posted under this exception with stntc licensed 
unarmed security officers for a period of no more than 45 calendar days unless otherwise approved by the CO/COR: 

(a) HQ Post 6 

(b) HQ Post 9 

(c) Ross Post I day shill (Dittmer building West Entranec) 

(d) Ross Post 2 day shin (Ross Complex Construction Services Building) 

(e) Eugene Starr Complex Post I. day shill only 

(f} Munro Post I. Munro Al.um Monitoring Stition (AMS) 

e. Transition (60 Calendar Days) 

1. Within 15 calendar days following contract award. the Contractor must develop a transition plan ensuring necessary staff, 
certifications, training. and continuity ore maintained in accordance with this SOW in order to maintain effective security 
opcrJt ions. The Contractor must submit the tr.tnsition plan to the COR for review and approval no later than 20 Clllcndar 
days following contract award. At a minimum the plan shall address: 

ii. Staffing Levels 

iii. Process for transitioning predecessor employees 

iv. Recruitment of new employees 

v. Strategy for providing post coverage during breaks and meal periods 
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vi. Strategy for transition of unifonns 

vii. Supervisory plan implementation 

viii. Roles of management and administrative personnel 

ix. Communication methods and protocols 

x. Inventory and equipment including weapons and ammunition 

xi. Daily transition event calendar 

xii. Toe Selected Coniractor shall provide weekly rnmsition status repons during lhc transition period to address the following 
items: 

(a) Stalling 

(b) Pcnnits. Licenses. and Registrations 

(e) Personnel clearances 

(d) Transition events/milestones 

(c) Equipment and uniform purchases 

(f) Emergency Radio Network agreement wilh regional emergency services communications 11gcncics 

(g) Transition Expectations at End of Contract 

(i) At lhe beginning of the transi1ion period to a follow-on contract. the Contractor shall provide personnel records, 
including but not limited to, training, medical, suitability and security n.-cords to the successor Contrnctonvithin 
IO calendar days. 

6) CO~ TRACTOR FURNISHED TRAINl~ G 

a. Toe Contractor shall develop a Job Task Analysis (JT A) and identify general training needs as well as post-specific training 
needs in addition to State required Security Officer I icensing requirements. JT A· s and post certification proc~scs shall be p:irt 
of annual training which include proc=es specific to BPA ConlrllCI posts and shall be fully implemented within 90 calendar 
days of the award of the contract. JT A information shall be used to develop annual post specific certification (Quality Control) 
and an Annual T mining Plan, which the Contractor shall provide lo the COR by October I of each year. The Contractor shall 
provide pre-employment training meeting all requirements listed under "'Armed Certifications and Credentials~ and .. Prc
Employmcnt Tr.tining"' prior lo assigning any officer :! posL Post-Employment training is defined a, State required annual 
Arm1.-d Security Otliccr certification truining, proficiency Ir.tining and annual post specific cc..'ltification training conducted 
after initial employment. Post-<:mploymcnt training shall be conducted in accordance with section 16) of the SOW. 

b. Pre-employment and post-employment training shall be conducted and ccrtilicd/documcnted at no additional eosl to BPA. 
Training hours may be organized in any manner determined lo be mOl>"I efficient for the Contractor other than the training hour 
organization specifically mentioned in this Statement of Work for weapons or use of force. Training hours required for 
Wcopons or use of force training shall not be shifted between officers. 

c. Pre-Employment Training 

i. Ccrtificotion of completion of pre-employment training and licensing requirements for new hire employees shall be 
furnished to the COR prior to the start of employee performance. This notification moy be in the fonn of nn official letter, 
memorandum, or c-ma.il to the COR. All oniccrs mu.st complete the following training prior to assignment on post: 

(a) Oregon and/or Washington State licensing requirements, including successful completion of firearms qualification 
coun;e(s) of fire meeting requirements of state in which licensed shall be conducted and certified by the Contr.tctor 
prior to using post-employment and olhcr training allotments. 

ii. Orientation training and iru;k performance demonstration ccrti fication regarding proper use and techniques for handcuff 
application as well as proper u:;c and techniques for Aerosol Self Defense spray application at the full range of usc of 
force levels. This training shall be performed by an instructor with erc..-dentials accepted by the sl:llc in which lhc officers 
will be certified, for less-than- lethal/use of force, or lhrough other certification means approved by the COR (e.g. -master 
use of force instrucr.orccrtification, etc.). At the option of the Contractor. o.ricntation training for handcuffs and/or Aerosol 
Self Defense spray may be wai,,cd if a ncw-hin: security officer can pro,,itlc documcmarion of training for handcuffs 
and/or Aerosol Self Defense spray occurring within 6 months prior to hire related to a previously held security, military. 
or law enforcement position. Such documentation shall become a part of the security officer's training record for pre• 
employment training. 

iii. 16 hours of training directed towards use of locally used X-Ray equipment for officers assigned lo a post which includes 
use of an X-Ray machine unless they con show documentation of training on a similar model X-Ray system in the 
previous 6 months and familiarizlltion training on the X -Ray system utilized ot BPA. Officers assigned 10 positions 
requiring use of hand held/ walk through m3gnctomctcrs must complete 8 hours of initial training. 

iv. Red Cross or equivalent certification for First Aid and CPR, to include use of automated e~tcmal defibrillator (AED). 
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,,. Prior to assigning a newly hired officer .is the primllJ)' sccurily officers 111 any post, newly hired officcr:s shall complete 
sufficient training including familiarization of all site BPA Posts and SOP's prior to post assignment. The Contractor 
shill! provide post specific training and certification to officers. Officers must complete training and demonstrate 
sufficient knowledge and understanding of applicable SOP"s, and demonstrate capability of perfonning all duties 
associ3tcd with the post Newly hired officer security post certification shall be completed witliin 30 calendar days of 
initial post assignment. Security officers must dcmon5tratc familiarity, knowledge and understanding of the duties of 
other posts having operational interdependencies. 

d. Post-Employment Training and other Training Allotments 

c. Post-Employment License and Cenification Refresher 

i. The Contractor shall provide rcfrc.~hcr training 10 officcns. Officers must maintain certificalion nnd qualification under 
requirements stated in section 16) of the SOW. 

ii. American Red Cross or equivalent CPR. Firs1 Aid and AED training shall be conducted to ID3intain certifications meeting 
training frequency requirements by the credentialing organization. 

iii. 8 hours of annual refresher training on locally used X-Ray equipment for each officer posted to use the machine and 8 
hours annual refresher training on hand held / wolkthrough magnetometers. 

iv. Annual security post ccnifications for security officers shall be accomplished through a process developed by the 
Contractor and approved in advance by the COR. Officers must maintain certification and demonstrate l'llowlcdgc. skills, 
and abilities to adequately perform in the posts assigned. Initial security post cenifications shall be required for eurrcnlly 
employed security officers assigned to pcrfom1 duties at 11 new security post 

f. Firearms Tr.iining (16 hours) 

i. The Con1ractor must provide and maintain training outlined in order to develop and maintain 1hc firearms stills of 
officers. This 16-hour block of training shall nol include prc-cmploymcn1 or remedial training for officers who foil to 
qualify per stale requirements. For remedial training sec ~Remedial Firearms Training". To the extent pos~iblc. the 
Contractor shall incorporate applicable clements of established Department of Energy training for firearms. 

ii. Frequency of Training 

(a) Firearms training shall be conduclcd quarterly in four (4) hour blocks and documented on the conlnlclor training 
plan provided 10 the COR. The Con1rac1or may combine two quarters of firearms training, to be conducted in a 
single qU3rtCr to provide skills dc,•clopment for current licensed and qualified officers. To the greatest c.~tcnt 
possible. firearms training must be conducted in regular intervals throughout the year in order 10 limit the 
degradation of firearms skills of Contractor personnel from year to year. 

iii. Live Fire Range Training 

(a) A comprehensive firearms safety briefing shall be provided lo all officers prior to commencement of fircanns 
training. All officers shall be required to meet the following minimum firearms proficiency qualifications and 
training requirements: 

(b) Using the state or other course of fire approved in advance by the COR. qualify one additional lime, approximately 
6 months after state required licensing is completed. This can be in conjunction with quancrly live fire training. All 
qualifications and attempts must be documented and pass or fail :md scores must be retained in an officer's 
permanent record made available to the COR upon request. 

(c) All officers shall a11cnd not less than four hours of live fire range training appro.~imately quancrly (e:tccpl as noted 
for combining two 4 hour blocks). One 4 hour bloclc of training shall be in the form of Confrontation Simulation 
(ConSim) training. or other forms of training approved by the COR. 

(d) The Comractor mny combine up to two (2) qua.ncrly rmining blocks for a 101:11 of 8 hours of training to be conducted 
1vithin one quarter for officers who may need a more focused. longer block of training (sec " Frequency ofTraining"). 
This allowance may be used one time per officer per year for officers needing such training. Upon request, the 
Contractor shall provide documentation to the COR of all officers who n:ccive quarterly combined training,. 

(e) Training hours may not be transferred from one officer to another. 

(f) Ench quarterly block of firearm.~ training shall have clc:a.rly defined goals nnd objectives. Each officer must 
demonstrate satisfactory understanding and ability to perform the objccti~c.s of the training. The Contractor shall 
maintain a record documenting the goals and objectives of each quarterly training session and provide these to the 
COR upon request. The COR shall be notified of the results of all officers failing to demonstrate satisfactory skill 
levels " ~th the clements of the provided training via email. During quancrly training periods the focus of tmining 
may be on one or more oflhc below listed clements or additional elcmL-nls pro~ed by the Contractor and approved 
in advance by the COR: 

(i) Use of cover 

(ii) Moving with a firearm 
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(iii) Shooting on Lhc move 

(iv) Low light shooting principles 

(v) Decision scenarios/confrontation-simulation 

(vi) Remedial Fin.'3JlTIS Training 

(vii) Failing State Licensing QU.:llifieation Course of Fire 

I . If at any lime 1111 officer fails Lhc required slale licensing qualification course of fire, either for license 
renewal or in conjunction with the six month requirement noted in .. Live Fire Range Trnming•·, BPA will 
consider the officer 3S not in compli:mcc with the provision listed in the Statement of Work "Armed 
Certification and Credentials." The Contractor shall notify the COR as soon as practical when any officer 
fuils a qualification course of fire. The Contractor shall have a period of 45 calendar days to conduct 
needed remedial training in order to bring the officer into compliance with this Statement of Work without 
additional cost to the Bonneville Power Administration. lflhc officer is not brought into compliance ...,;thin 
the 45-day gr.ice period, the officer will no longer be eligible for contract perfonnancc. The COR may 
c:o.tcnd the grace period if determined ii is in the best interest ofBPA. 

(viii)Failing to Meet Quarterly Fircanru; Training Objectives 

I . Officers who fail to meet quarterly training objectives shall receive remedial training in order to meet 
those objectives. 

(ix) Unsafe Firearms Handling 

I . Unsafe firearms handling, negligent discharge of weapon, or any other unsafe acts in conjunction with the 
handling. training or use of fircarm.1 shall be reported to the COR or other OSCO personnel within I hour 
or as soon as circumstances allow. lnci<knts, such as an accidental di:ichargc, shall have a thorough inquiry 
accomplished by the Contract Manager in coordination with OSCO and the BPA Safely Onicc. A report 
of the inquiry, lo include root cause. remedial actions, and any necessary remedial trnining shall be 
provided to the COR dcllliling corrective actions 10 be taken by the Contractor. 

(x) Defensive Tactics Training (8 Hours) 

I. Frequency :md Scope of Training 

a. All officers sha.11 :!Ucnd 8 hours of defensive tactics training on an llllOual basis. The training shall 
consist oflhe following clements unless olhcrwisc approved in advance by the COR. 

b. Handcuffing. 

c. Aerosol Self Defense spray refresher 

d. Take down and apprehension ti:chniqucs 10 include Use of Force continuum scenarios. 

c. Vernal Crisis Intervention (verbal commands for taking suspects into custody). 

f. Weapons retention. 

g. Officer safely and surviwl. 

(xi) Other periodic training m:ty include. but is not limited to lhe following: 

I. Vehicle inspection techniques. DOE or equivalent. 

2 . OSCO subject briefings as needed. 

3. Re-familiarization \vith applicable emergency and alann response procedures. 

4 . Rcpon writing. 

5. Posl documenrn1ion fiuniliari:za1ion. 

6 . NElC CIP requirements and/or procedures. 

(xii) Other Security Officer procedures. 

I . Individual training classes conducted by the Contractor shall include the development of a training plan. 
Class training plans shall be maintained by the Contractor and made a,'llilnblc to the COR upon request. 
Upon :nwrd of the controcl, the class training plan format template shall be provided to the COR for 
approval. A class training plan shall meludc the follo...,~ng information (or other information approved by 
thcCOR): 

2. Training purpose, scope. and objective. 

3. Training methodology. 

Contract 80004, Mod 012 Page 47 

28390012 1230 



28390012 

4. Training resource needs, 10 include identified instructors. 

5. Training schedule. 

6. Training curriculum. 

7. Training evaluation crite.ria. 

8. After actions report (AAR) upon completion of training. The AAR shall be used to evaluate the success 
of the training and identify follow-up actions needed. 

1v. On the Job Training/ Career Development 

(a) On The Job Trnining (OJT) 

(i) The Contractor shall furnish annual OJT to officers. Officers must demonstrate sufficient undemanding, 
knowledge and capability 10 perform post duties. This training must address specific needs for conducting 
various day to day activities associated with post duties. OJT must be relevant to suc«ssful accomplishment 
of the BPA security mission. OJT must be conducted at no additional cost lo BPA. BPA may request some 
types of OJT pt'rformcd in addition to scheduled duty hours which may be considered "additional security 
services." BPA shall determine which types of OJT arc ··additional security services". The Contractor must 
maintain a record and roster of officers completing OJT. The Contractor must pro,<idc a ccnilication statement 
ofOJT annually to the COR. OJT shall include a review ofthc Contractor's firearms safety training progrum. 
DOE Vehicle Inspection Procedures, and may include, but is not limited to, the follo\\<ing: 

(ii) Post docwncmation review. 

(iii) Additional vehicle inspection techniques. 

(iv) X-ray and magnetometer techniques. 

(v) information bulletins, instructions, post operations. Operations Bulletins, etc. 

(vi) Safety information. 

(vii) Supervisory/Management one-on-om: tr.tining. 

(viii)Sccurity Officer procedures/ post procedures. 

(ix) Emergency procedures. 

(x) Hazardous materials. 

v. Contractor Rcqu.ired Training and Briefings 

(a) The Contractor may require individual employees 10 attend briefings, meetings, training or seminars relating to the 
specific conditions of employment under which officers arc employed with the Contractor. These may include 
inform:ition pertaining to employee performance appraisals, employee benefits, Contr.sctor policy, compensation 
policy, and other issues arising from time to time. To the extent practical these may be accomplished while the 
employee is posted on duly. However. the Contm.ctor will exercise due diligence with respect to contractual position 
requirements to ensure all posts arc filled with a security officer at all times. 

7) COl'ffRA CT EMPLOYEE REQUIREl\t ENTS 

a. Officers must meet or exceed the following minimum criteria prior to post assignment: 

i. Must be U.S. citizens. 

ii. Must be at least 21 years of age to meet Oregon and/or Washington Sllllc Security Officer licensing requirements. 

iii. Must possess a high school education or cquivnlcncy certificate. 

iv. Shall be physically able 1.0 perform all assigned armed security officer duties. functions., and activities. Employees 
performing in security officer positions shall have the ability to do the following: stand on post for long period~ of time 
(e.g. • an 12-hourshifi with applicable breaks required by law); abk to work outdoor.; during inclement weather or other 
conditions: able to walk uneven terrain during foot patrols; be able to legally and safely operate a motor vehicle; be able 
to lift up to 40 lbs. without assistance; able to be ccnificd to perform cardiopulmonary resuscitation (CPR) and U$C an 
automated c.,temal defibrillator (AED): able 10 successfully pass firearms qualifteation and certification without physical 
assistance, including kneeling and other firing positions. 

v. The Contractor shall provide each newly hired officer a physical examination at no additional cost to the Government or 
the employee prior post :lSl>ignmcnt. and every two years afier initial hire. Officers must be cleared as phy~ically able 
mentally and medically fit 10 perform their respective duties. The Contractor shall provide a list of current employee's 
the date of their last physical c.xamination upon request by the COR. 

\<i. The Contractor shall maintain a drug-free workplace program. In addition, the Contractor's program shall include at a 
minimum. processes for the initia.l drug screening of new-hire employees and random screening for employees. Drug 
screening shall be o 5-pancl drug test regimen. The Conlnlctor must perform drug screenings upon wriucn request by 
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BPA. The Contractor shall provide ini1ial (for clearance pwposcs) and random drug screening of the employee through 
their own established testing facility federally qualified to conduct drug screening. An electronic and/or hard copy of the 
test result shall be made available to the COR. or other authorized official determined by the COR or CO. upon rcquc.~t 
and, if necessary, forwarded to DOE for record of compliance. 

vii . All employees shall speak English and be literate in English to the extent o f reading and underslllnding printed regulations, 
detailed wrillcn orders. training instructions and malerials, :ind shall be able to compose repons which convey complete 
informa1ion in English. Security officers shall be able to undct$tmd and pcrf orm ba~ic compuler keyboard operations relative 
10 the operation of word processing and e-mail software (e.g. - MS Word and MS Outlook) and the cardkcy access sys1ems 
used by BPA (currently ProWatch). 

viii. While on duty, security officers shall 001 supervise or attend to any other contract or duties not directly n:latcd to the 
pcrfoflllllncc of this contract withou1 the advance wrillcn consent and approval of the CO and Chief Security and Continuity 
Officer. Contractor employees shall not be current go,•crnmcnt employees. 

b. Employee Background Checks 

i. Personnel will undergo HSPD- 12 personal identity verification and background checks by BPA. Persons not meeting 
adequate security background rcquirc:m~ts as determined by BPA will not be permitted to pcrfonn on BPA property. 

ii. Security officers must mccl state criminal background check requirements for armed guard licensing in the stale in "hieh 
they arc working. 

iii. Personnel must directly support North American Electrical Reliability Corpora1ion Critical Infrastructure Protection 
(NERC ClP) stnndnrds (Stnndard CIP 006, Cybcr Security- Physical Security of Critical Cybcr Assets) and must undergo 
personnel risk assessments which BPA will conduct a minimum of every 7 yea.rs as outlined in roquircmems established 
in Standard C[P 004. Cybcr Security - Personnel & Training. 

iv. Department of Energy. BPA Office of Security and Continuity of OpcrJtions. Contract.ing Officer or COR will 
periodically request information from ollicers holding l clearances to initiate and maintain security clearances of officers 
requiring such and perfonningdu1ies on the BPA Security Services Contract. Any actions on the following process could 
occur: 

(a) PERSEC receives information from PHYSEC COR for guard force that a clearance is needed for a Guard 

(b) PERSEC will pre-fill out forms for signatures: 

(i) OF 306- Declaration for Federal Employment 

(ii) DOE F 5631.18- Security Ack.nowlcdgcmcnt 

I . Need updated Resume: 

(c) PERSEC will send forms to Guard for signa1urcs. Guard to include updated Resume, and return all to PERSEC 

(d) During this time the Guard need to go for drug test - send results to PERSEC 

(e) PERSEC will send forward to DOE/HQ all forms and drug tcsl 

(f) DOE/HQ will review paperwork 

(g) DOE/HQ will send GWU"d an email to fill out o-QIP (Electronic Questionnaires for Investigations Processing) 

(h) Guard to follow instructions from DOE/HQ to complete c -QI P 

(i) Once c -QIP is returned to DOE/HQ the investigation procc.-;s starts 

(j) Guard will be contacted by OPM Investigator for background inlerview nnd possibly people listed on e-QIP 

(k) This process could take up 10 a year 

{I) Once investigation is complete PERSEC ,viii receive information from DOE/HQ that Guard is cleared or not 

(m) lfclcarcd 
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(i) Guard will be requested to complete a WBT- Comprchcnsi,rc Briefing for Cleared Employees 

(ii) Guard 10 send certificate from WBT to PERS EC 

(iii) PERSEC \\~U order new DOE Security Badge w/clearnncc le,•cl on it 

(iv) PERSEC will fill out a SF-312 (Classified Information Nondisclosure Agreement 

(v) PERSEC will set up rime w/Guard to review and sign SF-312 

(vi) Guard ,viii set up a Card Pick-up appointment when new DOE Security Badge is checked in and Guard is 
notified 
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8) DUTlE:S OF THE CONTRACTOR 

a. General 

i. The Contractor shall provide a highly qualified, professional security force. The Contractor shall take immediate action 
to correct officer pcrfonn:mcc, discipline ond deficiency issues. The Contractor shall immediately report ony tennination 
of contract pcr.;onncl via email to the COR and the Revoke email group. If 3 termination is known or projected in advance, 
Lhc COR shall be notified a.~ soon as the Contractor is aware of the employee termination so the COR may take necessary, 
timely administrat ivc actions. 

b. Contractor Duties 

i. The Contractor shall protect lives and shall. within the limits of security officer authority, deter unauthorized use. loss, 
theft, trespass, espionage or sabolllgc of government property, material, and equipment, and Non-Government property 
and equipment located at BPA Facilities. 

ii. The Contractor shall have a well-developed continuity plan that will addn,-ss the agency's needs for adequate security 
coverage in the event of a disaster. This continuity plan will be coordinated through the BPA OSCO COR and Continuity 
Office. 

iii. The Contractor shall implement all regulatory or compliance-based requirements such as BPA policies and dirccti,-cs, 
GSA and FPS building policies and practices, procedures associated with NERC CIP and DOE, or other requirements as 
directed by BPA. 

iv. The Contractor shall conduct access control according to current BPA policy, GSA building policy, CFR's, under 
direction from BPA's OSCO. 

v. The Conrrnctor shnll monitor facilities to which nssigncd, for fires, explosions, and other catllSlrophcs by close 
observation ofbuildin~. machinery, vehicles, electrical equipment, and personnel to identify unsafe or potentially unsafe 
conditions. or activities. The Contmctor shall monitor facilities for the commission of thefls. a.,;saults, robberies, or other 
violent c-rimes and report the same to law Enforcement and OSCO personnel in accordance with ocvdopcd procedures. 

vi. In the event of a fire. the Contmctor shall monitor phone calls and radio lr.lnsmissions, provide directional assil>1ancc to 
responding emergency service provider.; and if needed, provide traffic controVcordon control at the location of the fire 
and follow procedures associated with such a response. 

vii. The Con1ractorshall n::pon all security incidents to OSCO and when occurring at BPA HQ building 905 to the FPS. The 
Contr.ictor shall use the BPA ~1andardizcd security incident report form (Form 5632.0lc) for the submi.~s ion of electronic 
security incident reports and shall use applicable forms supplied by FPS when ncccs:sary, unless otherwise directed by 
OSCO. 

viii. The Contractor shall patrol designated areas according to post duties as described. 

ix. Designated Shifts'' identified in the SOW are general guidelines and may be adjusted with advance :ipproval from the 
COR. The Contractor shall establish shift change procedures accommodnting the ingress and egress of employees and 
other activities in such a manner ensuring posts remain covered The Contractor shall also be responsible for 
accommodating administrative needs such as arming and disarming times for officcn.. 

x. The Contractor shall enforce BPA policies as described and in a manner as required by the described post duties in this 
SOW. or as othcrnrise directed by OSCO. 

xi. The Contraetor shall investigate security breaches and incidents occurring, ar the direction of OSCO. Security incidents 
involving criminal acti,rity, threats, violence. propcny damage, or any other serious or suspicious activity shall be 
reported to OSCO, Local Law Enforcement and FPS (when appropriate) as soon as it is safe and practical lo do so. This 
includes nolifications as needed to OSCO afler hours through the designated Duty Officer. Security officer actions shall 
be conducted in accordance with appropriate laws and in conjunction with established BPA policies. 

xii. The Contractor s hall provide employee escort services as directed by OSCO. the Contract Manager. or the security 
supervisor when employee safety issues arise o r other circumstnnces exist warranting this type of assistance. 

xiii. The Contractor shall de,-clop and maintain recall rostcn. to facilitate the contact of key management personnel and the recall 
of security personnel to duty in sufficient numbers to meet emergency situations arising at BPA facilities. Recall rosters 
shall be maintained in accordance with the Pri,racy Act of 1974. Rccall rosters shall be protected in accordance with BPA 
Jnfonnation Protection Program standards, including proper marking, control, and storage of such documenL-... Recall 
rosters shall be submitted to the COR prior to the start date of contrnct service.~ and be shall be updated by the Contractor 
and submiued to the COR on a monthly basis. 

xiv. The Contractor shall provide additional security personnel to provide security services for special cvcntS or emergency 
situation.~ as needed 311d reques ted by BPA. These additional security services arc not included as part of the inactive posts 
outlined in this SOW that may be activated during an increased threat level. Additional security services needed in each 
instance shall be for a minimum of2 hours. To the extent possible. OSCO will provide advance notific-.ition via e-mail 
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and/or phone call to the Contract Manager of any request for additional security scrYiccs. OSCO shall provide the 
Controclor with speci fie security officer duties for each instance. 

xv. The Con1JDc1or shall supply an organization chart to the CO and COR as pan of the transition plan. It will include the narncs 
of company officers, supervisors. managers. and other key organiz:a1ional pcTSOnnel assigned 10 the BPA coniraei with 
lhcir business conl3ct infonnation. As ch3ngcs in staffing occur, the Con1J'3clor shall provide updated organization charts 
to BPA. 

xvi. Security officers and security supervisors shall not be on duty for more than 12 consecutive hours or in exec~ of 60 hours per 
week unless approved in advance by the COR. The Contractor m11$1 allow for sufficient personnel rest between periods of 
work. 

xvii. The Contractor shall comply with all BPA policies to include Harassmcn1 Froc Workplace and Standards of Conduct. BPA 
will provide these policies al the post-award oricn1a1ion. The Contractor shall distribute 10 all officers. In addition, annual 
training required by BPA of all contract employees shall be conduclcd. Training mu.'li be approved in advance by the COR 
al no additional cost 10 the Government. 

xviii.The Contractor shall manage all training processes and requirements in accordance with this SOW. 

xix.The Contractor shall maintain training documentation sufficient 10 demonstrate officers have met all requirements for 
licensing, training, and annual security post certification. These records shall rcncct the specific nature. scope and detail 
of on-post training and certification. Training records shall be made available 10 the COR upon n::qucsL 

Xlt. The Contractor shall dc~-clop and mainl3in hardcopy posl books containing operational information. including but not 
limitcdto: 

(a) Ponions of the Statemenl of Work applicable to the post. 

(b) General Orders as outlined in the Statement of Work. 

(c) Post-3pplie3blc Standard Operating Procedures (SOP' s). applicable CFR information. and other emergency plans 
applicable to lhc po~1. 

(d) Short term briefing information, alerts, orders etc. 

(c) Emergency call out lists (maintained under Privacy Act of 1974 and protected under BPA Information Protection 
Program standards). 

(f) When available, BPA provided mops and building schematics. 

(g) When available. operating in.,tructions 10 include, but not limi1cd 10 physica.1 access comrol systems (PACs), card 
key readers, fire alarm panels. fire suppression systems. intrusion alarm systems. mechanical cnunciator panels. and 
CCTV systems, and other opcratioll31 equipment. 

(h) The Contmc1or shaU conduct and document alarm system checks as directed by OSCO. Completed documentation 
shall be submincd to OSCO. 

( i) The Contractor shall safeguard information idcn1ilicd as sensitive, to include Official Use Only (OUO). Critical 
Information (Cl). or Personally Identifiable Information (Pll) in accordance with cstabli.-.hcd BPA Information 
Protection Program standards. 

(i) The Contractor shall assist OSCO with ev-.tluating the applicability of Protective Force requirements contained 
within applicable DOE Manuals that may be integrated into BPA's security program. 

(k) The Contrac1or shall have a retention pl3n 10 maintain 3 low tum-over rate of employees. 

9) WEAPONS REQUIREMENTS 

a. Weapons and Ammunition 

i. Unless otherwise approved in advance by the COR. the duty weapon shall be a semi-automatic pistol. of at least 9mm 
caliber with one loaded 15-round magazine. Armed security officers shall carry 1wo additional 15-round magazine when 
on duty, unless otherwise approved by the COR. The pistol and ammunition selected must meet local. state or federal 
law en forccmcnt spcci ficalions for performance. 

ii. The Contractor shall provide duty weapons as indicated above in a quantity to arm all officers on duty. A suitable quantity 
of spare wcupons mw,1 be available in the event of breakage or emergency and Lo enable the arming of posts identified 
in this SOW as being not currently activated. A sufficient number of' weapons must be kept readily available to provide 
four (4) officers weapons and ammunition in support of deployments to BPA field locations. 

iii. Sufficient magJ1.Z.ines shall be readily available for duty issue. IJ'3ining purposes. breakage and emergency. 

iv. Ammunition shall be kept in sufficient quantities for duty issue, and shall be replaced no hes.• than annually or due to 
identified risk of defect at no additional cost to BPA. 

,,. Duty ammunition shall meet the same standards used by law enforcement agencies. (For Example: Federal Protective 
Service. Portland Police Bureau, or MuJtnomah County Sheriff's Ollicc.) 
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vi. Duly ammunition shall be romlcd to range ammunition at least annu:illy, requiring new ammunition 10 be supplied by 
the Contractor for duty use al no additional cost to BP A. 

vii. Holsters shall be at a minimum a lc,•cl 3 retention holster. similar to what LE is c=tly using. requiring two separate 
actions io rckase retentions and draw the weapon. Example: an SSL slec,•e or thumb break combined "~th a rocking 
motion. 

viii. All modifications and alterations 10 firearms require advance approval oflhc COR. All modification.~ shall be performed 
by factory cenificd or DOE certified wmorcrs. 

ix. All weapons shall be maintained in clean and serviceable condition. 

x. Weapons shall be inspected at least annually by a factory certified or DOE certified armorer. Weapons inspections shall 
be documented and an electronic copy of the documentation forwarded lo the COR. 

xi. Firearms sha ll be returned to the shift supervisor or a designated Wc-.ipons Safety Officer (WSO) ar the end of each tour 
of duty. Prior to storing or re-issue of lhe firearm, lhc shift supcrvisor/WSO shall assess opcnitional condition of the 
firearm by clearing the weapon. checking ammunition in magazines. 

xii. All weapons and ammunition shall be store,d and Jocked in suitable lockers provided by the Contractor and approved in 
advance by the COR.. 

xiii. The Contractor shall develop and implement an aecount3biliiy process for weapons. ammunition. and other equipment 
such as, but not limited to, less than lethal weapons, radios. other opcrationid equipment, etc. 

b. Firearms Policy Requirements 

i. The Contractor shall del'clop and submit for approl'al to the COR a progr-.ilTI plan for firearms safety, specific to lhe use 
of firearms in the performance of the contract This shall be provided by the Contractor as pan of the transition pbn. 
Once appn:wcd, modifications to firearms safety requirements musi be approved in advance by the COR. 

ii. The firearms safety prognim shall be approved in adl'ancc by the COR and shall address. as a minimum. the following: 

(a) A statement of policy and procedural outline relating to the safe use of firearms. 

(b) Procedures for the arming and disarming of officers for duty/relief of duty. This shall include loading and unloading 
supervision of duty weapons by trained WL'11pons Safety Otliccrs (WSO's). 

(c) Procedures for inventory. accountabiliiy, and control of firearms by shill, as well as firearms maintenance and 
inspection. including a schedule denoting the frequency of these activities. 

(d) Procedures for rotation/replacement/dispos ition of unserviceable weapons. 

(c) Procedures for ammunition accountabilily, storage. rotation, disposal, and impcction. 

(t) Policy for reporting accidents. incidents.. unsafe conditions. and negligent discharges. 

(g) Policy for correcting and prel'cnting accidents. incidents. unsafe conditions. and negligent discharges. 

(h) Policy for evaluating an officer's mental readiness to rctum to work following a use of force incident involving a 
weapon. A licensed Mental Health official must perform an evaluation of the officer's readiness before returning to 
work. 

{i) Firearm safety briefing form completed by each officer during each live fire range training session. These forms 
(electronic or han:lcopy) must be available for review by the COR upon request 

(j) The Contractor shall assign a professionally qualified individual respons ible for conducting self-assessments o f the 
Firearms Safety Program on an ongoing basis. Assessments shall be conducted at feast annually. The results of these 
assessments shall be documented on a sLmdardizcd Contractor supplied form listing date and time of assessment. 
Any findings shall be documented and shall be submitted to the COR electronically. The Contractor shall 
immediately correct any unsafe conditions discovered involving fireann.~ safety. Fireanns Safety Program 
violations, and a mitigation plan must be immediately brought to lhe attention of the COR. Assessment documents 
must be made available to lhc COR upon request 

iii. Firearms Instructors/ Armorers 

(a) Firearms instructors may be security officers, Law Enforcement Instructors, supervisors or Contractor provided 
instructors designated by the Contractor to conduct firearms training. Firearms instructors shall be certified by the 
state for which officers arc being trained or instructed. Guest or adjunct instructors may be used with advance 
approval of the COR. 

(b) Annorcrs may be sccurily olliccrs. supervisors. or Contractor provided armorers designated by lhc Contractor 10 

perform these duties. Armorers shall have complctL-d factory training or DOE certification to inspect, modify, or 
repair firearms being used on the contract The Contractor shall submit electronically to the COR the armorers' 
qualifications. 

iv. Administrative Handling of\Vcapons 
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(a) General 

(i) All administrative fircanns handling shall be performed in a manner consistent with safe and accepted practices. 
Firearms shaJI be treated 115 if they were loaded at all times_ Weapons shall be confirmed 115 unloaded in 
accordance with established procedures. 

(b) Loading and Unloading Weapons 

(i) Procedures for the loading and unloading of firearms shnll be developed by the Contractor and approved by 
the COR :1..~ part of the weapons safoty program_ Changes to procedures shall be submitted for approval by the 
COR prior 10 implementation. Arming and disarming procedures shall be posted in plain sight at each 
designated arming station_ 

(c) Less Than Lethal Wcapon.vl:quipmcnt 

(i) Aerosol Sci f Dcfonsc Spray- All security officers shall carry Aerosol Self Defense spray in an approved holder 
located on their duty belt while on duty. 

(ii) Handcuffs - All security officers shall carry a minimum of one set of handcuffs in an approved handcuff case 
located on their duty belt while on duty. 

(iii) The Contractor shall provide and maintain sufficient quantities of these dc\'ice~ as readily available to all 
security po51S. 

(iv) New security officers shall receive appropriate orientation training and task performance tr.iining on the proper 
use of applicable ICS'S than lethal devices prior to asswning any security post 

10) COMPANY REPRESENT ATIVES AND SUPERVISIO~ 

a_ Qualifications of key pc~onncl: 

,_ The Contr.ictor shall identify, by name, key management, supervisory, and instructor pcrsonncL Unless otherwise 
approved by the CO and COR, requisite qlllllifications arc as follows: 

(a) Management/Contract Manager-Shall have a minimwn of four (4) years· experience in the management of security 
services contracts. 

(b) Supervisors - Shall have a background and experience including a minimum of four (4} years associated with a 
security, military police, or law enforcement career_ Refer Lo section 21) Company Reprc.'ientarivc. Para_ e) Of this 
SOW for further requirements_ 

(c) Instructor - Shall have professional credentials consistent with performing in the capacity of an instructor. 
Credentials include state certification or accreditation, Department of Energy certification, or other certification, 
approved by the CO and COR. Additionally, instructors shall have a minimum of four (4) years' experience in a 
security, military, or law enforcement career_ 

ii. Company Representative 

(a) The Contractor shall provide a Contract Manager. The Contract Manager shall be dedicated solely to the 
pcrfonnancc of this contract nnd will not be assignt-d to any other contracts_ The Contract Manager may appoint a 
supervisor to act in place of the Contract Manager as needed for temporary absences. OSCO will retain final 
oversight and decision-making authority over security operations. 

(b) The Contract Manager shall assist OSCO with the development of security proceduri.'1> and policy. 

(c) The Contract Manager shall maintain proper discipline. appcamncc, conduct, professional bearing and demeanor of 
all officers and supervisors. 

(d) The Contractor shall provide supervision focused on the day-to-day eontn1ct performance of officers. Supervision 
shall also be the din.,-ct Ji.1ison lo the Contrnct Manager and OSCO for security operations. Supervisors shall assist 
with training (post certification. OJT, etc.) as nccesS3ry 

(e) The Contractor shnll pro\eide one twenty-four hour per day. seven day per week supervisor at the Ross Complex and 
supervisors assigned to BPA HQ, Celilo and the Munro Complex for 12 hours per day, Monday through Friday 
(except holidays). The supervisor.; shall be responsible for supervising officers performing duties at the various 
IOClltions at specified times as noted in "Designated Coverage." 

(f) Supervisors s hall be certified as a supervisor by the slIJLe in which supervisory work is to be pcrfonncd if required. 
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oflhc Security Supervisor position including. but not limited to, the following: 

(i) Resolution of security related issues. 

(ii) Management of dynamic. evolving emergency or security incidents_ 

(iii) Liaison \vith law enforcement agencies, client personnel, and other customers. 
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(iv) Coordinating and ensuring training completion of officers assigned. 

(v) Outside the hours outlined for a designated security supervisor the security supervisor from the Ross Complex 
will perform this function for the Headquarters.. Duties of the Ross Comple.."1: security supervisor arc outlined 
in the Statement of Work. 

(vi) Shift supervisors may n:licvc security posts for designated break periods only when there arc no other 
alternatives (e.g. - patrol. etc.) available. 

(vii) The supervisor shall inspect all as.~igncd officers/posts at least once pcrshifl. Each officer/post inspection shall 
be entered in the Security Officer Rcpon (SOR) and initialed by the inspecting supervisor. SOR 's shall be made 
available electronically to the COR upon request. 

(viii) lfn Security Officer is not :ivailablc lo be posted at the beginning ofn shift the Contractor Supervisor shall call 
the Physical Security Duty Officer, OSCO personnel or COR and provide the expected timelinc and pl11n to 
restore coverage of the post. 

(ix) Ahcrnatc shift supervisors shall serve in the absence of a designated Shill Supervisor. The altern:itc shift 
supervisor mu.~t meet the criteria stipulakd for ·•supervisor.~ 

11) SEClJR1TY SUPERVISOR PROCEDURES A.'ID D TIES 

a. Gcnl-rnl Description 

i. The supervisor is responsible for ensuring completion of security officer tnining and proper management Wld 
maintenance of all security posts listed in this SOW. Supervisors shall not supervise any security posts associated with 
other contracts. Shift Supervisor's shall be :urned. 

11. Designated Coverage 

(a) Ross Complex 

(i) All Shifts 24 hours a day, 7 days a week unless otherwise approved by the COR, one supervisor shall be on 
duty and responsible. 

(ii) Ross Supervisor Supervision of Portland Headquarters 

I. Monday through Friday from 1800- 0600. Weekends and Holidays pro,~dc supervisory duties. 

(iii) Portland Headquarters 

I. Monday through Friday, c."<ccpl holidays, from 0600- 1800 hours, unless otherwise approved by the COR, 
one supervisor shall be assigned to and responsible for Portland Headquarters. 

(iv) Cclilo Complex 

I. Monday through Friday, except holidllys, from 0800- 1600 hours, unless otherwise approved by the COR, 
one supervisor shall be assigned to and responsible for the Cclilo Complex. 

(v) Munro Complex 

I. Monday through Friday, except holidays, from 0600- 1800 hours, unless otherwise approved by the COR. 
one supervisor shall be assigned to and responsible for the Munro Complex. 

b. Supervisor Duties 

i. Supervisors shall nol have other responsibilities not related to this contract Supervisors shall be responsible for the 
following: 

(a) Pro,iding a formal briefing for security officers al the beginning of c~ch shift. This shall include. but is not limited 
to, pertinent pass-down inform:1tion. security alerts. or termination advisories. 

(b) Ensuring posts remain staffed as required. Pro,~dc suitable replacements to staffing as needed. 

(e) Notifying the Contract Manager :md OSCO if the Contractor is unable to provide coverage for a posL 

(d) Providing back-up assistance to security officers as needed. If additional assistance is needed. the supervisor shall 
immediately ensure Federal Protective Service (FPS) or local law enforcement and OSCO. is notified as 
3ppropriatc. 

(e) Ensuring familiarity ,vith the duties and responsibilities of the posts under their supervision. 

(f) Ensunng post books at each post are kept current and all officers arc knowledgeable regarding infolll1lltion contained 
in the post book. 

(g) Conducting tests of security system equipment. in accordance ,vith written plans and SO P's. A written report of the 
results of testing sholl be provided to OSCO electronically. 
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(h) Ensuring completion of Annual Post Certification Tests. Limited Scope Pcrfonnancc Tests (LSPT's). Al3.ml 
Response and Performance Tests (ARAPTs), and other security exercises as indicated in established plans and 
SOP"s. This includ~ coordination v.~th the Contract Manager and OSCO, if necessary, as well as documenting, 
maintaining. and tracking written evaluations associntcd with these performance tests, identifying and making any 
needed corrective actions. 

(i) Gttthcring. reviewing, and submitting security incident reports Md fonns prepared during the shif\. The submission 
of reports and forms shall be coordinated with the Contract Manager and COR. Fonns/rcports shall be filed 
electronically in appropriate folders on BPA networks and as directed by OSCO personnel. 

(j) Reviewing documentation maintained by posts. Ensuring documentation is maintained and submitted in accordance 
with directives established by OSCO. This includes, but is not limited to Security Desk Bloncrs, applicable visitor 
documents and logs. NERC CfP compliance documentation and n:cords. 

(k) Coordinating with the Conlrnct Manager to provide verbal briefings lo the COR, other OSCO staff, or the Chief 
Security Officer regarding signifkant security-related events as needed. 

{I) Ensuring timely notification is made to the relevant Facilities Management office concerning buildings and/or 
grounds-related issues 

(m) Ensuring notification is made to the Contrnct Manager and OSCO Physical Security Duty Officer, if necessary-, 
regarding security incidents occurring after normal duty hours as soon as safely possible. 

(n) Conducting an inspection of each security officer prior to posting. This inspection shall include at the minimum: 

(i) Ensuring personal appearance of security officers is acceptable in accordance with established policies. 
Ensuring each security officer is properly licensed and equipped with the necessary inclement or WllITll wcatl1cr 
garments. Ensuring all officers on duty possess a valid DOE/BPA identification badge for display. 

(ii) Ensuring each officer is fit for duty. The Supervisor shall not allow any security officer to stand post if he or 
she appears to be under the influcm:c of alcohol, drug:,. medic.at ion. o r other intoxicants. The supcn•i;,or ~hall 
not allow any security officer to stand post without sufficient rcsl 

(iii) Providing a shifl briefing regarding any relevant issues brought forward from pre"ious shifis, such as post 
orders. special notices. access restrictions, etc. 

12) G l::"IERAL SECURITY OF FIC ER CO:"IDUCT {General Orders, Section I) 

a. All security officers shall be held to the highest standards of professional conduct, appearance, and performance. BPA docs 
not grant or authorize any use of force or exercise of authority not permitted under the state laws governing the actions of 
security officers. This section is applicable 10 post descriptions as noted and shall be included with each post book. 

b. Use of Force 

i. Security personnel shall. at all times. anempt to perform their duties with the minimum force necessary. Applicable laws 
regarding I.be use of force shall be obscn·cd :it all time$. 

e. Literature 

i. Only authorized reading material approved by the COR or OSCO may be read on post. Newspapers. magazines, novels, 
or other personal reading material, both hartlcopy and electronic in nature, arc not authorized. 

d. Pcr.,onaJ Audio/Video Equipment and Personal Cell Phones 

i. Personal audio players. video players. and tclc"lsions are not authorized for use at any post. Pem>naJ cell phones shall 
be limited to emergencies and necessary family communications while on post .. during the performance of an officer's or 
supervisor's duties. Changes in the use of these types of equipment must be approved in advance by the Contract Manager 
and COR. The authorized use of any personal equipment shall not interfere with the operation or professional appearance 
of the post. 

e. Appearance 

i. Security officers shall present a profession.al appearance at all times with the uniform clean and pressed. 

f. Socializing 

i. While on post. security officers will maintain a professional and polite demeanor. and shall not become engaged in 
lengthy. protracted or disruptive conversations with visitors. employees, guc-sts, or other officers. If u guest. visitor or 
employee becomes distr.tcting. the supcn-isor shall be notified and the supervisor shall notify the Contract Manager and 
OSCO. 

g. Emergency 

i. Security officers at all posts shall take immediate action ~"Uch 35 calling local law enforcement (to include FPS when 
appropriate). fire department. and OSCO for assistance when a situation is discovered presenting an immediate danger 
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to life and/or property. Threatening individuals. conlinnc:d building intrusions, lire. broken water/oil linc.s arc some 
examples. Other non-emergency matters arc to be referred to the Conlrnct Manager and OSCO for assistance. 

h. Observance/ Situational Awareness 

i. All supervisors 3Jld security officers sh1,II maintain a high level of $iluational awareness 3nd be observant for any 
suspicious activity. When feasible, officers shall ancrnpt to identify suspicious personnel and observe and rcpon any 
information that reasonably can be obtained such as: 

(a) amc. addrcs.~. or any other identifying information 

(b) Physical de:scription 

(c) Vehicle description 

(d) Vehicle license number 

(c) Direction oftra,-cl 

(I) Statements made by suspcclS or individuals 

(g) Other information useful in an investigation 

i. Demeanor 

i. All security officers shall maintain a polite and friendly demeanor while on post. Officers arc authorized to use a 
command voice or 11Ssen officer presence in order to cany out their duties when necessary. Officers shall not engage in 
disruptive or malicious conversations or behavior while on duty. 

j. Arrests or restraint,; 

i. Arrests and restrnints shall be applied according to the laws of the s10te in which the incident occurs. Security Officers 
shall not sign civil or criminal complaints on behalf of BPA. 

k. Officer Safety 

i. Security offiCt-'fS shall exercise caution at all times and under all circumstances. The primary function of security officers 
is to observe and rcpon incidents and suspicious activity. Officers shall take :ippropriate actions as necessary. in 
accordance with the appropriate laws. 10 maintain the safety and security of client personnel and propcny. Officers hall 
seek assistance from other security officers. FPS when appropriate. local law enforcement. and OSCO when ncxded. 

I. Security Officer Reports 

i. All security officers shall maintain a Security Officer Report (SOR) of activities during their assigned shift. This report 
shall be specific regarding times actions were taken and inspections conducted. The time :ind name of the supervisor 
malcing the supervisory inspection shall be recorded in this report The report shall be submitted lo OSCO at the start of 
the next rcgular work day for rc,-icw, unless otherwise directed by the COR. Wrillcn reports are not for gcncrnl reading 
and arc to be kept secure at all times. For designated posts. the Security Desk Blotter shall be used in place of the SOR. 
Significant activities performed by the Security Supervisor shall be entered on the appropriate Desk Blotter. Supervisors 
relieving officers for breaks or other reasons shall make annotations on the relieved officers SOR. 

m. Communication 

i. Contractor-issued cellular phones and BPA landlines m:1y be used as secondary mcnru; of communication when primary 
means ofcommunica1ion llfe not available. 

13) DELIVERABLES AND PERFOR.1\'lANCE 

a. Article I, Table 1 

b. listing By Appearance In Statement Of Work 

Due Date Subject Destination Other lnfol"m:ltion 
Al Award \Vcaoons Storaj?.C Aoorov:il COR 
At Award Certificate of Authority COR/CO 
At Award Personnel Secret Security • canmcc Personnel Security 

lnilintcd 
At Award Ccrtificau: of Good Standinj?. COR/CO faccutivc Order 12829 
At Award DOE Facility Security Clearance COR/CO SF328 

90 Days after start of Contract SOPs COR 
Quarterly Officer Evaluation of SOP COR At the end of each Fiscal 

YearQuancr 
As Updated or Annually Updates 10 SOP COR 
whichever is first 
Al Award/AnouaJly Annual Traininl?. Plan COR 
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Due Date Subject Destination Other lnfonnation 
Prior to Post Assignment Certification of Pre-Employment COR 
Provide docwncntation upon Training 
R"'1tlCSI 

Conduct as Required/Provide Post-Employment Licensing nnd COR 
Documentation UJ>On Request Certification Refresher 
Upon Request Documenl:!tion of Qualification COR 

Attempts 
As Rcouircd Combined Ouartcrlv Training COR 
Upon Request Training Goals and Objectives COR 

!!non Comoletion Results of Quarterly Training COR 
As Required Notification of Failure to Qu.alifv COR 
As Soon As Safely Possible Rcoon of Uns:ifc Act COR 
As Required Remedial Action Plan for COR 

Preventing Future Unsafe Acts 
At Award Class Training Format COR 
Upon Request C lass Training Pinn COR 
Uoon Rcoucs1 Off Rcaort COR 
Uoon RCQUC0St Documentation of Medical Exam COR 
Upon Assignment Documentation of Criminal History COR Letter Signifying 

Chcc.k Acceptable Criminal 
History Check 

As Required Email Notification of Employee COR Email to COR email box 
Terminations 

As Rcouired Sccuri IV Inc idcnt Rcnnrts OSCO/FPS 
At Award of Contract and Company Key Pcr.;onnel and COR 
updated as Changes Occur O fficer Recall 

Prior to Award ofContmcl O~onizationnlChort COR/CO 
Upon Request Training Records COR 
Unon Request Post Books COR 
As Required Security Alarm Checks COR/Sccurity System 

Administrator 
As Required Firearms Modification Aooroval COR 
Unon Request Wcaoons lnsncction Documentation COR 
Upon Request Weapons/Ammunition/Equipment COR 

accountability documentation 

At Award of Contract Firearms Safctv Pro1rrnm COR 
Annual on date of Contract Firearms Safety Program COR 
Award Assessments 
Upon Request Firearms Safety Briefing COR 
As Rcouircd Guest Firearms Instructors COR 
As Rcouircd Annorcrs Qualifications COR 
At Award of Contract Firearm Load/Unload Procrourcs COR 
As Required Supervisory Post Check COR/SOR 

Documcntat ion 
As Required Post Books. Forms, Tests, Reports, COR 

SORs. Compliance Documents 
As Required Shift Schedule Changes COR 

As Required Performance Assurance Training COR 
Elements 

Annually Annual Self-Assessment COR 
14 Business Days after Annual Self-Assessment of COR 
AsscssmcntComolction Adherence to SOW Reoort 
120 days follO\,rjng Award of Performance Testing Methodology COR 
Contract 
Twice Monthly Perfom1ance Tests, (Security COR Conduct and Document on 

Exercises to include verbal LSPT/ARAPT Log 
questions or netions tnkcn) 

14) SHTFT AXD POST REQUIREME 'TS 

a. The Contractor shall furnish security officers for the designated posts and shifts as described in post dcsc.riptions. When BPA 
deems necessary. the Contractor shall furnish security officers for posts identified in the SOW. but not currently active as 
identified in this SOW. The Contractor may submit alternative shift schedules to the CCR, and upon written approval in 
advance, may implement the approved schedule. A copy of the specific po~1 description and requirements as noted in the 
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applicable sections shall be provid1.,-d to ca.ch post for officer rcfcn:ncc. Additionally "General Security Officer Conduct~ and 
"'General Post Requirements" shall be provided to each post. 

b. Shifts 

i. Posis described as 24 hours per day shall be staffed as eight-hour posts. No officer shall be posted for grcatcr than 12 
hours in a 24 hour period except in emergencies following coordination with OSCO Staff. The Officers must have no 
less than 8 hours away from work between shifts. Exceptions for emergency circumstances shalJ be evaluated for approval 
by the OSCO StalT or COR. 

c. Shift Requirements 

i. The Contractor shall staff shifts to optimize security coverage throughout the workday and overnight hours. Shifts shall 
be scheduled in such a manner to avoid lapses or voids in security coverage during the times of the day that employees 
arc coming to work, breaking for lunch. or leaving the work place. Changes to shift rcquircmcntS may be adjusted by the 
Contractor in coordination with COR and meeting BPA requirements. Changes shall be c,,alu:ued for efficiencies of 
operation and any cost implications. 

ii. Under the direction of the shift supervisor, security officer.; shall obtain all necessary equipment prior to assuming the 
duties of their assigned post. Appropriate logs. fonns and control rosters shall be tilled out noting the issuance of such 
equipment. 

iii. ~General Security Officer Conduct" e.'<pcctations shall be observed while officers arc on shift. 

iv. Personnel shall not consume alcohol, drugs, or other products I.hat may negatively impact judgment or physical response 
as necessary to carry out th.c duties within 8 hours of duty. Personnel taking prescription drugs causing drowsiness, 
caution use while opc111ting machinery. or driving a vehicle shall infonn their supervisor within I calendar day of 
proscription and may n:quirc a medical release in order to resume duties. 

v . Security officers and supervisors CJ<pectcd to operate motor vehicles as part of their duties shall be in posscs.~ion of a 
valid state-issued dri~~r•s license at all timc:i while operating such ,<chicles. Officers assigned to positions not requiring 
operation of motor vehicles nor having to drive while working on the BPA Security Services Contract shall be in 
possession of federally i~ued identification and arc not required to be in possession of st:ite issued driver's license. 

vi. At :ill times while posted, security officcr:s shall ensure persons entering BPA controlled property and moving about BPA 
controlled property properly display appropriate identification. 

vii. lf an employee refuses to display identification properly, the security ofliccr shall immediately inform the shift 
supervisor, docUIT1<:nt the incidcnl and perform other actions in accordance with c:;tablishcd SOP's. 'The Contract 
Manager and OSCO shall be notified immediately. 

viii. If the security officer perceives a threat to BPA property or personnel. the officer shall talcc appropriate actions to manage 
the threat. The Contract Manager and OSCO shall be notified immediately 

ix. Security officers shall complete Security Incident Reports when directly involved in a response or perform follow up to 
a response. This includes incidents where the officer or supervisor is a witness. Security Incident Reports shall be 
submitted prior to officers involved being released from duty. 

x. Security officers shall fill out electronic or hanlcopy (or both) Security Officer Report (SOR) for each shift noting security 
officer activities. The SOR shall note when the officer came on duty. patrolled specific areas. took breaks. lunch. or other 
information confirming appropriate security activity. Security officers and supervisors shall maintain electronic or 
hard copy (or both) SOR notebooks to record information, t1Ssist in preparntion of incident rcpons, and for possible use 
in coun. 

xi. Security officers shall perform inspections of visitors' baw,, briefcases. boxes, other hand-carried items, 311d vehicles 
upon entry as outlined by SOP' s. or otherwise directed by OSCO. 

xii. Security officers shall enforce BPA security policies as noted in post duties. post orders. and BPA or Contractor provided 
SOP's as approved by OSCO. 

xiii. Security officers shall be familiar with BPA bomb threat, medical. and fin: response instructions. SO P's shall be prepared 
to respond and assist. as required. during an emergency. 

xiv. Security officers at entry points shall inform visitors that firearms and dangerous weapons arc prohibited and ask all 
visitors i r they arc carrying any firearms or other dangerous weapons. If a visitor or Contractor is carrying a weapon or 
other prohibited contraband. the situation shall be handled in accordance with site specific procG'Clurcs. The officer shall 
not recommend any cour.;c of action regarding the disposition, storage or security of the subject weapon or contraband. 
The officer shall immediately report the incident 10 the Security Supervisor, FPS (for incidents occurring a1 BPA HQ), 
the Contract Manager, and OSCO. 

xv. Security officers shnll be familiar with designated NERC CIP controlled areas al their post locations and must be familiar 
with access and response rcquircmcnrs for those areas. 
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IS) SAFETY REQUIREMENTS 

a. The COR. designated field inspector, or any BPA employee or contractor may cause any work to cease if any safety viol3tions 
arc observed. No further work will be :illowcd until such time as the situntion is resolved. 

b. The Contractor shall provide to the COR, prior to the stan of the conlrnct, a Material Safety Data Sheet on products the 
Contractor will be bringing to the job site that employees may be using, exposed to or which may be stored on the site. Prior 
to performance on this contract, a Site Specific Safety Plan (SSSP) must be s11bmiued in writing to the COR to address typical 
and routine tnslcs required 11Ddcr this contract. In accordance with Clause 15-13. Contractor Safety and Health Requirements. 
any additional authorized services im·olving exposure to potential high-h37.ards, as determined by the COR. shall reqllire the 
submittal of a supplemental Site Specific Safety Pinn in writing prior 10 work starting on those high-hazard wks. The SSSP 
is subject to review and approval by the BPA Safety Office. Changes in work procedures or added work scqucmccs 001 initially 
specified in the SSSP shall require an update and will generate a new review and approval process for the updated analysio; or 
plan. 

e. All applicable Federal, Government and local safety requirements shall be observed by the contractor and its employees. 

d. Many BPA facilities arc energized and could pose risk 10 the life and safety of any Contractor personnel who enter such areas. 
Security contract personnel who arc trained and hold a Contractor Non-Electrical Worker Permit may be allowed in areas 
requiring Permit without escon of BPA personnel. Personal Protective Equipment Required for Entering areas requiring the 
Permit: 

i. White Hard Hat. Hard hats approved by the Administration shall be worn by ALL PERSONS in the following locations 
and conditions except for work inside trunsformcrs, power circuit breakers, 11Dder vehicles, or in similar 
restricted/protected situations. 

(a) In fenced sub,.1ation yards and other designated hard hat areas. 

(b) When cng:igcd in or when in the close proximity of outdoor work or in all areas where there is exposure abo\'C head 
level to moving equipment, work, or material handling. 

(c) Persons working at elevated locations more than 4 feet abmre the ground and utilizing fall protection PPE shall wear 
a BPA approved climbing style helmet attnchcd with chin strap. 

ii. Identification/Color-Coding System. To distinguish between Qualified Elcelrical Employees and others, YELLOW 
hard hats will be restricted to holders of Electrical Worker Pem,its. Additional hard hot colors utilized on the BPA 
system arc: 

(a) BL E: Riggers 

(b) RED: Construction Equipment Operators 

(c) GRAY: Cru-pcntcrs (Noic: Due to gray being unavailable in a climbing style helmet. white shall be substituted.) 

(d) WHITE: All Others 

iii. Protective Footwear. Appropriate footwear that provides adequate suppon and protection to the foot, toes and ankles for 
the work being performed shall be worn. Lace-up, over the ankle leather boots with rigid sole and heel meeting ASTM 
F 2413-11 with an EH Rating or ASTM F 2413-05, Class 75 with EH rating shall be worn in all work areas where hard 
hats arc required and other areas as determined by a supervisor. Supervisors have the re.ponsibility for assuring that 
appropriate footwe:ir is worn. Employees have the responsibility to wear appropriate footwear for the job. 

iv. Arc Flash (FR) Clothing: 

(n) Arcing from faulted components can occur when working on or near cncrgj7..cd circuits. In some cases, this 3fCing 
will expel molten metal and can produce enough heat to cause bums 10 a worker and ignite clothing. BPA 's goal is 
to establish requirements that protect workers from the onset of 2nd degree bums ( 1.2 cal/cm2). but not ovcrprotoct 
to the point of causing restricted/inhibited visibility, beat exhaustion, and inability to perform work. Arc-rated 
clothing has a rating corresponding to the minimum Arc Thermal Protection Value (A TPV) which prevents the 
onset of 2nd degn:e bllfOS. 

(b) To maintain conformance ,vitb Federal OSHA won: standards BPA ha.~ adopted the policy of protecting workers 
from the hazards of arc flash by requiring minimum clothing rating of 8 cal/cm? for those who may be exposed to 
arc fh-h hazards normally found in the energized area of BPA substations_ This clothing must be worn by contrncl 
work(.-r., anytime they arc in the energized area of the substation yard. Tltc bo11ndacy for this requirement i;, from 
any control house door exiting into the energized subslllt ion yard or from the substation g;ite entering into the 
energized substntion yard. 

(c) Therefore, if the contr:lct worker must enter the energized substation yard to work the minimum rcquircmcnl5 for 
arc rated clothing must be met Long slcc,•c coveralls with a rating of 8 cal/cm? can be utilized in lieu of rated pants 
and long sleeve shin. Any jackets or rain gc:1Twom also needs to meet the minimum raringofS cal/cm2• 

(d) Arc Rated clothing with a minimum rating of8 calorics/cm2 shall be worn inside of energized substations or when 
an employee is performing work which may expose them lo an arc hazard. The wearing of clothing and footwear 
made from acetate, nylon, polyester, or rayon either alone or in blend.~ (unless labeled with an Arc Thermal 
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Protection Value of 8 caU cm2 or greater) is prohibited alone or under arc rated clothing when an employee may be 
exposed to the h.iznrd~ of electric arcs or flames. Long sleeve arc rated shirts shall be worn with sleeves rolled down 
and shirts tucked into pants. 

v. Contmcior Non-Electrical Worker Permit: Contractor employees performing :;ccurity services ai the Eugene Starr 
Complex or while deployed to a Substation under this contract may be required to successfully pass the Non-Electrical 
Worker Permit examination, pass the Substation Electrical H32.ard A,,..arcness Training and Tour, and pass NERC-ClP 
Field Training. BPA rcseivcs the right a nd option to provide an escort in lieu of above requirement. 

vi. Cclilo Special Risk Plan 

(u) BPA 's Celi lo facility has had cxtcnsi\'c mercury contamination as a result of the use and muintcnancc of mercury 
arc valves (rectifiers) employed at the facility from 1970 to 2004. Most of the interior of the building is now mercury 
free. Backg,round concentrations of the toxic clement arc extremely low minimizing the risk of future health 
concerns from inhalation. However, care should be exercised during future renovation should encapsulated locations 
be disturbed. Any drilling. cutting, or floor demolition should be accompanied by monitoring to ensure that 
oontmctors arc not unncccssari ly c.'tposcd to brief albeit elevated local vapor concentrations. 

(b) 1nc contractor shall review the Po.~-Abaten11m1 Clearm,re Rqxm for Phme 3 Ml!TClll)' Aha1e,1U!l1I Areas at Cefilo Com'i!11er 
S1a1i011. 17,e Dalles. Orego11, dated October 11, 2013. The report will be provi<kd to the contr.iclor by the COR.. 

{c) 29 CFR 1910.1200 Mercury Hazard Communication Training will be conducted and docWllC1llcd for officers that \,~II won: 
at the Cclilo OC Converter building. 

q SECURITY SERVICES AT THE BPA HEADQUARTERS 

I ) General 

a Standard security officer procedures shall apply to all HQ security posts. Shift hours may be adjusted through the approval of 
the COR.. All posted officers and patrols assigned to the BPA Headquarters shall be knowledgeable of building evacuation, 
:Jiclter-in-placc procedure~ and other contingency proccdun;s. 

b Questions about physical security and access control policy shall be deferred 10 the HQ·s Physical Security Specialists. 

c Parking Garage Entrance Bollard System Operation 

(i) Security officers must understand the snfo operation of the garage entrance bollard system prior to assignment to posts 
I. 2. 8 or 9. Officers shall not operate the garage entrance bollard ~ystcm unless properly trained. 

(ii) Training required to operate the bollard system shall be conducted by security supervisors or training personnel ensuring 
adequate undcn.tanding of the safe operation of the system according 10 the policies and procedure established in this 
SOW and SOPs developed by the Contractor. 

(iii) Training for bollard system operation shall be documented on the individual security officcr·s training record. Security 
officers required lo operate the bollard system must demonstrate the ability lo safely do so prior to assuming duties of 
the post. Proc-cdurcs for operating the bollard system shall be placed at each applicable post. 

(iv) Bollard system operating hours under non-emergency conditions 

(a) From the hours of 1800-0600, Monday through Friday, bollards shall remain engaged in the up position with ihe 
parking garage doors closed .. 

(b) From the hours of0600- 1800. Monday through Friday. bollards shaJI remain engaged in the down position with 
the parking garage doors open. 

(c) During weekends and holidays., bollards shall remain engaged in the up position with the garage door closed at all 
hours. 

(d) OSCO may direct changes in use of the bollard system as needed. 

2) Headquarters Security Post I 

a Description of Po.st 

(i) HQ Post I is located at the security console locau:d in the main lobby of the BPA Headquarters Building. HQ Post I is a 
one-person post, opcrntcd by an armed, wiiformcd sc.-curily officcr24 hours per day, 7 days per week. The security officer 
shall be equipped with a portable radio. flashlight. and other equipment necessary lo perform building security services. 
The officer shall be trained and competent to operate the bollard system during nom1al and emergency operations. The 
primary responsibility of this post is lo monitor and control persoancJ access through the use of CCTV. cardkcy physical 
access control systems (PACS), and manual processing procedures. 

b Designated Shifts 

{i) This post shall operate 24 hours per day. seven days per week. The post shall ha\'C three shifts per day. 

c Post Duties 
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(i) Officers shall pcrfonn the following: 

(a) Conduct funcLional checks of all equipment and systems used on this post upon assuming duties. Rcpon equipment 
malfunctions or deficiencies in accordance wilh established procedures. 

(b) Monitor the CCTV and PACS for the BPA Headquarters. Allow access after nonnal btL'<iness hours only to persons 
with valid BPA or other approved identification. or. individuals or groups appro,•cd for access and authorized by 
OSCO. BPA and Contmctor personnel must prcscnl Lhcir ID badges to Lhc lobby access portal to gain building 
access p:ist HQ Post I. Guests of employees and all visitors arc required to follow cstllblished procedures for visitor 
aca.,-ss. All persons entering the building arc subject to screening. 

(c) Require all visitors and guests to be identified via government issued photo ID and lo sign in and obtain a visitors 
badge. Ensure visitors and guests arc screened properly before entry. 

(d) Dispatch and monitor Hcadquaners security posts and patrols for various situations that may arise. 

{e) Maintain radio or alternate communications and conduct security status checks with posts and patrols assigned to 
the BPA Headquarters on an hourly ha.sis during daylight hours and every 30 minutes during hours of darkness or 
increased security posture. 

(f} Monitor and respond to all building alarms for the Headquarters Complex in accordance with designated procc.durcs. 
This includes door alarms, intrusion alarms, duress alarms, computer room alanns, and fire a larms. For the Pro Watch 
system. this post shall mainlllin an cvcm log of alarm activity. 

(g) Process and mainlllin visitor access n:qu~-u and administer visitor access procedures. Temporary badges shall be 
issued for cleared visitors as well as BPA and Contractor employees who do not have their Government issued 
identification. Prior to i~uing a tempor,uy local site ~ix--cific only (LSSO) badge. appropriate proc-.-dure:s shall be 
followed based upon Lhe status of Lhc individual (i.e. foreign national. cscortecVuncscortcd access. etc.). Any BPA 
Temporary badge issued must be returned upon the employee or visitor's departure from the building. 

(h) Maintnin the electronic Headquarters Security lx-sk Blotter. listing :,ccurity•rclatcd activity and information for a 
24-hour time period. The Contractor shall submit the blotter for review as determined by OSCO. 

(i) Mainuin communications wilh FPS via established procedures. 

(j) Maintain open communication with contract security officers for the 911 building regarding pertinent security 
incidents, events, or information which may impact the 911 building. personnel. or protective force. 

3) HcadquartcrS Security Post 2 

a Description of Post 

(i) This post is n roving patrol encompassing the Hcndqu:irtcrs complc,x. This is 3 one-person post. operated by an um1cd. 
unifonncd security officer 24 hours per day, 7 days per week. The security officer sh:111 be equipped "~th a portable radio, 
llashlighL and other equipment necessary 10 pcrfonn the required security services. This security officer shall be trained 
and competent to operate the bollard system during normal and emergency operations according to section 25.b of this 
SOW. The primary responsibility of this post is to conduct security patrols of the interior of the Headquarters (905) 
building. the exterior of the East Side Feder.ii Complex (905 and 911 buildings). 

b Designated Shills 

(i) This post shall be 24 hours per day. 7 days per week and shall ha,·c thn:c shifts per day. 

c Post Duties 

(i) Officers shall pcrfonn the following: 

(!1) Conduct funcliorol checks of 311 equipment !lnd systems used on this posl upon !lSSUming du.ties. Report equipment 
malfunctions or deficiencies in ac.cordance wiLh established procedures. 

(b) Conduct a mmimum o f two foot patrols each shift throughout the interior of the Hcadquancrs building and the 911 
building fitne!'s center (BPA Club Fed) area at random frequencies, unless otherwise directed by the security 
supervisor. Contract Manager. or OSCO. These patrols shall be recorded on an electronic or hardcopy SOR. Perfonn 
general security checks of all !lJ'C3S patrolled. During inlcrior patrols particular attention shall be given 10 sensitive 
areas such as JTS rooms and Lhc Duty Scheduling Center (DSC) due to NERC CIP requirements nssoci!lted with the 
DSC. 

(c) Conduct a minimum of two foot patrols per shift of the exterior of the Headquarters building and Lhe 911 building 
(exterior area comprising the East Side Federal Complex) al random frequencies, unless otherwise directed by the 
security supervisor, Contract Manager, or OSCO. 

(d) Conduct patrols. or other security measures of internal Headquarters building parking levels in basement levels B
l , B-2 , B-3, and 8-4. 

(c) Conduct patrols as otherwise directed by the security supervisor, Contract Manager, or OSCO. 
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(f} Enforce building rules 3J1d regulations and perform other duties as directed by special orders. Operations Bulletins. 
or vcri>al instructions from S(.'Curily supervisors, the Contrnct Manager. and OSCO. 

(g) Enter all incidents in the electronic or hardcopy Security Officer's Report (SOR) and report all incident~ and 
suspicious activity to HQ Post I and/or the security supervisor through ihe mosi expeditious means possible. Provide 
wriucn reports as required. 

(h) Direct person.~ with lost and found items to OSCO. or take custody of items brought to the post and tum them in to 
OSCO. 

(i) Respond to alarms as dispatched by HQ Post I. the security supervisor. Contract Manager. OSCO. or FPS. Rcques1 
assistance if necessary. Log and report all alarm incidenls on the electronic or hardcopy SOR. Response to security 
alarms for the Duty Scheduling Ccnter(DSC), JTS rooms, BMS room. or Personnel Sl.'Curity Office shall be priority. 

(j) Respond to other security-related events as directed by HQ Post I. the security supervisor, Contract Manager, or 
OSCO. 

(k) Provide officer break relief or post assistance as directed. 

(1) Perform patrols at random frequencies in an c!Tort to not establish a pallcm. 

(m) Perform other duties as assigned by the security supervisor. Contrnet Manager, or OSCO 

(n) Maintain radio contact with HQ Post I during foot patrols to the extent possible. 

(o) Ensure the doors at the Headquarters building secure automatically in the ProWatch security system nt 1800 hours 
on normal weekdays. Aller 1800 hours, this post shall conduct a check of all exterior doors to ensure they are secure 
and the security system is working properly. 

4) Headquarters Security Post 3 (Currently not active) 

3 Description of Po t 

(i) OSCO may request act ivution and manning of this pos1 for contingency operations. specific security conditions 
(SECONs). or other security needs. This post shall not be occupied unless directed by OSCO. When activated. this shall 
be none-person post manned by an armed, uniformed security officer, up to 24 hours per dny. 7 days per week. Specific 
duties and hours for this post will be described at the 1jmc it is activated 

5) Hcadquancrs Security Post 4 (Currently not active) 

a Description of Post 

(i) OSCO may request actiwtion and manning or this post for contingency operations. specific security conditions 
(SECONs). or other security needs. This post will not be occupied unlcs.~ dirc:ctcd by OSCO. When activated, this shall 
be a one-person post manned by an anncd, uniformed security officer. up to 24 hours per day. 7 days per week. Specific 
duties and hours for th is post will be described a t the time it is activated. 

6) Headquarters Security Post 5 

a Description of Post 

(i) This post monitors access to the BPA Headquarters at the cast entry. This is a one-person post. operated by an armed 
uniformed security officer, 12 hours per day. Monday through Friday, excluding designated government holidays or as 
indicated by OSCO during higher security condition (SECON) status. The security officer shall be equipped with a 
portable radio. magnetic wand. x-ray machine. magnetometer and other equipment necessary to perform the required 
security services. The primary responsibility or this post is to ensure all visitors and their hand-carried items entering the 
BPA Headquarters are properly screened prior to entering the facility. 

b Designated Shills 

(i) There shall be one shill pct" day established for this posL The hours of this shill arc 0600-1800. Contrnctor proposed 
hours of operation may be modified under approval of the COR. 

e Post Duties. 

(i) Officers shall perform the following: 

(a) Conduct funct1onal checks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance with established procedures. Functionnl checks of the magnetometer, 
hand-held wancl and x-ray mnchinc shall be conducted and documented in accordance with established procedun:s. 

(b) Identify visitors nnd determine their need to enter the facility. 

(c) Screen visitors by using the magnetometer (or hand-held magnetic wand). Screen hand-carried items in the 
possession of ,tisitors by using the x-rny machine or visual inspection. Employees entering the BPA Headquarters 
may be s ubjcd 10 screening at the direction or OSCO. OSCO may introduce new equipment or technology for 
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screening personnel entering the f'acility. Security officer.; shall be properly trained on new equipment or technology 
introduced prior to use with verification of training annotated in the officer's individual training record. 

{d) Check for appropriate identification badge on persons entering the lobby area from outside BPA controlled space. 

(e) Inform all visitors firearms and other weapons arc prohibited and ask all ,,isitors if they are carrying any firearms or 
other weapons. Ir any individual is carrying a weapon or other prohibited contraband, the situation shall be handled 
in accordance with site specific procedures. The officer shall not recommend any course of action regarding the 
disposition, storage or security of the subject weapon or contraband. The officer shall immediately initiate reporting 
the incident to the security supervisor. 

(f) React or respond to S(,-Curity incidents occurring in the lobby area of the Headquarter.; building posing a threat to 
personnel and/or property. 

7) Hcadquartcrs Security Post 6 

a Description of Post 

(i) This is a one-person post occupied by an armed, uniformed security officer 12 hours per day, Monday through Friday, 
excluding government holidays. The post is located in the lobby of the BPA bcadquancrs building. The security officer 
is responsible for ensuring only authorized pcn;onnel enter the Hcadquarti..-rs facility by verifying the identification badges 
of all persons entering the building from the lobby and ensuring badges arc worn properly. Thi~ post may be unarmed in 
accordance with Section 13.b ~Exceptions" in this Statement of Work. The primary rcsponsibility of this post is to ensure 
all persons entering the building from the lobby area have appropriate: identification badge and access authorization. 

b Designated ShiAs 

(i) Monday thru Friday. 0600 to 1800, except designated government holidays. Hours of operation may be modified 
following COR approval prior to making the change. 

c Post Duties 

(i) Officers shall perform the following: 

(ii) Conduct functional check.~ of all equipment and systeJn~ used on this post upon a.uuming duties. Report equipment 
malfunctions or deficiencies in accordance with established procedures. 

(iii) Ensure all persons entering the building from the lobby area have the appropriate identification badge {to include visitor 
badges). 

(iv) Respond to all instructions from HQ Post I, the shift supervisor, Contract Manager, or OSCO staff. 

(v) Request assistance when necessary from the HQ Post 2 security officer during periods of heavy pooestrian traffic in the 
lobby. 

(,<i) Use any additional equipment introduced by OSCO for screening and/or verification of personnel entering the facility. 

(vii) Observe HQ Post Sand provide assis1.1nec if necessary when prohibited items arc identified during visitor screening. 

(viii)Rcact or rcspond to security incidents occurring in the lobby area of the Hcadquanersbuildingposing a threat to personnel 
and/or property. 

(ix) Monitor personnel entering the building from the west entrance. ensuring only authorized personnel cmer the building 
and others arc directed to HQ Post 5 for screening. 

8) Headquarters &-curity Post 7 (BI Loading Dock Doors) 

a Dcscrip1ion of Post 

{i) OSCO may request actjvation and manning of this po~i for contingency operations, specific security conditions 
(SECONs). or other security needs. This post will not be occupied unless directed by OSCO. When activiatcd, this shall 
be a one-person post manned by an armed, uniformed security officer, up to 24 hour.; per day, per week. Spccilic duties 
and hour.; for this post will be described at the time it is activiatcd. 

9) Headquancrs Security Post 8 

a Dcsenption of Post 

( i) This is a one-person post occupied by an armed. uniformed security officer 12 hours per day. Monday through Friday. 
excluding designated government holidays. This post is located on N.E 9th Stn:ct on the west side of the Headquarters 
building at the garage entry r.unp. Along with HQ Post 9, this post serves as the primary access control point for vehicular 
entry into the Headquarters garage. This officer shall be tr.iincd and competent to operate the bollard system during 
nonnal and emergency opcratjons. This officer shall be cquippoo v.~th all standard equipment plus an ANSI 207 
compliant Public Safety Vest for Security and other equipment necessary to perform required security services. The 
officer assigned to this post shall be capable ofossuming the duties o f HQ Post 9. The primary ~1xmsibility of this post 
is ensuring only authorized personnel gain entry into the BPA Headquarters through lhc parking garage/basement area. 

ConlNICI 80004, Mod 012 Page 63 

1246 



28390012 

b Designated Shifi 

(i) Monday lhru Friday, 0600 to 1800. except designated government holidays. Contractor proposed hours of operation may 
be modified under approval of the COil. 

c Post Duties 

(i) Officers shall perform the following: 

(a) Conduct functio113l checks of all equipment and systems used on this post upon :issuming duties. Rcpon equipment 
malfunctions or deficiencies in accordance with established procedures. 

(b) En~-ure only authorized personnel gain entry into the BPA Hcadqllllrlers parking garage/basement area. All 
individuals seeking access are required to ha,,e proper identification for authorized unesconcd access to enter lhe 
BPA Headquarters or 911 building. 

( c) Conduct general and emergency access control and prevent intrusions. 

(d) Observe the area for unusual or suspicious activity, vehicles and items and immediately report nil such activity to 
HQ Post I. who. in tum. will mil.kc approprialc notifications to the security supervisor. FPS. Contract Manager. and 
OSCO. 

(c) Inform all delivery or Facilities Vendors requesting entrance that firearms and dangcrou.~ weapons arc prohibited 
and ask them if they arc carrying any firearms or other dangerous weapons. If any individual is carrying a weapon 
or other prohibited contrab:md. the situation shall be handled in accordance with site specific procedures. The officer 
shall not recommend any course of action regarding the disposition, 5loragc or security of the subject wi:apon or 
contraband The officer shall imml.-diatcly report the incident to HQ Post I. who, in tum, will make appropriate 
notifications lo the security supervisor, FPS, Contract Manager. and OSCO. 

(I) Coordim1tc with HQ Post 9 10 conduct periodic exterior building patrols of the Eastside Federal Complex (905 and 
911 buildings). When the HQ Post 9 officer is unarmed in accordance with Section 13.b ·' Exceptions.'· these patrols 
shall be conducted only along the west side of the building, from NE Lloyd Blvd. to E Holladay, with HQ Post 8 
keeping in visual contact with HQ Post 9. When HQ Post 9 is armed, these patrols stulll extend to the full perimeter 
of the building as long as radio con1act is properly maintained. OSCO will determine frequency of perimeter patrols. 

(g) Assist HQ Post 9 with conducting vehicle inspections according to current proccdu_rcs as provided by OSCO. Assist 
HQ Post 9 with screening non-badged individuals entering the garage with limited access (e.g. - authorized vendors 
and delivery pcr:.onnel). 

(h) Use any additional equipment introduced by OSCO 

I 0) Headquarters Security Post 9 

a Description of Post 

(i) This is a one-person post occupied by an armed, uniformed security officer 10 hours per day. Monday through Friday, 
excluding designated government holidays. This post is loc~tcd on N.E 9th Stn.-cl on the West side of the HC."ldqU3rlcrs 
building at the garage entry ramp. Along with HQ Post 8, this post serves as the primary access control point for vehicular 
entry into the Hcadqu:irters garage. This officer shall be t.rnincd and competent to operate the boll:lrd system during 
normal and emergency operations according to Section 25.b of this SOW. This officer shall be equipped with all standard 
equipment plus an A SI 207 compliant Public Safety Vest for Security and other equipment necessary to perform the 
required security services. TI,c officer assigned to this po5t shall be capable of assuming the duties of HQ Post 8. This 
post may be unarmed in accordance with Section 13.b ~bccplions., of this Statement of Work. The primary rc5ponsibility 
of this post is to verify. process, inspect. control. and monitor visitor and delivery vehicular traffic entering the building 
via the basement ramp entry on NE. 9th Avenue. 

b Designated Shift 

(i) Monday thru Friday, 0700 to 1700, except designated government holidays. Contractor proposed hours of operation may 
be modified following approval of the COil. 

c Post Duties 

(i) Officers shall pct-form the following; 

(ii) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
ma.I functions or deficiencies in accordance with established procedures. 

(iii) Verify, process. screen, control, and monitor visitor and delivery vehicular traffic entering the building via the basement 
ramp entry on KE. 9th Avenue. 

(iv) Conduct ,•chicle and personnel screening according to cum:nt procedures as provided by OSCO. Permit access 10 delivery 
vehicles to the B-1 loading dock for discharging cargo according to current procedures as provided by OSCO. 
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(v) Ensure only authorized personnel gain entry into the BPA Headquarters parking garage/basement an:a. All individuals 
seeking access are required to have proper identification for authorized unescorted access to enter the BPA Headquarters 
or 911 building. 

{,-i) Conduct general and emergency access control and deter unauthorized inlnlSions. 

(vii) Observe for unusual or suspicious :ic1hri1y. vehicles and items and immediately report all such activity 10 the HQ Post I , 
who, in tum. will make appropriate notifications to the Security Supervisor, FPS, Contract Manager, and OSCO. 

(viii)lnfonn all delivery or Facilities Vendors rcquC!.ting enlrJJ1ce that fircanns and d3llgcrous weapons arc prohibited and ask 
them if they an: canying any firearms or other dangerous weapons. If any individual is carrying a weapon or other 
prohibited contraband. the situation shall be handled in accordance ,vith site specific procedures. The officcr shall not 
recommend any course of action regarding the disposition. s torage or security of the subject weapon or contraband. The 
officer shall immediately report the incident to HQ Post I, who, in tum. will make appropriate notifications to the security 
supervisor. FPS, Contrac t Manager. and OSCO. 

(ix) Coordinate with HQ Post 8 to conduct periodic exterior building patrols ofihc Eastsidc Federal Complex (905 and 911 
buildings). When the HQ Post 9 officer is unarmed in accordance with section 13.b ·' Exceptions." in this Statement of 
Work. Patrols shall be conducted only along the west side of the building. from NE Lloyd Blvd. to NE Holladay, keeping 
in visual comact with HQ Po:,t 8. When HQ Post 9 i~ armed. these patrols sh111l be c.xtcnded 10 the full perimeter of the 
building as long as radio contact is properly maint:iincd. OSCO will determine frequency of patrols. 

(x) Use any additional equipment that is introduced by OSCO for the screening and/or verification of personnel entering the 
facility. 

D) SECURITY SERVICES FOR T HE ROSS COMPLEX 
I ) General 

a. Standard security officer procedures shall apply 10 all Ross Complex security posts. Under the direction of OSCO. the 
Contractor shall establish procedures for monitoring the ingress and egress of commercial vehicles. vi5itors and vendors. The 
contractor shall maintain entry logs and visitor access procedures, as well :is radio and t.:lcphonc communications between 
the various posts, supervisors. BPA visitor/vendor sponsors, the Contract Manager. and OSCO as needed. Post hours shall be 
performed as indicated unless adjusted by OSCO. Posts directly Sllpporting response 10 NERC C IP dci.;gnated areas. or other 
critical assets. shall be familiar with the location of those areas. access requirements. and procedures for entry. All posts and 
patrols assigned 10 the Ross Complex shall be knowledgeable of building c~-acuation, shelter-in-place procedures, and other 
contingency procedures, 

b. Questions about physicnl security and access control policy shall be deferred to the Ross OSCO Physical Security Spccialh-ts. 

2) Ross Security Post I 

a. Description of Post 

i. Ross Post I is a one-person post, operated by an armed, uniformed security officer 10 hours per day. Monday through 
Friday, 5 days per week except Federal Holidays. The security officer shall be equipped with necessary equipment to 
perform building sccuriiy services and shall be familiar wilh use of the Pro\Vatch security system for nccess conLrol 
purposes. Ross Post I is l~tcd at the security con.wlc at the West cntrJncc of the Dittmer Building. The prim:1ry 
responsibility of this post is to monitor and control ncccss for ihc west cniruncc io ihc Dittmer bui I ding. 

b. Designated Shifts 

i. This post will operate 10 hours per day, 5 days per week Monday through Friday, except holidays. Hours of operation 
shall be fi-om 0600 10 1600. 

e. Post Duties 

i. Officers shall pcrfonn the following: 

ii. Conduct functional checks of all equipment and systems used oo this post upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance ,\'1th cs1:1blishcd procedures. 

iii. Monitor the electronic vcri ficalion of ID badges for authorized BP A and contract employees entering the Dittmer building 
through the physical access control system (PACS). which is cum:nUy the ProWateh system. Ensure established access 
control procedures arc followed by all personnel. 

iv. Serve as a primary processing point for vendors requiring escorted access to the Dittmer building. 

v. Direct other non-badged (external 10 BPA) ,•isitor.; for the Dittmer building Lo enter through Ross Post 4. located at the 
East entrance. unless otherwise directed by OSCO. 

VI. Issue appropriate visitor badges for vendors to the Dittmer building and temporary BPNContractor employee badges 
following established SOP's. 

vii. Screen all vendors processing through this post for escorted entry to the Dittmer building for any dangerous weapons or 
prohibited item~ in :1ccordancc with established procedures. If weapon or other prohibited contraband is present or 
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detected, the incident shall immediately oc rcponcd to Ross Post 9 AMS who will notify the Security Supervisor. Contrnct 
Manager. and OSCO. 

viii. Conduct inspections of all hand-carried item.~ being cnrried into or out of lhc Diumcr building by vendors. 

ix. Conduct inspections ofh:md-carried items of employees as din:cted by OSCO. 

x. Ensure the designated card-reader entrance doors (west lobby doors) arc unlocked and the lobby lights arc turned on at 
0600 or when otherwise directed. 

xi. Ensure the dcsigruitcdeard- rcadcrenlrance doors (west lobby doors) arc secure and functioning properly upon completion 
of shifi on nonnal duty days. Af\cr 1800 hours, this post becomes the primary entry point for the Dittmer building vfo 
card reader operation. 

xii. Use all equipment introduced by OSCO for access control or the screening of personnel entering the facility through this 
posL This includes the proper use of the Diumer Pro\Vatch system for monitoring electronic access verification to 
Dittmer. 

xiii. Follow nonnal procedures established for Ross Post 4 in the event visitors arc directed to process through this post. 

xiv. Respond to PACS alarms associated with 3cecss control for the Dillmcr building wcsl entrance. Ensure all alann activity 
as.wciatcd with this post is entered in the ProWatch Event log. Entries shall include alarm assessment. cause. and name 
of subject (if applicable). 

xv. Perform administrative duties by maintaining electronic and/or hardcopy documentation such as security alens. daily 
visitor logs for Dinmcr. and any other documentation deemed necessary by the Contractor or OSCO. Conduct other 
administrative duties as assigned by the Contract Manager or OSCO. 

xvi. Provide assistance to the Alarm Monitoring Station (AMS. Ross Post 9) by monitoring CCTV systems for the Ross 
Complex. 

,cvii. Perform security procedures as directed by OSCO and/or the Contract Manager. Procedures for this post may be changed 
BY OSCO as needed. 

3) Ross Security Post 2 

a. Description of Post 

i. Sccuri1y Ross Post 2 is dedicated to the Construction Services Building (CSB. building Z-6 I 0) and surrounding parking 
lots. This post is occupied by an armed, uniformed security officer, but may be unarmed in accordance with Section I J.b 
uE.,,ccptions"' in this Suucmcm of Work. This post combines a suuionary post and foot patrol. The security officer shall 
be equipped to perform lhc security services required at this location. 

b. Designated Shi f\s: 

1. Perform a combination of stationary duties and foot patrol from 0600 - 1600 hours, Monday through Friday except 
holidays. 

c. General Post Duties 

i. Officers shall perform the following: 

(a) This post is designated as an armed post except as noted in Section I 3.b "'Exceptions .. in this Stalemcnl of Work. 
This is primarily a walking post located at the CSB building. The primary responsibility of this post is to monitor 
acti\ity in and around the CSB building. The assigned officer shall conduct random fool patrols throughout the 
building and surrounding parking lots and shall maintain visible security presence. 

(b) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance with established proceduJ'CS. 

(c) Identify and process visitors. Conduct inspections of hand-carried items for visitors. OSCO may direct inspections 
of hand carried items on BPA employees. 

(d) Provide assi.~tanee monitonng CCTV systems for the Ross Complex. The primary focus shall be the CSB building 
and surrounding areas. 

(e) Ensure card-key operated doors function properly at the beginning of each shift. Place sign-in logs a1 the security 
desk by the entrance doors. and ensure the doors remain appropriately secured throughout the day. 

(f) Investigate any alarm or malfunction condition related 10 the building. These situations shall be reported to the 
Alarm Monitoring Station (Ross Post 9) and the officer at this po~t shall take any necessary corrective actions. 

(g) Conduct checks of the CSB room 104. as directed by OSCO. Checks shall be annotated on the Security Container 
Check Sheet (SF Form 702) located on the door. 

(h) Inform visitors that firearms and dangerous weapons arc prohibited and a$.k visitors if they arc carrying any firearms 
or other dangerous weapons. If a visitor. or Contrnctor is carrying a weapon or al.her prohibited contrnbancl. the 
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situation shall be handled in accordance wilh site specific procedures. The officer shall not recommend any course 
of action regarding the disposition. storage or security of the subject weapon or contrab.md. The incident shall 
immediately be reported 10 Ross Post 9 AMS who will notify the Security Supervisor, Co.nlract Manager, :ind OSCO. 

(i) This post shall be transported by a Ross Vehicle Patrol to and from !heir posting at the CSB building. 

4) Ross Security Post 3 

a. Dcscnption of Post 

i. Ross Post 3 is a one-person patrol. operated by an armed. wiiformed security officer 24 hours per day. 7 days per week. 
The primary responsibility of this post is to pro\-;dc patrol coverage for lhc Ross Complex. 

b. Designated Shifls 

i. This post will be manned in three 8-hour shills as follows: 

(a) Shift I : 0000-0800 

(b) Shift 2: 0800- 1600 

{c) Shift 3: 1600-2400 

c. Post Duties 

i. Officers shall perform the following: 

(a) Conduct functional checks of all equipment and systems used on this post upon :issuming duties. Report equipment 
malfunctions or dcficicnci~ in accordance wilh established procedures. 

{b) Patrol the Ross Complex to include cittcmal and internal patrols. 

(c) Monitor the complex for trespassers, building security is.,ucs, and fire and $3fcty hazards and report for correction. 

(d) Conduct perimeter checks looking for fence line holes, damage. or suspected unauthorized entry. 

(e) otify Ross Post 9 that perimeter checks arc being conducted. 

(f) Assist Ross Post 5 with 1n1ffic control al the main gate as needed. Respond to the main gate as needed after hours to 
assist with entry control when Ross Post 5 is not manned and the gate is fully automated for access. 

(g) Coordinate building and gate chccks for the Ross Complex v.~th Ross Post 8. Annotate the chccks on a hardcopy 
building check sheet which is subsequently scanned and submitted to OSCO electronically. 

(h) Respond to alarms. Check the cause of intrusion alarms or fin; alarms, request assistance, and reset inuu:,ion alarms 
if appropriate. If the equipment is malfunctioning. notify Ross Post 9. Record lhc activity in the SOR, and when 
necessary, complete an electronic- Security Incident Report. Priority response shall be given to any evidence of 
intrusion or unauthorized access to the CSB room I 04. NERC ClP areas. or other critical assets. 

(i) Respond to other emergencies at the Ross Complex or Park Place office complex as required. Facilitate the entry of 
emergency vehicles and personnel when necessary. This may include contr0lling traffic and/or escorting emergency 
vehicles to the site oftbc emergency. 

(j) Provide assistance to olhc-r security posts on the Ross Complex as needed. 

(le) Coordinate patrols and security checks of the Park Place office complex with lhe Security Supervisor a minimLLm 
of once per shif\. Patrols shall include an interior check of the office suites as well as an c."ttcrior patrol of thc parting 
lots and parking structure. 

(I) Assi~t ,vilh conducting foot patrols oflhc interior and C.'tlcrior of the Dittmer building at least once during each shill. 
This check shall be recorded on the officcr·s SOR. 

(m) Observe for facility-rdatcd problems and notify Ross Post 9 of discrepancies observed. Facility-rclatc:d items 
include, but arc not limited to, proper operation of automated gates. fence line damage, building damages or 
equipment failure, lighting outages. etc. Light poles not operating and fence line damage shall be reported by the 
patrol to Ross Post 9 who will notify Facilities Management. 

(n) Unlock and/or lock designated perimeter gates. This may include responding to gate 16 to assist with an over-sized 
vchic.le as nCCC:S.'131)' follo\\ing the departure of the Ross Post 6 officer. 

(o) Check the "Fog Test" laboratory area, the Technicnl Tra.ining building. and the line test and training are3, the 345KV 
yard. Paul Johnson Substation. ABC parking lots. and Ross MHQ area (areas not ,vithin the fenced Ross Complex). 

(p) Check the parking lots for security of parked vehicles. When patrol duties and rime allows, perform random 
government vehicle checks for security and keys left in the vehicles. 

(q) Raise and lower the flog.~ at the Dittmer building. Flags shall be raised at sunrise and lowered at sunset daily. or 
olhenvise dircc1cd. 
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(r) Monitor l"03d conditions on the Complex. Notify the Security Supervisor and Ross Post 9 AMS of inclement weather 
conditions. 

(s) Conduct patrols or checks as otherwise directed by the Security Supervisor. Contract Manager or OSCO. 

(t) Respond to assist BPA employees or Contractors with vehicle problems, escorts to vehicles, etc. 

(u) Assist in relicfbrcab and lunches for olliccrs assigned to other Ross posts. 

5) Ross Security Post 4 

a. Dcscnption of Post 

i. This is a one-person, fixed post occupied by an armed, uniformed security officer 12 hours per day, Monday through 
Friday, excluding holidays. The security officer assigned to this post shall be equipped with lhc necessary equipment to 
perform lhc required buiJding security services and shall be familiar with the use of the Physical Access Control and 
Alarm System. Ross Post 4 is located :u the security console at the Ea.~t entrance of the Dittmer Building. The primnry 
responsibility of this post is to monitor and control access for the East cntr.rncc to the Dittrncr building, as well as manage 
and process visitors for the Dittmer Building and the Ross Complex in general. 

b. Designated Shills. 

i. The hours of this post arc Monday through Friday, 0600- 1800 hours, except holidays. 

c. Post Durics 

i. Officers shall perform the following: 

(a) Conduct functional checks of all equipment and systems used on this post upon assuming d11tics. Report equipment 
malfunctions or deficiencies in accordance with established procedures. 

(b) Monitor the electronic verification of ID badgl-s for authorized BPA and contract employees. Ensun: appropriate 
Access Control procedures arc followed by personnel authorized unescorted access and by BPA escorts hosting 
visitors to the Dittmer Building. 

(c) Process and manage Visitor Access Requests for the Ross Complex. the Dittmer Building, and the Dittmer NERC 
CIP PSP. This shnll include verifying that Foreign National (FN) visitors have been approved by OSCO. 

(d) Serve as the primary access and processing point for all non-badged (external to BPA) visitors for the Dittmer 
building and the Dittmer NERC CIP PSP following c.stablishc.d SO P's. 

(e) Serve as an alternate processing point for vendors requiring escorted acccs.~ to the Dittmer building or the Dittmer 
ERC ClP PSP (Ross Post I is primary). 

(f) Issue visitor oodgcs and temporary BPNContractor employee badges following cslllblished SO P's. 

(g) Screen all non-badged (external to BPA) ,·isitors to the Dittmer building for dangerous weapons or prohibited items 
in accordance \\ith established procedan:s. If a weapon or other prohibited contraband is prcscnL lhc incident shall 
immediately be reported to Ross Post 9 AMS who will notify the Security Supervisor. Contract Manager, and OSCO. 

(h) Conduct inspections ofhand-c.micd items being carried into or out of the Dittmer building by visitors and employees 
as directed by OSCO. 

(i) Em-urn the east lobby doors arc 11nlocked and the lobby di.q,lay lights 11rc turned on nt 0600 or when othcmisc 
directed. Tum on and inspect the walk-through metal detector for proper function. in accordance "ith c.stablishcd 
procedures. 

(j) Ensure lhc cast lobby doors ore sec11red at 1600 hours or when otherwise directed by OSCO personnel. 

(k) Train to properly use all equipment th.3t is introduc.cd by OSCO for access control or the screening of personnel 
entering the facility through this posL including the proper use of the Dittmer PACS for monitoring electronic access 
verification to the Dill.mer building and Dittmer Building PSP. 

(I) Respond to alarms associated with the PACS for the Dittmer Building cast cntr.mcc. Enter 3JI alarm activity 
associated with this post in the PACS Event Log, Entries shall include alarm assessment. cause, and lllllTle of subject 
(if applicable). 

(m) Provide administrative support by maintaining documentation such as security alerts, daily Dittmer visitor logs, and 
any other documentation deemed necessary by the Contractor or OSCO. Conduct other administrative duties as 
assigned by the Contract Manager or OSCO. 

(n) Be knowledgeable of building evacuation. shelter-in-place, and other contingency procedures and assist Ross Post 
9 when ncccsSllry. 

(o) Perform security procedures as directed by the Security Supervisor, Contract Manager, or OSCO. 

6) Ross Security Post 5 
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a. Description of Posl 

i. This is a one-person post operated by an armed. uniformed security officer 12 hours per day, Monday through Friday, 
excluding holidays. Ros.~ Post 5 is located nt the l1lllin gate on orth Road adjacent to District Office Building I (DOB. 
I). This post is the primary access poini for employees and visitors to the Ross Complex. The primary n:sponsibility of 
this post is 10 cnsun: only authorized personnel gain access to the Ros.s Complex. The officer assigned 10 this post shall 
coordinate 3nd communicate with other security posts. m:iintaining smooth flow of traffic occurs and ensuring authorized 
vehicles, visitors, und vendors arc 1r.1veling to their appropriate destinations. This post shall routinely communicate with 
the primary visitor processing post (Ross Post 4) in order to establish and or confirm the authorization of visitors. 

b. D<?Signalcd Shills 

i. This post shall be manned in 12-hour ~hifls 0600- 1800. Mondays through Fridays except holidays. 

c. Post Duties 

i. Officers shall perform the follo,ving: 

(a) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance with established procedures. 

(b) Primary responsibility is 10 ensure only authorized personnel arc permitted access 10 the Ross Complex through the 
main gate, including both vehicle and pedestrian traffic. Access shall be pcrmiucd 10 BPA federal and Contractor 
employees ";th valid identification badges. 

(c) Control access of ,<isitors and their vehicles, ensuring all occupants of the vehicle present proper photo identification. 
Conduct vehicle inspect ions, visitor screening, issuance of visitor badges, and log all visitors in accordance with 
established procedures. 

(d) Conduct vehicle inspections in accordance with established proccdun:s, or as din:ctcd by the Contractor Manager 
and approved in advance by OSCO. 

(c) Permit access 10 individuals listed under the e3IJ>OOI program as directed by OSCO. 

(f) Inform all visitors firearms and dangerous weapons arc prohibited and ask all visitors if Ibey arc carrying 3ny 
Ii= or other dangerous weapons. If a visitor, or Conlr.letor is carrying a weapon or other prohibited contraband. 
the si1ua1ion shall be handled in accordance \\~th site specific procedures. The officer shall not recommend any 
course of action n:garding the disposition, storage or security of the :subject weapon or contraband. The incident 
shall immediately be reported to the Scctmty Supervisor. Contract Manager, and OSCO. 

ii. Vehicle Barriers and Security Procedures 

(a) Visitor lane vehicle barriers shall be opened only after the ,~sitor vehicle and the visitor(s) arc screened. determined 
to be free of contraband or prohibited items. verified for lhc visit and determined to be authorized on site access. 

(b) Immediately after allowing imtry of authorized visitor vehicles, nil visitor vehicle barriers shall be returned to the 
secure position prior to comrncnccmenl of funhcr visitor processing. 

(c) Vehicle Barrier and Security Procedures During Higher Threat Levels 

(d) All ,·chicle barriers shall remain active and engaged when higher threat conditions exist as directed by OSCO. 

(e) If a security officer or the on-duty Security Supervisor determines conditions cxi~1 warranting vehicle barriers to 
remain in the active and engaged position, the Security Supervisor shall notify the Contrncl Manager and OSCO 
immediately. 

7) Ross Security Post 6 

a. Descrip1ion of Post 

i. This is a one-person post operated by an armed, uniformed security officer 8 hours per day. Monday through Friday, 
excluding holidays. This post is located a1 Gate 16 near the East Storage Yard. This post serves as the main entry point 
for commercial vehicles. delivery trucks. and other large vehicles. The primary responsibility of this post is 10 ensure 
only authorized vehicles and personnel gain :11:ccss through the gale and arc screened appropriately. The officer assigned 
to this post shall be adequately trained and familiar with vehicle inspection techniques. The officer must conduct 
inspections of large commercial vehicles, paying close attention and looking for su~-picious item.<;, contr:1b:md, dangerous 
weapons including, but not limited 10. explosives and bombs. Tite officer assigned 10 this post shall coordinate and 
commW1icatc with other security posts and/or BPA personnel to ensure delivery authorization. maintain smooth flow of 
tr.sffic. 

b. Designated Shifi 

i. This post shall be manned one shifl per day. from 0700 to 1500. 

e. Post Duties 

i. Officers shall pcrf orm the following: 
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(a) Conduct functional checks of all equipment and systel115 used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance with established procedures. 

(b) Ensure only aulhorizcd vehicles and per.mnncl gain access through gate 16 and arc screened appropriately. 

(c) Direct visitors and employees in passenger vehicles around the exterior of the complex 10 the :ippropria1e g:itc for 
entry. 

(d) The security officer at this post shall provide directions to delivery dnvcrs as needed. 

(e) ISl>11c appropriate tcmpo111J)' access badges and maintain a visitor log to annotate the visitors/commercial operators 
allowed through Gate 16. 

(f) Allow large govemmcnl vehicles whose drivers have valid BPA or other authorized government identification to 
proceed through the gate without inspection unless specifically directed by OSCO. 

(g) Inform all visitors firearms and dangerous weapons are prohibited and ask all visitors if they arc c.nrryiog any 
firearms or other dangerous weapon.,. Ir a visitor or Contractor is carrying a weapon or other prohibited contraband. 
the officer shall act in accordance with site specific procedures. The security officer shall not recommend any course 
of action regarding the disposition, storage or security of the subject weapon or con1rnband. The incident shall 
immediately be reported to the Security Supervisor, the Contract Manager, and OSCO. 

8) Ross Security Post 7 (Currently no1 active) 

a. Description of Post 

1. This post is not active under norma.l circumstances and may be ae1ivatcd and manned for contingency operations, specific 
threat condition.'>, or other security needs. This post shall not be occupied unless directed by OSCO. When ac1ivatcd, lhis 
shall be n one-person post manned by an armed. uniformed security officer. up to 24 hours per day. 7 clays per week. 
Specific duties and hours for this post will be described al the lime i1 is ac1iva1cd. 

9) Ross Security Post 8 

a. Dcscrip1ion of Post 

i. The Ross Complex vehicle patrol, Ross Post R, is an armed, uniformed. one-person patrol on duty 24 hours per day 7 
days a week. The primary rcsponsibilily of this post is 10 provide pauul coverage for the Ross Complex. 

ii. The officer assigned to 1his posl shall coordinalc patrol coverage with 1hc Ross Post 3 security officer and communicate 
"~th other security posts to monitor si1c security. 

b. Designated Shifts 

1. This pos1 shall be manned in 1hrcc 8-hour shifts all follows: 

(a) Shift I: 0000-0800 

(b) Shift 2: 0800-1600 

(c) Shift 3: 1600-2400 

c. Post Duties 

i. Officers shall perform the following: 

(a) Conduct functional checks of all equipment and syi,tcms used on this poSI upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance with established procedures. 

(b) Patrol the Ross Complex al random frequencies. This shall include c.xtcmal and internal patrols. 

(c) Conduct perimeter checks, observing for fence line holes. damage, or suspected unauthorized entry. 

(d) Notify Ross Po~, 9 when conducting perimeter checks and of any damaged location, intruders or other suspicious 
activity. 

(e) Determine the cause or intrusion alarnlS or fire alarms. request assistance. and reset intrusion alam1s if appropriate. 
lfthe equipment is malfunctioning, notify Ross Post 9. Asl.'ist as appropriate, but do not abandon other patrol duties. 
Record the activity electronically or hardcopy in the SOR and when necessary, complete an electronic incident 
report prior 10 departing for the day. Priority response shall be given to any evidence of intrusion or unauthorized 
access to the CSB Limited Arca (room IOI), NERC C IP arc.as. or otbcr critical assetS. 

(f) Respond to other emergencies as required. Facilitate the entry of emergency vehicles and personnel. This may 
include controlling truflic and/or csconing emergency vehicles to the site of the emergency. 

(g) Assist in monitoring vehicular traffic entering and departing chc Ross Complex. 

(h) Coordinate other patrol 3ctivitics with Ross Post 3 and the Security Supcrvi~r. 10 include patrol coverage for BPA 's 
Park Place office complex IC:lSCd space. 
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(i) This post shall provide continuous vehicle patrol of the Ross Complex when possible. 

(j) Enter all incidents in the electronic or hardcopy Security Officcr·s Rcpon and provide electronic rcpons as required 
to the Physical Security Team via email. 

(k) Respond to assist BPA employees or Contrnctors with vehicle lock-outs. escorts to vehicles, etc. 

(1) Perform other duties related to physical security as directed by the Security Supervisor, Contract Manager. or OSCO. 

I 0) Ross Security Post 9 (Alann Monitoring Station) 

a. This post falls under the U.S. Dcpanmcnt of Labor, Wage Detennination category of Alarm Monitor. 

b. Description of Post 

L This post is located in the Alann Monitoring Station (AMS) near the west entry to the Dittmer building. This is a one
person post, occupied by an armed, uniformed security officer 24 hours per day, 7 days per week. The security officer 
shall be equipped with the equipment necessary 10 perform the required security services. 

iL The primary responsibility of this post is to provide monitoring of security alarm systems not associated with BPA ·s 
NERC CIP sites, CCTV systems. and remote security systems at all hours and under all conditions. In addition 10 these 
duties, this po~'l shall be familiar with duties related to Ross Post I 0. providing backup for Ross Post IO when necessary. 
This s_hall include monitoring designated NERC CfP sites and interacting with pcr.sonncl regarding access control and 
security issues relating to those sires. 

e. Designated Shi fis 

1. This post shall be manned in three 8-hour shifts a.~ follows: 

ii. Shift One: 0000- 0800 

iii. Shift Two: 0800- 1600 

iv. Shift Three: 1600-2400 

d. Pos t Duties 

i. Officer.; shaU perform the following: 

(a) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Rcpon equipment 
malfunctions or deficiencies in accordance with established procedures. 

(b) Monitor security alann systems. physical access control systems (PACS), and CCTV systems for the Ross Complex. 
lo include the Federal Credit Union at the Plant Services Building, the Dittmer Building and Dittmer Control Center 
(in the absence of Ross Post 10), Hcadquancrs. and other field sites as dctcnnincd by OSCO. This shall also include 
the monitoring of security systems and CCTV systems at the Eugene Starr Complex as outlined in established 
procedures as well as NERC CIP field sites in the absence of Ross Post 10 due 10 breaks. 

(c) Use established procedures for n.-sponding 10 emergency situations or alarm activations. When necessary, the AMS 
officer shall dispatch appropriate patrols and contact the Clari< County Regional Communications Agency to report 
emergency situations at the Ross Complex or Park Place office complex. The Contract Manager and OSCO 5hall be 
notified when outside agencies arc contacted to respond. 

(d) Notify local law enforccmenL the Contra.ct Manager, and OSCO in the event of suspicious or criminal activities in 
accordance with Standard Operating Procedures. 

(c) Follow csmblishcd procedures in response 10 aJarms or other emergency situations occurring at field sites and notify 
Lhc appropriate BPA Control Center (Dittmer or Munro). 

(f} Serve as a command and controVcommunications function for a ll posts and patrols. Dispatch patrols/security 
officers as needed 10 support daily security operations. Communicate information to patrols regarding any unusual 
or suspicious activity. 

(g) Conduct periodic radio checks of all security posts. Communications checks shall be made by radio every hour 
during daylight hours a.nd every 30 minutes during hours of darkness. During increased threat levels. 
communicntion.s checks shall be conducted every 30 minutes. The frequency of communicntions checks may be 
changed by OSCO. 

(h) Maintain the clcctr0nic Security Desk Bloucr, listing security-related activity and information for a 24-hour time 
period Formauing or content of specific blotter entries may be added or changed by OSCO. 

(i) Perform other administrative fimctions such as, but not limited to. maintaining hard copies and electronic copies of 
Security Checklists, Standard Operating Proc1.-durcs, Security Alens. Termination Advisories. Call-Down Lists, 
Incident Reports. and Duty Officer Schedules. When necessary. disseminate by e-mail Access Revocation Notices 
via established procedures. Record and maintain CCTV recordings of security-related incidents. Write and submit 
incident reports when applicable. 
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(j) Act as lhc primary point of contact for any Dittmer building access for employees and Contr.lctors after Ross Post 
I and Ross Post 4 has closed for the day, including weekends and holidays. 

(le) Issue and collect keys 10 authori7.cd personnel as delcnnincd by OSCO. 

(I) Record infonnation pertaining to false and nuisance alanm, for security ~-ystcms in accordance with established 
procedures. Rcpon problems with a.Jann ~)'Stem or CCTV system hardware or software in accordance with 
established procedures. 

(m) Assist with security system testing of BP A alarmed sites b y pro,·iding alarm monitoring support and records during 
and following testing. 

{n) Notify appropriate pcr..onncl during inclement weather in accordance with established procedures. Additional duties 
may include updating the BPA Emergency Information web site to reflect possible building closures or delayed 
openings. 

(o) Maintain communications with the BPA nurse at the Ross Complc;,c and Parle Place office complex, making 
notifications to the nurse for emergency medical situations during normal business hours. This may include cell 
phone or radio communications. 

(p) Maintain familiarity with operating and sending emergency notifications through the designated Emergency 
Notification System (ENS). 

(q) Answer the Federal Crime Witness Hotline. 

11) Ross Security Post IO (AMS) - NERC Systems 

a. This post falls under the U.S. Department of Labor, Wage Determination category of Alarm Monitor. 

b. Description of Post 

,. Conduct functional checks of :ill equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or efficiencies in accordance with established procedures. 

ii. This post is located in the Alarm Monitoring Station (AMS) near the west entry to the Dittmer building. This is a one
person post, occupied by an armed. unifonncd security officer 16 hours per day, Monday through Friday, excluding 
holidays. At BPA's discretion. tbc option to convert this post to 24 hours per day, 7 days per week, may be exercised. 
The security officer shall be equipped with the equipment necessary 10 perform the required security services. 

iii. The primary responsibility of this post is to provide monitoring ofNERC CIP security alarm systems, PACS, and CCTV 
systems under all conditions. This post serves a.~ the primary point of comact with BPA personnel regarding access 
control and security of designated NERC CIP field sites and facilities. Additionally. Lhis post will provide backup to the 
Ross Post 9 AMS officer. This post serves as a primnry point of contact for any Dittmer building NERC CIP PSP access 
issues for employees and Contractors. 

c. Designated Shifts 

i. As a 16-hour post. this post shall be manned in two 8-hour shills as follows: 

(a) Shift One: 0600- 1400 

(b) Shift Two: 1400-2200 

d. Post Duties 

i. Ofliccrs shall perform the following: 

(a) Monitor security alarm systems and CCTV systems for all designated NERC CIP sites and facilities, lo include the 
Dittmer building NERC CIP PSP (Dittmer Control Center). 

(b) Be familiar with all Ross Post 9 duties and provide backup as necessary for monitoring non- NERC CIP sites. This 
includes the Ross Complex, the Federal Credit Union at the Plant Services Building, Headquarters. and other field 
sites as detcm1ined by OSCO. This shall also include the monitoring of security systems and CCTV systems at the 
Eugene Starr Complex as outlined in established procedures. 

(e) Use cswblished SO P's and procedures for responding to emergency situations or alarm acLivations associ:ited with 
NERC CIP si1es. When necessary, Ross Post 10 shall dispatch appropriate patrols and contact the Clark County 
Rcgtonal Emergency Communic.ations Agency to request response from outside agencies for situations at the Ross 
Complex. The Contract Manager and OSCO shall be immediately notified when outside agencies arc eontnctcd to 
rcsponct 

(d) Following Standard Operating Procedures notify local law cnforccmcnl, the Contract Manager, and OSCO in the 
event of suspicious or crimin3I activities. 

{c) Follow cst:iblished procedures relat ing to NERC CIP sites and contact the appropriate BPA Control Center (Dittmer 
or Munro) in response to alarms or other emergency situations occurring at NERC CIP field sites. 
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(f} Respond 10 Pro Watch alarms associated wilh NERC CJP sites and follow established rc5ponsc procedures. Enter all 
alarm activity associated with NERC CIP sites in the Pro Watch Event Log. Entries shall include alarm assessment, 
cause. and name of subject (if applicable). 

(g) In the absence of Ross Post 9, serve as a comrrond and control/communications function for all posts and patrols. 
Dispatch patrols/security otliccrs as needed to support daily security operations. Communicate information to 
p:itrols regarding any unusual or suspicious activity. 

(h) In the absence of Ross Post 9. conduct periodic rJdio checks of all security posts. Communications checks sh.Ill be 
made by radio every hour. During increased threat levels, communications checks shall be conducted every 30 
minutes. The frequency of communications checks may be changed by the Contract Manager or OSCO. 

(i) Mainwin the NERC CTP Security Desk Blotter, listing security-related activity for NERC GIP sites for a 24-hour 
time period. fonnauing or content of $pccific bloucr entries may be added or changed by OSCO. This electronic 
blotter shall be submitted dnily via email to OSCO. 

(j) Perform other administrative functions associated with the monitoring of ERC CIP si tes such as. but not limited 
to, maintaining electronic and/or hard copies of Weekly Alarm Mask Outage Log, NERC Physical Security 
Perimeter (PSP) Alternate Access Log, Call-Down Lists, NERC Reports, and Duty Officer Schedules. Record and 
maintain CCTV clips and generate CD-ROMs of ERC CIP security-related incidents. Write and submit electronic 
incident reports as applicable. 

(k) Act as the primary point of contact for any Dittmer building PSP ace= issues for employees and Contractors. 

(I) Electronically document false nnd nuisance alanns for NERC CTP security systems in :1.ccordnnec with established 
procedures. Electronic.ally rcpon problems with alarm system or CCTV ~ystcm hardware or software in accordance 
with established procedures. 

(m) Assist with security system testing as directed. 

(n) Maintnin familiarity with operating and sending emergency notificatioru, through the Emergency Notification 
System (ENS). 

(o) Perform patrols of the Dittmer building. Dittmer Control Center, and Dittmer building exterior when directed by 
OSCO. When possible, Ross Post 10 may act as the primary response clement for security issues associated with 
the Dittmer building or Dittmer building PSP. 

E) BPA PARK PLACE LEASED OFFIC E C OMPLEX SECURITY POST I 

I) Description of Post 

a. This post shall be a one person post occupied by an armed, uniformed security officer at BPA Park Place office complex 
leased office space. located al 7500 NE 41 st Ave., Vancouver, WA 98662. 

b. This post shall be manned 12 hours per day, Monday through Friday. except federal holidays or as otherwise directed by 
OSCO. This post may be unarmed as allowed under arming Section 13.b "Exceptions'' unless circumstances iusociatcd with 
the activation of this post warranlS no exception as determined by OSCO. 

c. The primary responsibility oithis post is 10 monitor access 10 the BPA controlled areas, patrol the facility and adjacent public 
areas. 

d. Questions about physical security nnd access control policy shall be referred lo the Ross Physical Security Spccialis1s. 

2) Designated ShiAs 

a. This post shall be manned in one 12-hour shift from 0600- 1800 Monday through Friday, except designated federal holidays. 

b. Additional hour requirements or posts may be added at the discretion of OSCO. 

3) Post Duties 

a. Officers shall perform the follo,ving: 

b. Conduct functional checks of all equipment and systems used on this post upon as.1uming duties. Rcpon equipment 
malfunctions or deficiencies in nccord:.mcc with established procedures. 

c. Perform interior and exterior patrols of dcsign:ucd buildings throughout the shift. The officer shall conduct patrols of the 
complex, parking areas, garages, etc. Interior patrols shall include random foot patrols of the vanous work areas of the 
buildings occupied by BPA. Officers shall inspect stainvell!>. work area.~, n:~u-oom facilities, lobbies and entrances. The officer 
is c:x.pcetcd to verbally interact with employees while performing their rounds. thus giving the employees a sense of active 
security operations. 

d. Remain alert forummml, suspicious, or unauthorized activities in, around, and throughout the Park Place office complex area. 

c. Monitor personnel tral'fic entering, exiting. and inside buildings. 

f. Monitor activities in the main lobbies of buildings maintaining safety and security ofBPA work areas. 
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g. Respond to emergency situations involving the Park Place office complex. Notify the BPA nurse for medical emergencies 
during nonnal business hours. This post shall be familiar with emergency evacuation procedures for the Park Place office 
complex bujJdings occupied by BPA personnel. 

h. Verify identities of individuals entering BPA work area~ as necessary. When n=ary. remind BPA staff members to 
properly display their ID m accordance with established procedures. Immediately report uncooperative personnel 10 the 
Dittmer AMS who will notify the Contrncl Manager and OSCO via telephone. 

i. Notify BPA Facilities using web r£9ucst for Service Requests. FaciliticsOpcrntionsCallCenlerta bpa.gov email or cull 360-
418-2070 ifpmblcms exist with the doors. 

j. Maintnin communications with the AMS (Ross Post 9) for the Ross Complex. 

F) EUGE ' E STARR C0~1PLEX SECURITY POSTS I and 2 

I ) General lnfonnation 

a. Two security posts (Celilo Post I and Celilo Post 2) arc assigned for the Eugene C. Starr Complex. loc-Jtcd in The Dalles. 
Oregon. These posts shall be manned by armed and uniforrncd security officers/supervisor on a 24/7 basis. An Exception to 
this shall be for Celi lo Post I, which may be unarmed as allowed in section B) 5) b of this sratcmcat of work "Exceptions," 
but only during day shift hours. The unarmed status of Cclilo Pos t I may not exceed 45 calendar days without approval of the 
COR. 

b. A Security Supervisor shall assume duties as Celilo Post I from 0800 to 1600 Monday through Friday, except federal holidays 
in addition to performing supen~sory duties. When a need exists 10 man Cclilo Post I with an unarmed security officer, the 
Security Supervisor shall assume duties as Celi lo Post 2. 

c. All officers assigned to lhc Eugene Starr Complex shall be trained and capable of operating the vnrious security systems, 
CCTV systems. and remotely controlled g11tes prior 10 assuming post independently. 

d. All officers assigned to the Eugene Starr Complex shall possess a valid Access PlTIDit required for entering energized areas 
a.~ slated in the BPA Rules of Conduct Book (ROC). 

c. All officers assigned to lhc Eugene Starr Complex shall be familiar with designated NERC CIP areas on the complex and 
access requirements associated with NERC CIP areas. 

f. Under the direction of OSCO, the Contractor shall C$1llbli~h Standard Operating Procedures (SOP) specific to the Eugene Starr 
Complex. These procedures shall facilitate compliance with BPA requirements and the operation of the security syslcms, 
CCTV systems, alarm response, operation ofn:motcly controlled gates. and other systems as they arc implemented Vehicle 
inspections shall be conducted in accordance with approved SOPs. 

g. Questions about physical security and access control policy shall be deferred to the South Region Physical Security Specialist 
or other OSCO Physical Security Specialists. 

2) Post Descriptions 

a. Cclilo Post 1 

i.Thc primary responsibilities of this post arc to monitor acccs., to the Eugene Starr Complex via access control systems and 
CCTV systems. address alanns associated with security systems. and remotely operate gates as needed 

b. Cclilo Post 2 

i. The primary responsibilities of this post are to conduct vehicle p:itmls. building foot p:itrols, incident response. vehicle 
inspections, and visitor access control. 

e. Designated Shifts 

i. Cclilo Post I 

(a) 24 hours per d ay. sc~'Cn days per week and posted as follows: 

(b) Shift One: 0800-1600 (Supervisor only on Monday - Friday. excluding BPA observed holidays) 

(c) Shift Two: 1600-0000 

(d) Shift Three: 0000-0800 

ii. Cclilo Post 2 

(a) 24 hours per day, seven days per week and posted as follows: 

(b) Shift One: 0800-1600 

(c) Shift Two: 1600-0000 

(d) Shift Three: 0000-0800 

d. Post Duties 
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i. Officers shall pcrfonn the following: 

ii. Cclilo Post I 

(a) Act as the primary post to monitor physical access and security-related activity for the Eugene Starr Complex via 
security systems and CCTV systems. 

(b) Use cstab(jshcd procedures for responding lo emergency situations, alarm activations, suspicious activity. or 
l'riminol incidents. When necessary, dispatch Celilo Post 2 and contact the Wasco County Emergency Dispatch 
(91 1), to request response from outside agencies for situations at the Eugene Stnrr Complex. Notify the Contract 
Manager and OSCO when outside agencies are contacted to respond. 

{c) Respond as necessary to assist Cclilo Post 2 in pcrfonning site-related duties. incident response, or alarm response. 
Conduct patrols, access control, and assist as ncccss:iry for visitor access and vehicle inspections. Contact the AMS 
(Ross Post 9) prior to leaving this post to assist Cclilo Post 2. 

{d) Record infonnalion pertaining to false and nuisance alarms for security SY1'1cms in accordance with established 
procedures. Report problems \vith alarm system or CCTV system hardware or software in accordance with 
established procedures. 

(c) Mainlllin the Security Desk Blotter, listing sccurity-rclat.ed activity and information for a 24-hour time period. 
Formatting or content of specific blotter entries may be added or changed by OSCO. 

(f) Maint.iin communications ,vilh Ross Post 9 (AMS) through procedures established for communications checks. 

(g) Respond to suspicious activity observed or reported. Repon suspicious activity to the Dittmer AMS and notify local 
law enforcement in the event of an emergency. 

(h) Receive. review, and process BPA Visitor Access Request {VAR). Issue site specific temporary badges for visitors 
or employees who have forgotten their badge. 

(i) Pcrfonning as Supcrvi£or: 

(i) Act as the POC for daily protective force security operations and administration \vith management statT al the 
Eugene Starr oomplcx and OSCO. 

(ii) Ensure compliance with all applicable ponions of this statement of work as well as requirements for NERC 
CIP designated areas. 

(iii) Be trained and certified to perform all security functions associated with Celilo Post 2. Provide back-up to 
Celilo Post 2 as needed. Assist, relieve, and train ofliccrs as needed. 

(iv) Perform other administrative functions such as. but not limited to. maintaining hard copies and/or electronic 
copies of security checklists, training rCClords, slllndrud operating procedures, security alerts, termination 
advisories. call-down lists, incident rcpons. and physical security duty officer schedules. When necessary, 
ensure video clips of security-related incidents that meet cvidcntiary requirements arc recorded and maintained. 
Ensure incident reports an: accomplished. filed for record, and s ubmitted to OSCO in a timely mnnncr. 

(v) Ensure security officer repons are completed and that desk blouers and security incident reports are reviewed 
and submitted to OSCO. 

iii. Cclilo Post 2 

(a) Conduct random patrols throughout the Eugene Starr complex (a minimum of one every three hours and no lc~-s 
than three p:itrols in an eight-hour shift). 

(b) Process and scrl?Cn visitors entering the complex and conduct vehicle inspections in accordance with established 
BPA requirements and current procedures approved by OSCO. 

(c) Inform all visitors that firearms and dangerous weapons arc prohibited and ask all visitors if they arc c.anying any 
fircanns or other dangerous weapons. If a visitor. or Contractor is carrying a weapon or other prohibitc.:I contraband 
the officer shall act in accordrulcc with established procedures. The officer shall not recommend any course of action 
regarding the disposition, storage or security of the subject weapon or contraband. The incident shall immediately 
be reported to Cclilo Post I, the Contract Manager and OSCO. 

(d) Ensure security incidents arc reponed to Cclilo Post I, the Contract Manager. and OSCO immediately via telephone 
followed by an emailed electronic Security Incident Report. 

(e) Respond to and investigate alarms or other emergency sitttations on the complex, including emergency building 
evacuations. 

{f) Respond to suspicious activity as observed or dispatched. or as rcponcd by employees. 

(g) Assist Celilo Post I as required. Perform functions 511Ch as monitoring physical access and sccurity-n::latcd activity 
for the Eugene Starr Complex via security systems and CCTV sy~tems.. 
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(h) Report ~-uspicious activity 10 Celi lo Post I. the Contract M3D3gcr and OSCO. 

(i) Pcrfonn other duties, such as Random Ami-terrorism Mca~ures (RAMs) or other security measures initiated by 
OSCO. 

(j) Ensure Security Officer Reports and the daily Security Desk Blotter arc accomplished in accordance with established 
directives. 

iv. Assist, relieve, and train officers as needed. 

v. Perfonn other administrative functions such as. but not limited to. maintaining hard copies and/or electronic copies of 
Security Checklists, Standard Operating Proocdurcs. Security Alerts, Tcnnination Advisories. Call-Down Lists, Incident 
Reports, and Duty Officer Schedules. When necessary, n:cord and maintain CCTV clips of security-related incidents that 
meet evidcntiary requirements. Write and submit incident electronic reports when applicable. 

vi. When manned during BPA ofr duty hours, to include weekends and holidays this post shall provide a combination of 
patrol duties on lhc Eugene Starr Complex. 

G) SECURITY SERVICE FOR ~tUNRO COMPLEX 

I) BPA's Munro Control Center (MCC) and Munro Alternate Scheduling Center (MSC), co-localed in Mead, Washington, is a Tier 
I critical asset for the agency's ability 10 maintain electrical reliability and stability for the region 

a. General Information 

1. MCC/MSC shall have two (2) security posl~ (Munro Post I and Munro Post 2) and one (I) Security Sup<.-rvisor (Munro 
Po,,'t 3). These posts shall be manned by arrncd and uniformed security officers. 

ii. SUlndard security officer procedures shall apply to all Munro Complex security posts. Under the direction of OSCO. the 
Contractor shall establish OSCO approved procedures specific to MCC/MSC for monitoring security systems. camera 
systems, 11:'Sponding 10 a larms. conducting patrol acti>,ity, monitoring the ingress and egress of commercial vehicles, 
visitors and vendors 10 ensure persons or vehicles travel only to their authorized destinations and e.-.:it the complex in a 
timely manner. Officers shall maintain entry logs and visitor access procedures, as well as radio and telephone 
communications between the various posts. supervisors. BPA visitor/vendor sponsors, the Contract Manager. and OSCO 
as needed. Posts directly supporting response to NERC CIP designated areas. or other critical assets. shall be trained and 
familiar with the location of those ru-cas. acxxss requirements, and procedures for entry. All posts and patrols assigned to 
the Munro Complex shall be lmowlcdgcablc of building evacuation, shelter-in-place procedures. and other contingency 
procedures. 

iii. Questions about physical security 311d access control policy shall be deferred 10 the East Region Physical Security 
Specialist or other OSCO Physical Security Spccialim. 

b. Munro P~1 I, Munro Alarm Monitoring Station (ANIS) 

i. This post falls under the U.S. Department of Labor. Wage Detcrmination category of Alarm Monitor. 

ii. Description of Post 

(a) This post i.~ located inside the Munro Scheduling Ct:ntcr facility. ahcmarc Alarm Monitoring Stnrion (AMS). This 
shall be a one-person po!,1. manned 24 hours per day, 7 days per week. 

(b) This post i.~ located inside the Munro Scheduling Center facility, alternate Alarm Monitoring Station (AMS). This 
shall be a one-person post, manned 24 hours per day, 7 days per week. The security officer shall be equipped and 
trained as necessary lo perform the required security services. 

(c) The primary responsibility of this post shall be to provide monitoring of security alarm systems associated with the 
Munro facility and BPA 's NERC CIP facilities, to include associated CCTV systems and n:mote security systems 
at all hours and under all conditions (similar to Ross Post 9 IIJ1d I 0). This post shall be familiar with duties related 
to Ross Posts 9 and 10, providing backup for these posts when necessary. This post shall interact with local sire ood 
field personnel n:ganling access control and security issues following established procedures appro,•cd by OSCO 
relating to MCCIMSC as well as monitored field sites. 

111. Designated Shifts 

(:i) This post shall be lllllnncd in three 8-bour shifts as follows: 

(i) Shift One: 0000-0800 

(ii) Shift Two: 0800- 1600 

(iii) Shift Three: 1600-0000 

iv. Post Duties 

(a) Officers shall perform the following: 
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(b) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance with established procedures. 

(c) Monitor security alarm system.~ and CCTV systems for all designated sitL'S and facilities. in addition to 1hc 
MCCIMSC. Assess and documcni alarm activity according io established S0P"s. 

(d) Mainuin familiarity with all Ross Pos1 9 and Ross Post 10 duties. Provide backup as necessary for monitoring 
facilities and sites falling under the responsibility of Ross Post 9 and Ross Post I 0. 

(e) Use established SOP's and procedures for responding to emergency situations or al:um activations, to include those 
alarms associated wi1h NERC OP facilities. Dispatch appropriate patrols and contact the local regional emergency 
communications agency (911) to request response from outside agencies for situations at the MSC/MCC complex. 
The Security Supervisor, Contract Manager and OSCO shall be notified when outside agencies arc contacted lo 
respond. 

([) Notify local law enforcemcnl Security Supervisor. 1he Contract Manager. and OSCO in the event of suspicious or 
criminal activities in accordance wi1h Slllndard Operating Procedures. 

(g) Follow established procedures relating to NERC CIP silcs and contact the appropriate BPA Control Ccntcr(Diumcr 
or Munro) in response to alann.s or other emergency situations occurring at field sites. 

(h) Respond 10 and ckctronically document almns associated with NERC CIP sites and follow established response 
procedures. Documentation shall include alarm assessment, cause, and name of subject (if applicable) and security 
status or site. 

(i) Communicate with Munro Po$l 2 and Post 3 :is needed to support daily security operations for MCC/MSC. 
Communic.itc infomiation lo Mw1ro Post 2 and Post 3 rL-garding any unusual or Slllipicious activity. 

(j) Conduct periodic communication checks with Munro Post 2 and Post 3. Communications checks shall be conducted 
evciy hour. During increased threat levels, communications checks shall be conducted every 30 minutes. The 
frequency of communication~ checks rrwy be changed by OSCO. 

(k) Conduct communication checks with the Ross AMS. Communication checks shall be conducted hourly during non
duty hours to include weekends and holidays. 

(I) Maintain the Security Desk Bloucr, lislingsccurity-rclatcd activity to include NERC C[P sites. Formatting or content 
ofspccifie blotter entries may be added or changed by OSCO. This blotter shall be electronically submitted daily to 
OSCO. 

(m) Perform other administrative functions associated with the monitoring of NERC CIP si tes such as, but nol limited 
to, maintaining clcctTonic and hard copies of Weekly Alann Mask Outage Log, NERC Physical Security Pcrimc1cr 
(PSP) Alternate Access Log. Call-Down Lists, NERC Reports, and Duly Officer Schedules.. Record and maintain 
CCTV clips and generate video clips of NERC crp scc-urity-rclatcd incidents. Write and submit incident reports as 
applicable. 

(n) Electronically record infonnation pertaining to false and nuisance alarms for NERC CIP and non- ERC CIP 
security systems in accordance with established procedures. Report problems with alann :-ystcm or CCTV system 
hardware or sollwarc in accordance with established procedures. 

(o) Assist with security system testing of BPA HQ. Ross Complex and Vancouver Mall locations. also support OSCO 
Physical Security Specialb-ts during alarm system testing. 

(p) Maintain familiarity with operating and sending emergency notilic.itioru; through the Emergency Notification 
System (ENS). 

(q) Perform a combill!ltion of almn monitoring duties nnd Emergency ot:ification System duties associated with 
Continuity or Operations activities. 

(r) When pcrfomung Continuity of Operations duties. ~-lunro Post I shall coordinate with the Ross AMS when leaving 
post to ensure continuoo.s field site alann system monitoring. 

c. Munro Post 2. Munro Mo.in Gate and Patrol 

i. Description of Post 

(a) This shall be a one-person post manned 24-hours per day, 7 days per week. The security officer shall be equipped 
and trained :is necessary to perform the rcqui red security services. 

(b) This post shall be located al the Munro Main Gate when the Munro Security Supervisor (Munro Post 3) is on duty. 

(c) This post shall conduct patrol activity during hours when U1c Munro Security Supervisor (Munro Post 3) is not on 
duty. or as otherwise directed. 

(d) This post shall be trained to provide support to Munro Post I for break relief, including monitoring surveillance and 
alarm sysicms for NERC CIP and non-NERC CIP sites. 
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ii. De,signatcd Shins 

(a) This post shall be manned in 12-hour shifts as follows: 

(i) Shill One: 0600-1800 

(ii) Shift Two: 1800 . 0600 

iii. Post Duties 

(a) Officers shaU perform !he following: 

(b) Perform duties in accordance with this SOW as applicable to location. 

(c) Conduct funclional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies to Contract Manager, OSCO and send notification to BPA Service Tracking in 
accordance with established procedures. 

(d) While manning the Munro Main Gate, ensure only oulhorizcd personnel gain access to the MCC/MSC complex. 
Process and screen visitors entering the complex nnd conduct vehicle inspections in accordance with established 
BPA requirements and current procedures approved by OSCO. 

(e) While conducting patrol. remain highly ,<isiblc: in !he areas around MCC, MSC, the Bell Maintenance Hcadqll311crs 
and Bell Substation facilities by conducting both vehicle and patrols. Patrol activity shall extend to all BPA fee. 
owned property associated with Bell Maintenance Hcadquaners, Bell Substntion, and MCC/MSC. 

(!) R~-pond to and invL"'litig:itc al3rn1S on the complex. 

(g) Respond 10 suspicious activity as observed or dispatcbc.d. or as rcponed by employees. 

(h) Assist Munro Post I as required. 

(i) Repon suspicious :ictivity to Munro Post I. Munro Post 3. the Contract l\13ru1ger and OSCO. 

(j) Inform all visitors that firearms nnd dangerous weapons arc prohibited and ask all visitors if they arc carrying any 
firearms or other dangerous weapons. Ir a visitor. or Contractor is carrying a weapon or other prohibited conln!band. 
the ofliccr shall act in ac-eordance with established procedures. The officer shall not recommend any course of action 
regarding the disposition, storage or security of the subject weapon or contraband. The incident shall immediately 
be reponed to Munro Post 1. Munro Post 3. and OSCO. 

(k) Perform other duties. such as Random Anti-terrorism Measures (RAMs) or other security measures initiated by 
OSCO. 

d. Munro Post 3. Supervisor 

i. Description of Post 

(a) This post shall be manned 12 hours per day, Monday - Friday with the exception of designated federal holidays. 

(b) Refer lo SOW Sections B) 10) and B) II). 

ii. Designated Shifts 

(a) One (I) 12-hour shill per day, Monday - Friday with the exception of designated federal holidays. 

(b) Shift time: 0600 - 1800 

iii. Po5t Duties 

(a) Serve as a patrol function for the areas around MCC, MSC. the Bell Maintenance Headquarters and Bell Subsllltion 
facilities by conducting both vehicle and patrols in addition lo performing supervisory duties. 

(b) Respond to ond investigate alarms activations. 

(c) Respond 10 suspicious activity as observed or dispatched, or as reported by employees. 

(d) As:.ist Munro Post I us n:quircd. 

(e) Ensure suspicious activity is reported 10 the Contract Manager and OSCO. 

(f) Serve as the P0C for daily protective force security operations and administration with management staff at the 
Munro complc:x and OSCO. 

(g) Ensure compliance with all applicable portions of this statement of work as well as requirements for NERC CIP 
designated areas. 

{h) Trained and ccnificd to perform all security functions associated with Munro Post I and Munro Post 2. Provide 
back-up to Munro Post I or Post 2 as needed. Assist. relieve, nnd train olliccrs as needed. 
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(i) Perform other administrative functions such as. but not limited to, maint.iining hard copies and/or clce1ronic copies 
of security checklists. training records, standard opcrnting procedures. security alerts. termination advisories, call
down lists, incident reports, and physical security duty officer schedules. When necessary. ensure video clips of 
security-related incidents that meet evidentiary requirements arc recorded and maintained. Ensure incident reports 
arc acoomplishecL filed for record. and submitted to OSCO in 3 timely manner. 

(j) Ensure security offioer reporL~ are completed and that desk blotters and security incident reports are reviewed and 
submitted 10 OSCO. 

iv. Vehicle Barriers and Sccurity Procedures 

(n) During normal duty hours, 0600 - 1800 on weekdays. the outer facility vehicle gate shall n:mnin open, unless 
othcnvisc directed by OSCO. or if emergency conditions ari.sc warranting securing the outer g:.itc. In such cases. 
Munro Post I , and OSCO shall be advised immediately. 

(b) The outer vehicle gate shall remain closed, requiring personnel 10 badge in for access during non-business hours 
including holidays. 

(c) The inner vehicle gate shall remain closed at all rimes, requiring personnel with authorized access 10 badge at a card 
reader to operate the gate. 

(d) Munro Post 2 shall issue access cards io visitors allo\ving operation o f the gate after screening aad access to the 
General Office Building. 

(c) The inner automated vehicle gate for the MCC area shall remain closed at all times. 

(f) Visitors requiring access to the MCC shall be processed according to established procedures at the main gate before 
proceeding 10 the MCC gate ond meeting their BPA host at the MCC Main Entry. 

H) S ECURITY OFFICER DEPLOYMU\'T 

I) Additional Security Services requested by BPA will be paid at the Armed Security Officer rate unless pre-approved by an OSCO 
representative. BPA will reimburse Contractor for deployed Armed Security Supervisors who fill an Additional Services 
deployment post al the Armed Security Officer rate during the deployment unless OSCO representatives make the determination 
that supervisory duties will be appropriate during the deployment. 

2) Armed Security officers may be deployed to non-energized sites or may remain outside of energized facilities providing security 
in the event of incrca5ed tl1rcats. criminal activity or if substantial BPA assets n:quin: protection. Officers remaining outside of 
energized access areas during deployment arc not required to hold BPA Access Permits. 

3) Security officers may be requotcd to deploy within encrgi7..cd access areas to provide security in the event of increased threats, 
criminal activity or if substantial BPA assets require protection. 

4 ) Security ofliccrs deployed within energized facilities are required to hold valid Contractor's Access Permits, or other necessary 
permits. for energized facility access. To obtain this permit. each officer to be deployed to an energized facility and maintaining a 
Access Permit must meet all Substation Operations Group requirements for safety and training. 

5) All security officers shall be familiar with safety information outlined in this section. In addition, officers must perfonn 
n:quin:mcnts contained in the deployed security officer post orders o utlined below. 

6) Emergency and Non-Emergency Deployment 

a. The Contractor may be asked to deploy security officer.; in &ituations :irising from either I) a credible and serious threat to a 
BPA facility, pcrsoMcl. or resources, in the event OSCO determines a high likelihood of criminal activity could occur at a 
BPA site. or 2) when other activity such as an earthquake or other n:tlurJI disaster potentially jcopardiz~-s the BPA mission of 
providing electrical power. As directed by the CO, tmvel costs due to deployment outside of local areas whi;Te oOiccrs arc 
assigned will be reimbursable in accordance \vith the Federal Travel Regulation {ITR). Travel cost estimates must be 
submi1tcd in writing electronically and approved by the COR or other OSCO Physical Security (Federal employee) 
representative in advance of actual travel. 

b. Notification 

i. The Contractor will be noti ficd in writing. e-mail, or phone of a pending S<?Curity deployment. Deployment requests "~II 
be made verbally ifa dcploymcnl is needed immediately. Kotifications arc authorized from the CO. COR, Chief Security 
Officer or Physical Security Representatives (Federal) within OSCO. 

c. Training 

1. Security officers must complete BPA provided energized facility safety training prior to posting within an energized 
environment. The Contractor shall maintain an up to date Ii.st of security officers who hold current Contractor Access 
Permits. The Contractor shall provide a copy of this list to the COR upon request. 

11. Security officers must complete any training required to maintain certification for the Contractor Access Permit and 
access 10 energized environments. Training shall be documented in e lectronic or hardcopy format by the Con1rnc1or and 
made available for to the COR upon request. 
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d. Equipment 

i. Contractor furnished equipment 

(a) AU normal duty gear including rain gear, and cold weather gear as needed. 

(b) Vehicle meeting the needs of the terrain and situlltion_ 

(c) Cellular Telephone. 

(d) Portable Arming Bam:I. or equivalent. safe procedure if :urning/disarming is to occur on site. 

(c) Water as accded. 

(f} Other items deemed necessary by the Contractor or COR. 

c. Post Duties 

1. Officers dcployoo shall be :urned. The Contractor shall comply with the post duties as provided by OSCO as coordinated 
with deployed site responsible official. Deviations from post duties require email or verbal approval in advance from an 
OSCO rcpn:senllltive. 

ii. Upon arrival at an energized facility, the officer must follow BPA training for accessing an energized site. 

iii. Upon arrival to a field site. security officers must mccl with the BPA Site Supervisor. If this is not possible. the officer 
must follow the direction of OSCO through the on-duty Security Supervisor. 

iv. If an intruder is discovered on site. security officers must attempt to control the situation in the safest manner possible. 
Security officers shall not pursue a suspect into an encrgu:cd facility. If the intruder gairl.'I access to the cm.-rgi:i:cd yard 
and is non-compliant. security officers shall tmrncdiately notify the responsible AMS who will contact law enforcement 
for n.ssi~trutcc nnd notify the appropriate Conirol Center. If on intrusion into nn cncrgu:ed o.rc3 i.~ suspected, security 
officer.. shall notify the n:.sponsiblc AMS who will contact law enforcement for assistance and notify the appropriate 
Control Center. Security officers shall take a position of cover allowing for observation of the facility and await the 
arrival oflaw cnforccmenL 

v. Security Officer Repons (SOR ·s hardcopy or electronic) must be maintained noting the date and time of various patrol 
duties such as perimeter. building, or surrounding an:a checks. Security oflicers must maintain record of the time and 
reason for the departure from posts. Security officers must coordinate post departures with the responsible AMS. 

vi. At lhe end of shifl, prior to departure, S4--curity officers must notify the appropriate AMS, and note the time of departure. 
Deployed security officers must maintain communication capability with the Responsible AMS unless circumstances. 
such os the remote location of the facility. prevent communications from the site. 

f. Oischai-gc of Firearms 

i. Officers shall avoid discharging a firearm in_ around or near an energized facility unless no other alternative exists. 

ii. Officers shall not discharge liquid (Aerosol Self Defense spray) within the energized environment due to possible 
electrocution hazard. 

I) PERFORMANCE ASSURANCE 

I) The Contractor shall establish a performance assurance or quality assurance program cru...tring personnel performing duties have 
the appropriate knowledge. skills,. and abilities to perform the following: 

a. Work in both corporate and industrial security functions 

b. Personnel arc screened to meet the highest Jc,·cl of integrity to perform security-related duties 

c. Pcrsonnd arc able to meet extensive background checks and security clearance standards 

d. Personnel meet appropriate physical capability/readiness level~ associated ,vith security-related duties 

c. Personnel retention is nddrc.'i.~cd to maintain continuity of personnel and a low cmploycc turnover rate. 

f. This performance assurance. or quality assurance. program may be a pre-ex.isting program employed by the Contr:ictor. The 
program must meet any additional specific requircrnenlS outlined within this sta1cmcnt of work. 

g. The Contract Manager shall ensure all SPA-specific clements of the Performance Assurance Program outlined below arc mcL 

2) Training Elements 

a. Job Task Analysis (JTA) 

i. A JT A shall be developed for all security posts within 90 calendar days of the aw·drd of the contract following the On:.gon 
Department of Public Safety Standnrds and Training: "The Job Task Analysts (JT A) Process. 
htm:J/www.orsgon.gov/dp~st/nt/docs./thcjtnprocc,,.pdf 
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ii. JT A's shall be reviewed and updated a minimum of annually. Reviews shall be documented by the Contractor and 
documentation provided lo the COR. 

iii. The JTA shall provide the basis for contractor provided indiviclual security post training as well a.~ security post 
certifications. 

3) Security Post Ccnifications 

a. The Contractor shall develop, review and or adapt methodology, requirements, documentation methods, and testing material 
to conduct initial security post certifications as well as annual (recurring) sccwity post certification training specific lo the 
BPA Security Services Contract implemented within 90 calendar days of the award of the contract. 

b. At a minimwn, initial security post ccnifications shall include task knowledge/task performance certification based on the 
applicable security post JT A 

c. Annual security post ccnifications shall include al a minimllm written knowledge testing of specific post procedures for all 
security olliccrs posted. Similar posts may use the same as well as written testing. Tltis shall apply for new hires and C."<isting 
security officers newly assigned to a security post. 

d. Security post certification methodology shall be hierarchical and must be approved in advance by the CO R. 

4 ) Self-Assessments 

a. The Contractor shall conduct annual sclf-asscs~-rncnts relating to security posts, post duties. and security training, security 
firearms training. and firearms safety. 

b. Self-assessments must identify findings. if applicable. and corrective :ictions. 

c. The Contractor $hall track and follow-up on corrective actions in an cffon to close identified findings. 

d. The Contractor shall notify the COR upon the initiation ofa self-assessment and shall provide to the COR the written self
assessment report in an electronic format within 20 business days of =~mcnt completion. 

5) PerfornumccTcs1fog 

a. The Contractor shall develop methodology as part of their internal Quality Control Program 10 implement. document, and 
maintain performance testing (e.g. alarm response performance tests and limited scope performance tests) for the security 
force carried out by Contractor assigned personnel: Contr:ict Mall1lger, Contract Quality Control personnel or dcsignnted 
security supervisors. 

b. Performance tc.fflng methodology shall include an applicable safety plan which shall be approve,:! in advance by the COR 
before implementation. 

c. Performance testing methodology shall be finalized for approval within 120 calendar days follo,ving award of the contract. 

d. Once finalized and implemented. wrincn records of performance testing shall be forwarded to the COR. 

c. Limited Scope Performance testing shall be performed a minimum of twice a month and documented. Documentation shall 
include evaluation critcri:J/objcctives. results, and corrective actions needed. if applicable. 

J) PERFORMANCE EVALUATIO~S 

I) The CO and COR shall meet with Contractor senior ))CTllOnncl assigned to support the contract in-person or via phone not less than 
annlllllly to discuss results of BPA quality control findings and o,·cmll performance. 

2) The Contractor shall pro,~dc o pion for corrective actions within 5 calcnd:ir deys following notification from the CO or COR of 
corrective action. poor performance or failure to perform. The Contractor must provide infonnation on actions 10 be taken and 
expected completion date and notification when corrective actions arc completed. 

APPE~0IX I - SUBCONTRACTL'XG PLA...._ 

The approved full text subcontracting plan is located in the official file. 

APPE~DIX 2- COLL£CTJ\"E BARGAJNING AGREE.\IE.,, 

The full text c-0llcctive bargaining agreement, signed 08/12/2022, is located in the official file. 
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U.S. DEPARTMF.i..,,_Tf OF ENERGY 
BONNEVILLE POWER ADMINISTRATIO 

AMENDMENT OFSOLICITATIO /MODIFICATION OF 
CONTRACT/ORDER 

PAPfRWORK REDUCTIO ACT BURDffi DlSCLOSURE STATlMENT 

0MB 

This data is used to amend a solicitationorJTDdify a contractororder. This form will assist in ensuringaU changes are applied 
appropriately. Public repon ingburden forth is collectionofinformation is estirmted to average 15 minutes per response, 
including the time for reviewing instructions, searching forc,asting data sources, gathering and maintainingthcdatanecdcd and 
completing and reviewing thecollectionofinformation. Send any contnCntsregardingthis burden estimate orany otberaspect 
of this collectionofinforrmtion, includingsuggestions for reducing this burden, to Office of the Chief In formation Officer. 
Enterprise Policy Developm:nt & lmplemen tation Office, IM-22. Paperwork Reduction Program(OMB) US Depamrent of 
Energy. 1000 Independence A ve,SW, Washington, DC20585-1290: and to the Office ofManagem:nt & Budget (0MB), 
OLRA. Paperwork Reduction Project (OM 8), Washington , DC 20503. 
I. Solicitation/Contract/OnierNurrber. 12. Amendment/ModificationNumber: 

BPA- ... - 80004 M - 013 

3. Effective Date: 4. Requisition/Purchase Req 5. Contract Specialist(Nm11e, Phone, Emailj: 

Block 15c Nuot>e r (usttl f or COOP l.'11'111 onfyJ: Mehssn Peterson, 360-619-6088. mJpei~n@;bp:l.gov. 

AMlNDME.'ffS OF SOLICITATIONS 

6. Tbeabovenurroeredsolicitation is arrended asset forth in Item 12. The hour and date specified for receipt of Offers, 
0 is extended to O is not extended. 

Offerors rr11s1 acknowledge receiptofthisamendrnmt priorto the hour and date specified in the soticitation. If a signature 
is requested in Item 11, acknowledge this amendment by CO"l)leting Items 13 and 14 and returning the amendrrent 
wich your proposa I. Failure of your ad110wledgment to be received al the place designated for the receipt of proposal prior to 
the hour and date specified may result in rejection of your proposaJ. If by virtue ofthisarrendmentyoudesire to change a 
proposal already submitted. such a change must be received prior to the due date and hour specified in the solictation. 

MODIFICATIONS OF CONTRACTS/ORDERS (Modifies the contract/order as ooscribcd in it em 12.) 

CIIECKONE 

D 
7. This unilateral modification is issuedpursuantto: (spec[fr a,ultori(Ybelow). The changes set forth in item 12 are made in 
the Contract/Order in Item I . 

• 8. TheabovenwroeredContract/Orderis rmdifted to reflect lheadminiscrativechanges (s11cl1 asc/1angeri11 pay ing 
office, spelli11gcorrecrio11, e1c.)set forth in item 12 pursuant to the authority of BPI Part 14 . I0.3 (b)(I ). 

0 9. Bilateral/O1ber(specID1Dlll/1ori1.v): CHANGES (28-6) 

10. AccountingandA ppropriation Data ( ,a «lfor COOP.~y,,t 0111,~: 

fMPORTANT 11. Contractor• is not, 0 is required to sign this docurrent and return via email to the Contract Specialist. 

12. Descriptionof Arnmdment/Modification(A11achadditio11a/doc11me11tationif11eededands1ateS£ECONTlNUATJONSHEET.) 

The purpose of this modification is to add funding for Deployment and Urgent Security Services in Washington state as 
follows: 
I. Line Item 4007 is increased by 
2. Line Item 4008 is increased by 
3. Firm-fixed price is increase by 

(b) (4) 
4. This modification cons1in11es the total equitable adjusunent for the changes described. 

Confonned copy of contract attached herein. 

Except as provided herein, all terms and conditions ofthedocument referenced in Item I or2 remain unchanged. 

13. Corrpany Nam::: 

rNTER-COi SECURJTY SYSTEMS I C 

14a. Name, Phone and Title ofSigner: 15a. ame of Contracting Officer: 

eil Marum, 626-535-2234, Chief Administrative Officer Melissa Peterson 

14b. Contractor/Offeror 14c. Date Signed: 15b. SignatureofContrncting Officer I Sc. Date Signed: 

0'2/2712023 By: ___________ _ 

(Sig11a1ure of Comracling Officer) 
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UNIT 4 - ST A TEMENT OF WORK 

A) 

B) 

General Information 

I ) lmroduetion 

2) Background 

3) Plllcc or Performance 

4) Govcmmcnt-Funwhcd Materials and Equipment 

5) Contmctor-Fumishcd Materials and Equipment 

6) Federal Holidays 

7) Acronym Definitions 

8) Documentation 

Work and Service Requirements 

I) General Requirements 

2) Security Clc1111111cc Rcquin:mcnL~ 

3) R1..-quired Documentation Prior 10 Award 

4) Standard Operating Procedures 

5) Certifications and Credentials 

6) Contractor Furnished Training 

7) Conll"Jct Employee Requirements 

8) Duties of the Contractor 

9) Weapons Requirements 

I 0) Company Representatives and Supervision 

11) Security Supervisor Procedures And Duties 

12} General Security Officer Conduct 

13) Deliverables and Performance 

14) Shift and Post Requirement 

I 5) Safety Requirements 

C) Security Service for lhc BP A Headquaners Complex 

DJ Security Service for the Ross Complex 

E) Security Service for the BPA Pan: Place Leased Office Complex 

F) Security Service for the Eugene SIMT Complex 

G) Security Service for the Munro Complex 

H) Security Service Deployment to Energized Facilities 

I) Pcrfonnancc A.'iSUrancc 

J) Performance Evaluation 
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A) GE~ERAL l NFORMATlON 

I) INTRODUCTION 

a. This Statement of Work is for the acquisition of anncd security officer services (protective force) at the Bonneville Power 
Administration (BPA) Headquarters in Portland, Oreh'<>n; Ross Complex, located in Vancouver, Washington; Eugene Starr 
Complex, located in The Dalles, Oregon; Munro Complex in Mead. Washington: and other BPA facilities or propcnics as 
security needs arise. 

b. The services provided arc commensurate with the duties of a Guard I (limited use of Guard I), Guard ll ruid Alarm Monitor 
as defined under the Protective Service Occupations category of the Dcpanment of Labor (DOL) document tilled. "Service 
Contract Act Directory of Occupations."' Therefore, services offered by the Contractor must stipulate use of Guard I and Gu:u-d 
ll, and Alarm Monitor personnel exclusively. Any employment of Guard I personnel during the performance of the contract 
other than that specified in the Statement of Work nnd allowed by the tempor.iry exception outlined in section 13.b, 
Certifications and Credentials or authorized by the CO or COR prior to the posting occurring. may be considered grounds for 
termiruition for dcfuult. 

e. This Statement of Work (SOW) is for the sole use of the security services provider (ConlTllctor) and Bonneville Power 
Administrntion in order to administer this security services controct. All information, procedures, requirements, instructions 
and descriptions of duties contnined in the SOW shall be protected from unauthorized disclosure. d~tribution, copying. other 
duplication. electronic transmission. and any other fonn of unauthorized use. This SOW shall not be provided in part or in full 
to any pcr.,on. company. agency, n:prcscntative or any other clement without the cxpn:ss wriucn consent of the Contracting 
Officer. This documcm is identified os Critical Information .. Under BPA ·s Information Protection Guidance. it is not required 
to be marked; however, controlled distribution and information security protections are required. 

d. The execution of this SOW will be under the supervision of the Bonneville Power Administration's (BPA 's) Office of Security 
and Continuity of Opcmtions (OSCO). under the direction of the Chief Security and Continuity Officer (CSCO). 

2) BACKGROU:-1D 

a. The Bonneville Power Administration (hereinafter referred to as "BPA ") is a federal agency, within the U.S. Department of 
Energy, that markets wholesale electrical power and opcmtcs and markets transmission services in the Pacific NonhwcsL The 
wholesale electrical power marketed by BPA comes from 31 federal hydro projects in the Columbia River Basin, one 
nonfcdcral nuclear plant and several other small non federal power plants. BPA 's customers include publicly owned and 
investor-owned utilities, as well as some large industries. BPA also sells or exchanges power with utilities in Canada and the 
Western United States. Revenue earned by BPA helps it fulfill public responsibilities that include low-cost and reliable power 
and investments in energy conservation and renewable resources. 

b. As a major provider of electrical power throughout the Pacific ' orthwcst, BPA · s resources arc critical 10 the agency continuing 
to meet its mission esscmtial function. providing Federal power to load in a reliable mnnner. As such, BPA is required 10 

develop and implement security strategics to protect critical infrastructure. key resources, and personnel to ensure the 
accomplishment of BPA ·s mission. The intent of these strategics arc to prc,•cnt the C.'(ploitation. incapacitation. or destruction 
of BPA's infrastructures and resources. Accordingly. BPA's hydro-electric grid is iden1jficd as critical to the economic 
prosperity. national defense, and quaJity of life of the United States. Therefore, BPA seeks a parmcrship ,vith a security 
provider who is equipped :lJld prepared to play a \'ital role in supporting the protection ofBPA's portion of the nation 's critical 
energy infrastructure. 

3) PLACE OF PERFORMANCE 

a. The Contractor shall provide security officer services at the BPA ·s focilitics at the following locations: 

b. BPA Headquarters building. located at 905 NE I Ith Avenue. Portland, OR 97232 

c. BPA Ro,-s Complex, located at 54 11 NE Hig hway 99, Vancouver. Washington 98663 

d. Eugene Storr Complex. located in The Dalles. On:gon 

c. Munro Complex, located in Mead, Washington 

f. Other locations within the BPA Regional Service AfC3 as deemed necessary by BPA 

4) GOVER.'liMENT-FURNlSHED MATERIALS Ai'\'D EQU1PME:'IT 

a. BPA will provide facilities. workstations, computers, printers, and other associated equipment for security officer and security 
supcn-isor use. 

b. BPA will provide maps. floor plans and information to build security operating procedures to the Contractor as needed for 
distribution to appropriate posts and personnel. The ConlJllctor must maintain these materials in the post books. The Contractor 
must protect this information in accordance with BPA Information Protection Program standards. 

c. BPA will provide a copy of the Emergency Procedures and any c.all-out rosters, which the Contractor shall maintain :11 each 
site. These document.-. shall be protected in accordance with BPA lnform!llion Protection Program standards. 
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S) COl\'TRACTOR-FUR",ISH£ D MATERJALS AND £Q lPMENT 

a. The Contractor shall furnish all training, quality conirol, personnel, uniforms, equipment materials, a.nd supervision to 
maintain physical sccuri1y for BPA Headquarters. Ross Complex. Eugene Starr Complex. Munro Complex. employees. and 
vi.sitors. 

b. The Contractor shall provide the following items of operational equipment 

i. One hand-held portable public :iddrcss system with batteries :it HQ, Ross, Eugene Starr and Munro locations 

11. One hand-held. battcl)'-opcra1cd spotlight with batteries at each complc,c. HQ. Ross. Eugene Starr and Munro 

iii. Sufficient communication~ equipment, 10 ITlllintain contact \~;th .security officers and BPA Loca l Facilities personnel. 

iv. One (1) 800 MHz capable hand held radio on each security post Additionally, base stations compatible with regional 
emergency services communications systems shall be provided for Headquarters Post I, Ross Dittmer AMS. Ross Post 
2, (CSB) and Munro AMS. 

c. The Contractor shall furnish Vehicles to meet SOW requirements. lnfonnation on vehicles being considered must be submillcd 
to and approved by the BPA OSCO COR prior to use in performance of this contract. Considcm.tion for the selection of patrol 
vehicles shall include area inclement weather conditions, operating terrain fuel economy, vehicle purpose, etc. Vehicles 
designated for deployment purposes must take into account that BPA deployment locations include remote location.~ accessed 
via fire roods. and Right of \Vay access roads that require ability 10 operate off hardened !03d surfaces. Any exceptions, 
changes, or modifications to vehicle rcquin:mcnlS during the contract must be approved in advance by the COR and/or CO. 
Refer to Federal Standard 307 for further g uidance 

i. BPA Headquarters. 

(a) No vehicles arc required 

ii. Ross Complex 

(a) Thn-c Vehicles, Two for patrol and one for supervision. 

(b) All arc to be A WD or 4x4 

(c) Est. Mileage for patrol vehicles 22,000 each. per year 

(d) Est_ Mileage for supervisor vehicle: 35,000 per year. 

iii. Park Place office complex 

(a) One vehicle for p.itrol duties. 

(b) Est. Mileage: 7,000 miles per year 

iv. Eugene Starr Complex 

(a) One vehicle for patrol use 

(b) A \VD or 4 -whecl drive. compact. extended c.ab pickup truck or SUV. 

(c) EsL Mileage: 30,000 Per year 

v. Munro Complc,c 

(a) One vehicle for patrol use. 

(b) A \VD or 4 -whccl drive, compact, extended cab pickup truck or SUV 

(c) Est Mileage: 30.000 Pcr ycnr 

vi. Spare Dcploymcm Vehicles 

(a) Two spare vehicles shall be available at all times for emergency deployments to various BPA facilities or higher 
threat conditions. One of1hc spare vehicle may be located at the Eugene Starr Comple,c. 

(b) A \VD or 4 -whccl drive, c-0mpact. extended cab pickup truck or SUV. 

(c) Est. Mileage 6,000 per ycnr. 

vii. Vehicle equipment 

(a) The color of the patrol vehicles shall be consistent with security or law cnforc.cmcnt-typc vehicles. Doors on each 
side of the vehicles shall be marked'' Security". In addit ion to other items deemed necessary by the Contr:lctor, the 
Contractor must equip vehicles as follows: 

(b) Light bar with flashing amber lights 

(c) Spot light (mounted. remotely operated or hand-held portable) 

ContNICI 80004, Mod 011 Pege S 

1268 



28390017 

( d) Spare tire and 1ools 

(c) Traction devices or tires 

(f) First Aid kit with protective gloves and medical waste receptacle 

(g) Emergency Rood Kit using LED or rellecti>-e emergency l'I\llrkers 

(h) Vehicle mounted radio compatible with regional emergency services communications systems 

(i) A)3.C Fire extinguisher 

d. Uniform and Equipment 

i. Uniforms shall be of professional appearance. color-coordinated policdsccurity style uniforms that arc standard issue by 
the Contractor and worn by all security officers and security ~'Upcrvisors. The unifom1s for security officers and security 
supervisors assigned to the Eugene Starr Complex may be a tactical uniform (e.g. - 5.11 Tactical Series or similar) in the 
color of Khaki. Officers required lo have a Non Electrical Worker Access Permit to energized areas must be provided 
unifonns meeting NFPA requirements for Arc Flash and Energized yard environments as listed in the BPA Accident 
Prevention Manual and Rules of Conduct Handbook. 

11. The following items of clothing and cquipmcm shall be issued 10 and placed in the care and custody of each employee. 
Adjustments or changes to these requirements must be approved in advance by the COR. 

iii. Ruin and cold weather gear as required with high visibility security identification located on the from and back. 

iv. A name tag that is professional in appearance with the first initial and last name of the officer to be worn in a consistent 
location on the uniform. 

v. Duty belt with minimum level 3 rc.tcntion holster, similar to what Law Enforcement agencies currently use, requiring 
two separate :ictions to release retentions and draw the weapon. c:c an SSL sleeve or thumb break combined with a 
rocking motion, rnagazinc pouch. h.:mdcuffpouch, and other equipment approved in advance by the COR. 

vi. Block security or police style duty boots or shoes. Tan security or police style duty boots may be issued for use with 
Eugene Starr uniforms if kh:iki color uniforms arc selected. 

vii. Officers holding an energized access pennit mlL~t be provided :ippropriatc foot gear as listed in the BPA Accident 
PrcvcnJjon Manual Section A-2 which is as follows: Lace-up, overt he ankle leather boots with rigid sole nnd heel meeting 
ASTM F 2413- 11 with an EH Rating or ASTM F 2413-05, Crass 75 with EH rating 

viii. Professional Looking full finger black gloves lined with cut resistant material that meets 29 CFR part 1910 subpart I App 
8 and ANSI / ISEA 105-2016 such :is Law Enforcement agencies would provide to LE Officers for cut protection. 

ix. Whistle 

x. Security O fficcr badge meeting rcqui rem en ts or st:itc l:iws where performing duty to be worn on the most exterior article 
of clothing(i.c. uniform shirt, uniform jacket, rain gear or cold wc::ilher clothing) 

xi. Gender specific ballistic body armor meeting U.S. Dcpanment of Justice National Institute of Justice Standard OIOI .06, 
Classification Type rt-A. and meeting OSHA Standard 1910.132 

Xlt. Sufficient numbers of uniform pants. short sleeve shirts. and long sleeve shirts for each officer to rnaint:iin uniform 
clc:mlincss and professional appearance. 

xiii. Security/law enforcement style all weather jacket, with high visibility security identification on front and back affording 
access to their issued duty weapon. 

xiv. Aerosol Dcfcnsh·c spray and carrying pouch of the type and potency that local LE and/or local security companies cany. 

c. At II minimum, the following items of equipment shall be provided to employees for each shift. Addition.al items deemed 
ncccssruy by the Contractor must be approved by the COR: 

i. Handcuffs and handcuff key 

ii. Aerosol Dcfcn. .. ivc Spray 

iii. Flashlight similar to the type Law Enforcement use. capable of being operntcd with one hand (push button on/oil) while 
using a duty weapon in a high stresS environment 

iv. Semiautomatic Handgun with similar characteristics and performance as Law Enforcermml :igcncics use no less than 
9mm 

v. Ammunition meeting Law Enforcement pcrfonnancc charnetc:ristics, no less than 9mm in caliber 

vi. Two magazines, and one round for the chamber. M:igaz.ine capacity shall be the maximum allowed by law 

vii. BowdryThc Contractor shall provide a secure. lockable cabinet sufficient for the secure ~ioragc of weapons at each 
arming/disarming point. lnfom13tion pertaining to the proposed weapon~ storage c:ibincl sh:111 be submitted 10 the COR 
for approval upon a,vard of the contract 

ConlNICI 80004, Mod 01 t Pege 6 

1269 



28390017 

viii. The Contrnctor shall provide an approved bullet containment device for issuance of duty wc.ipons at each arming point. 
Bullet containment devices must be placed in position so the muzzle of any weapon lo be cleared is angled down and 
townrds the floor 

1x. Bowdry All Contractor-provided equipment shall be appropriately marked and identified as belonging to the Contractor 

6) FEDERAL HOL IDAYS 

a. Fcdcnil Holidays occurring on Saturdays arc observed on the Friday prior, and Fedcrnl Holidays occurring on Sundays are 
observed on the Monday follo,ving. 5 U.S.C. 6103 and Office of Personnel Management guidance 

b. BPA observes the following Feder.ii Holiday5: 

(i) 'cw Year's Day 

(ii) Martin Luther King Day 

(iii) Washington's Birthday 

(iv) Memorial Day 

(v) Junctccnth 

{vi) Independence Day 

(vii) Labor Day 

{,<iii)Columbus Day 

(iJC) Veterans' Day 

{x) Thanksgiving Dny 

(xi) Christmas Day 

7) AC RONYM DEFL ITIO NSAND INFORMATIONAL LINKS 

a. Acronyms: 

January I" 

3rd Monday in January 

3rd Monday in February 

Last Monday in May 

June 19"' 

July4"' 

1st Monday in September 

2nd Monday in October 

November 11 u. 

4th Thursday in NO\·cmbcr 

December 25'" 

i. BMS Room: Building Management System Room. BMS rooms at BPA house critical focilitics operations equipment 

ii. HSPD: Homclnnd Security Presidential Directive 

iii. JTS Room: Joint Tenant Sp.ice. Data scfViccs and equipment rooms on each floor of BPA HQ, shared by GSA 

iv. PAC$: Physical Access Control Systems 

v. WSO: Weapons Safety Officer. A security officer or security s upcmsor who is knowledgeable. trained. and designated 
to oversee weapons issue and a.rming/disanning of personnel for shift change purposes 

8) DOCUME:'ffATION 

a. Codified Federal Regulations (CFRs) \\Ww.ecfr.gov/cg1-bm/tcxt-1dx'~tpl='la2Findc,.tpl 

http://www.ccfr.eov/c1d-bin/tcxt-idx?rl!ll-divS&nodc=-I I :3.1.1.3.221141 :3.1.1.3.22.3.326.3 

b. DOE Order 470.4b, Appendix B, Section I. "Facility C learances and Registration of Safeguards and Security Activities," and 
Section 2 "Foreign Ownership. Con110l or Influence ProgrJIDS (FOCI)." https://w\\'\\,dirccthc,s.doc.gov/din:ctm~,

documcnts/400-scrjcs/0470 4-BOrdcr-b-admchg I 

e. faccutive Order 12829 

http-//www.:irchivc~.gov/isoo/policy-documcnts/co- 128'9,html 

d. HSPD-7 

http://www.dh.~.gov/homeltmd-sccuritv-prcsidential-directive-7 

c. HSPD-12 

h1tp://www.dhs.gov/homcl11nd-sccuritv-presidcntial -directivc- l 2 

f. rERC CIP Standard 006 

http://www.ncr<; com/st:mdartl006 

g. Oregon Department of Safety. Standards, and Training (Oregon DPSST) 

hnp://""'"11.oreeon.eov/DPSST/PS/p.iecs!indcx.aspx 

h. Oregon Revised Statutes 

http://www.lcg.statc.or.us/onJ 
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i. Prh'llcy Act 1974 

http://www.justicc.gov/opd/privs1a1.h1m 

j. Revised Code of Washington (RCW) 

ht1p·//a(!P5 lcn ..,.,n.l!ov/rcw/ 

k. SF 328 

http://hs.,;.doqto,•/HOSecOp/forci1m owm:n.hip/FOCI SF328 NSTRUCTIONS.pdf 

hupJ/www.l!sa.eov/porlll.l/forms/download/l I 6246 

I. U.S. Department of Justice atiooal Institute 0101.06 

m. NU Standnrd-0101.06 for Ballistie-Rcsislllnec of Body Armor and NU Standnrd-0115.00 for Stab-Resistance of Body Armor 

n. Washington Stale Criminal Justice Training commission (WSCITC) 

hups://fonrcss. wa.l!ov/cjtc/v."'""' 

o. Washington State Depanmc:m of licensing 

http://wv.n.v.do!.wa.i:ov/businc~vsccuritvcuards/sgcctnrmcd.html 

p. 18 USC793 

httpJ/coclcs.l[!.lindl3W.COm/uscode/18/J/37n93 

q. 18 USC 794 

http://codes.lp.findl3w.com/uscodc/l 8/l/37n94 

8 ) WORK A~D SERVICE REQUIRDI.E 'T S 

I) GE:NERAL REQUIREMENTS 

a. The overall purpose of this contract is to provide an estimated aggregate of approximately 97.688 annu:tl hours of security 
officer services and approximately 15,776 annual hours of supervisory services for the BPA Hcadquancn;, Ross Complex, 
Eugene Starr Complex. Munro Complex and other BPA facilities as addressed in this SOW. Additiorutl security services may 
be requested by BPA for !>,>ccial events, increased security conditions. emergency services. etc. BPA projects requiring 
appro:cimatcly 1,000 hours annually for additioll31 security services on an as-needed basis for unforeseen situations. 

b. Security services include but are not limited to the following: 

i. Armed gunrd services. 

ii. Protection of employees. facilities and property. 

iii. Acccsi. control, to include screening of visitors. vehicles. packages. 

iv. Issuance o f visitor badges and enforcement of BPA ·s ID badge policies. 

v. Alarm Monitoring Station - operation and monitoring o f security alarm systems and ccrv systems across gcogmphically 
dispersed locations. 

vi. Operation and monitoring of automated access controls. 

vii. Observation and monitoring of building and 11re warning system.~ and HVAC system warning panels and controls. 

viii. Response by Security Officers to Security Incidents occurring on BPA owned property. 

ix. Vehicle patrols of BPA Property and leased space, and interior and exterior foot patrols al designated location.'<. 

x. Application of compliance-based security requirement~, to include maintenance of records associated with compliance 
requirements. 

:ci. Application of GSA build ing regulations. 

xii. Interface ,vith Federal Protective Service (FPS) end other law enforcement or emergency responders. 

c. BPA Headquarters 

i. The BPA Headquarters is a General Se.rviccs Administration (GSA). seven-story office struclUTC with thn:c levels of 
underground parking. The BPA Headquarters building (905 building) and the :idjaecnt 911 federal building comprise the 
Portland. OR Eastsidc Federal Complex. The 905 building contains administrative offices for approximately 1,500 
federal employees and contractors and is located 3t 905 NE I Ith Avenue, Portland, Oregon 

ii. BPA partners with the Fedcml Protective Service (FPS) on security strategics for the Eastsidc Federal Complex. The FPS 
is responsible for the prott.-ction and security of federal GSA O\\TICd property and leased property. In general, FPS 
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operations focus on scc:urity and law enforcement activities reducing vulnerability to criminal and terrorist threats. FPS 
protection and security operations include all-hazards based risk assessments: emplacement of criminal and tem>rist 
countermeasures: 13w enforecmcnl response: assistance to federal agencies through Facility Security Committees; and 
emergency and safety educ:irion programs 

iii. FPS contracts security guard services for federal building access control, employee and visitor identification checks, 
security equipment monitoring. and roving patrols of the interior and exterior of federal property. Through memorandum 
of agreement, BPA ·s Office of Security and Continuity of Opcr.itions manages and contracts security services for the 
BPA HQ and works in cooperation with FPS to ensure security for the BPA HQ and Eastside Federal Complex meets 
both Department of Energy and GSNDHS building security requirements 

d. BPA Ross Complex 

i. The BPA Ros.'I Comple., is located at 5411 NE Highway 99 in Vancouver, Washington. The Ross Complex is situated 
on a 250 acre industri31 complex consisting of 55 individual buildings with oppro~imatcly 1,100 employees and 
Cont.ractors assigned. Functions associated with buildin~ on the Ross Complex include high voltage electrical power 
distribution. administrative offices. electrical control and dispatching center, auditoriwn. laboratories. oil pumps, 
shipping :ind receiving, storage, scales, gas station. welding and cutting shop, microwave radio transmission equipment, 
hazardous waste storage, transformer repair, computers, flammables and hcrl>icidc storage, and solar power 

c. Eugene Starr Complex 

i. The Eugene Starr Complex, located near The Dalles, Oregon, consist:s of high voltage substations, equipment 
maintenance shops and other related support facilities on an 850 acre parcel ofland approximately one mile south of The 
Dalles, Oregon 

f. BPA Park Place Leased Space 

i. The BPA Park Place office complex consists of one or more office buildings leased by BPA and other tenants in 
Vancouver, Washington. Office space leased by BPA at the Park Place office complex changes as office space needs 
change within the agency 

g. Munro Complex 

i. UlC3tcd in Mead, WA and consists of the Munro Disp:itch Center, Munro Scheduling Center, Bell Electrical Substation. 
Spokane District Maintenance Headquarters and various office spaces located on 66 acres. 

h. BPA's security force is comprised of numerous posts including stationary access control. vehicle inspection. v151tor 
procc.-.sing. alarm monitoring, and foot and vehicle patrols. The number, hours, and specific duties of these posts and positions 
are described in sections related to the posting requirements for each site. 

i. BPA reserves the right to assess security post needs and requirements as the security envirornnent, contingency operations, 
and security rcquiremenlS change for the agency. In doing so, BPA may ckct to add. eliminate. or modify security posts. post 
duties. or post hours by bilateral contract modific.ation 

2) SECURITY CL EARA 'CE REQurREM ENTS 

a. At a minimum, at least one security supervisor on duty per shin at HQ during core hours (0600-1800) and one security 
supervisor at the Ross Complex during all shifts shall have a DOE L (SECRET) security clearance or the L clearance in 
progress following the award of the contract. The Cont.ractor will submit a list of security supervisors that will be submiucd 
for clearance requirements through BPA Personnel Security within 30 calendar days of contract award. BPA will coordinate 
with the Contractor to submit security supervisor names to obtain DOE L clearances for a sufficient number of security 
supervisors to meet the above expected BPA need. The Contractor must notify BPA immediately upon discovery of 
circumstances impacting the security clearance held by a contractor's employee assigned to the BPA Security Services 
Contract. 

b. Prior to being issued a Department or Energy (DOE) identification badge, employees of the Contractor must accomplish the 
appropriate Personal ldcmity Verification (PIV) documentation required undcr HSPD-12. The PIV process will occur through 
the Personnel Security organization ,1~thin BPA 's Office orSocurity and Continuity of Operations (OSCO). who will supply 
the Contractor the necessary information and forms for this process. Employees or the Contractor must use the issued DOE 
ID badge for entry into BPA facilities. Proximity cards may also be programmed and issued to security officers for access to 
other electronically controlled area.s. 

c. Documentation of security practices and procedures (pertaining to personnel clearances and the training and reporting they 
an: required to do if they hold a facility clcarancc and manage clcai-cd personnel) 

3) DOCUMENTATION REQUIRED PRIOR TO A \\ 1 ARD 

a. Prior to award of this contract, the Contrnctor shall furnish lo the Contracting Officer: 

i. A Certificate of Authority from the Corporate Division of the Oregon State Department of Commerce 

11. A Ccrtjficatc of Authority from the Washington State Department of Commerce 

iii. A Certificate of Good Standing from the state in which the finn is incorporated. 
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iv. A facility security clearance from HQ, U.S. Department of Energy pursuant to Executi\'c Order 12829 or equivalent DOD 
FCL determination. 

v. The Contracting Officer (CO), or dcsigncc (COR). will review the cn.-dcntials of applicants proposed by the Contractor 
and reject any employee ihal. in the opinion of ihc Govc..'TIU11cnt, is not suitable for this contraeL Under these 
circumstances, an appeals process will be provided to the Contrnctor. 

4) STANDARD OPERATING PROCEDURES 

a. The Contractor shall review, upd3tc and provide to the COR, updated Standard Operating Procedures (SOP's) by December 
I, 2018 for 1hc Contractor's operational and admimstra1ivc use. BPA will provide information pertaining to procedures and 
policy in order to assist the Contractor with SOP development. 

b. Contents of SOP 

i. The following arc examples of SOP content. Specific scc1ions required by BPA will be idcn1ificd by OSCO, and proposed 
by the Con1mc1 Manager for BPA consideration: 

(a) Uniforms and standards ofappcamnec. 

(b) WC3pons and equipment issue, s:ifcty procedures., and accountability. 

(c) Functions and duties of the security officers. 

(d) Security officer au1hority. 

(c) Apprehension policies and procedures. 

(f) Response to bomb threats or suspc~tcd [ED. 

(g) Response to intrusion alnnns. 

(h) Response lo unauthorized individuals. 

(i) Response 10 discovery of prohibited i1ems. 

(i) Response to fire alarms and building evacuations. 

(k) Customer Service and Diversity A warencss T mining. 

(I) Access control procedures. including visi1ors. 

(m) Rc,,]><>nsc to robberies and other violent crimes. 

(n) Providing motorist assistance. 

(o) Providing escort services to employees. 

(p) Radio communications procedures. 

(q) Use of force. 

(r) Report writing. 

(s) Lost and found property. 

(t) Building/Gale Security Checks. 

(u) CCTV monitoring proccdUTCs. 

(v) Alarm monitoring/response procedures. 

(w) HQ parking procedures. 

(x) Current issued Post Order... Access Rc,.trictions (Security Alerts and Access Status Notifications), Ojx.--rations 
Bulletins. Special Notices. etc. 

(y) Vehicle inspection techniques and practices for detecting bombs or othcr dangerous materinls. 

(z) Personnel screening (use o f x-ray, hand wands, etc.). 

ii. SOP Distribu1ion 

(n) The Contractor shall maintain current copies of applicable SO P's in hard copy at each stationary post and electronic 
copies in a central electronic file location nvailablc to all officers. 

iii. SOP Training and Familiarization 

(a) Prior to assignment to any post for duty either for shift or n:lie( the Con1rnctor shall provide each new employee 
trnining sufficient to ensure a general familiarization of all BPA Posts and SOP's. The Contractor shall provide post 
specific training sufficient to ensure officers arc thoroughly trained, and knowlcdt,oeable of the post SOP's and duties 
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