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applicable sections shall be provid1.,-d to ca.ch post for officer rcfcn:ncc. Additionally "General Security Officer Conduct~ and 
"'General Post Requirements" shall be provided to each post. 

b. Shifts 

i. Posis described as 24 hours per day shall be staffed as eight-hour posts. No officer shall be posted for grcatcr than 12 
hours in a 24 hour period except in emergencies following coordination with OSCO Staff. The Officers must have no 
less than 8 hours away from work between shifts. Exceptions for emergency circumstances shalJ be evaluated for approval 
by the OSCO StalT or COR. 

c. Shift Requirements 

i. The Contractor shall staff shifts to optimize security coverage throughout the workday and overnight hours. Shifts shall 
be scheduled in such a manner to avoid lapses or voids in security coverage during the times of the day that employees 
arc coming to work, breaking for lunch. or leaving the work place. Changes to shift rcquircmcntS may be adjusted by the 
Contractor in coordination with COR and meeting BPA requirements. Changes shall be c,,alu:ued for efficiencies of 
operation and any cost implications. 

ii. Under the direction of the shift supervisor, security officer.; shall obtain all necessary equipment prior to assuming the 
duties of their assigned post. Appropriate logs. fonns and control rosters shall be tilled out noting the issuance of such 
equipment. 

iii. ~General Security Officer Conduct" e.'<pcctations shall be observed while officers arc on shift. 

iv. Personnel shall not consume alcohol, drugs, or other products I.hat may negatively impact judgment or physical response 
as necessary to carry out th.c duties within 8 hours of duty. Personnel taking prescription drugs causing drowsiness, 
caution use while opc111ting machinery. or driving a vehicle shall infonn their supervisor within I calendar day of 
proscription and may n:quirc a medical release in order to resume duties. 

v . Security officers and supervisors CJ<pectcd to operate motor vehicles as part of their duties shall be in posscs.~ion of a 
valid state-issued dri~~r•s license at all timc:i while operating such ,<chicles. Officers assigned to positions not requiring 
operation of motor vehicles nor having to drive while working on the BPA Security Services Contract shall be in 
possession of federally i~ued identification and arc not required to be in possession of st:ite issued driver's license. 

vi. At :ill times while posted, security officcr:s shall ensure persons entering BPA controlled property and moving about BPA 
controlled property properly display appropriate identification. 

vii. lf an employee refuses to display identification properly, the security ofliccr shall immediately inform the shift 
supervisor, docUIT1<:nt the incidcnl and perform other actions in accordance with c:;tablishcd SOP's. 'The Contract 
Manager and OSCO shall be notified immediately. 

viii . If the security officer perceives a threat to BPA property or personnel. the officer shall talcc appropriate actions to manage 
the threat. The Contract Manager and OSCO shall be notified immediately 

ix. Security officers shall complete Security Incident Reports when directly involved in a response or perform follow up to 
a response. This includes incidents where the officer or supervisor is a witness. Security Incident Reports shall be 
submitted prior to officers involved being released from duty. 

x. Security officers shall fill out electronic or hanlcopy (or both) Security Officer Report (SOR) for each shift noting security 
officer activities. The SOR shall note when the officer came on duty. patrolled specific areas. took breaks. lunch. or other 
information confirming appropriate security activity. Security officers and supervisors shall maintain electronic or 
hard copy (or both) SOR notebooks to record information, t1Ssist in preparntion of incident rcpons, and for possible use 
in coun. 

xi. Security officers shall perform inspections of visitors' baw,, briefcases. boxes, other hand-carried items, 311d vehicles 
upon entry as outlined by SOP' s. or otherwise directed by OSCO. 

xii. Security officers shall enforce BPA security policies as noted in post duties. post orders. and BPA or Contractor provided 
SOP's as approved by OSCO. 

xiii. Security officers shall be familiar with BPA bomb threat, medical. and fin: response instructions. SO P's shall be prepared 
to respond and assist. as required. during an emergency. 

xiv. Security officers at entry points shall inform visitors that firearms and dangerous weapons arc prohibited and ask all 
visitors i r they arc carrying any firearms or other dangerous weapons. If a visitor or Contractor is carrying a weapon or 
other prohibited contraband. the situation shall be handled in accordance with site specific procG'Clurcs. The officer shall 
not recommend any cour.;c of action regarding the disposition, storage or security of the subject weapon or contraband. 
The officer shall immediately report the incident 10 the Security Supervisor, FPS (for incidents occurring a1 BPA HQ), 
the Contract Manager, and OSCO. 

xv. Security officers shnll be familiar with designated NERC CIP controlled areas al their post locations and must be familiar 
with access and response rcquircmcnrs for those areas. 
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IS) SAFETY REQUIREMENTS 

a. The COR. designated field inspector, or any BPA employee or contractor may cause any work to cease if any safety viol3tions 
arc observed. No further work will be :illowcd until such time as the situntion is resolved. 

b. The Contractor shall provide to the COR, prior to the stan of the conlrnct, a Material Safety Data Sheet on products the 
Contractor will be bringing to the job site that employees may be using, exposed to or which may be stored on the site. Prior 
to performance on this contract, a Site Specific Safety Plan (SSSP) must be s11bmiued in writing to the COR to address typical 
and routine tnslcs required 11Ddcr this contract. In accordance with Clause 15-13. Contractor Safety and Health Requirements. 
any additional authorized services im·olving exposure to potential high-h37.ards, as determined by the COR. shall reqllire the 
submittal of a supplemental Site Specific Safety Pinn in writing prior 10 work starting on those high-hazard wks. The SSSP 
is subject to review and approval by the BPA Safety Office. Changes in work procedures or added work scqucmccs 001 initially 
specified in the SSSP shall require an update and will generate a new review and approval process for the updated analysio; or 
plan. 

e. All applicable Federal, Government and local safety requirements shall be observed by the contractor and its employees. 

d. Many BPA facilities arc energized and could pose risk 10 the life and safety of any Contractor personnel who enter such areas. 
Security contract personnel who arc trained and hold a Contractor Non-Electrical Worker Permit may be allowed in areas 
requiring Permit without escon of BPA personnel. Personal Protective Equipment Required for Entering areas requiring the 
Permit: 

i. White Hard Hat. Hard hats approved by the Administration shall be worn by ALL PERSONS in the following locations 
and conditions except for work inside trunsformcrs, power circuit breakers, 11Dder vehicles, or in similar 
restricted/protected situations. 

(a) In fenced sub,.1ation yards and other designated hard hat areas. 

(b) When cng:igcd in or when in the close proximity of outdoor work or in all areas where there is exposure abo\'C head 
level to moving equipment, work, or material handling. 

(c) Persons working at elevated locations more than 4 feet abmre the ground and utilizing fall protection PPE shall wear 
a BPA approved climbing style helmet attnchcd with chin strap. 

ii. Identification/Color-Coding System. To distinguish between Qualified Elcelrical Employees and others, YELLOW 
hard hats will be restricted to holders of Electrical Worker Pem,its. Additional hard hot colors utilized on the BPA 
system arc: 

(a) BL E: Riggers 

(b) RED: Construction Equipment Operators 

(c) GRAY: Cru-pcntcrs (Noic: Due to gray being unavailable in a climbing style helmet. white shall be substituted.) 

(d) WHITE: All Others 

iii. Protective Footwear. Appropriate footwear that provides adequate suppon and protection to the foot, toes and ankles for 
the work being performed shall be worn. Lace-up, over the ankle leather boots with rigid sole and heel meeting ASTM 
F 2413-11 with an EH Rating or ASTM F 2413-05, Class 75 with EH rating shall be worn in all work areas where hard 
hats arc required and other areas as determined by a supervisor. Supervisors have the re.ponsibility for assuring that 
appropriate footwe:ir is worn. Employees have the responsibility to wear appropriate footwear for the job. 

iv. Arc Flash (FR) Clothing: 

(n) Arcing from faulted components can occur when working on or near cncrgj7..cd circuits. In some cases, this 3fCing 
will expel molten metal and can produce enough heat to cause bums 10 a worker and ignite clothing. BPA 's goal is 
to establish requirements that protect workers from the onset of 2nd degree bums ( 1.2 cal/cm2). but not ovcrprotoct 
to the point of causing restricted/inhibited visibility, beat exhaustion, and inability to perform work. Arc-rated 
clothing has a rating corresponding to the minimum Arc Thermal Protection Value (A TPV) which prevents the 
onset of 2nd degn:e bllfOS. 

(b) To maintain conformance ,vitb Federal OSHA won: standards BPA ha.~ adopted the policy of protecting workers 
from the hazards of arc flash by requiring minimum clothing rating of 8 cal/cm? for those who may be exposed to 
arc fh-h hazards normally found in the energized area of BPA substations_ This clothing must be worn by contrncl 
work(.-r., anytime they arc in the energized area of the substation yard. Tltc bo11ndacy for this requirement i;, from 
any control house door exiting into the energized subslllt ion yard or from the substation g;ite entering into the 
energized substntion yard. 

(c) Therefore, if the contr:lct worker must enter the energized substation yard to work the minimum rcquircmcnl5 for 
arc rated clothing must be met Long slcc,•c coveralls with a rating of 8 cal/cm? can be utilized in lieu of rated pants 
and long sleeve shin. Any jackets or rain gc:1Twom also needs to meet the minimum raringofS cal/cm2• 

(d) Arc Rated clothing with a minimum rating of8 calorics/cm2 shall be worn inside of energized substations or when 
an employee is performing work which may expose them lo an arc hazard. The wearing of clothing and footwear 
made from acetate, nylon, polyester, or rayon either alone or in blend.~ (unless labeled with an Arc Thermal 
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Protection Value of 8 caU cm2 or greater) is prohibited alone or under arc rated clothing when an employee may be 
exposed to the h.iznrd~ of electric arcs or flames. Long sleeve arc rated shirts shall be worn with sleeves rolled down 
and shirts tucked into pants. 

v. Contmcior Non-Electrical Worker Permit: Contractor employees performing :;ccurity services ai the Eugene Starr 
Complex or while deployed to a Substation under this contract may be required to successfully pass the Non-Electrical 
Worker Permit examination, pass the Substation Electrical H32.ard A,,..arcness Training and Tour, and pass NERC-ClP 
Field Training. BPA rcseivcs the right a nd option to provide an escort in lieu of above requirement. 

vi. Cclilo Special Risk Plan 

(u) BPA 's Celi lo facility has had cxtcnsi\'c mercury contamination as a result of the use and muintcnancc of mercury 
arc valves (rectifiers) employed at the facility from 1970 to 2004. Most of the interior of the building is now mercury 
free. Backg,round concentrations of the toxic clement arc extremely low minimizing the risk of future health 
concerns from inhalation. However, care should be exercised during future renovation should encapsulated locations 
be disturbed. Any drilling. cutting, or floor demolition should be accompanied by monitoring to ensure that 
oontmctors arc not unncccssari ly c.'tposcd to brief albeit elevated local vapor concentrations. 

(b) 1nc contractor shall review the Po.~-Abaten11m1 Clearm,re Rqxm for Phme 3 Ml!TClll)' Aha1e,1U!l1I Areas at Cefilo Com'i!11er 
S1a1i011. 17,e Dalles. Orego11, dated October 11, 2013. The report will be provi<kd to the contr.iclor by the COR.. 

{c) 29 CFR 1910.1200 Mercury Hazard Communication Training will be conducted and docWllC1llcd for officers that \,~II won: 
at the Cclilo OC Converter building. 

q SECURITY SERVICES AT THE BPA HEADQUARTERS 

I ) General 

a Standard security officer procedures shall apply to all HQ security posts. Shift hours may be adjusted through the approval of 
the COR.. All posted officers and patrols assigned to the BPA Headquarters shall be knowledgeable of building evacuation, 
:Jiclter-in-placc procedure~ and other contingency proccdun;s. 

b Questions about physical security and access control policy shall be deferred 10 the HQ·s Physical Security Specialists. 

c Parking Garage Entrance Bollard System Operation 

(i) Security officers must understand the snfo operation of the garage entrance bollard system prior to assignment to posts 
I. 2. 8 or 9. Officers shall not operate the garage entrance bollard ~ystcm unless properly trained. 

(ii) Training required to operate the bollard system shall be conducted by security supervisors or training personnel ensuring 
adequate undcn.tanding of the safe operation of the system according 10 the policies and procedure established in this 
SOW and SOPs developed by the Contractor. 

(iii) Training for bollard system operation shall be documented on the individual security officcr·s training record. Security 
officers required lo operate the bollard system must demonstrate the ability lo safely do so prior to assuming duties of 
the post. Proc-cdurcs for operating the bollard system shall be placed at each applicable post. 

(iv) Bollard system operating hours under non-emergency conditions 

(a) From the hours of 1800-0600, Monday through Friday, bollards shall remain engaged in the up position with ihe 
parking garage doors closed .. 

(b) From the hours of0600- 1800. Monday through Friday. bollards shaJI remain engaged in the down position with 
the parking garage doors open. 

(c) During weekends and holidays., bollards shall remain engaged in the up position with the garage door closed at all 
hours. 

(d) OSCO may direct changes in use of the bollard system as needed. 

2) Headquarters Security Post I 

a Description of Po.st 

(i) HQ Post I is located at the security console locau:d in the main lobby of the BPA Headquarters Building. HQ Post I is a 
one-person post, opcrntcd by an armed, wiiformcd sc.-curily officcr24 hours per day, 7 days per week. The security officer 
shall be equipped with a portable radio. flashlight. and other equipment necessary lo perform building security services. 
The officer shall be trained and competent to operate the bollard system during nom1al and emergency operations. The 
primary responsibility of this post is lo monitor and control persoancJ access through the use of CCTV. cardkcy physical 
access control systems (PACS), and manual processing procedures. 

b Designated Shifts 

{i) This post shall operate 24 hours per day. seven days per week. The post shall ha\'C three shifts per day. 

c Post Duties 
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(i) Officers shall pcrfonn the following: 

(a) Conduct funcLional checks of all equipment and systems used on this post upon assuming duties. Rcpon equipment 
malfunctions or deficiencies in accordance wilh established procedures. 

(b) Monitor the CCTV and PACS for the BPA Headquarters. Allow access after nonnal btL'<iness hours only to persons 
with valid BPA or other approved identification. or. individuals or groups appro,•cd for access and authorized by 
OSCO. BPA and Contmctor personnel must prcscnl Lhcir ID badges to Lhc lobby access portal to gain building 
access p:ist HQ Post I. Guests of employees and all visitors arc required to follow cstllblished procedures for visitor 
aca.,-ss. All persons entering the building arc subject to screening. 

(c) Require all visitors and guests to be identified via government issued photo ID and lo sign in and obtain a visitors 
badge. Ensure visitors and guests arc screened properly before entry. 

(d) Dispatch and monitor Hcadquaners security posts and patrols for various situations that may arise. 

{e) Maintain radio or alternate communications and conduct security status checks with posts and patrols assigned to 
the BPA Headquarters on an hourly ha.sis during daylight hours and every 30 minutes during hours of darkness or 
increased security posture. 

(f} Monitor and respond to all building alarms for the Headquarters Complex in accordance with designated procc.durcs. 
This includes door alarms, intrusion alarms, duress alarms, computer room alanns, and fire a larms. For the Pro Watch 
system. this post shall mainlllin an cvcm log of alarm activity. 

(g) Process and mainlllin visitor access n:qu~-u and administer visitor access procedures. Temporary badges shall be 
issued for cleared visitors as well as BPA and Contractor employees who do not have their Government issued 
identification. Prior to i~uing a tempor,uy local site ~ix--cific only (LSSO) badge. appropriate proc-.-dure:s shall be 
followed based upon Lhe status of Lhc individual (i.e. foreign national. cscortecVuncscortcd access. etc.). Any BPA 
Temporary badge issued must be returned upon the employee or visitor's departure from the building. 

(h) Maintnin the electronic Headquarters Security lx-sk Blotter. listing :,ccurity•rclatcd activity and information for a 
24-hour time period. The Contractor shall submit the blotter for review as determined by OSCO. 

(i) Mainuin communications wilh FPS via established procedures. 

(j) Maintain open communication with contract security officers for the 911 building regarding pertinent security 
incidents, events, or information which may impact the 911 building. personnel. or protective force. 

3) HcadquartcrS Security Post 2 

a Description of Post 

(i) This post is n roving patrol encompassing the Hcndqu:irtcrs complc,x. This is 3 one-person post. operated by an um1cd. 
unifonncd security officer 24 hours per day, 7 days per week. The security officer sh:111 be equipped "~th a portable radio, 
llashlighL and other equipment necessary 10 pcrfonn the required security services. This security officer shall be trained 
and competent to operate the bollard system during normal and emergency operations according to section 25.b of this 
SOW. The primary responsibility of this post is to conduct security patrols of the interior of the Headquarters (905) 
building. the exterior of the East Side Feder.ii Complex (905 and 911 buildings). 

b Designated Shills 

(i) This post shall be 24 hours per day. 7 days per week and shall ha,·c thn:c shifts per day. 

c Post Duties 

(i) Officers shall pcrfonn the following: 

(!1) Conduct funcliorol checks of 311 equipment !lnd systems used on this posl upon !lSSUming du.ties. Report equipment 
malfunctions or deficiencies in ac.cordance wiLh established procedures. 

(b) Conduct a mmimum o f two foot patrols each shift throughout the interior of the Hcadquancrs building and the 911 
building fitne!'s center (BPA Club Fed) area at random frequencies, unless otherwise directed by the security 
supervisor. Contract Manager. or OSCO. These patrols shall be recorded on an electronic or hardcopy SOR. Perfonn 
general security checks of all !lJ'C3S patrolled. During inlcrior patrols particular attention shall be given 10 sensitive 
areas such as JTS rooms and Lhc Duty Scheduling Center (DSC) due to NERC CIP requirements nssoci!lted with the 
DSC. 

(c) Conduct a minimum of two foot patrols per shift of the exterior of the Headquarters building and Lhe 911 building 
(exterior area comprising the East Side Federal Complex) al random frequencies, unless otherwise directed by the 
security supervisor, Contract Manager, or OSCO. 

(d) Conduct patrols. or other security measures of internal Headquarters building parking levels in basement levels B­
l , B-2 , B-3, and 8-4. 

(c) Conduct patrols as otherwise directed by the security supervisor, Contract Manager, or OSCO. 
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(f} Enforce building rules 3J1d regulations and perform other duties as directed by special orders. Operations Bulletins. 
or vcri>al instructions from S(.'Curily supervisors, the Contrnct Manager. and OSCO. 

(g) Enter all incidents in the electronic or hardcopy Security Officer's Report (SOR) and report all incident~ and 
suspicious activity to HQ Post I and/or the security supervisor through ihe mosi expeditious means possible. Provide 
wriucn reports as required. 

(h) Direct person.~ with lost and found items to OSCO. or take custody of items brought to the post and tum them in to 
OSCO. 

(i) Respond to alarms as dispatched by HQ Post I. the security supervisor. Contract Manager. OSCO. or FPS. Rcques1 
assistance if necessary. Log and report all alarm incidenls on the electronic or hardcopy SOR. Response to security 
alarms for the Duty Scheduling Ccnter(DSC), JTS rooms, BMS room. or Personnel Sl.'Curity Office shall be priority. 

(j) Respond to other security-related events as directed by HQ Post I. the security supervisor, Contract Manager, or 
OSCO. 

(k) Provide officer break relief or post assistance as directed. 

(1) Perform patrols at random frequencies in an c!Tort to not establish a pallcm. 

(m) Perform other duties as assigned by the security supervisor. Contrnet Manager, or OSCO 

(n) Maintain radio contact with HQ Post I during foot patrols to the extent possible. 

(o) Ensure the doors at the Headquarters building secure automatically in the ProWatch security system nt 1800 hours 
on normal weekdays. Aller 1800 hours, this post shall conduct a check of all exterior doors to ensure they are secure 
and the security system is working properly. 

4) Headquarters Security Post 3 (Currently not active) 

3 Description of Po t 

(i) OSCO may request act ivution and manning of this pos1 for contingency operations. specific security conditions 
(SECONs). or other security needs. This post shall not be occupied unless directed by OSCO. When activated. this shall 
be none-person post manned by an armed, uniformed security officer, up to 24 hours per dny. 7 days per week. Specific 
duties and hours for this post will be described at the 1jmc it is activated 

5) Hcadquancrs Security Post 4 (Currently not active) 

a Description of Post 

(i) OSCO may request actiwtion and manning or this post for contingency operations. specific security conditions 
(SECONs). or other security needs. This post will not be occupied unlcs.~ dirc:ctcd by OSCO. When activated, this shall 
be a one-person post manned by an anncd, uniformed security officer. up to 24 hours per day. 7 days per week. Specific 
duties and hours for th is post will be described a t the time it is activated. 

6) Headquarters Security Post 5 

a Description of Post 

(i) This post monitors access to the BPA Headquarters at the cast entry. This is a one-person post. operated by an armed 
uniformed security officer, 12 hours per day. Monday through Friday, excluding designated government holidays or as 
indicated by OSCO during higher security condition (SECON) status. The security officer shall be equipped with a 
portable radio. magnetic wand. x-ray machine. magnetometer and other equipment necessary to perform the required 
security services. The primary responsibility or this post is to ensure all visitors and their hand-carried items entering the 
BPA Headquarters are properly screened prior to entering the facility. 

b Designated Shills 

(i) There shall be one shill pct" day established for this posL The hours of this shill arc 0600-1800. Contrnctor proposed 
hours of operation may be modified under approval of the COR. 

e Post Duties. 

(i) Officers shall perform the following: 

(a) Conduct funct1onal checks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance with established procedures. Functionnl checks of the magnetometer, 
hand-held wancl and x-ray mnchinc shall be conducted and documented in accordance with established procedun:s. 

(b) Identify visitors nnd determine their need to enter the facility. 

(c) Screen visitors by using the magnetometer (or hand-held magnetic wand). Screen hand-carried items in the 
possession of ,tisitors by using the x-rny machine or visual inspection. Employees entering the BPA Headquarters 
may be s ubjcd 10 screening at the direction or OSCO. OSCO may introduce new equipment or technology for 
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screening personnel entering the f'acility. Security officer.; shall be properly trained on new equipment or technology 
introduced prior to use with verification of training annotated in the officer's individual training record. 

{d) Check for appropriate identification badge on persons entering the lobby area from outside BPA controlled space. 

(e) Inform all visitors firearms and other weapons arc prohibited and ask all ,,isitors if they are carrying any firearms or 
other weapons. Ir any individual is carrying a weapon or other prohibited contraband, the situation shall be handled 
in accordance with site specific procedures. The officer shall not recommend any course of action regarding the 
disposition, storage or security of the subject weapon or contraband. The officer shall immediately initiate reporting 
the incident to the security supervisor. 

(f) React or respond to S(,-Curity incidents occurring in the lobby area of the Headquarter.; building posing a threat to 
personnel and/or property. 

7) Hcadquartcrs Security Post 6 

a Description of Post 

(i) This is a one-person post occupied by an armed, uniformed security officer 12 hours per day, Monday through Friday, 
excluding government holidays. The post is located in the lobby of the BPA bcadquancrs building. The security officer 
is responsible for ensuring only authorized pcn;onnel enter the Hcadquarti..-rs facility by verifying the identification badges 
of all persons entering the building from the lobby and ensuring badges arc worn properly. Thi~ post may be unarmed in 
accordance with Section 13.b ~Exceptions" in this Statement of Work. The primary rcsponsibility of this post is to ensure 
all persons entering the building from the lobby area have appropriate: identification badge and access authorization. 

b Designated ShiAs 

(i) Monday thru Friday. 0600 to 1800, except designated government holidays. Hours of operation may be modified 
following COR approval prior to making the change. 

c Post Duties 

(i) Officers shall perform the following: 

(ii) Conduct functional check.~ of all equipment and systeJn~ used on this post upon a.uuming duties. Report equipment 
malfunctions or deficiencies in accordance with established procedures. 

(iii) Ensure all persons entering the building from the lobby area have the appropriate identification badge {to include visitor 
badges). 

(iv) Respond to all instructions from HQ Post I, the shift supervisor, Contract Manager, or OSCO staff. 

(v) Request assistance when necessary from the HQ Post 2 security officer during periods of heavy pooestrian traffic in the 
lobby. 

(,<i) Use any additional equipment introduced by OSCO for screening and/or verification of personnel entering the facility. 

(vii) Observe HQ Post Sand provide assis1.1nec if necessary when prohibited items arc identified during visitor screening. 

(viii)Rcact or rcspond to security incidents occurring in the lobby area of the Hcadquanersbuildingposing a threat to personnel 
and/or property. 

(ix) Monitor personnel entering the building from the west entrance. ensuring only authorized personnel cmer the building 
and others arc directed to HQ Post 5 for screening. 

8) Headquarters &-curity Post 7 (BI Loading Dock Doors) 

a Dcscrip1ion of Post 

{i) OSCO may request actjvation and manning of this po~i for contingency operations, specific security conditions 
(SECONs). or other security needs. This post will not be occupied unless directed by OSCO. When activiatcd, this shall 
be a one-person post manned by an armed, uniformed security officer, up to 24 hour.; per day, per week. Spccilic duties 
and hour.; for this post will be described at the time it is activiatcd. 

9) Headquancrs Security Post 8 

a Dcsenption of Post 

( i) This is a one-person post occupied by an armed. uniformed security officer 12 hours per day. Monday through Friday. 
excluding designated government holidays. This post is located on N.E 9th Stn:ct on the west side of the Headquarters 
building at the garage entry r.unp. Along with HQ Post 9, this post serves as the primary access control point for vehicular 
entry into the Headquarters garage. This officer shall be tr.iincd and competent to operate the bollard system during 
nonnal and emergency opcratjons. This officer shall be cquippoo v.~th all standard equipment plus an ANSI 207 
compliant Public Safety Vest for Security and other equipment necessary to perform required security services. The 
officer assigned to this post shall be capable ofossuming the duties o f HQ Post 9. The primary ~1xmsibility of this post 
is ensuring only authorized personnel gain entry into the BPA Headquarters through lhc parking garage/basement area. 
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b Designated Shifi 

(i) Monday lhru Friday, 0600 to 1800. except designated government holidays. Contractor proposed hours of operation may 
be modified under approval of the COil. 

c Post Duties 

(i) Officers shall perform the following: 

(a) Conduct functio113l checks of all equipment and systems used on this post upon :issuming duties. Rcpon equipment 
malfunctions or deficiencies in accordance with established procedures. 

(b) En~-ure only authorized personnel gain entry into the BPA Hcadqllllrlers parking garage/basement area. All 
individuals seeking access are required to ha,,e proper identification for authorized unesconcd access to enter lhe 
BPA Headquarters or 911 building. 

( c) Conduct general and emergency access control and prevent intrusions. 

(d) Observe the area for unusual or suspicious activity, vehicles and items and immediately report nil such activity to 
HQ Post I. who. in tum. will mil.kc approprialc notifications to the security supervisor. FPS. Contract Manager. and 
OSCO. 

(c) Inform all delivery or Facilities Vendors requesting entrance that firearms and dangcrou.~ weapons arc prohibited 
and ask them if they arc carrying any firearms or other dangerous weapons. If any individual is carrying a weapon 
or other prohibited contrab:md. the situation shall be handled in accordance with site specific procedures. The officer 
shall not recommend any course of action regarding the disposition, 5loragc or security of the subject wi:apon or 
contraband The officer shall imml.-diatcly report the incident to HQ Post I. who, in tum, will make appropriate 
notifications lo the security supervisor, FPS, Contract Manager. and OSCO. 

(I) Coordim1tc with HQ Post 9 10 conduct periodic exterior building patrols of the Eastside Federal Complex (905 and 
911 buildings). When the HQ Post 9 officer is unarmed in accordance with Section 13.b ·' Exceptions.'· these patrols 
shall be conducted only along the west side of the building, from NE Lloyd Blvd. to E Holladay, with HQ Post 8 
keeping in visual contact with HQ Post 9. When HQ Post 9 is armed, these patrols stulll extend to the full perimeter 
of the building as long as radio con1act is properly maintained. OSCO will determine frequency of perimeter patrols. 

(g) Assist HQ Post 9 with conducting vehicle inspections according to current proccdu_rcs as provided by OSCO. Assist 
HQ Post 9 with screening non-badged individuals entering the garage with limited access (e.g. - authorized vendors 
and delivery pcr:.onnel). 

(h) Use any additional equipment introduced by OSCO 

I 0) Headquarters Security Post 9 

a Description of Post 

(i) This is a one-person post occupied by an armed, uniformed security officer 10 hours per day. Monday through Friday, 
excluding designated government holidays. This post is loc~tcd on N.E 9th Stn.-cl on the West side of the HC."ldqU3rlcrs 
building at the garage entry ramp. Along with HQ Post 8, this post serves as the primary access control point for vehicular 
entry into the Hcadqu:irters garage. This officer shall be t.rnincd and competent to operate the boll:lrd system during 
normal and emergency operations according to Section 25.b of this SOW. This officer shall be equipped with all standard 
equipment plus an A SI 207 compliant Public Safety Vest for Security and other equipment necessary to perform the 
required security services. TI,c officer assigned to this po5t shall be capable of assuming the duties of HQ Post 8. This 
post may be unarmed in accordance with Section 13.b ~bccplions., of this Statement of Work. The primary rc5ponsibility 
of this post is to verify. process, inspect. control. and monitor visitor and delivery vehicular traffic entering the building 
via the basement ramp entry on NE. 9th Avenue. 

b Designated Shift 

(i) Monday thru Friday, 0700 to 1700, except designated government holidays. Contractor proposed hours of operation may 
be modified following approval of the COil. 

c Post Duties 

(i) Officers shall pct-form the following; 

(ii) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
ma.I functions or deficiencies in accordance with established procedures. 

(iii) Verify, process. screen, control, and monitor visitor and delivery vehicular traffic entering the building via the basement 
ramp entry on KE. 9th Avenue. 

(iv) Conduct ,•chicle and personnel screening according to cum:nt procedures as provided by OSCO. Permit access 10 delivery 
vehicles to the B-1 loading dock for discharging cargo according to current procedures as provided by OSCO. 
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(v) Ensure only authorized personnel gain entry into the BPA Headquarters parking garage/basement an:a. All individuals 
seeking access are required to have proper identification for authorized unescorted access to enter the BPA Headquarters 
or 911 building. 

{,-i) Conduct general and emergency access control and deter unauthorized inlnlSions. 

(vii) Observe for unusual or suspicious :ic1hri1y. vehicles and items and immediately report all such activity 10 the HQ Post I , 
who, in tum. will make appropriate notifications to the Security Supervisor, FPS, Contract Manager, and OSCO. 

(viii)lnfonn all delivery or Facilities Vendors rcquC!.ting enlrJJ1ce that fircanns and d3llgcrous weapons arc prohibited and ask 
them if they an: canying any firearms or other dangerous weapons. If any individual is carrying a weapon or other 
prohibited contraband. the situation shall be handled in accordance ,vith site specific procedures. The officcr shall not 
recommend any course of action regarding the disposition. s torage or security of the subject weapon or contraband. The 
officer shall immediately report the incident to HQ Post I, who, in tum. will make appropriate notifications to the security 
supervisor. FPS, Contrac t Manager. and OSCO. 

(ix) Coordinate with HQ Post 8 to conduct periodic exterior building patrols ofihc Eastsidc Federal Complex (905 and 911 
buildings). When the HQ Post 9 officer is unarmed in accordance with section 13.b ·' Exceptions." in this Statement of 
Work. Patrols shall be conducted only along the west side of the building. from NE Lloyd Blvd. to NE Holladay, keeping 
in visual comact with HQ Po:,t 8. When HQ Post 9 i~ armed. these patrols sh111l be c.xtcnded 10 the full perimeter of the 
building as long as radio contact is properly maint:iincd. OSCO will determine frequency of patrols. 

(x) Use any additional equipment that is introduced by OSCO for the screening and/or verification of personnel entering the 
facility. 

D) SECURITY SERVICES FOR T HE ROSS COMPLEX 
I ) General 

a. Standard security officer procedures shall apply 10 all Ross Complex security posts. Under the direction of OSCO. the 
Contractor shall establish procedures for monitoring the ingress and egress of commercial vehicles. vi5itors and vendors. The 
contractor shall maintain entry logs and visitor access procedures, as well :is radio and t.:lcphonc communications between 
the various posts, supervisors. BPA visitor/vendor sponsors, the Contract Manager. and OSCO as needed. Post hours shall be 
performed as indicated unless adjusted by OSCO. Posts directly Sllpporting response 10 NERC C IP dci.;gnated areas. or other 
critical assets. shall be familiar with the location of those areas. access requirements. and procedures for entry. All posts and 
patrols assigned 10 the Ross Complex shall be knowledgeable of building c~-acuation, shelter-in-place procedures, and other 
contingency procedures, 

b. Questions about physicnl security and access control policy shall be deferred to the Ross OSCO Physical Security Spccialh-ts. 

2) Ross Security Post I 

a. Description of Post 

i. Ross Post I is a one-person post, operated by an armed, uniformed security officer 10 hours per day. Monday through 
Friday, 5 days per week except Federal Holidays. The security officer shall be equipped with necessary equipment to 
perform building sccuriiy services and shall be familiar wilh use of the Pro\Vatch security system for nccess conLrol 
purposes. Ross Post I is l~tcd at the security con.wlc at the West cntrJncc of the Dittmer Building. The prim:1ry 
responsibility of this post is to monitor and control ncccss for ihc west cniruncc io ihc Dittmer bui I ding. 

b. Designated Shifts 

i. This post will operate 10 hours per day, 5 days per week Monday through Friday, except holidays. Hours of operation 
shall be fi-om 0600 10 1600. 

e. Post Duties 

i. Officers shall pcrfonn the following: 

ii. Conduct functional checks of all equipment and systems used oo this post upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance ,\'1th cs1:1blishcd procedures. 

iii. Monitor the electronic vcri ficalion of ID badges for authorized BP A and contract employees entering the Dittmer building 
through the physical access control system (PACS). which is cum:nUy the ProWateh system. Ensure established access 
control procedures arc followed by all personnel. 

iv. Serve as a primary processing point for vendors requiring escorted access to the Dittmer building. 

v. Direct other non-badged (external 10 BPA) ,•isitor.; for the Dittmer building Lo enter through Ross Post 4. located at the 
East entrance. unless otherwise directed by OSCO. 

VI. Issue appropriate visitor badges for vendors to the Dittmer building and temporary BPNContractor employee badges 
following established SOP's. 

vii. Screen all vendors processing through this post for escorted entry to the Dittmer building for any dangerous weapons or 
prohibited item~ in :1ccordancc with established procedures. If weapon or other prohibited contraband is present or 
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detected, the incident shall immediately oc rcponcd to Ross Post 9 AMS who will notify the Security Supervisor. Contrnct 
Manager. and OSCO. 

viii. Conduct inspections of all hand-carried item.~ being cnrried into or out of lhc Diumcr building by vendors. 

ix. Conduct inspections ofh:md-carried items of employees as din:cted by OSCO. 

x. Ensure the designated card-reader entrance doors (west lobby doors) arc unlocked and the lobby lights arc turned on at 
0600 or when otherwise directed. 

xi. Ensure the dcsigruitcdeard- rcadcrenlrance doors (west lobby doors) arc secure and functioning properly upon completion 
of shifi on nonnal duty days. Af\cr 1800 hours, this post becomes the primary entry point for the Dittmer building vfo 
card reader operation. 

xii. Use all equipment introduced by OSCO for access control or the screening of personnel entering the facility through this 
posL This includes the proper use of the Diumer Pro\Vatch system for monitoring electronic access verification to 
Dittmer. 

xiii. Follow nonnal procedures established for Ross Post 4 in the event visitors arc directed to process through this post. 

xiv. Respond to PACS alarms associated with 3cecss control for the Dillmcr building wcsl entrance. Ensure all alann activity 
as.wciatcd with this post is entered in the ProWatch Event log. Entries shall include alarm assessment. cause. and name 
of subject (if applicable). 

xv. Perform administrative duties by maintaining electronic and/or hardcopy documentation such as security alens. daily 
visitor logs for Dinmcr. and any other documentation deemed necessary by the Contractor or OSCO. Conduct other 
administrative duties as assigned by the Contract Manager or OSCO. 

xvi. Provide assistance to the Alarm Monitoring Station (AMS. Ross Post 9) by monitoring CCTV systems for the Ross 
Complex. 

,cvii. Perform security procedures as directed by OSCO and/or the Contract Manager. Procedures for this post may be changed 
BY OSCO as needed. 

3) Ross Security Post 2 

a. Description of Post 

i. Sccuri1y Ross Post 2 is dedicated to the Construction Services Building (CSB. building Z-6 I 0) and surrounding parking 
lots. This post is occupied by an armed, uniformed security officer, but may be unarmed in accordance with Section I J.b 
uE.,,ccptions"' in this Suucmcm of Work. This post combines a suuionary post and foot patrol. The security officer shall 
be equipped to perform lhc security services required at this location. 

b. Designated Shi f\s: 

1. Perform a combination of stationary duties and foot patrol from 0600 - 1600 hours, Monday through Friday except 
holidays. 

c. General Post Duties 

i. Officers shall perform the following: 

(a) This post is designated as an armed post except as noted in Section I 3.b "'Exceptions .. in this Stalemcnl of Work. 
This is primarily a walking post located at the CSB building. The primary responsibility of this post is to monitor 
acti\ity in and around the CSB building. The assigned officer shall conduct random fool patrols throughout the 
building and surrounding parking lots and shall maintain visible security presence. 

(b) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance with established proceduJ'CS. 

(c) Identify and process visitors. Conduct inspections of hand-carried items for visitors. OSCO may direct inspections 
of hand carried items on BPA employees. 

(d) Provide assi.~tanee monitonng CCTV systems for the Ross Complex. The primary focus shall be the CSB building 
and surrounding areas. 

(e) Ensure card-key operated doors function properly at the beginning of each shift. Place sign-in logs a1 the security 
desk by the entrance doors. and ensure the doors remain appropriately secured throughout the day. 

(f) Investigate any alarm or malfunction condition related 10 the building. These situations shall be reported to the 
Alarm Monitoring Station (Ross Post 9) and the officer at this po~t shall take any necessary corrective actions. 

(g) Conduct checks of the CSB room 104. as directed by OSCO. Checks shall be annotated on the Security Container 
Check Sheet (SF Form 702) located on the door. 

(h) Inform visitors that firearms and dangerous weapons arc prohibited and a$.k visitors if they arc carrying any firearms 
or other dangerous weapons. If a visitor. or Contrnctor is carrying a weapon or al.her prohibited contrnbancl. the 
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situation shall be handled in accordance wilh site specific procedures. The officer shall not recommend any course 
of action regarding the disposition. storage or security of the subject weapon or contrab.md. The incident shall 
immediately be reported 10 Ross Post 9 AMS who will notify the Security Supervisor, Co.nlract Manager, :ind OSCO. 

(i) This post shall be transported by a Ross Vehicle Patrol to and from !heir posting at the CSB building. 

4) Ross Security Post 3 

a. Dcscnption of Post 

i. Ross Post 3 is a one-person patrol. operated by an armed. wiiformed security officer 24 hours per day. 7 days per week. 
The primary responsibility of this post is to pro\-;dc patrol coverage for lhc Ross Complex. 

b. Designated Shifls 

i. This post will be manned in three 8-hour shills as follows: 

(a) Shift I : 0000-0800 

(b) Shift 2: 0800- 1600 

{c) Shift 3: 1600-2400 

c. Post Duties 

i. Officers shall perform the following: 

(a) Conduct functional checks of all equipment and systems used on this post upon :issuming duties. Report equipment 
malfunctions or dcficicnci~ in accordance wilh established procedures. 

{b) Patrol the Ross Complex to include cittcmal and internal patrols. 

(c) Monitor the complex for trespassers, building security is.,ucs, and fire and $3fcty hazards and report for correction. 

(d) Conduct perimeter checks looking for fence line holes, damage. or suspected unauthorized entry. 

(e) otify Ross Post 9 that perimeter checks arc being conducted. 

(f) Assist Ross Post 5 with 1n1ffic control al the main gate as needed. Respond to the main gate as needed after hours to 
assist with entry control when Ross Post 5 is not manned and the gate is fully automated for access. 

(g) Coordinate building and gate chccks for the Ross Complex v.~th Ross Post 8. Annotate the chccks on a hardcopy 
building check sheet which is subsequently scanned and submitted to OSCO electronically. 

(h) Respond to alarms. Check the cause of intrusion alarms or fin; alarms, request assistance, and reset inuu:,ion alarms 
if appropriate. If the equipment is malfunctioning. notify Ross Post 9. Record lhc activity in the SOR, and when 
necessary, complete an electronic- Security Incident Report. Priority response shall be given to any evidence of 
intrusion or unauthorized access to the CSB room I 04. NERC ClP areas. or other critical assets. 

(i) Respond to other emergencies at the Ross Complex or Park Place office complex as required. Facilitate the entry of 
emergency vehicles and personnel when necessary. This may include contr0lling traffic and/or escorting emergency 
vehicles to the site oftbc emergency. 

(j) Provide assistance to olhc-r security posts on the Ross Complex as needed. 

(le) Coordinate patrols and security checks of the Park Place office complex with lhe Security Supervisor a minimLLm 
of once per shif\. Patrols shall include an interior check of the office suites as well as an c."ttcrior patrol of thc parting 
lots and parking structure. 

(I) Assi~t ,vilh conducting foot patrols oflhc interior and C.'tlcrior of the Dittmer building at least once during each shill. 
This check shall be recorded on the officcr·s SOR. 

(m) Observe for facility-rdatcd problems and notify Ross Post 9 of discrepancies observed. Facility-rclatc:d items 
include, but arc not limited to, proper operation of automated gates. fence line damage, building damages or 
equipment failure, lighting outages. etc. Light poles not operating and fence line damage shall be reported by the 
patrol to Ross Post 9 who will notify Facilities Management. 

(n) Unlock and/or lock designated perimeter gates. This may include responding to gate 16 to assist with an over-sized 
vchic.le as nCCC:S.'131)' follo\\ing the departure of the Ross Post 6 officer. 

(o) Check the "Fog Test" laboratory area, the Technicnl Tra.ining building. and the line test and training are3, the 345KV 
yard. Paul Johnson Substation. ABC parking lots. and Ross MHQ area (areas not ,vithin the fenced Ross Complex). 

(p) Check the parking lots for security of parked vehicles. When patrol duties and rime allows, perform random 
government vehicle checks for security and keys left in the vehicles. 

(q) Raise and lower the flog.~ at the Dittmer building. Flags shall be raised at sunrise and lowered at sunset daily. or 
olhenvise dircc1cd. 
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(r) Monitor l"03d conditions on the Complex. Notify the Security Supervisor and Ross Post 9 AMS of inclement weather 
conditions. 

(s) Conduct patrols or checks as otherwise directed by the Security Supervisor. Contract Manager or OSCO. 

(t) Respond to assist BPA employees or Contractors with vehicle problems, escorts to vehicles, etc. 

(u) Assist in relicfbrcab and lunches for olliccrs assigned to other Ross posts. 

5) Ross Security Post 4 

a. Dcscnption of Post 

i. This is a one-person, fixed post occupied by an armed, uniformed security officer 12 hours per day, Monday through 
Friday, excluding holidays. The security officer assigned to this post shall be equipped with lhc necessary equipment to 
perform lhc required buiJding security services and shall be familiar with the use of the Physical Access Control and 
Alarm System. Ross Post 4 is located :u the security console at the Ea.~t entrance of the Dittmer Building. The primnry 
responsibility of this post is to monitor and control access for the East cntr.rncc to the Dittrncr building, as well as manage 
and process visitors for the Dittmer Building and the Ross Complex in general. 

b. Designated Shills. 

i. The hours of this post arc Monday through Friday, 0600- 1800 hours, except holidays. 

c. Post Durics 

i. Officers shall perform the following: 

(a) Conduct functional checks of all equipment and systems used on this post upon assuming d11tics. Report equipment 
malfunctions or deficiencies in accordance with established procedures. 

(b) Monitor the electronic verification of ID badgl-s for authorized BPA and contract employees. Ensun: appropriate 
Access Control procedures arc followed by personnel authorized unescorted access and by BPA escorts hosting 
visitors to the Dittmer Building. 

(c) Process and manage Visitor Access Requests for the Ross Complex. the Dittmer Building, and the Dittmer NERC 
CIP PSP. This shnll include verifying that Foreign National (FN) visitors have been approved by OSCO. 

(d) Serve as the primary access and processing point for all non-badged (external to BPA) visitors for the Dittmer 
building and the Dittmer NERC CIP PSP following c.stablishc.d SO P's. 

(e) Serve as an alternate processing point for vendors requiring escorted acccs.~ to the Dittmer building or the Dittmer 
ERC ClP PSP (Ross Post I is primary). 

(f) Issue visitor oodgcs and temporary BPNContractor employee badges following cslllblished SO P's. 

(g) Screen all non-badged (external to BPA) ,·isitors to the Dittmer building for dangerous weapons or prohibited items 
in accordance \\ith established procedan:s. If a weapon or other prohibited contraband is prcscnL lhc incident shall 
immediately be reported to Ross Post 9 AMS who will notify the Security Supervisor. Contract Manager, and OSCO. 

(h) Conduct inspections ofhand-c.micd items being carried into or out of the Dittmer building by visitors and employees 
as directed by OSCO. 

(i) Em-urn the east lobby doors arc 11nlocked and the lobby di.q,lay lights 11rc turned on nt 0600 or when othcmisc 
directed. Tum on and inspect the walk-through metal detector for proper function. in accordance "ith c.stablishcd 
procedures. 

(j) Ensure lhc cast lobby doors ore sec11red at 1600 hours or when otherwise directed by OSCO personnel. 

(k) Train to properly use all equipment th.3t is introduc.cd by OSCO for access control or the screening of personnel 
entering the facility through this posL including the proper use of the Dittmer PACS for monitoring electronic access 
verification to the Dill.mer building and Dittmer Building PSP. 

(I) Respond to alarms associated with the PACS for the Dittmer Building cast cntr.mcc. Enter 3JI alarm activity 
associated with this post in the PACS Event Log, Entries shall include alarm assessment. cause, and lllllTle of subject 
(if applicable). 

(m) Provide administrative support by maintaining documentation such as security alerts, daily Dittmer visitor logs, and 
any other documentation deemed necessary by the Contractor or OSCO. Conduct other administrative duties as 
assigned by the Contract Manager or OSCO. 

(n) Be knowledgeable of building evacuation. shelter-in-place, and other contingency procedures and assist Ross Post 
9 when ncccsSllry. 

(o) Perform security procedures as directed by the Security Supervisor, Contract Manager, or OSCO. 

6) Ross Security Post 5 
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a. Description of Posl 

i. This is a one-person post operated by an armed. uniformed security officer 12 hours per day, Monday through Friday, 
excluding holidays. Ros.~ Post 5 is located nt the l1lllin gate on orth Road adjacent to District Office Building I (DOB. 
I). This post is the primary access poini for employees and visitors to the Ross Complex. The primary n:sponsibility of 
this post is 10 cnsun: only authorized personnel gain access to the Ros.s Complex. The officer assigned 10 this post shall 
coordinate 3nd communicate with other security posts. m:iintaining smooth flow of traffic occurs and ensuring authorized 
vehicles, visitors, und vendors arc 1r.1veling to their appropriate destinations. This post shall routinely communicate with 
the primary visitor processing post (Ross Post 4) in order to establish and or confirm the authorization of visitors. 

b. D<?Signalcd Shills 

i. This post shall be manned in 12-hour ~hifls 0600- 1800. Mondays through Fridays except holidays. 

c. Post Duties 

i. Officers shall perform the follo,ving: 

(a) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance with established procedures. 

(b) Primary responsibility is 10 ensure only authorized personnel arc permitted access 10 the Ross Complex through the 
main gate, including both vehicle and pedestrian traffic. Access shall be pcrmiucd 10 BPA federal and Contractor 
employees ";th valid identification badges. 

(c) Control access of ,<isitors and their vehicles, ensuring all occupants of the vehicle present proper photo identification. 
Conduct vehicle inspect ions, visitor screening, issuance of visitor badges, and log all visitors in accordance with 
established procedures. 

(d) Conduct vehicle inspections in accordance with established proccdun:s, or as din:ctcd by the Contractor Manager 
and approved in advance by OSCO. 

(c) Permit access 10 individuals listed under the e3IJ>OOI program as directed by OSCO. 

(f) Inform all visitors firearms and dangerous weapons arc prohibited and ask all visitors if Ibey arc carrying 3ny 
Ii= or other dangerous weapons. If a visitor, or Conlr.letor is carrying a weapon or other prohibited contraband. 
the si1ua1ion shall be handled in accordance \\~th site specific procedures. The officer shall not recommend any 
course of action n:garding the disposition, storage or security of the :subject weapon or contraband. The incident 
shall immediately be reported to the Scctmty Supervisor. Contract Manager, and OSCO. 

ii. Vehicle Barriers and Security Procedures 

(a) Visitor lane vehicle barriers shall be opened only after the ,~sitor vehicle and the visitor(s) arc screened. determined 
to be free of contraband or prohibited items. verified for lhc visit and determined to be authorized on site access. 

(b) Immediately after allowing imtry of authorized visitor vehicles, nil visitor vehicle barriers shall be returned to the 
secure position prior to comrncnccmenl of funhcr visitor processing. 

(c) Vehicle Barrier and Security Procedures During Higher Threat Levels 

(d) All ,·chicle barriers shall remain active and engaged when higher threat conditions exist as directed by OSCO. 

(e) If a security officer or the on-duty Security Supervisor determines conditions cxi~1 warranting vehicle barriers to 
remain in the active and engaged position, the Security Supervisor shall notify the Contrncl Manager and OSCO 
immediately. 

7) Ross Security Post 6 

a. Descrip1ion of Post 

i. This is a one-person post operated by an armed, uniformed security officer 8 hours per day. Monday through Friday, 
excluding holidays. This post is located a1 Gate 16 near the East Storage Yard. This post serves as the main entry point 
for commercial vehicles. delivery trucks. and other large vehicles. The primary responsibility of this post is 10 ensure 
only authorized vehicles and personnel gain :11:ccss through the gale and arc screened appropriately. The officer assigned 
to this post shall be adequately trained and familiar with vehicle inspection techniques. The officer must conduct 
inspections of large commercial vehicles, paying close attention and looking for su~-picious item.<;, contr:1b:md, dangerous 
weapons including, but not limited 10. explosives and bombs. Tite officer assigned 10 this post shall coordinate and 
commW1icatc with other security posts and/or BPA personnel to ensure delivery authorization. maintain smooth flow of 
tr.sffic. 

b. Designated Shifi 

i. This post shall be manned one shifl per day. from 0700 to 1500. 

e. Post Duties 

i. Officers shall pcrf orm the following: 
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(a) Conduct functional checks of all equipment and systel115 used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance with established procedures. 

(b) Ensure only aulhorizcd vehicles and per.mnncl gain access through gate 16 and arc screened appropriately. 

(c) Direct visitors and employees in passenger vehicles around the exterior of the complex 10 the :ippropria1e g:itc for 
entry. 

(d) The security officer at this post shall provide directions to delivery dnvcrs as needed. 

(e) ISl>11c appropriate tcmpo111J)' access badges and maintain a visitor log to annotate the visitors/commercial operators 
allowed through Gate 16. 

(f) Allow large govemmcnl vehicles whose drivers have valid BPA or other authorized government identification to 
proceed through the gate without inspection unless specifically directed by OSCO. 

(g) Inform all visitors firearms and dangerous weapons are prohibited and ask all visitors if they arc c.nrryiog any 
firearms or other dangerous weapon.,. Ir a visitor or Contractor is carrying a weapon or other prohibited contraband. 
the officer shall act in accordance with site specific procedures. The security officer shall not recommend any course 
of action regarding the disposition, storage or security of the subject weapon or con1rnband. The incident shall 
immediately be reported to the Security Supervisor, the Contract Manager, and OSCO. 

8) Ross Security Post 7 (Currently no1 active) 

a. Description of Post 

1. This post is not active under norma.l circumstances and may be ae1ivatcd and manned for contingency operations, specific 
threat condition.'>, or other security needs. This post shall not be occupied unless directed by OSCO. When ac1ivatcd, lhis 
shall be n one-person post manned by an armed. uniformed security officer. up to 24 hours per day. 7 clays per week. 
Specific duties and hours for this post will be described al the lime i1 is ac1iva1cd. 

9) Ross Security Post 8 

a. Dcscrip1ion of Post 

i. The Ross Complex vehicle patrol, Ross Post R, is an armed, uniformed. one-person patrol on duty 24 hours per day 7 
days a week. The primary rcsponsibilily of this post is 10 provide pauul coverage for the Ross Complex. 

ii. The officer assigned to 1his posl shall coordinalc patrol coverage with 1hc Ross Post 3 security officer and communicate 
"~th other security posts to monitor si1c security. 

b. Designated Shifts 

1. This pos1 shall be manned in 1hrcc 8-hour shifts all follows: 

(a) Shift I: 0000-0800 

(b) Shift 2: 0800-1600 

(c) Shift 3: 1600-2400 

c. Post Duties 

i. Officers shall perform the following: 

(a) Conduct functional checks of all equipment and syi,tcms used on this poSI upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance with established procedures. 

(b) Patrol the Ross Complex al random frequencies. This shall include c.xtcmal and internal patrols. 

(c) Conduct perimeter checks, observing for fence line holes. damage, or suspected unauthorized entry. 

(d) Notify Ross Po~, 9 when conducting perimeter checks and of any damaged location, intruders or other suspicious 
activity. 

(e) Determine the cause or intrusion alarnlS or fire alarms. request assistance. and reset intrusion alam1s if appropriate. 
lfthe equipment is malfunctioning, notify Ross Post 9. Asl.'ist as appropriate, but do not abandon other patrol duties. 
Record the activity electronically or hardcopy in the SOR and when necessary, complete an electronic incident 
report prior 10 departing for the day. Priority response shall be given to any evidence of intrusion or unauthorized 
access to the CSB Limited Arca (room IOI), NERC C IP arc.as. or otbcr critical assetS. 

(f) Respond to other emergencies as required. Facilitate the entry of emergency vehicles and personnel. This may 
include controlling truflic and/or csconing emergency vehicles to the site of the emergency. 

(g) Assist in monitoring vehicular traffic entering and departing chc Ross Complex. 

(h) Coordinate other patrol 3ctivitics with Ross Post 3 and the Security Supcrvi~r. 10 include patrol coverage for BPA 's 
Park Place office complex IC:lSCd space. 
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(i) This post shall provide continuous vehicle patrol of the Ross Complex when possible. 

(j) Enter all incidents in the electronic or hardcopy Security Officcr·s Rcpon and provide electronic rcpons as required 
to the Physical Security Team via email. 

(k) Respond to assist BPA employees or Contrnctors with vehicle lock-outs. escorts to vehicles, etc. 

(1) Perform other duties related to physical security as directed by the Security Supervisor, Contract Manager. or OSCO. 

I 0) Ross Security Post 9 (Alann Monitoring Station) 

a. This post falls under the U.S. Dcpanmcnt of Labor, Wage Detennination category of Alarm Monitor. 

b. Description of Post 

L This post is located in the Alann Monitoring Station (AMS) near the west entry to the Dittmer building. This is a one­
person post, occupied by an armed, uniformed security officer 24 hours per day, 7 days per week. The security officer 
shall be equipped with the equipment necessary 10 perform the required security services. 

iL The primary responsibility of this post is to provide monitoring of security alarm systems not associated with BPA ·s 
NERC CIP sites, CCTV systems. and remote security systems at all hours and under all conditions. In addition 10 these 
duties, this po~'l shall be familiar with duties related to Ross Post I 0. providing backup for Ross Post IO when necessary. 
This s_hall include monitoring designated NERC CfP sites and interacting with pcr.sonncl regarding access control and 
security issues relating to those sires. 

e. Designated Shi fis 

1. This post shall be manned in three 8-hour shifts a.~ follows: 

ii. Shift One: 0000- 0800 

iii. Shift Two: 0800- 1600 

iv. Shift Three: 1600-2400 

d. Pos t Duties 

i. Officer.; shaU perform the following: 

(a) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Rcpon equipment 
malfunctions or deficiencies in accordance with established procedures. 

(b) Monitor security alann systems. physical access control systems (PACS), and CCTV systems for the Ross Complex. 
lo include the Federal Credit Union at the Plant Services Building, the Dittmer Building and Dittmer Control Center 
(in the absence of Ross Post 10), Hcadquancrs. and other field sites as dctcnnincd by OSCO. This shall also include 
the monitoring of security systems and CCTV systems at the Eugene Starr Complex as outlined in established 
procedures as well as NERC CIP field sites in the absence of Ross Post 10 due 10 breaks. 

(c) Use established procedures for n.-sponding 10 emergency situations or alarm activations. When necessary, the AMS 
officer shall dispatch appropriate patrols and contact the Clari< County Regional Communications Agency to report 
emergency situations at the Ross Complex or Park Place office complex. The Contract Manager and OSCO 5hall be 
notified when outside agencies arc contacted to respond. 

(d) Notify local law enforccmenL the Contra.ct Manager, and OSCO in the event of suspicious or criminal activities in 
accordance with Standard Operating Procedures. 

(c) Follow csmblishcd procedures in response 10 aJarms or other emergency situations occurring at field sites and notify 
Lhc appropriate BPA Control Center (Dittmer or Munro). 

(f} Serve as a command and controVcommunications function for a ll posts and patrols. Dispatch patrols/security 
officers as needed 10 support daily security operations. Communicate information to patrols regarding any unusual 
or suspicious activity. 

(g) Conduct periodic radio checks of all security posts. Communications checks shall be made by radio every hour 
during daylight hours a.nd every 30 minutes during hours of darkness. During increased threat levels. 
communicntion.s checks shall be conducted every 30 minutes. The frequency of communicntions checks may be 
changed by OSCO. 

(h) Maintain the clcctr0nic Security Desk Bloucr, listing security-related activity and information for a 24-hour time 
period Formauing or content of specific blotter entries may be added or changed by OSCO. 

(i) Perform other administrative fimctions such as, but not limited to. maintaining hard copies and electronic copies of 
Security Checklists, Standard Operating Proc1.-durcs, Security Alens. Termination Advisories. Call-Down Lists, 
Incident Reports. and Duty Officer Schedules. When necessary. disseminate by e-mail Access Revocation Notices 
via established procedures. Record and maintain CCTV recordings of security-related incidents. Write and submit 
incident reports when applicable. 
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(j) Act as lhc primary point of contact for any Dittmer building access for employees and Contr.lctors after Ross Post 
I and Ross Post 4 has closed for the day, including weekends and holidays. 

(le) Issue and collect keys 10 authori7.cd personnel as delcnnincd by OSCO. 

(I) Record infonnation pertaining to false and nuisance alanm, for security ~-ystcms in accordance with established 
procedures. Rcpon problems with a.Jann ~)'Stem or CCTV system hardware or software in accordance with 
established procedures. 

(m) Assist with security system testing of BP A alarmed sites b y pro,·iding alarm monitoring support and records during 
and following testing. 

{n) Notify appropriate pcr..onncl during inclement weather in accordance with established procedures. Additional duties 
may include updating the BPA Emergency Information web site to reflect possible building closures or delayed 
openings. 

(o) Maintain communications with the BPA nurse at the Ross Complc;,c and Parle Place office complex, making 
notifications to the nurse for emergency medical situations during normal business hours. This may include cell 
phone or radio communications. 

(p) Maintain familiarity with operating and sending emergency notifications through the designated Emergency 
Notification System (ENS). 

(q) Answer the Federal Crime Witness Hotline. 

11) Ross Security Post IO (AMS) - NERC Systems 

a. This post falls under the U.S. Department of Labor, Wage Determination category of Alarm Monitor. 

b. Description of Post 

,. Conduct functional checks of :ill equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or efficiencies in accordance with established procedures. 

ii. This post is located in the Alarm Monitoring Station (AMS) near the west entry to the Dittmer building. This is a one­
person post, occupied by an armed. unifonncd security officer 16 hours per day, Monday through Friday, excluding 
holidays. At BPA's discretion. tbc option to convert this post to 24 hours per day, 7 days per week, may be exercised. 
The security officer shall be equipped with the equipment necessary 10 perform the required security services. 

iii. The primary responsibility of this post is to provide monitoring ofNERC CIP security alarm systems, PACS, and CCTV 
systems under all conditions. This post serves a.~ the primary point of comact with BPA personnel regarding access 
control and security of designated NERC CIP field sites and facilities. Additionally. Lhis post will provide backup to the 
Ross Post 9 AMS officer. This post serves as a primnry point of contact for any Dittmer building NERC CIP PSP access 
issues for employees and Contractors. 

c. Designated Shifts 

i. As a 16-hour post. this post shall be manned in two 8-hour shills as follows: 

(a) Shift One: 0600- 1400 

(b) Shift Two: 1400-2200 

d. Post Duties 

i. Ofliccrs shall perform the following: 

(a) Monitor security alarm systems and CCTV systems for all designated NERC CIP sites and facilities, lo include the 
Dittmer building NERC CIP PSP (Dittmer Control Center). 

(b) Be familiar with all Ross Post 9 duties and provide backup as necessary for monitoring non- NERC CIP sites. This 
includes the Ross Complex, the Federal Credit Union at the Plant Services Building, Headquarters. and other field 
sites as detcm1ined by OSCO. This shall also include the monitoring of security systems and CCTV systems at the 
Eugene Starr Complex as outlined in established procedures. 

(e) Use cswblished SO P's and procedures for responding to emergency situations or alarm acLivations associ:ited with 
NERC CIP si1es. When necessary, Ross Post 10 shall dispatch appropriate patrols and contact the Clark County 
Rcgtonal Emergency Communic.ations Agency to request response from outside agencies for situations at the Ross 
Complex. The Contract Manager and OSCO shall be immediately notified when outside agencies arc eontnctcd to 
rcsponct 

(d) Following Standard Operating Procedures notify local law cnforccmcnl, the Contract Manager, and OSCO in the 
event of suspicious or crimin3I activities. 

{c) Follow cst:iblished procedures relat ing to NERC CIP sites and contact the appropriate BPA Control Center (Dittmer 
or Munro) in response to alarms or other emergency situations occurring at NERC CIP field sites. 
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(f} Respond 10 Pro Watch alarms associated wilh NERC CJP sites and follow established rc5ponsc procedures. Enter all 
alarm activity associated with NERC CIP sites in the Pro Watch Event Log. Entries shall include alarm assessment, 
cause. and name of subject (if applicable). 

(g) In the absence of Ross Post 9, serve as a comrrond and control/communications function for all posts and patrols. 
Dispatch patrols/security otliccrs as needed to support daily security operations. Communicate information to 
p:itrols regarding any unusual or suspicious activity. 

(h) In the absence of Ross Post 9. conduct periodic rJdio checks of all security posts. Communications checks sh.Ill be 
made by radio every hour. During increased threat levels, communications checks shall be conducted every 30 
minutes. The frequency of communications checks may be changed by the Contract Manager or OSCO. 

(i) Mainwin the NERC CTP Security Desk Blotter, listing security-related activity for NERC GIP sites for a 24-hour 
time period. fonnauing or content of $pccific bloucr entries may be added or changed by OSCO. This electronic 
blotter shall be submitted dnily via email to OSCO. 

(j) Perform other administrative functions associated with the monitoring of ERC CIP si tes such as. but not limited 
to, maintaining electronic and/or hard copies of Weekly Alarm Mask Outage Log, NERC Physical Security 
Perimeter (PSP) Alternate Access Log, Call-Down Lists, NERC Reports, and Duty Officer Schedules. Record and 
maintain CCTV clips and generate CD-ROMs of ERC CIP security-related incidents. Write and submit electronic 
incident reports as applicable. 

(k) Act as the primary point of contact for any Dittmer building PSP ace= issues for employees and Contractors. 

(I) Electronically document false nnd nuisance alanns for NERC CTP security systems in :1.ccordnnec with established 
procedures. Electronic.ally rcpon problems with alarm system or CCTV ~ystcm hardware or software in accordance 
with established procedures. 

(m) Assist with security system testing as directed. 

(n) Maintnin familiarity with operating and sending emergency notificatioru, through the Emergency Notification 
System (ENS). 

(o) Perform patrols of the Dittmer building. Dittmer Control Center, and Dittmer building exterior when directed by 
OSCO. When possible, Ross Post 10 may act as the primary response clement for security issues associated with 
the Dittmer building or Dittmer building PSP. 

E) BPA PARK PLACE LEASED OFFIC E C OMPLEX SECURITY POST I 

I) Description of Post 

a. This post shall be a one person post occupied by an armed, uniformed security officer at BPA Park Place office complex 
leased office space. located al 7500 NE 41 st Ave., Vancouver, WA 98662. 

b. This post shall be manned 12 hours per day, Monday through Friday. except federal holidays or as otherwise directed by 
OSCO. This post may be unarmed as allowed under arming Section 13.b "Exceptions'' unless circumstances iusociatcd with 
the activation of this post warranlS no exception as determined by OSCO. 

c. The primary responsibility oithis post is 10 monitor access 10 the BPA controlled areas, patrol the facility and adjacent public 
areas. 

d. Questions about physical security nnd access control policy shall be referred lo the Ross Physical Security Spccialis1s. 

2) Designated ShiAs 

a. This post shall be manned in one 12-hour shift from 0600- 1800 Monday through Friday, except designated federal holidays. 

b. Additional hour requirements or posts may be added at the discretion of OSCO. 

3) Post Duties 

a. Officers shall perform the follo,ving: 

b. Conduct functional checks of all equipment and systems used on this post upon as.1uming duties. Rcpon equipment 
malfunctions or deficiencies in nccord:.mcc with established procedures. 

c. Perform interior and exterior patrols of dcsign:ucd buildings throughout the shift. The officer shall conduct patrols of the 
complex, parking areas, garages, etc. Interior patrols shall include random foot patrols of the vanous work areas of the 
buildings occupied by BPA. Officers shall inspect stainvell!>. work area.~, n:~u-oom facilities, lobbies and entrances. The officer 
is c:x.pcetcd to verbally interact with employees while performing their rounds. thus giving the employees a sense of active 
security operations. 

d. Remain alert forummml, suspicious, or unauthorized activities in, around, and throughout the Park Place office complex area. 

c. Monitor personnel tral'fic entering, exiting. and inside buildings. 

f. Monitor activities in the main lobbies of buildings maintaining safety and security ofBPA work areas. 
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g. Respond to emergency situations involving the Park Place office complex. Notify the BPA nurse for medical emergencies 
during nonnal business hours. This post shall be familiar with emergency evacuation procedures for the Park Place office 
complex bujJdings occupied by BPA personnel. 

h. Verify identities of individuals entering BPA work area~ as necessary. When n=ary. remind BPA staff members to 
properly display their ID m accordance with established procedures. Immediately report uncooperative personnel 10 the 
Dittmer AMS who will notify the Contrncl Manager and OSCO via telephone. 

i. Notify BPA Facilities using web r£9ucst for Service Requests. FaciliticsOpcrntionsCallCenlerta bpa.gov email or cull 360-
418-2070 ifpmblcms exist with the doors. 

j. Maintnin communications with the AMS (Ross Post 9) for the Ross Complex. 

F) EUGE ' E STARR C0~1PLEX SECURITY POSTS I and 2 

I ) General lnfonnation 

a. Two security posts (Celilo Post I and Celilo Post 2) arc assigned for the Eugene C. Starr Complex. loc-Jtcd in The Dalles. 
Oregon. These posts shall be manned by armed and uniforrncd security officers/supervisor on a 24/7 basis. An Exception to 
this shall be for Celi lo Post I, which may be unarmed as allowed in section B) 5) b of this sratcmcat of work "Exceptions," 
but only during day shift hours. The unarmed status of Cclilo Pos t I may not exceed 45 calendar days without approval of the 
COR. 

b. A Security Supervisor shall assume duties as Celilo Post I from 0800 to 1600 Monday through Friday, except federal holidays 
in addition to performing supen~sory duties. When a need exists 10 man Cclilo Post I with an unarmed security officer, the 
Security Supervisor shall assume duties as Celi lo Post 2. 

c. All officers assigned to lhc Eugene Starr Complex shall be trained and capable of operating the vnrious security systems, 
CCTV systems. and remotely controlled g11tes prior 10 assuming post independently. 

d. All officers assigned to the Eugene Starr Complex shall possess a valid Access PlTIDit required for entering energized areas 
a.~ slated in the BPA Rules of Conduct Book (ROC). 

c. All officers assigned to lhc Eugene Starr Complex shall be familiar with designated NERC CIP areas on the complex and 
access requirements associated with NERC CIP areas. 

f. Under the direction of OSCO, the Contractor shall C$1llbli~h Standard Operating Procedures (SOP) specific to the Eugene Starr 
Complex. These procedures shall facilitate compliance with BPA requirements and the operation of the security syslcms, 
CCTV systems, alarm response, operation ofn:motcly controlled gates. and other systems as they arc implemented Vehicle 
inspections shall be conducted in accordance with approved SOPs. 

g. Questions about physical security and access control policy shall be deferred to the South Region Physical Security Specialist 
or other OSCO Physical Security Specialists. 

2) Post Descriptions 

a. Cclilo Post 1 

i.Thc primary responsibilities of this post arc to monitor acccs., to the Eugene Starr Complex via access control systems and 
CCTV systems. address alanns associated with security systems. and remotely operate gates as needed 

b. Cclilo Post 2 

i. The primary responsibilities of this post are to conduct vehicle p:itmls. building foot p:itrols, incident response. vehicle 
inspections, and visitor access control. 

e. Designated Shifts 

i. Cclilo Post I 

(a) 24 hours per d ay. sc~'Cn days per week and posted as follows: 

(b) Shift One: 0800-1600 (Supervisor only on Monday - Friday. excluding BPA observed holidays) 

(c) Shift Two: 1600-0000 

(d) Shift Three: 0000-0800 

ii. Cclilo Post 2 

(a) 24 hours per day, seven days per week and posted as follows: 

(b) Shift One: 0800-1600 

(c) Shift Two: 1600-0000 

(d) Shift Three: 0000-0800 

d. Post Duties 
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i. Officers shall pcrfonn the following: 

ii. Cclilo Post I 

(a) Act as the primary post to monitor physical access and security-related activity for the Eugene Starr Complex via 
security systems and CCTV systems. 

(b) Use cstab(jshcd procedures for responding lo emergency situations, alarm activations, suspicious activity. or 
l'riminol incidents. When necessary, dispatch Celilo Post 2 and contact the Wasco County Emergency Dispatch 
(91 1), to request response from outside agencies for situations at the Eugene Stnrr Complex. Notify the Contract 
Manager and OSCO when outside agencies are contacted to respond. 

{c) Respond as necessary to assist Cclilo Post 2 in pcrfonning site-related duties. incident response, or alarm response. 
Conduct patrols, access control, and assist as ncccss:iry for visitor access and vehicle inspections. Contact the AMS 
(Ross Post 9) prior to leaving this post to assist Cclilo Post 2. 

{d) Record infonnalion pertaining to false and nuisance alarms for security SY1'1cms in accordance with established 
procedures. Report problems \vith alarm system or CCTV system hardware or software in accordance with 
established procedures. 

(c) Mainlllin the Security Desk Blotter, listing sccurity-rclat.ed activity and information for a 24-hour time period. 
Formatting or content of specific blotter entries may be added or changed by OSCO. 

(f) Maint.iin communications ,vilh Ross Post 9 (AMS) through procedures established for communications checks. 

(g) Respond to suspicious activity observed or reported. Repon suspicious activity to the Dittmer AMS and notify local 
law enforcement in the event of an emergency. 

(h) Receive. review, and process BPA Visitor Access Request {VAR). Issue site specific temporary badges for visitors 
or employees who have forgotten their badge. 

(i) Pcrfonning as Supcrvi£or: 

(i) Act as the POC for daily protective force security operations and administration \vith management statT al the 
Eugene Starr oomplcx and OSCO. 

(ii) Ensure compliance with all applicable ponions of this statement of work as well as requirements for NERC 
CIP designated areas. 

(iii) Be trained and certified to perform all security functions associated with Celilo Post 2. Provide back-up to 
Celilo Post 2 as needed. Assist, relieve, and train ofliccrs as needed. 

(iv) Perform other administrative functions such as. but not limited to. maintaining hard copies and/or electronic 
copies of security checklists, training rCClords, slllndrud operating procedures, security alerts, termination 
advisories. call-down lists, incident rcpons. and physical security duty officer schedules. When necessary, 
ensure video clips of security-related incidents that meet cvidcntiary requirements arc recorded and maintained. 
Ensure incident reports an: accomplished. filed for record, and s ubmitted to OSCO in a timely mnnncr. 

(v) Ensure security officer repons are completed and that desk blouers and security incident reports are reviewed 
and submitted to OSCO. 

iii. Cclilo Post 2 

(a) Conduct random patrols throughout the Eugene Starr complex (a minimum of one every three hours and no lc~-s 
than three p:itrols in an eight-hour shift). 

(b) Process and scrl?Cn visitors entering the complex and conduct vehicle inspections in accordance with established 
BPA requirements and current procedures approved by OSCO. 

(c) Inform all visitors that firearms and dangerous weapons arc prohibited and ask all visitors if they arc c.anying any 
fircanns or other dangerous weapons. If a visitor. or Contractor is carrying a weapon or other prohibitc.:I contraband 
the officer shall act in accordrulcc with established procedures. The officer shall not recommend any course of action 
regarding the disposition, storage or security of the subject weapon or contraband. The incident shall immediately 
be reported to Cclilo Post I, the Contract Manager and OSCO. 

(d) Ensure security incidents arc reponed to Cclilo Post I, the Contract Manager. and OSCO immediately via telephone 
followed by an emailed electronic Security Incident Report. 

(e) Respond to and investigate alarms or other emergency sitttations on the complex, including emergency building 
evacuations. 

{f) Respond to suspicious activity as observed or dispatched. or as rcponcd by employees. 

(g) Assist Celilo Post I as required. Perform functions 511Ch as monitoring physical access and sccurity-n::latcd activity 
for the Eugene Starr Complex via security systems and CCTV sy~tems.. 
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(h) Report ~-uspicious activity 10 Celi lo Post I. the Contract M3D3gcr and OSCO. 

(i) Pcrfonn other duties, such as Random Ami-terrorism Mca~ures (RAMs) or other security measures initiated by 
OSCO. 

(j) Ensure Security Officer Reports and the daily Security Desk Blotter arc accomplished in accordance with established 
directives. 

iv. Assist, relieve, and train officers as needed. 

v. Perfonn other administrative functions such as. but not limited to. maintaining hard copies and/or electronic copies of 
Security Checklists, Standard Operating Proocdurcs. Security Alerts, Tcnnination Advisories. Call-Down Lists, Incident 
Reports, and Duty Officer Schedules. When necessary, n:cord and maintain CCTV clips of security-related incidents that 
meet evidcntiary requirements. Write and submit incident electronic reports when applicable. 

vi. When manned during BPA ofr duty hours, to include weekends and holidays this post shall provide a combination of 
patrol duties on lhc Eugene Starr Complex. 

G) SECURITY SERVICE FOR ~tUNRO COMPLEX 

I) BPA's Munro Control Center (MCC) and Munro Alternate Scheduling Center (MSC), co-localed in Mead, Washington, is a Tier 
I critical asset for the agency's ability 10 maintain electrical reliability and stability for the region 

a. General Information 

1. MCC/MSC shall have two (2) security posl~ (Munro Post I and Munro Post 2) and one (I) Security Sup<.-rvisor (Munro 
Po,,'t 3). These posts shall be manned by arrncd and uniformed security officers. 

ii. SUlndard security officer procedures shall apply to all Munro Complex security posts. Under the direction of OSCO. the 
Contractor shall establish OSCO approved procedures specific to MCC/MSC for monitoring security systems. camera 
systems, 11:'Sponding 10 a larms. conducting patrol acti>,ity, monitoring the ingress and egress of commercial vehicles, 
visitors and vendors 10 ensure persons or vehicles travel only to their authorized destinations and e.-.:it the complex in a 
timely manner. Officers shall maintain entry logs and visitor access procedures, as well as radio and telephone 
communications between the various posts. supervisors. BPA visitor/vendor sponsors, the Contract Manager. and OSCO 
as needed. Posts directly supporting response to NERC CIP designated areas. or other critical assets. shall be trained and 
familiar with the location of those ru-cas. acxxss requirements, and procedures for entry. All posts and patrols assigned to 
the Munro Complex shall be lmowlcdgcablc of building evacuation, shelter-in-place procedures. and other contingency 
procedures. 

iii. Questions about physical security 311d access control policy shall be deferred 10 the East Region Physical Security 
Specialist or other OSCO Physical Security Spccialim. 

b. Munro P~1 I, Munro Alarm Monitoring Station (ANIS) 

i. This post falls under the U.S. Department of Labor. Wage Detcrmination category of Alarm Monitor. 

ii. Description of Post 

(a) This post i.~ located inside the Munro Scheduling Ct:ntcr facility. ahcmarc Alarm Monitoring Stnrion (AMS). This 
shall be a one-person po!,1. manned 24 hours per day, 7 days per week. 

(b) This post i.~ located inside the Munro Scheduling Center facility, alternate Alarm Monitoring Station (AMS). This 
shall be a one-person post, manned 24 hours per day, 7 days per week. The security officer shall be equipped and 
trained as necessary lo perform the required security services. 

(c) The primary responsibility of this post shall be to provide monitoring of security alarm systems associated with the 
Munro facility and BPA 's NERC CIP facilities, to include associated CCTV systems and n:mote security systems 
at all hours and under all conditions (similar to Ross Post 9 IIJ1d I 0). This post shall be familiar with duties related 
to Ross Posts 9 and 10, providing backup for these posts when necessary. This post shall interact with local sire ood 
field personnel n:ganling access control and security issues following established procedures appro,•cd by OSCO 
relating to MCCIMSC as well as monitored field sites. 

111. Designated Shifts 

(:i) This post shall be lllllnncd in three 8-bour shifts as follows: 

(i) Shift One: 0000-0800 

(ii) Shift Two: 0800- 1600 

(iii) Shift Three: 1600-0000 

iv. Post Duties 

(a) Officers shall perform the following: 
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(b) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies in accordance with established procedures. 

(c) Monitor security alarm system.~ and CCTV systems for all designated sitL'S and facilities. in addition to 1hc 
MCCIMSC. Assess and documcni alarm activity according io established S0P"s. 

(d) Mainuin familiarity with all Ross Pos1 9 and Ross Post 10 duties. Provide backup as necessary for monitoring 
facilities and sites falling under the responsibility of Ross Post 9 and Ross Post I 0. 

(e) Use established SOP's and procedures for responding to emergency situations or al:um activations, to include those 
alarms associated wi1h NERC OP facilities. Dispatch appropriate patrols and contact the local regional emergency 
communications agency (911) to request response from outside agencies for situations at the MSC/MCC complex. 
The Security Supervisor, Contract Manager and OSCO shall be notified when outside agencies arc contacted lo 
respond. 

([) Notify local law enforcemcnl Security Supervisor. 1he Contract Manager. and OSCO in the event of suspicious or 
criminal activities in accordance wi1h Slllndard Operating Procedures. 

(g) Follow established procedures relating to NERC CIP silcs and contact the appropriate BPA Control Ccntcr(Diumcr 
or Munro) in response to alann.s or other emergency situations occurring at field sites. 

(h) Respond 10 and ckctronically document almns associated with NERC CIP sites and follow established response 
procedures. Documentation shall include alarm assessment, cause, and name of subject (if applicable) and security 
status or site. 

(i) Communicate with Munro Po$l 2 and Post 3 :is needed to support daily security operations for MCC/MSC. 
Communic.itc infomiation lo Mw1ro Post 2 and Post 3 rL-garding any unusual or Slllipicious activity. 

(j) Conduct periodic communication checks with Munro Post 2 and Post 3. Communications checks shall be conducted 
evciy hour. During increased threat levels, communications checks shall be conducted every 30 minutes. The 
frequency of communication~ checks rrwy be changed by OSCO. 

(k) Conduct communication checks with the Ross AMS. Communication checks shall be conducted hourly during non­
duty hours to include weekends and holidays. 

(I) Maintain the Security Desk Bloucr, lislingsccurity-rclatcd activity to include NERC C[P sites. Formatting or content 
ofspccifie blotter entries may be added or changed by OSCO. This blotter shall be electronically submitted daily to 
OSCO. 

(m) Perform other administrative functions associated with the monitoring of NERC CIP si tes such as, but nol limited 
to, maintaining clcctTonic and hard copies of Weekly Alann Mask Outage Log, NERC Physical Security Pcrimc1cr 
(PSP) Alternate Access Log. Call-Down Lists, NERC Reports, and Duly Officer Schedules.. Record and maintain 
CCTV clips and generate video clips of NERC crp scc-urity-rclatcd incidents. Write and submit incident reports as 
applicable. 

(n) Electronically record infonnation pertaining to false and nuisance alarms for NERC CIP and non- ERC CIP 
security systems in accordance with established procedures. Report problems with alann :-ystcm or CCTV system 
hardware or sollwarc in accordance with established procedures. 

(o) Assist with security system testing of BPA HQ. Ross Complex and Vancouver Mall locations. also support OSCO 
Physical Security Specialb-ts during alarm system testing. 

(p) Maintain familiarity with operating and sending emergency notilic.itioru; through the Emergency Notification 
System (ENS). 

(q) Perform a combill!ltion of almn monitoring duties nnd Emergency ot:ification System duties associated with 
Continuity or Operations activities. 

(r) When pcrfomung Continuity of Operations duties. ~-lunro Post I shall coordinate with the Ross AMS when leaving 
post to ensure continuoo.s field site alann system monitoring. 

c. Munro Post 2. Munro Mo.in Gate and Patrol 

i. Description of Post 

(a) This shall be a one-person post manned 24-hours per day, 7 days per week. The security officer shall be equipped 
and trained :is necessary to perform the rcqui red security services. 

(b) This post shall be located al the Munro Main Gate when the Munro Security Supervisor (Munro Post 3) is on duty. 

(c) This post shall conduct patrol activity during hours when U1c Munro Security Supervisor (Munro Post 3) is not on 
duty. or as otherwise directed. 

(d) This post shall be trained to provide support to Munro Post I for break relief, including monitoring surveillance and 
alarm sysicms for NERC CIP and non-NERC CIP sites. 
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ii. De,signatcd Shins 

(a) This post shall be manned in 12-hour shifts as follows: 

(i) Shill One: 0600-1800 

(ii) Shift Two: 1800 . 0600 

iii. Post Duties 

(a) Officers shaU perform !he following: 

(b) Perform duties in accordance with this SOW as applicable to location. 

(c) Conduct funclional checks of all equipment and systems used on this post upon assuming duties. Report equipment 
malfunctions or deficiencies to Contract Manager, OSCO and send notification to BPA Service Tracking in 
accordance with established procedures. 

(d) While manning the Munro Main Gate, ensure only oulhorizcd personnel gain access to the MCC/MSC complex. 
Process and screen visitors entering the complex nnd conduct vehicle inspections in accordance with established 
BPA requirements and current procedures approved by OSCO. 

(e) While conducting patrol. remain highly ,<isiblc: in !he areas around MCC, MSC, the Bell Maintenance Hcadqll311crs 
and Bell Substation facilities by conducting both vehicle and patrols. Patrol activity shall extend to all BPA fee. 
owned property associated with Bell Maintenance Hcadquaners, Bell Substntion, and MCC/MSC. 

(!) R~-pond to and invL"'litig:itc al3rn1S on the complex. 

(g) Respond 10 suspicious activity as observed or dispatcbc.d. or as rcponed by employees. 

(h) Assist Munro Post I as required. 

(i) Repon suspicious :ictivity to Munro Post I. Munro Post 3. the Contract l\13ru1ger and OSCO. 

(j) Inform all visitors that firearms nnd dangerous weapons arc prohibited and ask all visitors if they arc carrying any 
firearms or other dangerous weapons. Ir a visitor. or Contractor is carrying a weapon or other prohibited conln!band. 
the ofliccr shall act in ac-eordance with established procedures. The officer shall not recommend any course of action 
regarding the disposition, storage or security of the subject weapon or contraband. The incident shall immediately 
be reponed to Munro Post 1. Munro Post 3. and OSCO. 

(k) Perform other duties. such as Random Anti-terrorism Measures (RAMs) or other security measures initiated by 
OSCO. 

d. Munro Post 3. Supervisor 

i. Description of Post 

(a) This post shall be manned 12 hours per day, Monday - Friday with the exception of designated federal holidays. 

(b) Refer lo SOW Sections B) 10) and B) II). 

ii. Designated Shifts 

(a) One (I) 12-hour shill per day, Monday - Friday with the exception of designated federal holidays. 

(b) Shift time: 0600 - 1800 

iii. Po5t Duties 

(a) Serve as a patrol function for the areas around MCC, MSC. the Bell Maintenance Headquarters and Bell Subsllltion 
facilities by conducting both vehicle and patrols in addition lo performing supervisory duties. 

(b) Respond to ond investigate alarms activations. 

(c) Respond 10 suspicious activity as observed or dispatched, or as reported by employees. 

(d) As:.ist Munro Post I us n:quircd. 

(e) Ensure suspicious activity is reported 10 the Contract Manager and OSCO. 

(f) Serve as the P0C for daily protective force security operations and administration with management staff at the 
Munro complc:x and OSCO. 

(g) Ensure compliance with all applicable portions of this statement of work as well as requirements for NERC CIP 
designated areas. 

{h) Trained and ccnificd to perform all security functions associated with Munro Post I and Munro Post 2. Provide 
back-up to Munro Post I or Post 2 as needed. Assist. relieve, nnd train olliccrs as needed. 
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(i) Perform other administrative functions such as. but not limited to, maint.iining hard copies and/or clce1ronic copies 
of security checklists. training records, standard opcrnting procedures. security alerts. termination advisories, call­
down lists, incident reports, and physical security duty officer schedules. When necessary. ensure video clips of 
security-related incidents that meet evidentiary requirements arc recorded and maintained. Ensure incident reports 
arc acoomplishecL filed for record. and submitted to OSCO in 3 timely manner. 

(j) Ensure security offioer reporL~ are completed and that desk blotters and security incident reports are reviewed and 
submitted 10 OSCO. 

iv. Vehicle Barriers and Sccurity Procedures 

(n) During normal duty hours, 0600 - 1800 on weekdays. the outer facility vehicle gate shall n:mnin open, unless 
othcnvisc directed by OSCO. or if emergency conditions ari.sc warranting securing the outer g:.itc. In such cases. 
Munro Post I , and OSCO shall be advised immediately. 

(b) The outer vehicle gate shall remain closed, requiring personnel 10 badge in for access during non-business hours 
including holidays. 

(c) The inner vehicle gate shall remain closed at all rimes, requiring personnel with authorized access 10 badge at a card 
reader to operate the gate. 

(d) Munro Post 2 shall issue access cards io visitors allo\ving operation o f the gate after screening aad access to the 
General Office Building. 

(c) The inner automated vehicle gate for the MCC area shall remain closed at all times. 

(f) Visitors requiring access to the MCC shall be processed according to established procedures at the main gate before 
proceeding 10 the MCC gate ond meeting their BPA host at the MCC Main Entry. 

H) S ECURITY OFFICER DEPLOYMU\'T 

I) Additional Security Services requested by BPA will be paid at the Armed Security Officer rate unless pre-approved by an OSCO 
representative. BPA will reimburse Contractor for deployed Armed Security Supervisors who fill an Additional Services 
deployment post al the Armed Security Officer rate during the deployment unless OSCO representatives make the determination 
that supervisory duties will be appropriate during the deployment. 

2) Armed Security officers may be deployed to non-energized sites or may remain outside of energized facilities providing security 
in the event of incrca5ed tl1rcats. criminal activity or if substantial BPA assets n:quin: protection. Officers remaining outside of 
energized access areas during deployment arc not required to hold BPA Access Permits. 

3) Security officers may be requotcd to deploy within encrgi7..cd access areas to provide security in the event of increased threats, 
criminal activity or if substantial BPA assets require protection. 

4 ) Security ofliccrs deployed within energized facilities are required to hold valid Contractor's Access Permits, or other necessary 
permits. for energized facility access. To obtain this permit. each officer to be deployed to an energized facility and maintaining a 
Access Permit must meet all Substation Operations Group requirements for safety and training. 

5) All security officers shall be familiar with safety information outlined in this section. In addition, officers must perfonn 
n:quin:mcnts contained in the deployed security officer post orders o utlined below. 

6) Emergency and Non-Emergency Deployment 

a. The Contractor may be asked to deploy security officer.; in &ituations :irising from either I) a credible and serious threat to a 
BPA facility, pcrsoMcl. or resources, in the event OSCO determines a high likelihood of criminal activity could occur at a 
BPA site. or 2) when other activity such as an earthquake or other n:tlurJI disaster potentially jcopardiz~-s the BPA mission of 
providing electrical power. As directed by the CO, tmvel costs due to deployment outside of local areas whi;Te oOiccrs arc 
assigned will be reimbursable in accordance \vith the Federal Travel Regulation {ITR). Travel cost estimates must be 
submi1tcd in writing electronically and approved by the COR or other OSCO Physical Security (Federal employee) 
representative in advance of actual travel. 

b. Notification 

i. The Contractor will be noti ficd in writing. e-mail, or phone of a pending S<?Curity deployment. Deployment requests "~II 
be made verbally ifa dcploymcnl is needed immediately. Kotifications arc authorized from the CO. COR, Chief Security 
Officer or Physical Security Representatives (Federal) within OSCO. 

c. Training 

1. Security officers must complete BPA provided energized facility safety training prior to posting within an energized 
environment. The Contractor shall maintain an up to date Ii.st of security officers who hold current Contractor Access 
Permits. The Contractor shall provide a copy of this list to the COR upon request. 

11. Security officers must complete any training required to maintain certification for the Contractor Access Permit and 
access 10 energized environments. Training shall be documented in e lectronic or hardcopy format by the Con1rnc1or and 
made available for to the COR upon request. 
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d. Equipment 

i. Contractor furnished equipment 

(a) AU normal duty gear including rain gear, and cold weather gear as needed. 

(b) Vehicle meeting the needs of the terrain and situlltion_ 

(c) Cellular Telephone. 

(d) Portable Arming Bam:I. or equivalent. safe procedure if :urning/disarming is to occur on site. 

(c) Water as accded. 

(f} Other items deemed necessary by the Contractor or COR. 

c. Post Duties 

1. Officers dcployoo shall be :urned. The Contractor shall comply with the post duties as provided by OSCO as coordinated 
with deployed site responsible official. Deviations from post duties require email or verbal approval in advance from an 
OSCO rcpn:senllltive. 

ii. Upon arrival at an energized facility, the officer must follow BPA training for accessing an energized site. 

iii. Upon arrival to a field site. security officers must mccl with the BPA Site Supervisor. If this is not possible. the officer 
must follow the direction of OSCO through the on-duty Security Supervisor. 

iv. If an intruder is discovered on site. security officers must attempt to control the situation in the safest manner possible. 
Security officers shall not pursue a suspect into an encrgu:cd facility. If the intruder gairl.'I access to the cm.-rgi:i:cd yard 
and is non-compliant. security officers shall tmrncdiately notify the responsible AMS who will contact law enforcement 
for n.ssi~trutcc nnd notify the appropriate Conirol Center. If on intrusion into nn cncrgu:ed o.rc3 i.~ suspected, security 
officer.. shall notify the n:.sponsiblc AMS who will contact law enforcement for assistance and notify the appropriate 
Control Center. Security officers shall take a position of cover allowing for observation of the facility and await the 
arrival oflaw cnforccmenL 

v. Security Officer Repons (SOR ·s hardcopy or electronic) must be maintained noting the date and time of various patrol 
duties such as perimeter. building, or surrounding an:a checks. Security oflicers must maintain record of the time and 
reason for the departure from posts. Security officers must coordinate post departures with the responsible AMS. 

vi. At lhe end of shifl, prior to departure, S4--curity officers must notify the appropriate AMS, and note the time of departure. 
Deployed security officers must maintain communication capability with the Responsible AMS unless circumstances. 
such os the remote location of the facility. prevent communications from the site. 

f. Oischai-gc of Firearms 

i. Officers shall avoid discharging a firearm in_ around or near an energized facility unless no other alternative exists. 

ii. Officers shall not discharge liquid (Aerosol Self Defense spray) within the energized environment due to possible 
electrocution hazard. 

I) PERFORMANCE ASSURANCE 

I) The Contractor shall establish a performance assurance or quality assurance program cru...tring personnel performing duties have 
the appropriate knowledge. skills,. and abilities to perform the following: 

a. Work in both corporate and industrial security functions 

b. Personnel arc screened to meet the highest Jc,·cl of integrity to perform security-related duties 

c. Pcrsonnd arc able to meet extensive background checks and security clearance standards 

d. Personnel meet appropriate physical capability/readiness level~ associated ,vith security-related duties 

c. Personnel retention is nddrc.'i.~cd to maintain continuity of personnel and a low cmploycc turnover rate. 

f. This performance assurance. or quality assurance. program may be a pre-ex.isting program employed by the Contr:ictor. The 
program must meet any additional specific requircrnenlS outlined within this sta1cmcnt of work. 

g. The Contract Manager shall ensure all SPA-specific clements of the Performance Assurance Program outlined below arc mcL 

2) Training Elements 

a. Job Task Analysis (JTA) 

i. A JT A shall be developed for all security posts within 90 calendar days of the aw·drd of the contract following the On:.gon 
Department of Public Safety Standnrds and Training: "The Job Task Analysts (JT A) Process. 
htm:J/www.orsgon.gov/dp~st/nt/docs./thcjtnprocc,,.pdf 
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ii. JT A's shall be reviewed and updated a minimum of annually. Reviews shall be documented by the Contractor and 
documentation provided lo the COR. 

iii. The JTA shall provide the basis for contractor provided indiviclual security post training as well a.~ security post 
certifications. 

3) Security Post Ccnifications 

a. The Contractor shall develop, review and or adapt methodology, requirements, documentation methods, and testing material 
to conduct initial security post certifications as well as annual (recurring) sccwity post certification training specific lo the 
BPA Security Services Contract implemented within 90 calendar days of the award of the contract. 

b. At a minimwn, initial security post ccnifications shall include task knowledge/task performance certification based on the 
applicable security post JT A 

c. Annual security post ccnifications shall include al a minimllm written knowledge testing of specific post procedures for all 
security olliccrs posted. Similar posts may use the same as well as written testing. Tltis shall apply for new hires and C."<isting 
security officers newly assigned to a security post. 

d. Security post certification methodology shall be hierarchical and must be approved in advance by the CO R. 

4 ) Self-Assessments 

a. The Contractor shall conduct annual sclf-asscs~-rncnts relating to security posts, post duties. and security training, security 
firearms training. and firearms safety. 

b. Self-assessments must identify findings. if applicable. and corrective :ictions. 

c. The Contractor $hall track and follow-up on corrective actions in an cffon to close identified findings. 

d. The Contractor shall notify the COR upon the initiation ofa self-assessment and shall provide to the COR the written self­
assessment report in an electronic format within 20 business days of =~mcnt completion. 

5) PerfornumccTcs1fog 

a. The Contractor shall develop methodology as part of their internal Quality Control Program 10 implement. document, and 
maintain performance testing (e.g. alarm response performance tests and limited scope performance tests) for the security 
force carried out by Contractor assigned personnel: Contr:ict Mall1lger, Contract Quality Control personnel or dcsignnted 
security supervisors. 

b. Performance tc.fflng methodology shall include an applicable safety plan which shall be approve,:! in advance by the COR 
before implementation. 

c. Performance testing methodology shall be finalized for approval within 120 calendar days follo,ving award of the contract. 

d. Once finalized and implemented. wrincn records of performance testing shall be forwarded to the COR. 

c. Limited Scope Performance testing shall be performed a minimum of twice a month and documented. Documentation shall 
include evaluation critcri:J/objcctives. results, and corrective actions needed. if applicable. 

J) PERFORMANCE EVALUATIO~S 

I) The CO and COR shall meet with Contractor senior ))CTllOnncl assigned to support the contract in-person or via phone not less than 
annlllllly to discuss results of BPA quality control findings and o,·cmll performance. 

2) The Contractor shall pro,~dc o pion for corrective actions within 5 calcnd:ir deys following notification from the CO or COR of 
corrective action. poor performance or failure to perform. The Contractor must provide infonnation on actions 10 be taken and 
expected completion date and notification when corrective actions arc completed. 

APPE~0IX I - SUBCONTRACTL'XG PLA...._ 

The approved full text subcontracting plan is located in the official file. 

APPE~DIX 2- COLL£CTJ\"E BARGAJNING AGREE.\IE.,, 

The full text c-0llcctive bargaining agreement, signed 08/12/2022, is located in the official file. 
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U.S. DEPARTMF.i..,,_Tf OF ENERGY 
BONNEVILLE POWER ADMINISTRATIO 

AMENDMENT OFSOLICITATIO /MODIFICATION OF 
CONTRACT/ORDER 

PAPfRWORK REDUCTIO ACT BURDffi DlSCLOSURE STATlMENT 

0MB 

This data is used to amend a solicitationorJTDdify a contractororder. This form will assist in ensuringaU changes are applied 
appropriately. Public repon ingburden forth is collectionofinformation is estirmted to average 15 minutes per response, 
including the time for reviewing instructions, searching forc,asting data sources, gathering and maintainingthcdatanecdcd and 
completing and reviewing thecollectionofinformation. Send any contnCntsregardingthis burden estimate orany otberaspect 
of this collectionofinforrmtion, includingsuggestions for reducing this burden, to Office of the Chief In formation Officer. 
Enterprise Policy Developm:nt & lmplemen tation Office, IM-22. Paperwork Reduction Program(OMB) US Depamrent of 
Energy. 1000 Independence A ve,SW, Washington, DC20585-1290: and to the Office ofManagem:nt & Budget (0MB), 
OLRA. Paperwork Reduction Project (OM 8), Washington , DC 20503. 
I. Solicitation/Contract/OnierNurrber. 12. Amendment/ModificationNumber: 

BPA- ... - 80004 M - 013 

3. Effective Date: 4. Requisition/Purchase Req 5. Contract Specialist(Nm11e, Phone, Emailj: 

Block 15c Nuot>e r (usttl f or COOP l.'11'111 onfyJ: Mehssn Peterson, 360-619-6088. mJpei~n@;bp:l.gov. 

AMlNDME.'ffS OF SOLICITATIONS 

6. Tbeabovenurroeredsolicitation is arrended asset forth in Item 12. The hour and date specified for receipt of Offers, 
0 is extended to O is not extended. 

Offerors rr11s1 acknowledge receiptofthisamendrnmt priorto the hour and date specified in the soticitation. If a signature 
is requested in Item 11, acknowledge this amendment by CO"l)leting Items 13 and 14 and returning the amendrrent 
wich your proposa I. Failure of your ad110wledgment to be received al the place designated for the receipt of proposal prior to 
the hour and date specified may result in rejection of your proposaJ. If by virtue ofthisarrendmentyoudesire to change a 
proposal already submitted. such a change must be received prior to the due date and hour specified in the solictation. 

MODIFICATIONS OF CONTRACTS/ORDERS (Modifies the contract/order as ooscribcd in it em 12.) 

CIIECKONE 

D 
7. This unilateral modification is issuedpursuantto: (spec[fr a,ultori(Ybelow). The changes set forth in item 12 are made in 
the Contract/Order in Item I . 

• 8. TheabovenwroeredContract/Orderis rmdifted to reflect lheadminiscrativechanges (s11cl1 asc/1angeri11 pay ing 
office, spelli11gcorrecrio11, e1c.)set forth in item 12 pursuant to the authority of BPI Part 14 . I0.3 (b)(I ). 

0 9. Bilateral/O1ber(specID1Dlll/1ori1.v): CHANGES (28-6) 

10. AccountingandA ppropriation Data ( ,a «lfor COOP.~y,,t 0111,~: 

fMPORTANT 11. Contractor• is not, 0 is required to sign this docurrent and return via email to the Contract Specialist. 

12. Descriptionof Arnmdment/Modification(A11achadditio11a/doc11me11tationif11eededands1ateS£ECONTlNUATJONSHEET.) 

The purpose of this modification is to add funding for Deployment and Urgent Security Services in Washington state as 
follows: 
I. Line Item 4007 is increased by 
2. Line Item 4008 is increased by 
3. Firm-fixed price is increase by 

(b) (4) 
4. This modification cons1in11es the total equitable adjusunent for the changes described. 

Confonned copy of contract attached herein. 

Except as provided herein, all terms and conditions ofthedocument referenced in Item I or2 remain unchanged. 

13. Corrpany Nam::: 

rNTER-COi SECURJTY SYSTEMS I C 

14a. Name, Phone and Title ofSigner: 15a. ame of Contracting Officer: 

eil Marum, 626-535-2234, Chief Administrative Officer Melissa Peterson 

14b. Contractor/Offeror 14c. Date Signed: 15b. SignatureofContrncting Officer I Sc. Date Signed: 

0'2/2712023 By: ___________ _ 

(Sig11a1ure of Comracling Officer) 
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UNIT 4 - ST A TEMENT OF WORK 

A) 

B) 

General Information 

I ) lmroduetion 

2) Background 

3) Plllcc or Performance 

4) Govcmmcnt-Funwhcd Materials and Equipment 

5) Contmctor-Fumishcd Materials and Equipment 

6) Federal Holidays 

7) Acronym Definitions 

8) Documentation 

Work and Service Requirements 

I) General Requirements 

2) Security Clc1111111cc Rcquin:mcnL~ 

3) R1..-quired Documentation Prior 10 Award 

4) Standard Operating Procedures 

5) Certifications and Credentials 

6) Contractor Furnished Training 

7) Conll"Jct Employee Requirements 

8) Duties of the Contractor 

9) Weapons Requirements 

I 0) Company Representatives and Supervision 

11) Security Supervisor Procedures And Duties 

12} General Security Officer Conduct 

13) Deliverables and Performance 

14) Shift and Post Requirement 

I 5) Safety Requirements 

C) Security Service for lhc BP A Headquaners Complex 

DJ Security Service for the Ross Complex 

E) Security Service for the BPA Pan: Place Leased Office Complex 

F) Security Service for the Eugene SIMT Complex 

G) Security Service for the Munro Complex 

H) Security Service Deployment to Energized Facilities 

I) Pcrfonnancc A.'iSUrancc 

J) Performance Evaluation 
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A) GE~ERAL l NFORMATlON 

I) INTRODUCTION 

a. This Statement of Work is for the acquisition of anncd security officer services (protective force) at the Bonneville Power 
Administration (BPA) Headquarters in Portland, Oreh'<>n; Ross Complex, located in Vancouver, Washington; Eugene Starr 
Complex, located in The Dalles, Oregon; Munro Complex in Mead. Washington: and other BPA facilities or propcnics as 
security needs arise. 

b. The services provided arc commensurate with the duties of a Guard I (limited use of Guard I), Guard ll ruid Alarm Monitor 
as defined under the Protective Service Occupations category of the Dcpanment of Labor (DOL) document tilled. "Service 
Contract Act Directory of Occupations."' Therefore, services offered by the Contractor must stipulate use of Guard I and Gu:u-d 
ll, and Alarm Monitor personnel exclusively. Any employment of Guard I personnel during the performance of the contract 
other than that specified in the Statement of Work nnd allowed by the tempor.iry exception outlined in section 13.b, 
Certifications and Credentials or authorized by the CO or COR prior to the posting occurring. may be considered grounds for 
termiruition for dcfuult. 

e. This Statement of Work (SOW) is for the sole use of the security services provider (ConlTllctor) and Bonneville Power 
Administrntion in order to administer this security services controct. All information, procedures, requirements, instructions 
and descriptions of duties contnined in the SOW shall be protected from unauthorized disclosure. d~tribution, copying. other 
duplication. electronic transmission. and any other fonn of unauthorized use. This SOW shall not be provided in part or in full 
to any pcr.,on. company. agency, n:prcscntative or any other clement without the cxpn:ss wriucn consent of the Contracting 
Officer. This documcm is identified os Critical Information .. Under BPA ·s Information Protection Guidance. it is not required 
to be marked; however, controlled distribution and information security protections are required. 

d. The execution of this SOW will be under the supervision of the Bonneville Power Administration's (BPA 's) Office of Security 
and Continuity of Opcmtions (OSCO). under the direction of the Chief Security and Continuity Officer (CSCO). 

2) BACKGROU:-1D 

a. The Bonneville Power Administration (hereinafter referred to as "BPA ") is a federal agency, within the U.S. Department of 
Energy, that markets wholesale electrical power and opcmtcs and markets transmission services in the Pacific NonhwcsL The 
wholesale electrical power marketed by BPA comes from 31 federal hydro projects in the Columbia River Basin, one 
nonfcdcral nuclear plant and several other small non federal power plants. BPA 's customers include publicly owned and 
investor-owned utilities, as well as some large industries. BPA also sells or exchanges power with utilities in Canada and the 
Western United States. Revenue earned by BPA helps it fulfill public responsibilities that include low-cost and reliable power 
and investments in energy conservation and renewable resources. 

b. As a major provider of electrical power throughout the Pacific ' orthwcst, BPA · s resources arc critical 10 the agency continuing 
to meet its mission esscmtial function. providing Federal power to load in a reliable mnnner. As such, BPA is required 10 

develop and implement security strategics to protect critical infrastructure. key resources, and personnel to ensure the 
accomplishment of BPA ·s mission. The intent of these strategics arc to prc,•cnt the C.'(ploitation. incapacitation. or destruction 
of BPA's infrastructures and resources. Accordingly. BPA's hydro-electric grid is iden1jficd as critical to the economic 
prosperity. national defense, and quaJity of life of the United States. Therefore, BPA seeks a parmcrship ,vith a security 
provider who is equipped :lJld prepared to play a \'ital role in supporting the protection ofBPA's portion of the nation 's critical 
energy infrastructure. 

3) PLACE OF PERFORMANCE 

a. The Contractor shall provide security officer services at the BPA ·s focilitics at the following locations: 

b. BPA Headquarters building. located at 905 NE I Ith Avenue. Portland, OR 97232 

c. BPA Ro,-s Complex, located at 54 11 NE Hig hway 99, Vancouver. Washington 98663 

d. Eugene Storr Complex. located in The Dalles. On:gon 

c. Munro Complex, located in Mead, Washington 

f. Other locations within the BPA Regional Service AfC3 as deemed necessary by BPA 

4) GOVER.'liMENT-FURNlSHED MATERIALS Ai'\'D EQU1PME:'IT 

a. BPA will provide facilities. workstations, computers, printers, and other associated equipment for security officer and security 
supcn-isor use. 

b. BPA will provide maps. floor plans and information to build security operating procedures to the Contractor as needed for 
distribution to appropriate posts and personnel. The ConlJllctor must maintain these materials in the post books. The Contractor 
must protect this information in accordance with BPA Information Protection Program standards. 

c. BPA will provide a copy of the Emergency Procedures and any c.all-out rosters, which the Contractor shall maintain :11 each 
site. These document.-. shall be protected in accordance with BPA lnform!llion Protection Program standards. 
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S) COl\'TRACTOR-FUR",ISH£ D MATERJALS AND £Q lPMENT 

a. The Contractor shall furnish all training, quality conirol, personnel, uniforms, equipment materials, a.nd supervision to 
maintain physical sccuri1y for BPA Headquarters. Ross Complex. Eugene Starr Complex. Munro Complex. employees. and 
vi.sitors. 

b. The Contractor shall provide the following items of operational equipment 

i. One hand-held portable public :iddrcss system with batteries :it HQ, Ross, Eugene Starr and Munro locations 

11. One hand-held. battcl)'-opcra1cd spotlight with batteries at each complc,c. HQ. Ross. Eugene Starr and Munro 

iii. Sufficient communication~ equipment, 10 ITlllintain contact \~;th .security officers and BPA Loca l Facilities personnel. 

iv. One (1) 800 MHz capable hand held radio on each security post Additionally, base stations compatible with regional 
emergency services communications systems shall be provided for Headquarters Post I, Ross Dittmer AMS. Ross Post 
2, (CSB) and Munro AMS. 

c. The Contractor shall furnish Vehicles to meet SOW requirements. lnfonnation on vehicles being considered must be submillcd 
to and approved by the BPA OSCO COR prior to use in performance of this contract. Considcm.tion for the selection of patrol 
vehicles shall include area inclement weather conditions, operating terrain fuel economy, vehicle purpose, etc. Vehicles 
designated for deployment purposes must take into account that BPA deployment locations include remote location.~ accessed 
via fire roods. and Right of \Vay access roads that require ability 10 operate off hardened !03d surfaces. Any exceptions, 
changes, or modifications to vehicle rcquin:mcnlS during the contract must be approved in advance by the COR and/or CO. 
Refer to Federal Standard 307 for further g uidance 

i. BPA Headquarters. 

(a) No vehicles arc required 

ii. Ross Complex 

(a) Thn-c Vehicles, Two for patrol and one for supervision. 

(b) All arc to be A WD or 4x4 

(c) Est. Mileage for patrol vehicles 22,000 each. per year 

(d) Est_ Mileage for supervisor vehicle: 35,000 per year. 

iii. Park Place office complex 

(a) One vehicle for p.itrol duties. 

(b) Est. Mileage: 7,000 miles per year 

iv. Eugene Starr Complex 

(a) One vehicle for patrol use 

(b) A \VD or 4 -whecl drive. compact. extended c.ab pickup truck or SUV. 

(c) EsL Mileage: 30,000 Per year 

v. Munro Complc,c 

(a) One vehicle for patrol use. 

(b) A \VD or 4 -whccl drive, compact, extended cab pickup truck or SUV 

(c) Est Mileage: 30.000 Pcr ycnr 

vi. Spare Dcploymcm Vehicles 

(a) Two spare vehicles shall be available at all times for emergency deployments to various BPA facilities or higher 
threat conditions. One of1hc spare vehicle may be located at the Eugene Starr Comple,c. 

(b) A \VD or 4 -whccl drive, c-0mpact. extended cab pickup truck or SUV. 

(c) Est. Mileage 6,000 per ycnr. 

vii. Vehicle equipment 

(a) The color of the patrol vehicles shall be consistent with security or law cnforc.cmcnt-typc vehicles. Doors on each 
side of the vehicles shall be marked'' Security". In addit ion to other items deemed necessary by the Contr:lctor, the 
Contractor must equip vehicles as follows: 

(b) Light bar with flashing amber lights 

(c) Spot light (mounted. remotely operated or hand-held portable) 
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( d) Spare tire and 1ools 

(c) Traction devices or tires 

(f) First Aid kit with protective gloves and medical waste receptacle 

(g) Emergency Rood Kit using LED or rellecti>-e emergency l'I\llrkers 

(h) Vehicle mounted radio compatible with regional emergency services communications systems 

(i) A)3.C Fire extinguisher 

d. Uniform and Equipment 

i. Uniforms shall be of professional appearance. color-coordinated policdsccurity style uniforms that arc standard issue by 
the Contractor and worn by all security officers and security ~'Upcrvisors. The unifom1s for security officers and security 
supervisors assigned to the Eugene Starr Complex may be a tactical uniform (e.g. - 5.11 Tactical Series or similar) in the 
color of Khaki. Officers required lo have a Non Electrical Worker Access Permit to energized areas must be provided 
unifonns meeting NFPA requirements for Arc Flash and Energized yard environments as listed in the BPA Accident 
Prevention Manual and Rules of Conduct Handbook. 

11. The following items of clothing and cquipmcm shall be issued 10 and placed in the care and custody of each employee. 
Adjustments or changes to these requirements must be approved in advance by the COR. 

iii. Ruin and cold weather gear as required with high visibility security identification located on the from and back. 

iv. A name tag that is professional in appearance with the first initial and last name of the officer to be worn in a consistent 
location on the uniform. 

v. Duty belt with minimum level 3 rc.tcntion holster, similar to what Law Enforcement agencies currently use, requiring 
two separate :ictions to release retentions and draw the weapon. c:c an SSL sleeve or thumb break combined with a 
rocking motion, rnagazinc pouch. h.:mdcuffpouch, and other equipment approved in advance by the COR. 

vi. Block security or police style duty boots or shoes. Tan security or police style duty boots may be issued for use with 
Eugene Starr uniforms if kh:iki color uniforms arc selected. 

vii. Officers holding an energized access pennit mlL~t be provided :ippropriatc foot gear as listed in the BPA Accident 
PrcvcnJjon Manual Section A-2 which is as follows: Lace-up, overt he ankle leather boots with rigid sole nnd heel meeting 
ASTM F 2413- 11 with an EH Rating or ASTM F 2413-05, Crass 75 with EH rating 

viii. Professional Looking full finger black gloves lined with cut resistant material that meets 29 CFR part 1910 subpart I App 
8 and ANSI / ISEA 105-2016 such :is Law Enforcement agencies would provide to LE Officers for cut protection. 

ix. Whistle 

x. Security O fficcr badge meeting rcqui rem en ts or st:itc l:iws where performing duty to be worn on the most exterior article 
of clothing(i.c. uniform shirt, uniform jacket, rain gear or cold wc::ilher clothing) 

xi. Gender specific ballistic body armor meeting U.S. Dcpanment of Justice National Institute of Justice Standard OIOI .06, 
Classification Type rt-A. and meeting OSHA Standard 1910.132 

Xlt. Sufficient numbers of uniform pants. short sleeve shirts. and long sleeve shirts for each officer to rnaint:iin uniform 
clc:mlincss and professional appearance. 

xiii. Security/law enforcement style all weather jacket, with high visibility security identification on front and back affording 
access to their issued duty weapon. 

xiv. Aerosol Dcfcnsh·c spray and carrying pouch of the type and potency that local LE and/or local security companies cany. 

c. At II minimum, the following items of equipment shall be provided to employees for each shift. Addition.al items deemed 
ncccssruy by the Contractor must be approved by the COR: 

i. Handcuffs and handcuff key 

ii. Aerosol Dcfcn. .. ivc Spray 

iii. Flashlight similar to the type Law Enforcement use. capable of being operntcd with one hand (push button on/oil) while 
using a duty weapon in a high stresS environment 

iv. Semiautomatic Handgun with similar characteristics and performance as Law Enforcermml :igcncics use no less than 
9mm 

v. Ammunition meeting Law Enforcement pcrfonnancc charnetc:ristics, no less than 9mm in caliber 

vi. Two magazines, and one round for the chamber. M:igaz.ine capacity shall be the maximum allowed by law 

vii. BowdryThc Contractor shall provide a secure. lockable cabinet sufficient for the secure ~ioragc of weapons at each 
arming/disarming point. lnfom13tion pertaining to the proposed weapon~ storage c:ibincl sh:111 be submitted 10 the COR 
for approval upon a,vard of the contract 
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viii. The Contrnctor shall provide an approved bullet containment device for issuance of duty wc.ipons at each arming point. 
Bullet containment devices must be placed in position so the muzzle of any weapon lo be cleared is angled down and 
townrds the floor 

1x. Bowdry All Contractor-provided equipment shall be appropriately marked and identified as belonging to the Contractor 

6) FEDERAL HOL IDAYS 

a. Fcdcnil Holidays occurring on Saturdays arc observed on the Friday prior, and Fedcrnl Holidays occurring on Sundays are 
observed on the Monday follo,ving. 5 U.S.C. 6103 and Office of Personnel Management guidance 

b. BPA observes the following Feder.ii Holiday5: 

(i) 'cw Year's Day 

(ii) Martin Luther King Day 

(iii) Washington's Birthday 

(iv) Memorial Day 

(v) Junctccnth 

{vi) Independence Day 

(vii) Labor Day 

{,<iii)Columbus Day 

(iJC) Veterans' Day 

{x) Thanksgiving Dny 

(xi) Christmas Day 

7) AC RONYM DEFL ITIO NSAND INFORMATIONAL LINKS 

a. Acronyms: 

January I" 

3rd Monday in January 

3rd Monday in February 

Last Monday in May 

June 19"' 

July4"' 

1st Monday in September 

2nd Monday in October 

November 11 u. 

4th Thursday in NO\·cmbcr 

December 25'" 

i. BMS Room: Building Management System Room. BMS rooms at BPA house critical focilitics operations equipment 

ii. HSPD: Homclnnd Security Presidential Directive 

iii. JTS Room: Joint Tenant Sp.ice. Data scfViccs and equipment rooms on each floor of BPA HQ, shared by GSA 

iv. PAC$: Physical Access Control Systems 

v. WSO: Weapons Safety Officer. A security officer or security s upcmsor who is knowledgeable. trained. and designated 
to oversee weapons issue and a.rming/disanning of personnel for shift change purposes 

8) DOCUME:'ffATION 

a. Codified Federal Regulations (CFRs) \\Ww.ecfr.gov/cg1-bm/tcxt-1dx'~tpl='la2Findc,.tpl 

http://www.ccfr.eov/c1d-bin/tcxt-idx?rl!ll-divS&nodc=-I I :3.1.1.3.221141 :3.1.1.3.22.3.326.3 

b. DOE Order 470.4b, Appendix B, Section I. "Facility C learances and Registration of Safeguards and Security Activities," and 
Section 2 "Foreign Ownership. Con110l or Influence ProgrJIDS (FOCI)." https://w\\'\\,dirccthc,s.doc.gov/din:ctm~,­

documcnts/400-scrjcs/0470 4-BOrdcr-b-admchg I 

e. faccutive Order 12829 

http-//www.:irchivc~.gov/isoo/policy-documcnts/co- 128'9,html 

d. HSPD-7 

http://www.dh.~.gov/homeltmd-sccuritv-prcsidential-directive-7 

c. HSPD-12 

h1tp://www.dhs.gov/homcl11nd-sccuritv-presidcntial -directivc- l 2 

f. rERC CIP Standard 006 

http://www.ncr<; com/st:mdartl006 

g. Oregon Department of Safety. Standards, and Training (Oregon DPSST) 

hnp://""'"11.oreeon.eov/DPSST/PS/p.iecs!indcx.aspx 

h. Oregon Revised Statutes 

http://www.lcg.statc.or.us/onJ 
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i. Prh'llcy Act 1974 

http://www.justicc.gov/opd/privs1a1.h1m 

j. Revised Code of Washington (RCW) 

ht1p·//a(!P5 lcn ..,.,n.l!ov/rcw/ 

k. SF 328 

http://hs.,;.doqto,•/HOSecOp/forci1m owm:n.hip/FOCI SF328 NSTRUCTIONS.pdf 

hupJ/www.l!sa.eov/porlll.l/forms/download/l I 6246 

I. U.S. Department of Justice atiooal Institute 0101.06 

m. NU Standnrd-0101.06 for Ballistie-Rcsislllnec of Body Armor and NU Standnrd-0115.00 for Stab-Resistance of Body Armor 

n. Washington Stale Criminal Justice Training commission (WSCITC) 

hups://fonrcss. wa.l!ov/cjtc/v."'""' 

o. Washington State Depanmc:m of licensing 

http://wv.n.v.do!.wa.i:ov/businc~vsccuritvcuards/sgcctnrmcd.html 

p. 18 USC793 

httpJ/coclcs.l[!.lindl3W.COm/uscode/18/J/37n93 

q. 18 USC 794 

http://codes.lp.findl3w.com/uscodc/l 8/l/37n94 

8 ) WORK A~D SERVICE REQUIRDI.E 'T S 

I) GE:NERAL REQUIREMENTS 

a. The overall purpose of this contract is to provide an estimated aggregate of approximately 97.688 annu:tl hours of security 
officer services and approximately 15,776 annual hours of supervisory services for the BPA Hcadquancn;, Ross Complex, 
Eugene Starr Complex. Munro Complex and other BPA facilities as addressed in this SOW. Additiorutl security services may 
be requested by BPA for !>,>ccial events, increased security conditions. emergency services. etc. BPA projects requiring 
appro:cimatcly 1,000 hours annually for additioll31 security services on an as-needed basis for unforeseen situations. 

b. Security services include but are not limited to the following: 

i. Armed gunrd services. 

ii. Protection of employees. facilities and property. 

iii. Acccsi. control, to include screening of visitors. vehicles. packages. 

iv. Issuance o f visitor badges and enforcement of BPA ·s ID badge policies. 

v. Alarm Monitoring Station - operation and monitoring o f security alarm systems and ccrv systems across gcogmphically 
dispersed locations. 

vi. Operation and monitoring of automated access controls. 

vii. Observation and monitoring of building and 11re warning system.~ and HVAC system warning panels and controls. 

viii. Response by Security Officers to Security Incidents occurring on BPA owned property. 

ix. Vehicle patrols of BPA Property and leased space, and interior and exterior foot patrols al designated location.'<. 

x. Application of compliance-based security requirement~, to include maintenance of records associated with compliance 
requirements. 

:ci. Application of GSA build ing regulations. 

xii. Interface ,vith Federal Protective Service (FPS) end other law enforcement or emergency responders. 

c. BPA Headquarters 

i. The BPA Headquarters is a General Se.rviccs Administration (GSA). seven-story office struclUTC with thn:c levels of 
underground parking. The BPA Headquarters building (905 building) and the :idjaecnt 911 federal building comprise the 
Portland. OR Eastsidc Federal Complex. The 905 building contains administrative offices for approximately 1,500 
federal employees and contractors and is located 3t 905 NE I Ith Avenue, Portland, Oregon 

ii. BPA partners with the Fedcml Protective Service (FPS) on security strategics for the Eastsidc Federal Complex. The FPS 
is responsible for the prott.-ction and security of federal GSA O\\TICd property and leased property. In general, FPS 
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operations focus on scc:urity and law enforcement activities reducing vulnerability to criminal and terrorist threats. FPS 
protection and security operations include all-hazards based risk assessments: emplacement of criminal and tem>rist 
countermeasures: 13w enforecmcnl response: assistance to federal agencies through Facility Security Committees; and 
emergency and safety educ:irion programs 

iii. FPS contracts security guard services for federal building access control, employee and visitor identification checks, 
security equipment monitoring. and roving patrols of the interior and exterior of federal property. Through memorandum 
of agreement, BPA ·s Office of Security and Continuity of Opcr.itions manages and contracts security services for the 
BPA HQ and works in cooperation with FPS to ensure security for the BPA HQ and Eastside Federal Complex meets 
both Department of Energy and GSNDHS building security requirements 

d. BPA Ross Complex 

i. The BPA Ros.'I Comple., is located at 5411 NE Highway 99 in Vancouver, Washington. The Ross Complex is situated 
on a 250 acre industri31 complex consisting of 55 individual buildings with oppro~imatcly 1,100 employees and 
Cont.ractors assigned. Functions associated with buildin~ on the Ross Complex include high voltage electrical power 
distribution. administrative offices. electrical control and dispatching center, auditoriwn. laboratories. oil pumps, 
shipping :ind receiving, storage, scales, gas station. welding and cutting shop, microwave radio transmission equipment, 
hazardous waste storage, transformer repair, computers, flammables and hcrl>icidc storage, and solar power 

c. Eugene Starr Complex 

i. The Eugene Starr Complex, located near The Dalles, Oregon, consist:s of high voltage substations, equipment 
maintenance shops and other related support facilities on an 850 acre parcel ofland approximately one mile south of The 
Dalles, Oregon 

f. BPA Park Place Leased Space 

i. The BPA Park Place office complex consists of one or more office buildings leased by BPA and other tenants in 
Vancouver, Washington. Office space leased by BPA at the Park Place office complex changes as office space needs 
change within the agency 

g. Munro Complex 

i. UlC3tcd in Mead, WA and consists of the Munro Disp:itch Center, Munro Scheduling Center, Bell Electrical Substation. 
Spokane District Maintenance Headquarters and various office spaces located on 66 acres. 

h. BPA's security force is comprised of numerous posts including stationary access control. vehicle inspection. v151tor 
procc.-.sing. alarm monitoring, and foot and vehicle patrols. The number, hours, and specific duties of these posts and positions 
are described in sections related to the posting requirements for each site. 

i. BPA reserves the right to assess security post needs and requirements as the security envirornnent, contingency operations, 
and security rcquiremenlS change for the agency. In doing so, BPA may ckct to add. eliminate. or modify security posts. post 
duties. or post hours by bilateral contract modific.ation 

2) SECURITY CL EARA 'CE REQurREM ENTS 

a. At a minimum, at least one security supervisor on duty per shin at HQ during core hours (0600-1800) and one security 
supervisor at the Ross Complex during all shifts shall have a DOE L (SECRET) security clearance or the L clearance in 
progress following the award of the contract. The Cont.ractor will submit a list of security supervisors that will be submiucd 
for clearance requirements through BPA Personnel Security within 30 calendar days of contract award. BPA will coordinate 
with the Contractor to submit security supervisor names to obtain DOE L clearances for a sufficient number of security 
supervisors to meet the above expected BPA need. The Contractor must notify BPA immediately upon discovery of 
circumstances impacting the security clearance held by a contractor's employee assigned to the BPA Security Services 
Contract. 

b. Prior to being issued a Department or Energy (DOE) identification badge, employees of the Contractor must accomplish the 
appropriate Personal ldcmity Verification (PIV) documentation required undcr HSPD-12. The PIV process will occur through 
the Personnel Security organization ,1~thin BPA 's Office orSocurity and Continuity of Operations (OSCO). who will supply 
the Contractor the necessary information and forms for this process. Employees or the Contractor must use the issued DOE 
ID badge for entry into BPA facilities. Proximity cards may also be programmed and issued to security officers for access to 
other electronically controlled area.s. 

c. Documentation of security practices and procedures (pertaining to personnel clearances and the training and reporting they 
an: required to do if they hold a facility clcarancc and manage clcai-cd personnel) 

3) DOCUMENTATION REQUIRED PRIOR TO A \\ 1 ARD 

a. Prior to award of this contract, the Contrnctor shall furnish lo the Contracting Officer: 

i. A Certificate of Authority from the Corporate Division of the Oregon State Department of Commerce 

11. A Ccrtjficatc of Authority from the Washington State Department of Commerce 

iii. A Certificate of Good Standing from the state in which the finn is incorporated. 
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iv. A facility security clearance from HQ, U.S. Department of Energy pursuant to Executi\'c Order 12829 or equivalent DOD 
FCL determination. 

v. The Contracting Officer (CO), or dcsigncc (COR). will review the cn.-dcntials of applicants proposed by the Contractor 
and reject any employee ihal. in the opinion of ihc Govc..'TIU11cnt, is not suitable for this contraeL Under these 
circumstances, an appeals process will be provided to the Contrnctor. 

4) STANDARD OPERATING PROCEDURES 

a. The Contractor shall review, upd3tc and provide to the COR, updated Standard Operating Procedures (SOP's) by December 
I, 2018 for 1hc Contractor's operational and admimstra1ivc use. BPA will provide information pertaining to procedures and 
policy in order to assist the Contractor with SOP development. 

b. Contents of SOP 

i. The following arc examples of SOP content. Specific scc1ions required by BPA will be idcn1ificd by OSCO, and proposed 
by the Con1mc1 Manager for BPA consideration: 

(a) Uniforms and standards ofappcamnec. 

(b) WC3pons and equipment issue, s:ifcty procedures., and accountability. 

(c) Functions and duties of the security officers. 

(d) Security officer au1hority. 

(c) Apprehension policies and procedures. 

(f) Response to bomb threats or suspc~tcd [ED. 

(g) Response to intrusion alnnns. 

(h) Response lo unauthorized individuals. 

(i) Response 10 discovery of prohibited i1ems. 

(i) Response to fire alarms and building evacuations. 

(k) Customer Service and Diversity A warencss T mining. 

(I) Access control procedures. including visi1ors. 

(m) Rc,,]><>nsc to robberies and other violent crimes. 

(n) Providing motorist assistance. 

(o) Providing escort services to employees. 

(p) Radio communications procedures. 

(q) Use of force. 

(r) Report writing. 

(s) Lost and found property. 

(t) Building/Gale Security Checks. 

(u) CCTV monitoring proccdUTCs. 

(v) Alarm monitoring/response procedures. 

(w) HQ parking procedures. 

(x) Current issued Post Order... Access Rc,.trictions (Security Alerts and Access Status Notifications), Ojx.--rations 
Bulletins. Special Notices. etc. 

(y) Vehicle inspection techniques and practices for detecting bombs or othcr dangerous materinls. 

(z) Personnel screening (use o f x-ray, hand wands, etc.). 

ii. SOP Distribu1ion 

(n) The Contractor shall maintain current copies of applicable SO P's in hard copy at each stationary post and electronic 
copies in a central electronic file location nvailablc to all officers. 

iii. SOP Training and Familiarization 

(a) Prior to assignment to any post for duty either for shift or n:lie( the Con1rnctor shall provide each new employee 
trnining sufficient to ensure a general familiarization of all BPA Posts and SOP's. The Contractor shall provide post 
specific training sufficient to ensure officers arc thoroughly trained, and knowlcdt,oeable of the post SOP's and duties 
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