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15) SAFETY REQUIREMENTS

a.

.

The COR. designated field inspector, or any BPA employee or contractor may cause any work to cease if any safety violations
are observed. No further work will be allowed until such time as the situation is resolved.

The Contractor shall provide to the COR, prior to the start of the contract, a Material Safety Data Sheet on products the
Contractor will be bringing to the job site that employees may be using, exposed to or which may be stored on the site. Prior
to performance on this contract, a Site Specific Safety Plan (SSSP) must be submitted in writing to the COR to address typical
and routine tasks required under this contract. In accordance with Clause 15-13, Contractor Safety and Health Requirements,
any additional authorized services involving exposure to potential high-hazards, as determined by the COR, shall require the
submittal of a supplemental Site Specific Safety Plan in writing prior to work starting on those high-hazard tasks. The SSSP
is subject to review and approval by the BPA Safety Office. Changes in work procedures or added work sequences not initially
specified in the SSSP shall require an update and will generate a new review and approval process for the updated analysis or
plan.

All applicable Federal, Government and local safety requirements shall be observed by the contractor and its employees.
Many BPA facilitics are energized and could pose risk to the life and safety of any Contractor personnel who enter such areas.
Security contract personnel who are trained and hold a Contractor Non-Electrical Worker Permit may be allowed in arcas
requiring Permit without escort of BPA personnel. Personal Protective Equipment Required for Entering arcas requiring the
Permit:

White Hard Hat. Hard hats approved by the Administration shall be worn by ALL PERSONS in the following locations
and conditions except for work inside transformers, power circuit breakers. under vehicles, or in similar
restricted/protected situations.

(a) In fenced substation yards and other designated hard hat areas.

(b) When engaged in or when in the close proximity of outdoor work or in all areas where there is exposure above head
level to moving equipment, work, or material handling.

(¢) Persons working at elevated locations more than 4 feet above the ground and utilizing fall protection PPE shall wear
a BPA approved climbing style helmet attached with chin strap.

Identification/Color-Coding System. To distinguish between Qualified Electrical Employees and others, YELLOW
hard hats will be restricted to holders of Electrical Worker Permits. Additional hard hat colors utilized on the BPA
system are:

(s) BLUE: Riggers

(b) RED: Construction Equipment Operators

(c) GRAY: Carpenters (Note: Due to gray being unavailable in a climbing style helmet, white shall be substituted.)
(d) WHITE: All Others

Protective Footwear. Appropriate footwear that provides adequate support and protection to the foot, toes and ankles for
the work being performed shall be worn. Lace-up, over the ankle leather boots with rigid sole and heel meeting ASTM
F 2413-11 with an EH Rating or ASTM F 2413.05, Class 75 with EH rating shall be wom in all work areas where hard
hats are required and other arcas as determined by a supervisor. Supervisors have the responsibility for assuring that
appropriate footwear is worn. Employees have the responsibility to wear appropriate footwear for the job.

iv. Arc Flash (FR) Clothing:

(a) Arcing from faulted components can occur when working on or near energized circuits. In some cases, this arcing
will expel molten metal and can produce enough heat to cause burns to a worker and ignite clothing. BPA's goal is
to establish requirements that protect workers from the onset of 2 degree burns (1.2 cal/cm?), but not overprotect
to the point of causing restricted/inhibited visibility, heat exhaustion, and inability to perform work. Arc-rated
clothing has a rating corresponding to the minimum Arc Thermal Protection Value (ATPV) which prevents the
onset of 2™ degree burns.

(b) To maintain conformance with Federal OSHA work standards BPA has adopted the policy of protecting workers
from the hazards of arc flash by requiring minimum clothing rating of 8 cal/em’ for those who may be exposed to
arc flash hazards normally found in the energized area of BPA substations. This clothing must be worn by contract
workers anytime they are in the energized area of the substation yard. The boundary for this requirement is from
any control house door exiting into the energized substation yard or from the substation gate entering into the
energized substation yard.

(c) Therefore, if the contract worker must enter the energized substation yard to work the minimum requirements for
arc rated clothing must be met. Long sleeve coveralls with a rating of 8 cal/cm?® can be utilized in lieu of rated pants
and long sleeve shirt. Any jackets or rain gear wormn also needs to meet the minimum rating of 8 callem?.

(d) Arc Rated clothing with a minimum rating of 8 calories/cm?2 shall be womn inside of energized substations or when
an employee is performing work which may expose them to an arc hazard. The wearing of clothing and footwear
made from acetate, nylon, polyester, or rayon cither alone or in blends (unless labeled with an Arc Thermal
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Protection Value of 8 cal/ em2 or greater) is prohibited alone or under arc rated clothing when an employee may be
exposed to the hazards of electric arcs or flames. Long sleeve arc rated shirts shall be worn with sleeves rolled down
and shirts tucked into pants.

Contractor Non-Electrical Worker Permit: Contractor employces performing sccurity services at the Eugene Starr
Complex or while deployed to a Substation under this contract may be required to successfully pass the Non-Electrical
Worker Permit examination, pass the Substation Electrical Hazard Awareness Training and Tour, and pass NERC-CIP
Field Training. BPA reserves the right and option to provide an escort in lieu of above requirement.

Celilo Special Risk Plan

(a) BPA's Celilo facility has had extensive mercury contamination as a result of the use and maintenance of mercury
arc valves (rectifiers) employed at the facility from 1970 to 2004. Most of the interior of the building is now mercury
free. Background concentrations of the toxic element are extremely low minimizing the risk of future health
concerns from inhalation. However, care should be exercised during future renovation should encapsulated locations
be disturbed. Any drilling, cutting, or floor demolition should be accompanicd by monitoring to ensure that
contractors are not unnecessarily exposed to brief albeit clevated local vapor concentrations.

(b) The contractor shall review the Past-Abatement Clearance Report for Phase 3 Mercury Abatement Areas at Célilo Converter
Station, The Dalles, Oregon, dated October 11,2013, The report will be provided to the contractor by the COR.

(c) 29CFR 1910.1200 Mercury Hazard Communication Traming will be conducted and documented for officers that will work
at the Celile DC Converter building.

C) SECURITY SERVICES AT THE BPA HEADQUARTERS
1y  General

Standard security officer procedures shall apply to all HQ sccurity posts. Shift hours may be adjusted through the approval of
the COR. All posted officers and patrols assigned to the BPA Headquarters shall be knowledgeable of building evacuation,

shelter-in-place procedures, and other contingency procedures.
Questions about physical security and access control policy shall be deferred to the HQ's Physical Security Specialists.
Parking Garage Entrance Bollard System Operation

(i) Security officers must understand the safe operation of the garage entrance bollard system prior to assignment to posts
I, 2. 8 or 9. Officers shall not operate the garage entrance bollard system unless properly trained.

{ii) Training required to operate the bollard system shall be conducted by security supervisors or training personnel ensuring
adequate understanding of the safe operation of the system according to the policies and procedure established in this
SOW and SOPs developed by the Contractor.
(iii) Training for bollard system operation shall be documented on the individual security officer’s training record. Security
officers required to operate the bollard system must demonstrate the ability to safely do so prior to assuming duties of
the post. Procedures for operating the bollard system shall be placed at cach applicable post.
(iv) Bollard system operating hours under non-emergency conditions
(a) From the hours of 1800 — 0600, Monday through Friday, bollards shall remain engaged in the up position with the
parking garage doors closed.

(b) From the hours of 0600 — 1800, Monday through Friday, bollards shall remain engaged in the down position with
the parking garage doors open.

(c) During weekends and holidays. bollards shall remain engaged in the up position with the garage door closed at all
hours.

(d) OSCO may direct changes in use of the bollard system as needed.

2) Headquarters Security Post |

a

Description of Post

(1) HQ Post | is located at the security console located in the main lobby of the BPA Headquarters Building. HQ Post 1 isa
one-person post, operated by an armed, uniformed security officer 24 hours per day, 7 days per week. The security officer
shall be equipped with a portable radio, flashlight, and other equipment necessary to perform building security services.
The officer shall be trained and competent to operate the bollard system during normal and emergency operations. The
primary responsibility of this post is to monitor and control personnel access through the use of CCTV, cardkey physical
access control systems (PACS), and manual processing procedures.

b Designated Shifis
(i) This post shall operate 24 hours per day, seven days per week. The post shall have three shifts per day.
¢ Post Duties
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(i) Officers shall perform the following:

(a)

(b)

(c)

(d)
(e)

0

(2

(h)

()
g)

Conduct functional checks of all equipment and systems used on this post upon assuming dutics. Report equipment
malfunctions or deficiencies in accordance with established procedures.

Monitor the CCTV and PACS for the BPA Headquarters. Allow access after normal business hours only to persons
with valid BPA or other approved identification, or, individuals or groups approved for access and authorized by
OSCO. BPA and Contractor personnel must present their ID badges to the lobby access portal to gain building
access past HQ Post 1. Guests of employees and all visitors are required to follow established procedures for visitor
access. All persons entering the building are subject to screening.

Regquire all visitors and guests to be identified via government issued photo ID and to sign in and obtain a visitors
badge. Ensure visitors and guests are screened properly before entry.

Dispatch and monitor Headquarters sccurity posts and patrols for various situations that may arise.

Maintain radio or alternate communications and conduct security status checks with posts and patrols assigned to
the BPA Headquarters on an hourly basis during daylight hours and every 30 minutes during hours of darkness or
increased security posture.

Monitor and respond to all building alarms for the Headquarters Complex in accordance with designated procedures.
This includes door alarms, intrusion alarms, duress alarms, computer room alarms, and fire alarms. For the ProWatch
system, this post shall maintain an event log of alarm activity.

Process and maintain visitor access requests and administer visitor access procedures. Temporary badges shall be
issued for cleared visitors as well as BPA and Contractor employees who do not have their Government issued
identification. Prior to issuing a temporary local site specific only (LSSO) badge, appropriate procedures shall be
followed based upon the status of the individual (i.c. foreign national, escorted/unescorted access, etc.). Any BPA
Temporary badge issued must be returned upon the employee or visitor’s departure from the building.

Maintain the electronic Headquarters Security Desk Blotter, listing security-related activity and information for a
24-hour time period. The Contractor shall submit the blotter for review as determined by OSCO.

Maintain communications with FPS via established procedures.

Maintain open communication with contract security officers for the 911 building regarding pertinent security
incidents, events, or information which may impact the 911 building, personnel, or protective force.

3) Headquarters Security Post 2

a  Descniption of Post

(i) This post is a roving patrol encompassing the Headquarters complex. This is a one-person post, operated by an armed,
uniformed security officer 24 hours per day, 7 days per week. The security officer shall be equipped with a portable radio,
flashlight, and other equipment necessary to perform the required security services. This security officer shall be trained
and competent to operate the bollard system during normal and emergency operations according to section 25.b of this
SOW. The primary responsibility of this post is to conduct security patrols of the interior of the Headquarters (905)
building, the exterior of the East Side Federal Complex (905 and 911 buildings).

b Designated Shifis

(i) This post shall be 24 hours per day, 7 days per week and shall have three shifis per day.

¢ Post Duties

(1) Officers shall perform the following:

(a)

(b)

(c)

(d)

(e)

Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment
malfunctions or deficiencies in accordance with established procedures.

Conduct a minimum of two foot patrols each shift throughout the interior of the Headquarters building and the 911
building fitness center (BPA Club Fed) area at random frequencies, unless otherwise directed by the security
supervisor, Contract Manager, or OSCO. These patrols shall be recorded on an electronic or hardcopy SOR. Perform
general security checks of all areas patrolled. During interior patrols particular attention shall be given to sensitive
arcas such as JTS rooms and the Duty Scheduling Center (DSC) due to NERC CIP requirements associated with the
DSC.

Conduct a minimum of two foot patrols per shift of the exterior of the Headquarters building and the 911 building
(exterior arca comprising the East Side Federal Complex) at random frequencics, unless otherwise directed by the
security supervisor, Contract Manager, or OSCO.

Conduct patrols, or other security measures of internal Headquarters building parking levels in basement levels B-
1, B-2, B-3, and B-4.

Conduct patrols as otherwise directed by the security supervisor, Contract Manager, or 0SCO.
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4)

5)

6)

(f) Enforce building rules and regulations and perform other duties as directed by special orders, Operations Bulletins,
or verbal instructions from security supervisors, the Contract Manager, and OSCO.

(g) Enter all incidents in the electronic or hardeopy Security Officer's Report (SOR) and report all incidents and
suspicious activity to HQ Post | and/or the security supervisor through the most expeditious means possible. Provide
written reports as required.

(h) Direct persons with lost and found items to OSCO. or take custody of items brought to the post and turn them in to
08CO.

(i) Respond to alarms as dispatched by HQ Post 1, the security supervisor, Contract Manager, OSCO, or FPS. Request
assistance if necessary. Log and report all alarm incidents on the electronic or hardcopy SOR. Response to security
alarms for the Duty Scheduling Center (DSC), JTS rooms, BMS room, or Personnel Sccurity Office shall be prionity.

(j) Respond to other security-related events as directed by HQ Post 1, the security supervisor, Contract Manager, or
0SCO.

(k) Provide officer break relicf or post assistance as directed.

(l) Perform patrols at random frequencies in an effort to not establish a pattern.

(m) Perform other dutics as assigned by the security supervisor, Contract Manager, or OSCO
(n) Maintain radio contact with HQ Post | during foot patrols to the extent possible.

(0) Ensure the doors at the Headquarters building secure automatically in the ProWatch security system at 1800 hours
on normal weekdays. After 18300 hours, this post shall conduct a check of all exterior doors to ensure they are secure
and the secunty system 1s working properly.

Headquarters Security Post 3 (Currently not active)
a  Description of Post

(i) OSCO may request activation and manning of this post for contingency operations, specific security conditions
(SECONS), or other security needs. This post shall not be occupied unless directed by OSCO. When activated, this shall
be a one=person post manned by an armed, uniformed security officer, up to 24 hours per day, 7 days per week. Specific
duties and hours for this post will be described at the time it is activated.

Headquarters Security Post 4 (Currently not active)
a  Description of Post

(i) OSCO may request activation and manning of this post for contingency operations, specific security conditions
(SECONSs), or other security needs. This post will not be occupied unless directed by OSCO. When activated, this shall
be a one-person post manned by an armed, uniformed security officer, up to 24 hours per day. 7 days per week. Specific
duties and hours for this post will be described at the time it is activated.

Headquarters Security Post 5
a  Description of Post

(i) This post monitors access to the BPA Headquarters at the cast entry. This is a one-person post, operated by an armed.,
uniformed security officer, 12 hours per day, Monday through Friday, excluding designated govemment holidays or as
indicated by OSCO during higher security condition (SECON) status. The security officer shall be equipped with a
portable radio, magnetic wand, x-ray machine, magnetometer and other equipment necessary to perform the required
security services. The primary responsibility of this post is to ensure all visitors and their hand-carried items entering the
BPA Headquarters are properly screened prior to entering the facility.

b Designated Shifts

(i) There shall be one shift per day established for this post. The hours of this shift are 0600-1800. Contractor proposed
hours of operation may be modified under approval of the COR.

¢ Post Dutics.
(i) Officers shall perform the following:

(a) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment
malfunctions or deficiencies in accordance with established procedures. Functional checks of the magnetometer,
hand-held wand, and x-ray machine shall be conducted and documented in accordance with established procedures.

(b) Identify visitors and determine their need to enter the facility.

(c) Screen visitors by using the magnetometer (or hand-held magnetic wand). Screen hand-carried items in the
possession of visitors by using the x-ray machine or visual inspection. Employees entering the BPA Headquarters
may be subject to screening at the direction of OSCO. OSCO may introduce new equipment or technology for
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9)

screening personnel entering the facility. Security officers shall be properly trained on new equipment or technology
introduced prior to use with verification of training annotated in the officer’s individual training record.

(d) Check for appropriate identification badge on persons entering the lobby area from outside BPA controlled space.

{e) Inform all visitors firearms and other weapons are prohibited and ask all visitors if they are carrying any firearms or
other weapons. If any individual is carrying a weapon or other prohibited contraband, the situation shall be handled
in accordance with site specific procedures. The officer shall not recommend any course of action regarding the
disposition, storage or security of the subject weapon or contraband. The officer shall immediately initiate reporting
the incident to the security supervisor.

(f) React or respond to secunty incidents occurring in the lobby arca of the Headquarters building posing a threat to
personnel and/or property.

7) Headquarters Security Post 6

b

Description of Post

(i) This is a one-person post occupied by an armed, uniformed security officer 12 hours per day, Monday through Friday,
excluding government holidays. The post is located in the lobby of the BPA headquarters building. The security officer
is responsible for ensuring only authorized personnel enter the Headquarters facility by verifying the identification badges
of all persons entering the building from the lobby and ensuring badges are worn properly. This post may be unarmed in
accordance with Section 13.b “Exceptions” in this Statement of Work. The primary responsibility of this post is to ensure
all persons entering the building from the lobby arca have appropriate identification badge and access authorization.

Designated Shifis

(i) Monday thru Friday, 0600 to 1800, except designated government holidays. Hours of operation may be modified
following COR approval prior to making the change.

Post Duties
(i) Officers shall perform the following:

(ii) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment
malfunctions or deficiencics in accordance with established procedures.

(iii) Ensure all persons entering the building from the lobby area have the appropriate identification badge (to include visitor
badges).

(iv) Respond to all instructions from HQ Post |, the shift supervisor, Contract Manager, or OSCO staff.

(v) Request assistance when necessary from the HQ Post 2 security officer during periods of heavy pedestrian traffic in the
lobby.

(vi) Use any additional equipment introduced by OSCO for screening and/or verification of personnel entering the facility.
(vi1) Observe HQ Post 5 and provide assistance if necessary when prohibited items are identified during visitor screening.

(viii)React or respond to security incidents occurring in the lobby area of the Headquarters building posing a threat to personnel
and/or property.

(ix) Monitor personnel entering the building from the west entrance, ensuring only authorized personnel enter the building
and others are directed to HQ Post 5 for screening.

8) Headquarters Security Post 7 (B1 Loading Dock Doors)

Description of Post

(i) OSCO may request activation and manning of this post for contingency operations, specific security conditions
(SECONS), or other security needs. This post will not be occupied unless directed by OSCO. When activiated, this shall
be a one-person post manned by an armed, uniformed security officer. up to 24 hours per day. per week. Specific duties
and hours for this post will be described at the time it is activiated.

Headquarters Security Post 8

Description of Post

(1) This is a one-person post occupied by an armed, uniformed security officer 12 hours per day, Monday through Friday,
excluding designated government holidays. This post is located on N.E 9th Strect on the west side of the Headquarters
building at the garage entry ramp. Along with HQ Post 9, this post serves as the primary access control point for vehicular
entry into the Headquarters garage. This officer shall be trained and competent to operate the bollard system during
normal and emergency operations. This officer shall be equipped with all standard equipment plus an ANSI 207
compliant Public Safety Vest for Security and other equipment necessary to perform required security services. The
officer assigned to this post shall be capable of assuming the duties of HQ Post 9. The primary responsibility of this post
is ensuring only authorized personnel gain entry into the BPA Headquarters through the parking garage/basement area.
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Designated Shift

(i) Monday thru Friday, 0600 to 1800, except designated government holidays. Contractor proposed hours of operation may
be modified under approval of the COR.

Post Duties
(i) Officers shall perform the following:

(a) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment
malfunctions or deficiencies in accordance with established procedures.

(b) Ensure only authorized personnel gain entry into the BPA Headquarters parking garage/basement area. All
individuals secking access are required to have proper identification for authorized unescorted access to enter the
BPA Headquarters or 911 building.

(c) Conduct general and emergency access control and prevent intrusions.

(d) Observe the arca for unusual or suspicious activity, vehicles and items and immediately report all such activity to
HQ Post 1, who, in tumn, will make appropriate notifications to the security supervisor, FPS, Contract Manager, and
0SsCo.

(¢) Inform all delivery or Facilities Vendors requesting entrance that fircarms and dangerous weapons are prohibited
and ask them if they are carrying any firearms or other dangerous weapons. If any individual is carrying a weapon
or other prohibited contraband, the situation shall be handled in accordance with site specific procedures. The officer
shall not recommend any course of action regarding the disposition, storage or security of the subject weapon or
contraband. The officer shall immediately report the incident to HQ Post 1, who, in tum, will make appropriate
notifications to the security supervisor, FPS, Contract Manager, and OSCO.

(f) Coordinate with HQ Post 9 to conduct periodic exterior building patrols of the Eastside Federal Complex (905 and
911 buildings). When the HQ Post 9 officer is unarmed in accordance with Section 13.b “Exceptions.” these patrols
shall be conducted only along the west side of the building, from NE Lloyd Blvd. to NE Holladay, with HQ Post 8
keeping in visual contact with HQ Post 9. When HQ Post 9 is armed, these patrols shall extend to the full perimeter
of the building as long as radio contact is properly maintained. OSCO will determine frequency of perimeter patrols.

(g) Assist HQ Post 9 with conducting vehicle inspections according to current procedures as provided by OSCO. Assist
HQ Post 9 with screening non-badged individuals entering the garage with limited access (e.g. — authorized vendors
and delivery personnel).

(h) Use any additional equipment introduced by OSCO

10) Headquarters Security Post 9

b

Description of Post

(i) This is a one-person post occupied by an armed, uniformed secunity officer 10 hours per day, Monday through Friday,
excluding designated government holidays. This post is located on N E 9th Street on the West side of the Headquarters
building at the garage entry ramp. Along with HQ Post 8, this post serves as the primary access control point for vehicular
entry into the Headquarters garage. This officer shall be trained and competent to operate the bollard system during
normal and emergency operations according to Section 25.b of this SOW. This officer shall be equipped with all standard
equipment plus an ANSI 207 compliant Public Safety Vest for Security and other equipment necessary to perform the
required security services. The officer assigned to this post shall be capable of assuming the duties of HQ Post 8. This
post may be unarmed in accordance with Section 13.b “Exceptions™ of this Statement of Work. The primary responsibility
of this post is to verify. process, inspect, control, and monitor visitor and delivery vehicular traffic entering the building
via the basement ramp entry on NE. 9th Avenue.

Designated Shifi

(i) Monday thru Friday, 0700 to 1700, except designated government holidays. Contractor proposed hours of operation may
be modified following approval of the COR.

Post Duties

(i) Officers shall perform the following:

(i) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment
malfunctions or deficiencies in accordance with established procedures.

(1i1) Verify, process, screen, control, and monitor visitor and delivery vehicular traffic entering the building via the basement
ramp entry on NE. 9th Avenue.

(iv) Conduct vehicle and personnel screening according to current procedures as provided by OSCO. Permit access to delivery
vehicles to the B-1 loading dock for discharging cargo according to current procedures as provided by OSCO.
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(v) Ensure only authorized personnel gain entry into the BPA Headquarters parking garage/basement area. All individuals
seeking access are required to have proper identification for authorized unescorted access to enter the BPA Headquarters
or 911 building.

(vi) Conduct general and emergency access control and deter unauthorized intrusions.

(vii) Observe for unusual or suspicious activity, vehicles and items and immediately report all such activity to the HQ Post 1,
who, in turn, will make appropriate notifications to the Security Supervisor, FPS, Contract Manager, and OSCO.

(viii)Inform all delivery or Facilitics Vendors requesting entrance that firearms and dangerous weapons are prohibited and ask
them if they are carrying any firearms or other dangerous weapons. If any individual is camrying a weapon or other
prohibited contraband, the situation shall be handled in accordance with site specific procedures. The officer shall not
recommend any course of action regarding the disposition, storage or security of the subject weapon or contraband. The
officer shall immediately report the incident to HQ Post |, who, in turn, will make appropnate notifications to the security
supervisor, FPS, Contract Manager, and OSCO.

(ix) Coordinate with HQ Post 8 to conduct periodic exterior building patrols of the Eastside Federal Complex (905 and 911
buildings). When the HQ Post 9 officer is unarmed in accordance with section 13.b “Exceptions,” in this Statement of
Work. Patrols shall be conducted only along the west side of the building, from NE Lloyd Blvd. to NE Holladay, keeping
in visual contact with HQ Post 8. When HQ Post 9 is armed, these patrols shall be extended to the full perimeter of the
building as long as radio contact is properly maintained. OSCO will determine frequency of patrols.

(x) Use any additional equipment that is introduced by OSCO for the screening and/or venification of personnel entening the
facility.

D) SECURITY SERVICES FOR THE ROSS COMPLEX
1) General

b.

Standard security officer procedures shall apply to all Ross Complex security posts. Under the direction of OSCO, the
Contractor shall establish procedures for monitoring the ingress and egress of commercial vehicles, visitors and vendors. The
contractor shall maintain entry logs and visitor access procedures, as well as radio and telephone communications between
the various posts, supervisors, BPA visitor/vendor sponsors, the Contract Manager, and OSCO as needed. Post hours shall be
performed as indicated unless adjusted by OSCO. Posts directly supporting response to NERC CIP designated areas, or other
critical assets, shall be familiar with the location of those areas, access requirements, and procedures for entry. All posts and
patrols assigned to the Ross Complex shall be knowledgeable of building evacuation, shelter-in-place procedures, and other
contingency procedures.

Questions about physical security and access control policy shall be deferred to the Ross OSCO Physical Security Specialists.

2) Ross Sccurity Post 1

i

Description of Post
Ross Post 1 is a one-person post, operated by an armed, uniformed security officer 10 hours per day, Monday through
Friday, 5 days per week except Federal Holidays. The security officer shall be equipped with necessary equipment to
perform building security services and shall be fumiliar with use of the ProWatch security system for access control

purposes. Ross Post | is located at the sccurity console at the West entrance of the Dittmer Building. The primary
responsibility of this post is to monitor and control access for the west entrance to the Dittmer building.

b.  Designated Shifts
i. This post will operate 10 hours per day, 5 days per week Monday through Friday, except holidays. Hours of operation
shall be from 0600 to 1600.
¢.  Post Dutics
i. Officers shall perform the following:

ii. Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment
malfunctions or deficiencies in accordance with established procedures.

il Monitor the electronic verification of ID badges for authonized BPA and contract employees entering the Dittmer building
through the physical access control system (PACS), which is currently the ProWatch system. Ensure established access
control procedures are followed by all personnel.

v, Serve as a primary processing point for vendors requiring escorted access to the Dittmer building.

V. Direct other non-badged (external to BPA) visitors for the Dittmer building to enter through Ross Post 4, located at the
East entrance, unless otherwise directed by OSCO.

vi. Issue appropriate visitor badges for vendors to the Dittmer building and temporary BPA/Contractor employee badges
following established SOP’s.

vii. Screen all vendors processing through this post for escorted entry to the Dittmer building for any dangerous weapons or
prohibited items in accordance with established procedures. If weapon or other prohibited contraband is present or
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viii.

xi.

xii.

xiv.

xXv.

Xvi.

xXvii.

detected, the incident shall immediately be reported to Ross Post 9 AMS who will notify the Security Supervisor, Contract
Manager. and OSCO.

Conduct inspections of all hand-carried items being carried into or out of the Dittmer building by vendors.
Conduct inspections of hand-carried items of employees as directed by OSCO.

Ensure the designated card-reader entrance doors (west lobby doors) are unlocked and the lobby lights are turned on at
0600 or when otherwise directed.

Ensure the designated card-reader entrance doors (west lobby doors) are secure and functioning properly upon completion
of shift on normal duty days. After 1800 hours, this post becomes the primary entry point for the Dittmer building via
card reader operation.

Use all equipment introduced by OSCO for access control or the sereening of personnel entering the facility through this

post. This includes the proper use of the Dittmer ProWatch system for monitoring electronic access venfication to
Dittmer.

Follow normal procedures established for Ross Post 4 in the event visitors are directed to process through this post.
Respond to PACS alarms associated with access control for the Dittmer building west entrance. Ensure all alarm activity

associated with this post is entered in the ProWatch Event Log. Entries shall include alarm assessment, cause, and name
of subject (if applicable).

Perform administrative duties by maintaining electronic and/or hardcopy documentation such as security alerts, daily
visitor logs for Dittmer, and any other documentation deemed necessary by the Contractor or OSCO. Conduct other
administrative duties as assigned by the Contract Manager or OSCO.

Provide assistance to the Alarm Monitoring Station (AMS, Ross Post 9) by monitoring CCTV systems for the Ross
Complex.

Perform security procedures as directed by OSCO and/or the Contract Manager. Procedures for this post may be changed
BY OSCO as needed.

3) Ross Security Post 2

i

b.

C.

Description of Post

Security Ross Post 2 is dedicated to the Construction Services Building (CSB, building Z-610) and surrounding parking
lots. This post is occupied by an armed, uniformed security officer, but may be unarmed in accordance with Section 13.b
“Exceptions” in this Statement of Work. This post combinces a stationary post and foot patrol. The sccunty officer shall
be equipped to perform the security services required at this location.

Designated Shifis:

Perform a combination of stationary dutics and foot patrol from 0600 — 1600 hours, Monday through Friday except
holidays.

General Post Duties

Officers shall perform the following:

(a) This post is designated as an anmed post except as noted in Section 13.b "Exceptions™ in this Statement of Work.
This is primarily a walking post located at the CSB building. The primary responsibility of this post is to monitor
activity in and around the CSB building. The assigned officer shall conduct random foot patrols throughout the
building and surrounding parking lots and shall maintain visible security presence.

(b) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment
malfunctions or deficiencies in accordance with established procedures.

{c) Identify and process visitors. Conduct inspections of hand-carried items for visitors. OSCO may direct inspections
of hand carried items on BPA employees.

(d) Provide assistance monitoring CCTV systems for the Ross Complex. The primary focus shall be the CSB building
and surrounding areas.

(¢) Ensure card-key operated doors function properly at the beginning of cach shift. Place sign-in logs at the security
desk by the entrance doors, and ensure the doors remain appropriately secured throughout the day.

(f) Investigate any alarm or malfunction condition related to the building. These situations shall be reported to the
Alarm Monitoring Station (Ross Post 9) and the officer at this post shall take any necessary corrective actions.

(g) Conduct checks of the CSB room 104, as directed by OSCO. Checks shall be annotated on the Security Container
Check Sheet (SF Form 702) located on the door.

(h) Inform visitors that fircarms and dangerous weapons are prohibited and ask visitors if they are carrying any firearms
or other dangerous weapons. If a visitor, or Contractor is camying a weapon or other prohibited contraband, the
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0]

situation shall be handled in accordance with site specific procedures. The officer shall not recommend any course
of action regarding the disposition, storage or security of the subject weapon or contraband. The incident shall
immediately be reported to Ross Post 9 AMS who will notify the Security Supervisor, Contract Manager. and OSCO.

This post shall be transported by a Ross Vehicle Patrol to and from their posting at the CSB building.

4) Ross Security Post 3

a. Description of Post

i.  Ross Post 3 is a one-person patrol, operated by an armed, uniformed security officer 24 hours per day, 7 days per week.
The primary responsibility of this post is to provide patrol coverage for the Ross Complex.

b. Designated Shifis
i This post will be manned in three 8-hour shifts as follows:

(a)
(b)
(c)

Shift 1: 0000-0800
Shift 2: 08001600
Shift 3: 1600-2400

¢. Post Duties

i Officers shall perform the following:

(a)

(b)
(c)
(d)
(e)
)

(g)

(h)

0]

(0]
k)

0

(m)

(n)

(0)

(r)

(q)

Conduct functional checks of all ecquipment and systems used on this post upon assuming dutics. Report equipment
malfunctions or deficiencies in accordance with established procedures.

Patrol the Ross Complex to include external and internal patrols.

Monitor the complex for trespassers, building security issues, and fire and safety hazards and report for correction.
Conduct perimeter checks looking for fence line holes, damage, or suspected unauthorized entry.

Notify Ross Post 9 that perimeter checks are being conducted.

Assist Ross Post 5 with traffic control at the main gate as nceded. Respond to the main gate as needed after hours to
assist with entry control when Ross Post 5 1s not manned and the gate is fully automated for access.

Coordinate building and gate checks for the Ross Complex with Ross Post 8. Annotate the checks on a hardcopy
building check sheet which is subsequently scanned and submitted to OSCO clectronically.

Respond to alarms. Check the cause of intrusion alarms or fire alarms, request assistance, and reset intrusion alarms
if appropnate. If the equipment is malfunctioning, notify Ross Post 9. Record the activity in the SOR. and when
necessary, complete an electronic Security Incident Report. Priority response shall be given to any evidence of
intrusion or unauthorized access to the CSB room 104, NERC CIP areas, or other critical assets.

Respond to other emergencies at the Ross Complex or Park Place office complex as required. Facilitate the entry of
emergency vehicles and personnel when necessary. This may include controlling traffic and/or escorting emergency
vehicles to the site of the emergency.

Provide assistance to other security posts on the Ross Complex as needed.

Coordinate patrols and security checks of the Park Place office complex with the Security Supervisor a minimum
of once per shift. Patrols shall include an interior check of the office suites as well as an exterior patrol of the parking
lots and parking structure.

Assist with conducting foot patrols of the interior and exterior of the Dittmer building at least once during each shift.
This check shall be recorded on the officer’s SOR.

Observe for facility-related problems and notify Ross Post 9 of discrepancies observed. Facility-related items
include, but are not limited to, proper operation of automated gates, fence line damage, building damages or
equipment failure, lighting outages. cte. Light poles not operating and fence line damage shall be reported by the
patrol to Ross Post 9 who will notify Facilities Management.

Unlock and/or lock designated perimeter gates. This may include responding to gate 16 to assist with an over-sized
vehicle as necessary following the departure of the Ross Post 6 officer.

Check the "Fog Test" laboratory area, the Technical Training building, and the line test and training area, the 345KV
yard. Paul Johnson Substation, ABC parking lots, and Ross MHQ area (areas not within the fenced Ross Complex).

Check the parking lots for security of parked vehicles. When patrol duties and time allows, perform mandom
government vehicle checks for security and keys left in the vehicles.

Raise and lower the flags at the Dittmer building. Flags shall be raised at sunrise and lowered at sunset daily, or
otherwise directed.
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(&)

(s)
(1
(u)

Monitor road conditions on the Complex. Notify the Security Supervisor and Ross Post 9 AMS of inclement weather
conditions.

Conduct patrols or checks as otherwise directed by the Security Supervisor, Contract Manager or OSCO.

Respond to assist BPA employees or Contractors with vehicle problems, escorts to vehicles, ete.

Assist in relief breaks and lunches for officers assigned to other Ross posts.

5) Ross Security Post 4
a.  Description of Post

i. This is a one-person, fixed post occupied by an armed, uniformed security officer 12 hours per day, Monday through
Friday, excluding holidays. The security officer assigned to this post shall be equipped with the necessary equipment to
perform the required building security services and shall be familiar with the use of the Physical Access Control and
Alarm System. Ross Post 4 is located at the security console at the East entrance of the Dittmer Building. The primary
responsibility of this post is to monitor and control access for the East entrance to the Dittmer building, as well as manage
and process visitors for the Dittmer Building and the Ross Complex in general.

b.  Designated Shifts.

1. The hours of this post are Monday through Friday. 0600 — 1800 hours, except holidays.
c.  Post Duties

i Officers shall perform the following:

(a)

(b)

(c)

(d)

(€)

4]
(2

(h)

@

(k)

0]

(m)

(n)

(o)

Conduct functional checks of all equipment and systems used on this post upon assuming dutics. Report equipment
malfunctions or deficiencies in accordance with established procedures.

Monitor the electronic verification of 1D badges for authorized BPA and contract employces. Ensure appropriate
Access Control procedures are followed by personnel authorized unescorted access and by BPA escorts hosting
visitors to the Dittmer Building.

Process and manage Visitor Access Requests for the Ross Complex, the Dittmer Building. and the Dittmer NERC
CIP PSP. This shall include verifying that Foreign National (FN) visitors have been approved by OSCO.

Serve as the primary access and processing poimnt for all non-badged (external to BPA) visitors for the Dittmer
building and the Dittmer NERC CIP PSP following established SOP’s.

Serve as an alternate processing point for vendors requiring escorted access to the Dittmer building or the Dittmer
NERC CIP PSP (Ross Post | is primary).

Issue visitor badges and temporary BPA/Contractor employce badges following established SOP’s.

Screen all non-badged (external to BPA) visitors to the Dittmer building for dangerous weapons or prohibited items

in accordance with established procedures. If a weapon or other prohibited contraband is present, the incident shall
immediately be reported to Ross Post 9 AMS who will notify the Security Supervisor, Contract Manager, and OSCO.

Conduct inspections of hand-carried items being carried into or out of the Dittmer building by visitors and employces
as directed by OSCO.

Ensure the east lobby doors are unlocked and the lobby display lights are turned on at 0600 or when otherwise

directed. Tum on and inspect the walk-through metal detector for proper function, in accordance with established
procedures.

Ensure the east lobby doors are secured at 1600 hours or when otherwise directed by OSCO personnel.

Train to properly use all equipment that is introduced by OSCO for access control or the screening of personnel
entering the facility through this post, including the proper use of the Dittmer PACS for monitoring electronic access
verification to the Dittmer building and Dittmer Building PSP.

Respond to alarms associated with the PACS for the Dittmer Building cast entrance. Enter all alarm activity
associated with this post in the PACS Event Log. Entries shall include alarm assessment, cause, and name of subject
(if applicable).

Provide administrative support by maintaining documentation such as security alerts, daily Dittmer visitor logs, and
any other documentation deemed necessary by the Contractor or OSCO. Conduct other administrative duties as
assigned by the Contract Manager or OSCO.

Be knowledgeable of building evacuation, shelter-in-place, and other contingency procedures and assist Ross Post
9 when necessary.

Perform security procedures as directed by the Security Supervisor, Contract Manager, or OSCO.

6) Ross Security Post 5
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b.

C.

i

Description of Post

This is a one-person post operated by an armed, uniformed security officer 12 hours per day, Monday through Friday,
excluding holidays. Ross Post 5 is located at the main gate on North Road adjacent to District Office Building | (DOB-
I). This post is the primary access point for employces and visitors to the Ross Complex. The primary responsibility of
this post is to ensure only authonzed personnel gain access to the Ross Complex. The officer assigned to this post shall
coordinate and communicate with other security posts. maintaming smooth flow of traffic occurs and ensuring authorized
vehicles, visitors, and vendors are traveling to their appropriate destinations. This post shall routinely communicate with
the primary visitor processing post (Ross Post 4) in order to establish and or confirm the authorization of visitors.

Designated Shifts

This post shall be manned in 12-hour shifts 0600 — 1800, Mondays through Fridays except holidays.

Post Dutics

Officers shall perform the following:

(a) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment
malfunctions or deficiencies in accordance with established procedures.

(b) Primary responsibility is to ensure only authorized personnel are permitted access to the Ross Complex through the
main gate, including both vehicle and pedestrian traffic. Access shall be permitted to BPA federal and Contractor
employces with valid identification badges.

(¢) Control access of visitors and their vehicles, ensuring all occupants of the vehicle present proper photo identification.
Conduct vehicle inspections, visitor screening, issuance of visitor badges, and log all visitors in accordance with
established procedures.

(d) Conduct vehicle inspections in accordance with established procedures, or as directed by the Contractor Manager
and approved in advance by OSCO.

(e) Permit access to individuals listed under the carpool program as directed by OSCO.

(f) Inform all visitors fircarms and dangerous weapons are prohibited and ask all visitors if they are carrying any
firearms or other dangerous weapons. Ifa visitor, or Contractor is carrying a weapon or other prohibited contraband,
the situation shall be handled in accordance with site specific procedures. The officer shall not recommend any
course of action regarding the disposition, storage or security of the subject weapon or contraband. The incident
shall immediately be reported to the Security Supervisor. Contract Manager, and OSCO.

Vehicle Barriers and Secunty Procedures

(a) Visitor lane vehicle barriers shall be opened only after the visitor vehicle and the visitor(s) are screened, determined
to be free of contraband or prohibited items, verified for the visit and determined to be authorized on site access.

(b) Immediately after allowing entry of authonized visitor vehicles, all visitor vehicle barriers shall be retumed to the
secure position prior to commencement of further visitor processing.

(¢) Vehicle Barrier and Security Procedures During Higher Threat Levels
(d) Al vehicle barriers shall remain active and engaged when higher threat conditions exist as directed by OSCO.

(e) If a security officer or the on-duty Security Supervisor determines conditions exist warranting vehicle barriers to
remain in the active and engaged position, the Security Supervisor shall notify the Contract Manager and OSCO
immediately.

7) Ross Sccurity Post 6

a.

Description of Post

This is a one-person post operated by an armed, uniformed security officer 8 hours per day, Monday through Friday,
excluding holidays. This post is located at Gate 16 near the East Storage Yard. This post serves as the main entry point
for commercial vehicles, delivery trucks. and other large vehicles. The primary responsibility of this post is to ensure
only authorized vehicles and personnel gain access through the gate and are screened appropriately. The officer assigned
to this post shall be adequately trained and familiar with vehicle inspection techniques. The officer must conduct
inspections of large commercial vehicles, paying close attention and looking for suspicious items, contraband, dangerous
weapons including, but not limited to, explosives and bombs. The officer assigned to this post shall coordinate and
communicate with other security posts and/or BPA personnel to ensure delivery authorization, maintain smooth flow of
traffic.

b. Designated Shift
i This post shall be manned one shift per day, from 0700 to 1500.
¢.  Post Duties
i Officers shall perform the following:
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()

(b)
(c)

(d)
(e)

)

(2)

Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment
malfunctions or deficiencies in accordance with established procedures.

Ensure only authorized vehicles and personnel gain access through gate 16 and are screened appropriately.

Direct visitors and employees in passenger vehicles around the exterior of the complex to the appropriate gate for
entry.

The security officer at this post shall provide directions to delivery drivers as needed.

Issue appropriate temporary access badges and maintain a visitor log to annotate the visitors/commercial operators
allowed through Gate 16.

Allow large government vehicles whose drivers have valid BPA or other authornized govemment identification to
proceed through the gate without inspection unless specifically directed by OSCO.

Inform all visitors firearms and dangerous weapons are prohibited and ask all visitors if they are carrying any
firearms or other dangerous weapons. If a visitor or Contractor is carrying a weapon or other prohibited contraband,
the officer shall act in accordance with site specific procedures. The security officer shall not recommend any course
of action regarding the disposition, storage or security of the subject weapon or contraband. The incident shall
immediately be reported to the Security Supervisor, the Contract Manager, and OSCO.

8) Ross Security Post 7 (Currently not active)
a. Description of Post

i This post is not active under normal circumstances and may be activated and manned for contingency operations, specific
threat conditions, or other security needs. This post shall not be occupied unless directed by OSCO. When activated, this
shall be a one-person post manned by an armed. uniformed security officer, up to 24 hours per day, 7 days per week.
Specific duties and hours for this post will be described at the time it is activated.

9) Ross Security Post 8

a. Description of Post

i The Ross Complex vehicle patrol, Ross Post 8, is an armed, uniformed, one-person patrol on duty 24 hours per day 7
days a week. The primary responsibility of this post is to provide patrol coverage for the Ross Complex.

ii. The officer assigned to this post shall coordinate patrol coverage with the Ross Post 3 security officer and communicate
with other security posts to monitor site security.

b.  Designated Shifis
i. This post shall be manned in three 8<hour shifts as follows:

(a)
(b)
(c)

Shift 1: 0000-0800
Shift 2: 0800-1600
Shift 3: 1600-2400

¢. Post Duties
i.  Officers shall perform the following:

(a)

(b)
(€)
(d)

(e)

)

(2)
(h)

Conduct functional checks of all equipment and systems used on this post upon assuming dutics. Report equipment
malfunctions or deficiencies in accordance with established procedures.

Patrol the Ross Complex at random frequencies. This shall include external and internal patrols.
Conduct perimeter checks, observing for fence line holes, damage. or suspected unauthorized entry.

Notify Ross Post 9 when conducting perimeter checks and of any damaged location, intruders or other suspicious
activity.

Determine the cause of intrusion alarms or fire alarms, request assistance, and reset intrusion alarms if appropriate.
If the equipment is malfunctioning. notify Ross Post 9. Assist as appropriate, but do not abandon other patrol duties.
Record the activity electronically or hardcopy in the SOR and when necessary, complete an electronic incident
report prior to departing for the day. Priority response shall be given to any evidence of intrusion or unauthonzed
access to the CSB Limited Area (room 104), NERC CIP areas, or other critical asscts.

Respond to other emergencies as required. Facilitate the entry of emergency vehicles and personnel. This may
include controlling traffic and/or escorting emergency vehicles to the site of the emergency.

Assist in monitoring vehicular traffic entering and departing the Ross Complex.

Coordinate other patrol activities with Ross Post 3 and the Security Supervisor. to include patrol coverage for BPA's
Park Place office complex leased space.
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(1) This post shall provide continuous vehicle patrol of the Ross Complex when possible.

(i) Enter all incidents in the electronic or hardcopy Security Officer’s Report and provide electronic reports as required
to the Physical Security Team via email.

(k) Respond to assist BPA employees or Contractors with vehicle lock-outs, escorts to vehicles, ete.
(1) Perform other duties related to physical security as directed by the Secunity Supervisor, Contract Manager, or OSCO.

10) Ross Security Post 9 (Alarm Monitoring Station)

b.

i

C.

d.

This post falls under the U.S. Department of Labor, Wage Determination category of Alarm Monitor.
Description of Post

This post is located in the Alarm Monitoring Station (AMS) near the west entry to the Dittmer building. This is a one-
person post, occupied by an armed, uniformed security officer 24 hours per day, 7 days per week. The security officer
shall be equipped with the equipment necessary to perform the required security services.

The primary responsibility of this post is to provide monitoring of security alarm systems not associated with BPA's
NERC CIP sites, CCTV systems, and remote security systems at all hours and under all conditions. In addition to these
duties, this post shall be familiar with duties related to Ross Post 10, providing backup for Ross Post 10 when necessary.
This shall include monitoring designated NERC CIP sites and interacting with personnel regarding access control and
security issues relating to those sites.

Designated Shifts

This post shall be manned in three 8-hour shifis as follows:
Shift One: 0000 — 0800

Shift Two: 0800 — 1600

Shift Three: 1600 - 2400

Post Duties

Officers shall perform the following:

(a) Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment
malfunctions or deficiencies in accordance with established procedures.

(b) Monitor security alarm systems, physical access control systems (PACS). and CCTV systems for the Ross Complex,
to include the Federal Credit Union at the Plant Services Building, the Dittmer Building and Dittmer Control Center
(in the absence of Ross Post 10), Headquarters, and other field sites as determined by OSCO. This shall also include
the monitoring of security systems and CCTV systems at the Eugene Starr Complex as outlined in established
procedures as well as NERC CIP field sites in the absence of Ross Post 10 due to breaks.

(c) Use established procedures for responding to emergency situations or alarm activations. When necessary, the AMS
officer shall dispatch appropriate patrols and contact the Clark County Regional Communications Agency to report
emergency situations at the Ross Complex or Park Place office complex. The Contract Manager and OSCO shall be
notified when outside agencies are contacted to respond.

(d) Notity local law enforcement. the Contract Manager, and OSCO in the event of suspicious or criminal activities in
accordance with Standard Operating Procedures.

(¢) Follow established procedures in response to alarms or other emergency situations occurring at field sites and notify
the appropriate BPA Control Center (Dittmer or Munro).

(f) Serve as a command and control/communications function for all posts and patrols. Dispatch patrols/security
officers as needed to support daily security operations. Communicate information to patrols regarding any unusual
or suspicious activity.

(g) Conduct periodic radio checks of all security posts. Communications checks shall be made by radio every hour
during daylight hours and every 30 minutes during hours of darkness. During increased threat levels,
communications checks shall be conducted every 30 minutes. The frequency of communications checks may be
changed by OSCO.

(h) Maintain the electronic Sccurity Desk Blotter, listing security-related activity and information for a 24-hour time
period. Formatting or content of specific blotter entries may be added or changed by OSCO.

(1) Perform other administrative functions such as, but not limited to, maintaining hard copies and electronic copies of
Security Checklists, Standard Operating Procedures, Security Alerts, Termination Advisories, Call-Down Lists,
Incident Reports, and Duty Officer Schedules. When necessary, disseminate by e=mail Access Revocation Notices
via established procedures. Record and maintain CCTV recordings of security-related incidents. Write and submit
incident reports when applicable.
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(J)  Act as the primary point of contact for any Dittmer building access for employees and Contractors after Ross Post
1 and Ross Post 4 has closed for the day, including weekends and holidays.

(k) Issue and collect keys to authorized personnel as determined by OSCO.

(1) Record information pertaining to false and nuisance alarms for security systems in accordance with established
procedurcs. Report problems with alarm system or CCTV system hardware or software in accordance with
established procedures.

(m) Assist with sccurity system testing of BPA alarmed sites by providing alarm monitoring support and records during
and following testing.

(n) Notify appropniate personnel during inclement weather in accordance with established procedures. Additional duties
may include updating the BPA Emergency Information web site to reflect possible building closures or delayed
openings.

(0) Maintain communications with the BPA nurse at the Ross Complex and Park Place office complex, making
notifications to the nurse for emergency medical situations during normal business hours. This may include cell
phone or radio communications.

(p) Maintain familianity with operating and sending emergency notifications through the designated Emergency
Notification System (ENS).

(q) Answer the Federal Crime Witness Hotline.

11) Ross Security Post 10 (AMS) — NERC Systems

a
b.

i

iii.

C.

i

d.

i.

This post falls under the U.S. Department of Labor, Wage Determination category of Alarm Monitor.
Description of Post

Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment
malfunctions or efficiencies in accordance with established procedures.

This post is located in the Alarm Monitoring Station (AMS) near the west entry to the Dittmer building. This is a one-
person post, occupied by an armed, uniformed security officer 16 hours per day, Monday through Friday, excluding
holidays. At BPA’s discretion, the option to convert this post to 24 hours per day. 7 days per week, may be exercised.
The security officer shall be equipped with the equipment necessary to perform the required security services.

The primary responsibility of this post is to provide monitoring of NERC CIP security alarm systems, PACS, and CCTV
systems under all conditions. This post serves as the primary point of contact with BPA personnel regarding access
control and security of designated NERC CIP field sites and facilitics. Additionally, this post will provide backup to the
Ross Post 9 AMS officer. This post serves as a primary point of contact for any Dittmer building NERC CIP PSP access
issues for employees and Contractors.

Designated Shifis

As a 16-hour post. this post shall be manned in two 8-hour shifts as follows:
(a) Shift One: 0600 — 1400
(b) Shift Two: 1400 - 2200

Post Duties

Officers shall perform the following:

(a) Monitor security alarm systems and CCTV systems for all designated NERC CIP sites and facilities, to include the
Dittmer building NERC CIP PSP (Dittmer Control Center).

(b) Be familiar with all Ross Post 9 duties and provide backup as necessary for monitoring non-NERC CIP sites. This
includes the Ross Complex, the Federal Credit Union at the Plant Services Building, Headquarters, and other field
sites as determined by OSCO. This shall also include the monitoring of security systems and CCTV systems at the
Eugene Starr Complex as outlined in established procedures.

(c) Use established SOP’s and procedures for responding to emergency situations or alarm activations associated with
NERC CIP sites. When necessary, Ross Post 10 shall dispatch appropriate patrols and contact the Clark County
Regional Emergency Communications Agency to request response from outside agencies for situations at the Ross
Complex. The Contract Manager and OSCO shall be immediately notified when outside agencies are contacted to
respond.

(d) Following Standard Operating Procedures notify local law enforcement. the Contract Manager, and OSCO in the
event of suspicious or criminal activities.

(e) Follow established procedures relating to NERC CIP sites and contact the appropriate BPA Control Center (Dittmer
or Munro} in response to alarms or other emergency situations occurring at NERC CIP ficld sites.
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(f) Respond to ProWatch alarms associated with NERC CIP sites and follow established response procedures. Enter all
alarm activity associated with NERC CIP sites in the ProWatch Event Log. Entries shall include alarm assessment,
cause, and name of subject (if applicable).

(g) In the absence of Ross Post 9, serve as a command and control/communications function for all posts and patrols.
Dispatch patrols/security officers as needed to support daily secunty operations. Communicate information to
patrols regarding any unusual or suspicious activity.

(h) In the absence of Ross Post 9, conduct periodic radio checks of all security posts. Communications checks shall be
made by radio every hour. During increased threat levels, communications checks shall be conducted every 30
minutes. The frequency of communications checks may be changed by the Contract Manager or OSCO.

(1) Maintain the NERC CIP Security Desk Blotter, listing sccurity-related activity for NERC CIP sites for a 24-hour
time period. Formatting or content of specific blotter entries may be added or changed by OSCO. This electronic
blotter shall be submitted daily via email to OSCO.

(J) Perform other administrative functions associated with the monitoring of NERC CIP sites such as, but not limited
to, maintaining clectronic and/or hard copies of Weekly Alarm Mask Outage Log, NERC Physical Security
Perimeter (PSP) Alternate Access Log, Call-Down Lists, NERC Reports, and Duty Officer Schedules. Record and
maintain CCTV clips and generate CD-ROMs of NERC CIP sccurity-related incidents. Write and submit electronic
incident reports as applicable.

(k) Act as the primary point of contact for any Dittmer building PSP access issues for employees and Contractors.

(1) Electronically document false and nuisance alarms for NERC CIP security systems in accordance with established
procedures. Electronically report problems with alarm system or CCTV system hardware or software in accordance
with established procedures.

(m) Assist with security system testing as directed.

(n) Maintain familiarity with operating and sending emergency notifications through the Emergency Notification
System (ENS).
(0) Perform patrols of the Dittmer building. Dittmer Control Center, and Dittmer building exterior when directed by

OSCO. When possible, Ross Post 10 may act as the primary response clement for security issues associated with
the Dittmer building or Dittmer building PSP.

E) BPA PARK PLACE LEASED OFFICE COMPLEX SECURITY POST 1
1) Description of Post

d

This post shall be a one person post occupied by an armed, uniformed security officer at BPA Park Place office complex
leased office space, located at 7500 NE 41st Ave., Vancouver. WA 98662.

This post shall be manned 12 hours per day. Monday through Friday, except federal holidays or as otherwise directed by
OSCO. This post may be unarmed as allowed under arming Section 13.b “Exceptions™ unless circumstances associated with
the activation of this post warrants no exception as determined by OSCO.

The primary responsibility of this post is to monitor access to the BPA controlled areas, patrol the facility and adjacent public
arcas.

Questions about physical security and access control policy shall be referred to the Ross Physical Security Specialists.

2) Designated Shifts

a.

This post shall be manned in one 12-hour shift from 0600 — 1800 Monday through Friday. except designated federal holidays.

b.  Additional hour requirements or posts may be added at the discretion of OSCO.
3) Post Dutics

a.  Officers shall perform the following:

b. Conduct functional checks of all equipment and systems used on this post upon assuming dutics. Report equipment
malfunctions or deficiencies in accordance with established procedures.

c. Perform interior and exterior patrols of designated buildings throughout the shift. The officer shall conduct patrols of the
complex, parking areas, garages, ctc. Interior patrols shall include random foot patrols of the various work areas of the
buildings occupied by BPA. Officers shall inspect stairwells, work areas, restroom facilities, lobbies and entrances. The officer
is expected to verbally interact with employces while performing their rounds, thus giving the employees a sense of active
security operations.

d. Reman alert for unusual, suspicious, or unauthorized activities in, around, and throughout the Park Place office complex area.

e. Monitor personnel traffic entering, exiting, and inside buildings.

f.  Monitor activities in the main lobbies of buildings maintaining safety and security of BPA work arcas.
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i Officers shall perform the following:
ii.  Celilo Post |

(a)

(b)

(c)

(d)

(e)

(f)
®

(h)

(i)

Act as the primary post to monitor physical access and security-related activity for the Eugene Starr Complex via
security systems and CCTV systems.

Use established procedures for responding to emergency situations, alarm activations, suspicious activity, or
criminal incidents. When necessary, dispatch Celilo Post 2 and contact the Wasco County Emergency Dispatch
(911), to request response from outside agencies for situations at the Eugene Starr Complex. Notify the Contract
Manager and OSCO when outside agencies are contacted to respond.

Respond as necessary to assist Celilo Post 2 in performing site-related duties, incident response, or alarm response.
Conduct patrols, access control, and assist as necessary for visitor access and vehicle inspections. Contact the AMS
(Ross Post 9) prior to leaving this post to assist Celilo Post 2.

Record information pertaining to false and nuisance alarms for security systems in accordance with established
procedures. Report problems with alarm system or CCTV system hardware or software in accordance with
established procedures.

Maintain the Secunty Desk Blotter, listing security-related activity and information for a 24-hour time period.
Formatting or content of specific blotter entries may be added or changed by OSCO.

Maintain communications with Ross Post 9 (AMS) through procedures established for communications checks.

Respond to suspicious activity observed or reported. Report suspicious activity to the Dittmer AMS and notify local
law enforcement in the event of an emergency.

Receive, review, and process BPA Visitor Access Request (VAR). Issue site specific temporary badges for visitors
or employees who have forgotten their badge.

Performing as Supervisor:

(1) Act as the POC for daily protective force security operations and administration with management staff at the
Eugene Starr complex and OSCO.

(ii) Ensure compliance with all applicable portions of this statement of work as well as requirements for NERC
CIP designated areas.

(iii) Be trained and certified to perform all security functions associated with Celilo Post 2. Provide back-up to
Celilo Post 2 as needed. Assist, relieve, and train officers as needed.

(iv) Perform other administrative functions such as, but not limited to, maintaining hard copies and/or electronic
copies of security checklists, training records, standard operating procedures, security alerts, termination
advisories, call-down lists, incident reports, and physical security duty officer schedules. When necessary,
ensure video clips of security-related incidents that meet evidentiary requirements are recorded and maintained.
Ensure incident reports are accomplished, filed for record, and submitted to OSCO in a timely manner.

(v) Ensure security officer reports are completed and that desk blotters and security incident reports are reviewed
and submitted to OSCO.

iii. Celilo Post 2

(a)

(b)

()

(d)

(e)

0]
(2

Conduct random patrols throughout the Eugene Starr complex (a minimum of one every three hours and no less
than three patrols in an eight-hour shift).

Process and screen visitors entering the complex and conduct vehicle inspections in accordance with established
BPA requirements and current procedures approved by OSCO.

Inform all visitors that fircarms and dangerous weapons are prohibited and ask all visitors if they are carrying any
firearms or other dangerous weapons. [f a visitor, or Contractor is carrying a weapon or other prohibited contraband,
the officer shall act in accordance with established procedures. The officer shall not recommend any course of action
regarding the disposition, storage or security of the subject weapon or contraband. The incident shall immediately
be reported to Celilo Post |, the Contract Manager and OSCO.

Ensure security incidents are reported to Celilo Post 1, the Contract Manager, and OSCO immediately via telephone
followed by an emailed electronic Security Incident Report.

Respond to and investigate alarms or other emergency situations on the complex, including emergency building
evacuations.

Respond to suspicious activity as observed or dispatched, or as reported by employces.

Assist Celilo Post | as required. Perform functions such as monitoring physical access and security-related activity
for the Eugene Starr Complex via security systems and CCTV systems.
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(h) Report suspicious activity to Celilo Post 1, the Contract Manager and OSCO.

(i) Perform other duties, such as Random Anti-terrorism Measures (RAMs) or other security measures initiated by
0SCO.

(1) Ensure Security Officer Reports and the daily Security Desk Blotter are accomplished in accordance with established
directives.

Assist, relieve, and train officers as needed.

Perform other administrative functions such as, but not limited to, maintaining hard copies and/or clectronic copies of

Security Checklists, Standard Operating Procedures, Sccurity Alerts, Termination Advisories, Call-Down Lists, Incident

Reports, and Duty Officer Schedules. When necessary, record and maintain CCTV clips of security-related incidents that
meet evidentiary requirements. Write and submit incident electronic reports when applicable.

When manned during BPA off duty hours, to include weckends and holidays this post shall provide a combination of
patrol duties on the Eugene Starr Complex.

G) SECURITY SERVICE FOR MUNRO COMPLEX

1) BPA’s Munro Control Center (MCC) and Munro Altemate Scheduling Center (MSC), co-located in Mead, Washington, is a Tier
I critical asset for the agency’s ability to maintain electrical reliability and stability for the region

a.

il

iil.

b.

i

iii.

General Information

MCC/MSC shall have two (2) security posts (Munro Post 1 and Munro Post 2) and one (1) Security Supervisor (Munro
Post 3). These posts shall be manned by armed and uniformed security officers.

Standard security officer procedures shall apply to all Munro Complex security posts. Under the direction of OSCO., the
Contractor shall establish OSCO approved procedures specific to MCC/MSC for monitoring security systems, camera
systems, responding to alarms, conducting patrol activity, monitoring the ingress and egress of commercial vehicles,
visitors and vendors to ensure persons or vehicles travel only to their authorized destinations and exit the complex in a
timely manner. Officers shall maintain entry logs and visitor access procedures, as well as radio and telephone
communications between the various posts, supervisors, BPA visitor/vendor sponsors, the Contract Manager, and OSCO
as needed. Posts directly supporting response to NERC CIP designated areas, or other critical assets, shall be trained and
familiar with the location of those areas, access requirements, and procedures for entry. All posts and patrols assigned to
the Munro Complex shall be knowledgeable of building evacuation, shelter-in-place procedures, and other contingency
procedures.

Questions about physical security and access control policy shall be deferred to the East Region Physical Security
Specialist or other OSCO Physical Security Specialists.

Munro Post 1, Munro Alarm Monitoring Station (AMS)

This post falls under the U.S. Department of Labor, Wage Determination category of Alarm Monitor.
Description of Post

(a) This post is located inside the Munro Scheduling Center facility, altemate Alarm Monitoring Station (AMS). This
shall be a one-person post, manned 24 hours per day, 7 days per weck.

(b) This post is located inside the Munro Scheduling Center facility, altemate Alarm Monitoring Station (AMS). This
shall be a onc-person post, manned 24 hours per day, 7 days per week. The security officer shall be equipped and
trained as necessary to perform the required secunty services.

(c) The primary responsibility of this post shall be to provide monitoring of security alarm systems associated with the
Munro facility and BPA’s NERC CIP facilities, to include associated CCTV systems and remote security systems
at all hours and under all conditions (similar to Ross Post 9 and 10). This post shall be familiar with dutics related
to Ross Posts 9 and 10, providing backup for these posts when necessary. This post shall interact with local site and
field personnel regarding access control and security issues following established procedures approved by OSCO
relating to MCC/MSC as well as monitored ficld sites.

Designated Shifts

(a) This post shall be manned in three 8-hour shifts as follows:
(i) Shift One: 0000 - 0800
(i1) Shift Two: 0800 — 1600
(i1i) Shift Three: 1600 — 0000

Post Duties

(a) Officers shall perform the following:
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(b)

(c)

(d)

(e)

(

(2)

(h)

U]

)]

(k)

()

(m)

(n)

(o)

P

(q)

r)

Conduct functional checks of all equipment and systems used on this post upon assuming duties. Report equipment
malfunctions or deficiencies in accordance with established procedures.

Monitor security alarm systems and CCTV systems for all designated sites and facilities. in addition to the
MCC/MSC. Assess and document alarm activity according to established SOP’s.

Maintain familiarity with all Ross Post 9 and Ross Post 10 dutics. Provide backup as necessary for monitoring
facilities and sites falling under the responsibility of Ross Post 9 and Ross Post 10.

Use established SOP's and procedures for responding to emergency situations or alarm activations, to include those
alarms associated with NERC CIP facilitics. Dispatch appropriate patrols and contact the local regional emergency
communications agency (911) to request response from outside agencies for situations at the MSC/MCC complex.
The Security Supervisor, Contract Manager and OSCO shall be notified when outside agencies are contacted to
respond.

Notify local law enforcement, Security Supervisor, the Contract Manager, and OSCO in the event of suspicious or
criminal activities in accordance with Standard Operating Procedures.

Follow established procedures relating to NERC CIP sites and contact the appropriate BPA Control Center (Dittmer
or Munro) in response to alarms or other emergency situations occurring at field sites.

Respond to and clectronically document alarms associated with NERC CIP sites and follow established response
procedures. Documentation shall include alarm assessment, cause, and name of subject (if applicable) and security
status of site.

Communicate with Munro Post 2 and Post 3 as needed to support daily security operations for MCC/MSC.
Communicate information to Munro Post 2 and Post 3 regarding any unusual or suspicious activity.

Conduct periodic communication checks with Munro Post 2 and Post 3. Communications checks shall be conducted
every hour. During increased threat levels, communications checks shall be conducted every 30 minutes. The
frequency of communications checks may be changed by OSCO.

Conduct communication checks with the Ross AMS. Communication checks shall be conducted hourly during non-
duty hours to include weekends and holidays.

Maintain the Security Desk Blotter, listing secunty-related activity to include NERC CIP sites. Formatting or content
of specific blotter entries may be added or changed by OSCO. This blotter shall be electronically submitted daily to
0sCO.

Perform other administrative functions associated with the monitoring of NERC CIP sites such as, but not limited
to, maintaining electronic and hard copies of Weekly Alarm Mask Outage Log, NERC Physical Security Perimeter
(PSP) Alternate Access Log, Call-Down Lists, NERC Reports, and Duty Officer Schedules. Record and maintain
CCTV clips and generate video clips of NERC CIP security-related incidents. Write and submit incident reports as
applicable.

Electronically record information pertaining to false and nuisance alarms for NERC CIP and non-NERC CIP
security systems in accordance with established procedures. Report problems with alarm system or CCTV system
hardware or software in accordance with established procedures.

Assist with security system testing of BPA HQ, Ross Complex and Vancouver Mall locations, also support OSCO
Physical Security Specialists during alarm system testing.

Maintain familiarity with operating and sending emergency notifications through the Emergency Notification
System (ENS).

Perform a combination of alarm monitoring duties and Emergency Notification System duties associated with
Continuity of Operations activities.

When performing Continuity of Operations duties, Munro Post 1 shall coordinate with the Ross AMS when leaving
post to ensure continuous field site alarm system monitoring.

¢.  Munro Post 2, Munro Main Gate and Patrol

i. Description of Post

()

(b)
(©)

(d)

This shall be a one-person post manned 24-hours per day, 7 days per week. The security officer shall be equipped
and trained as necessary to perform the required security services.

This post shall be located at the Munro Main Gate when the Munro Security Supervisor (Munro Post 3) is on duty.

This post shall conduct patrol activity during hours when the Munro Secunty Supervisor (Munro Post 3) is not on
duty. or as otherwise directed.

This post shall be trained to provide support to Munro Post | for break relief, including monitoring surveillance and
alarm systems for NERC CIP and non-NERC CIP sites.
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ii. Designated Shifts

(a)

This post shall be manned in 12-hour shifts as follows:
(1) Shift One: 0600 - 1800
(1) Shift Two: 1800 - 0600

i Post Duties

(a)
(b)
(c)

(d)

(e)

(f)
@
(h)
()
0]

(k)

Officers shall perform the following:
Perform duties in accordance with this SOW as applicable to location.

Conduct functional checks of all equipment and systems used on this post upon assuming dutics. Report equipment
malfunctions or deficiencies to Contract Manager, OSCO and send notification to BPA Service Tracking in
accordance with established procedures.

While manning the Munro Main Gate, ensure only authorized personnel gain access to the MCC/MSC complex.
Process and screen visitors entering the complex and conduct vehicle inspections in accordance with established
BPA requirements and current procedures approved by OSCO.

While conducting patrol. remain highly visible in the areas around MCC, MSC, the Bell Maintenance Headquarters
and Bell Substation facilities by conducting both vehicle and patrols. Patrol activity shall extend to all BPA fee-
owned property associated with Bell Maintenance Headquarters, Bell Substation, and MCC/MSC.

Respond to and investigate alarms on the complex.

Respond to suspicious activity as observed or dispatched. or as reported by employees.
Assist Munro Post | as required.

Report suspicious activity to Munro Post |, Munro Post 3, the Contract Manager and OSCO.

Inform all visitors that fircarms and dangerous weapons are prohibited and ask all visitors if they are carrying any
firearms or other dangerous weapons. If a visitor, or Contractor is carrying @ weapon or other prohibited contraband,
the officer shall act in accordance with established procedures. The officer shall not recommend any course of action
regarding the disposition, storage or security of the subject weapon or contraband. The incident shall immediately
be reported to Munro Post |, Munro Post 3, and OSCO.

Perform other duties, such as Random Anti-terrorism Measures (RAMs) or other security measures initiated by
0SCO.

d.  Munro Post 3, Supervisor
i Description of Post

(a)
(b)

This post shall be manned 12 hours per day, Monday — Friday with the exception of designated federal holidays.
Refer to SOW Sections B) 10) and B) 11).

ii.  Designated Shifts

(a) One (1) 12-hour shift per day, Monday — Friday with the exception of designated federal holidays.
(b) Shift time: 0600 — 1800
fii. Post Duties
(a) Serve as a patrol function for the arcas around MCC, MSC, the Bell Maintenance Headquarters and Bell Substation

(b)
(<)
(@)
(¢)
(63

(2

(h)

facilities by conducting both vehicle and patrols in addition to performing supervisory duties.
Respond to and investigate alarms activations.

Respond to suspicious activity as observed or dispatched, or as reported by employees.
Assist Munro Post | as required.

Ensure suspicious activity is reported to the Contract Manager and OSCO.

Serve as the POC for daily protective force security operations and administration with management staff at the
Munro complex and OSCO.

Ensure compliance with all applicable portions of this statement of work as well as requirements for NERC CIP
designated areas.

Trained and certified to perform all security functions associated with Munro Post 1 and Munro Post 2. Provide
back-up to Munro Post 1 or Post 2 as needed. Assist, relieve, and train officers as nceded.
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(i) Perform other administrative functions such as, but not limited to, maintaining hard copies and/or electronic copies
of security checklists, training records, standard operating procedures, security alerts, termination advisories, call-
down lists, incident reports, and physical security duty officer schedules. When necessary, ensure video clips of
security-related incidents that meet evidentiary requirements are recorded and maintained. Ensure incident reports
are accomplished. filed for record, and submitted to OSCO in a timely manner.

(j) Ensure security officer reports are completed and that desk blotters and security incident reports are reviewed and
submitted to OSCO.

iv. Vehicle Barriers and Security Procedures

(a) During normal duty hours, 0600 — 1800 on weckdays, the outer facility vehicle gate shall remain open, unless
otherwise directed by OSCO, or if emergency conditions arise warranting sccuring the outer gate. In such cases,
Munro Post |, and OSCO shall be advised immediately.

(b) The outer vehicle gate shall remain closed, requiring personnel to badge in for access during non-business hours
including holidays.

(c) The inner vehicle gate shall remain closed at all times, requiring personnel with authorized access to badge at a card
reader to operate the gate.

(d) Munro Post 2 shall issuc access cards to visitors allowing operation of the gate after screening and access to the
General Office Building.

(¢) The inner automated vehicle gate for the MCC area shall remain closed at all times.

(f) Visitors requiring access to the MCC shall be processed according to established procedures at the main gate before
proceeding to the MCC gate and meeting their BPA host at the MCC Main Entry.

H) SECURITY OFFICER DEPLOYMENT

)

Addirional Security Services requested by BPA will be paid at the Armed Security Officer rate unless pre-approved by an OSCO
representative. BPA will reimburse Contractor for deployed Armed Security Supervisors who fill an Additional Services
deployment post at the Armed Sceunity Officer rate during the deployment unless OSCO representatives make the determination
that supervisory duties will be appropriate during the deployment.

2)  Armed Security officers may be deployed to non-energized sites or may remain outside of energized facilities providing security
in the cvent of increased threats, criminal activity or if substantial BPA assets require protection. Officers remaining outside of
energized access areas during deployment are not required to hold BPA Access Permits.
3) Security officers may be requested to deploy within energized access areas to provide security in the event of increased threats,
criminal activity or if substantial BPA assets require protection.
4) Security officers deployed within energized facilities are required to hold valid Contractor’s Access Permits, or other necessary
permits, for energized facility access. To obtain this permit. each officer to be deployed to an energized facility and maintaining a
Access Permit must meet all Substation Operations Group requirements for safety and training.
5) All security officers shall be familiar with safety information outlined in this section. In addition, officers must perform
requirements contained in the deployed security officer post orders outlined below.
6) Emergency and Non-Emergency Deployment
a.  The Contractor may be asked to deploy security officers in situations arising from either 1) a credible and serious threat to a
BPA facility, personnel, or resources, in the event OSCO determines a high likelihood of criminal activity could occur at a
BPA site, or 2) when other activity such as an earthquake or other natural disaster potentially jeopardizes the BPA mission of
providing electrical power. As directed by the CO, travel costs due to deployment outside of local areas where officers are
assigned will be reimbursable in accordance with the Federal Travel Regulation (FTR). Travel cost estimates must be
submitted in writing clectronically and approved by the COR or other OSCO Physical Security (Federal employee)
representative in advance of actual travel.

b. Notification

i The Contractor will be notified in writing, e-mail, or phone of a pending secunty deployment. Deployment requests will
be made verbally if a deployment is needed immediately. Notifications are authorized from the CO, COR, Chief Security
Officer or Physical Security Representatives (Federal) within OSCO.

c. Training

i Security officers must complete BPA provided energized facility safety training prior to posting within an energized
environment. The Contractor shall maintain an up to date list of security officers who hold current Contractor Access
Permits. The Contractor shall provide a copy of this list to the COR upon request.

il. Security officers must complete any tramning required to maintain certification for the Contractor Access Permit and
access 1o energized environments. Training shall be documented in electronic or hardcopy format by the Contractor and
made available for to the COR upon request.
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A) GENERAL INFORMATION
1) INTRODUCTION

a.

This Statement of Work is for the acquisition of armed security officer services (protective force) at the Bonneville Power
Administration (BPA) Headquarters in Portland, Oregon; Ross Complex, located in Vancouver, Washington; Eugene Starr
Complex, located in The Dalles, Oregon; Munro Complex in Mead, Washington: and other BPA facilities or propertics as
security needs arise.

The services provided are commensurate with the duties of a Guard I (limited use of Guard 1), Guard Il and Alarm Monitor
as defined under the Protective Service Occupations category of the Department of Labor (DOL) document titled, “Service
Contract Act Directory of Occupations.” Therefore, services offered by the Contractor must stipulate use of Guard I and Guard
II, and Alarm Monitor personnel exclusively. Any employment of Guard 1 personne! during the performance of the contract
other than that specified in the Statement of Work and allowed by the temporary exception outlined in section 13.b,
Certifications and Credentials or authorized by the CO or COR prior to the posting occurring, may be considered grounds for
termination for default.

This Statement of Work (SOW) is for the sole use of the security services provider (Contractor) and Bonneville Power
Administration in order to administer this security services contract. All information, procedures, requirements, instructions
and descriptions of duties contained in the SOW shall be protected from unauthorized disclosure, distribution, copying, other
duplication, electronic transmission, and any other form of unauthorized use. This SOW shall not be provided in part or in full
to any person, company, agency, representative or any other element without the express written consent of the Contracting
Officer. This document is identified as Cntical Information. Under BPA's Information Protection Guidance, it is not required
to be marked: however, controlled distribution and information security protections are required.

The execution of this SOW will be under the supervision of the Bonneville Power Administration’s (BPA's) Office of Security
and Continuity of Operations (OSCQO), under the direction of the Chief Security and Continuity Officer (CSCO).

2) BACKGROUND

The Bonneville Power Administration (hereinafter referred to as “BPA”™) is a federal agency. within the U.S. Department of
Energy, that markets wholesale electrical power and operates and markets transmission services in the Pacific Northwest. The
wholesale electrical power marketed by BPA comes from 31 federal hydro projects in the Columbia River Basin, one
nonfederal nuclear plant and several other small nonfederal power plants. BPA's customers include publicly owned and
investor-owned utilities, as well as some large industries. BPA also sells or exchanges power with utilities in Canada and the
Western United States. Revenue earned by BPA helps it fulfill public responsibilities that include low-cost and reliable power
and investments in energy conservation and renewable resources.

As a major provider of electrical power throughout the Pacific Northwest, BPA"s resources are critical to the agency continuing
to meet its mission essential function, providing Federal power to load in a reliable manner. As such, BPA is required to
develop and implement security strategics to protect critical infrastructure, key resources, and personnel to ensure the
accomplishment of BPA's mission. The intent of these strategies are to prevent the exploitation. incapacitation, or destruction
of BPA's infrastructures and resources. Accordingly, BPA's hydro-electric gnid is identified as critical to the economic
prosperity, national defense, and quality of life of the United States. Therefore, BPA secks a partnership with a sccurity
provider who is equipped and prepared to play a vital role in supporting the protection of BPA's portion of the nation’s critical
energy infrastructure.

3) PLACE OF PERFORMANCE

a.
b.
o
d.
e

£

The Contractor shall provide secunty officer services at the BPA's facilities at the following locations:
BPA Headquarters building. located at 905 NE 1 1th Avenue, Portland, OR 97232

BPA Ross Complex, located at 5411 NE Highway 99, Vancouver, Washington 98663

Eugene Starr Complex, located in The Dalles. Oregon

Munro Complex, located in Mead, Washington

Other locations within the BPA Regional Service Area as deemed necessary by BPA

4) GOVERNMENT-FURNISHED MATERIALS AND EQUIPMENT

a.

BPA will provide facilities, workstations, computers, printers, and other associated equipment for security officer and security
SUPErvisor use.
BPA will provide maps. floor plans and information to build security operating procedures to the Contractor as needed for

distribution to appropriate posts and personnel. The Contractor must maintain these materials in the post books. The Contractor
must protect this information in accordance with BPA Information Protection Program standards.

BPA will provide a copy of the Emergency Procedures and any call-out rosters, which the Contractor shall maintain at cach
site. These documents shall be protected in accordance with BPA Information Protection Program standards.
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5) CONTRACTOR-FURNISHED MATERIALS AND EQUIPMENT

vi.

Vil

The Contractor shall furnish all training, quality control, personnel, uniforms, equipment, materials, and supervision to
maintain physical security for BPA Headquarters, Ross Complex, Eugene Starr Complex. Munro Complex, employees, and
visitors.

The Contractor shall provide the following items of operational equipment:
One hand-held portable public address system with batterics at HQ, Ross, Eugene Starr and Munro locations
One hand-held. battery-operated spotlight with batteries at each complex. HQ. Ross, Eugene Starr and Munro
Sufficient communications equipment, to maintain contact with security officers and BPA Local Facilities personnel.

One (1) 800 MHz capable hand held radio on cach security post. Additionally, base stations compatible with regional
emergency services communications systems shall be provided for Headquarters Post 1, Ross Dittmer AMS, Ross Post
2, (CSB) and Munro AMS.

The Contractor shall fumish Vehicles to meet SOW requirements. Information on vehicles being considered must be submitted

to and approved by the BPA OSCO COR prior to use in performance of this contract. Consideration for the selection of patrol
vehicles shall include area inclement weather conditions, operating terrain, fuel economy, vehicle purpose, etc. Vehicles
designated for deployment purposes must take into account that BPA deployment locations include remote locations accessed
via fire roads, and Right of Way access roads that require ability to operate off hardened road surfaces. Any exceptions,
changes, or modifications to vehicle requirements during the contract must be approved in advance by the COR and/or CO.
Refer to Federal Standard 307 for further guidance

BPA Headquarters.

(a) No vehicles are required

Ross Complex

(a) Three Vehicles, Two for patrol and one for supervision.

(b) All are to be AWD or 4x4

(c) Est. Mileage for patrol vehicles 22,000 cach, per year

(d) Est. Mileage for supervisor vehicle: 35,000 per year.

Park Place office complex

(1) One vehicle for patrol duties.

(b) Est. Mileage: 7.000 miles per year

Eugene Starr Complex

{a) One vehicle for patrol use

(b) AWD or 4-wheel drive, compact, extended cab pickup truck or SUV.
(c) Est. Mileage: 30,000 Per year

Munro Complex

(a) One vehicle for patrol use.

(b) AWD or 4-wheel drive, compact, extended cab pickup truck or SUV
(c) Est. Milcage: 30,000 Per ycar

Spare Deployment Vehicles

(a) Two spare vehicles shall be available at all times for emergency deployments to various BPA facilities or higher
threat conditions. One of the spare vehicle may be located at the Eugene Starr Complex.

(b) AWD or 4-wheel drive, compact, extended cab pickup truck or SUV.
(c) Est. Milcage 6,000 per ycar.
Vehicle equipment

(a) The color of the patrol vehicles shall be consistent with secunity or law enforcement-type vehicles. Doors on each
side of the vehicles shall be marked™ Security™. In addition to other items deemed necessary by the Contractor, the
Contractor must equip vehicles as follows:

(b) Light bar with flashing amber lights
(c) Spot light (mounted, remotely operated or hand-held portable)
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(d) Spare tirc and tools

(¢) Traction devices or tires

(f) First Aid kit with protective gloves and medical waste receptacle

(g) Emergency Road Kit using LED or reflective emergency markers

(h) Vehicle mounted radio compatible with regional emergency services communications systems
(i) A,B.C Fire extinguisher

d.  Uniform and Equipment

il

fii.

xi.

Xii.

x1ii.

Xiv.

Uniforms shall be of professional appearance. color-coordinated police/security style uniforms that are standard issue by
the Contractor and worn by all security officers and security supervisors. The uniforms for security officers and security
supervisors assigned to the Eugene Starr Complex may be a tactical uniform (e.g. — 5.11 Tactical Series or similar} in the
color of Khaki. Officers required to have a Non Electrical Worker Access Permit to energized areas must be provided
uniforms meeting NFPA requirements for Arc Flash and Energized yard environments as listed in the BPA Accident
Prevention Manual and Rules of Conduct Handbook.

The following items of clothing and equipment shall be issued to and placed in the care and custody of each employee.
Adjustments or changes to these requirements must be approved in advance by the COR.

Rain and cold weather gear as required with high visibility security identification located on the front and back.

A name tag that is professional in appearance with the first itial and last name of the officer to be worn in a consistent
location on the uniform.

Duty belt with minimum level 3 retention holster, similar to what Law Enforcement agencies currently use, requiring
two separate actions to release retentions and draw the weapon, ex: an SSL sleeve or thumb break combined with a
rocking motion, magazine pouch, handcuff pouch, and other equipment approved in advance by the COR.

Black sccurity or police style duty boots or shoes. Tan security or police style duty boots may be issued for use with
Eugene Starr uniforms if khaki color uniforms are selected.

Officers holding an energized access permit must be provided appropriate foot gear as listed in the BPA Accident
Prevention Manual Scction A-2 which is as follows: Lace-up, over the ankle leather boots with rigid sole and heel meeting
ASTM F 2413-11 with an EH Rating or ASTM F 2413-05, Class 75 with EH rating

Professional Looking full finger black gloves lined with cut resistant material that meets 29 CFR part 1910 subpart [ App
B and ANSI/ ISEA 105-2016 such as Law Enforcement agencies would provide to LE Officers for cut protection.

Whistle

Security Officer badge meeting requirements of state laws where performing duty to be worn on the most exterior article
of clothing(i.c. uniform shirt, uniform jacket, rain gear or cold weather clothing)

Gender specific ballistic body armor meeting U.S. Department of Justice National Institute of Justice Standard 0101.06,
Classification Type II-A. and meeting OSHA Standard 1910.132

Sufficient numbers of uniform pants, short sleeve shirts, and long sleeve shirts for each officer to maintain uniform
cleanliness and professional appearance.

Security/law enforcement style all weather jacket, with high visibility sccurity identification on front and back affording
access to their issued duty weapon.

Aerosol Defensive spray and carrying pouch of the type and potency that local LE and/or local security companies carry.

¢. At a minimum, the following items of equipment shall be provided to employees for cach shift. Additional items deemed
necessary by the Contractor must be approved by the COR:

i
ii.

ii.

Handcuffs and handcuff key
Aerosol Defensive Spray

Flashlight similar to the type Law Enforcement use, capable of being operated with one hand (push button on/off) while
using a duty weapon in a high stress environment

Semiautomatic Handgun with similar characteristics and performance as Law Enforcement agencies use no less than
9mm

Ammunition meeting Law Enforcement performance characteristics, no less than 9mm in caliber

vi. Two magazines, and one round for the chamber. Magazine capacity shall be the maximum allowed by law
vii. BowdryThe Contractor shall provide a secure, lockable cabinet sufficient for the secure storage of weapons at each
arming/disarming point. Information pertaining to the proposed weapons storage cabinet shall be submitted to the COR
for approval upon award of the contract
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d

f.

B

1.

i

operations focus on security and law enforcement activities reducing vulnerability to criminal and terrorist threats. FPS
protection and security operations include all-hazards based risk assessments; emplacement of criminal and terronst
countermeasures; law enforcement response; assistance to federal agencies through Facility Security Committees; and
emergency and safety education programs

FPS contracts security guard scrvices for federal building access control, employee and visitor identification checks,
security equipment monitoring. and roving patrols of the interior and exterior of federal property. Through memorandum
of agreement, BPA's Office of Security and Continuity of Operations manages and contracts security services for the
BPA HQ and works in cooperation with FPS to ensure secunity for the BPA HQ and Eastside Federal Complex meets
both Department of Encrgy and GSA/DHS building sccurity requirements

BPA Ross Complex

The BPA Ross Complex is located at 5411 NE Highway 99 in Vancouver, Washington. The Ross Complex is situated
on a 250 acre industrial complex consisting of 55 individual buildings with approximately 1,100 employees and
Contractors assigned. Functions associated with buildings on the Ross Complex include high voltage electrical power
distribution, administrative offices, electrical control and dispatching center. auditorium, laboratories, oil pumps,
shipping and receiving, storage, scales, gas station, welding and cutting shop, microwave radio transmission equipment,
hazardous waste storage, transformer repair, computers, flammables and herbicide storage, and solar power

Eugene Starr Complex

The Eugene Starr Complex, located near The Dalles, Oregon, consists of high voltage substations, equipment
maintenance shops and other related support facilitics on an 850 acre parcel of land approximately onc mile south of The

Dalles, Oregon
BPA Park Place Leased Space

The BPA Park Place office complex consists of one or more office buildings leased by BPA and other tenants in
Vancouver, Washington. Office space leased by BPA at the Park Place office complex changes as office space needs
change within the agency

Munro Complex

Located in Mecad, WA and consists of the Munro Dispatch Center, Munro Scheduling Center, Bell Electrical Substation,
Spokane District Maintenance Headquarters and various office spaces located on 66 acres.

BPA’s security force is comprised of numerous posts including stationary access control, vehicle inspection, visitor
processing, alarm monitoring, and foot and vehicle patrols. The number, hours, and specific duties of these posts and positions
are described n sections related to the posting requirements for each site.

BPA reserves the right to assess security post needs and requirements as the security environment, contingency operations,
and security requirements change for the agency. In doing so, BPA may clect to add, climinate, or modify security posts, post
duties, or post hours by bilateral contract modification

2) SECURITY CLEARANCE REQUIREMENTS

At a minimum, at least one security supervisor on duty per shift at HQ during core hours (0600-1800) and one security
supervisor at the Ross Complex during all shifts shall have a DOE L (SECRET) security clearance or the L clearance in
progress following the award of the contract. The Contractor will submit a list of security supervisors that will be submitted
for clearance requirements through BPA Personnel Security within 30 calendar days of contract award. BPA will coordinate
with the Contractor to submit security supervisor names to obtain DOE L clearances for a sufficient number of security
supervisors to meet the above expected BPA need. The Contractor must notify BPA immediately upon discovery of
circumstances impacting the security clearance held by a contractor’s employee assigned to the BPA Sccurity Services
Contract.

Prior to being issued a Department of Energy (DOE) identification badge, employees of the Contractor must accomplish the
appropriate Personal Identity Verification (PIV) documentation required under HSPD-12. The PIV process will occur through
the Personnel Security organization within BPA's Office of Sccurity and Continuity of Operations (OSCO), who will supply
the Contractor the necessary information and forms for this process. Employees of the Contractor must use the issued DOE
ID badge for entry into BPA facilities. Proximity cards may also be programmed and issued to security officers for access to
other electronically controlled areas.

Documentation of security practices and procedures (pertaining to personnel clearances and the training and reporting they
are required to do if they hold a facility clearance and manage cleared personnel)

3) DOCUMENTATION REQUIRED PRIOR TO AWARD

a.

i.
ii.

iii.

Prior to award of this contract, the Contractor shall furnish to the Contracting Officer:
A Certificate of Authority from the Corporate Division of the Oregon State Department of Commerce
A Certificate of Authority from the Washington State Department of Commerce
A Centificate of Good Standing from the state in which the firm is incorporated.
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iv. A facility security clearance from HQ, U.S. Department of Energy pursuant to Executive Order 12829 or equivalent DOD
FCL determination.

v.  The Contracting Officer (CO), or designee (COR). will review the credentials of applicants proposed by the Contractor
and reject any employee that, in the opinion of the Government, is not suitable for this contract. Under these
circumstances, an appeals process will be provided to the Contractor.

4) STANDARD OPERATING PROCEDURES

a.  The Contractor shall review, update and provide to the COR, updated Standard Operating Procedures (SOP’s) by December
1, 2018 for the Contractor’s operational and administrative use. BPA will provide information pertaining to procedures and
policy in order to assist the Contractor with SOP development.

b.  Contents of SOP

i. The following are examples of SOP content. Specific sections required by BPA will be identified by OSCO, and proposed
by the Contract Manager for BPA consideration:

(a) Uniforms and standards of appearance.

(b) Weapons and equipment issue, safety procedures, and accountability.
(c) Functions and duties of the security officers.

(d) Security officer authority.

(e) Apprchension policies and procedures.

(f) Response to bomb threats or suspected IED.

(2) Response to intrusion alarms,

(h) Response to unauthorized individuals.

(1) Response to discovery of prohibited items.

(j) Response to fire alarms and building evacuations.
(k) Customer Service and Diversity Awareness Training.
(1) Access control procedures, including visitors.
(m) Response to robberies and other violent crimes.
(n) Providing motorist assistance.

(0) Providing escort services to employecs.

(p) Radio communications procedures.

(q) Use of force.

(r) Report writing.

(s) Lost and found property.

(t) Building/Gate Security Checks.

(u) CCTV monitoring procedures.

(v) Alarm monitoring/response procedures.

(w) HQ parking procedures.

(x) Current issued Post Orders, Access Restrictions (Sccurity Alerts and Access Status Notifications), Operations
Bulletins, Special Notices, etc.

(y) Vehicle inspection techniques and practices for detecting bombs or other dangerous materials.
(z) Personnel screening (use of x-ray, hand wands, etc.).
ii. SOP Distribution
(a) The Contractor shall maintain current copics of applicable SOP’s in hard copy at cach stationary post and electronic
copies in a central electronic file location available to all officers.
il SOP Training and Familiarization

(a) Prior to assignment to any post for duty cither for shift or relicf, the Contractor shall provide cach new employee
training sufficient to ensure a general familiarization of all BPA Posts and SOP’s. The Contractor shall provide post
specific training sufficient to ensure officers are thoroughly trained, and knowledgeable of the post SOP’s and duties
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