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— e Prioritization Process
Reliability Issues
Steering Committee , —

e Provides framework for * NERC Staff identified all
rOYI - ERO activities related to
focusing resources on critical reliability and grouped them

BPS reliability issues into risk areas
*Triages issues and provides * Asked RISC members to
front-end, high-level Initial evaluate: N
leadership Strategic olmpact and probability?
: e . . oExisting Controls?
*Helps establish common Prioritization OGapS?g
understanding of issue scope, oHow to address gaps?
priority, and goals oPost-control Priority?
* Recommends solutions, * Results correlated with
including other than the budget exercise
development of standards
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Prioritization Results

HIGH PRIORITY
Issues that affect
entire ERO

MEDIUM PRIORITY
Issues that need further
definition or may be
regional in nature

=

LOW PRIORITY

=

Highest resource allocation
Perform complete gap analysis for every category

Gaps defined and problem statement written with
measurable metrics for success

Consider addressing gaps with resources from lower
priority issues

If that is not possible, justify incremental resources

Further analyze to assess if there is a specific issue
that needs to be addressed

If there are specific issues that need to be
addressed, fund from re-allocation of resources
from lower priority issues

Should not apply incremental resources to this level

Monitor
Use as base to re-allocate resources
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—_— High Priority Issues
 Cyber Attack PERFORM COMPLETE
GAP ANALYSIS:
* Workforce - Are the existing efforts sufficient? Are all of the
Capabilitv and existing efforts needed?
P y » Ensure that any new effort is in NERC’s scope or
Human Error appropriately directed to the right organization.

i « What gap was identified that the effort is meant
* Protection Systems | 1 soive?
» What data is available to scope new activity?

* Monitoring and « How will we measure performance? What

Situational metrics will define and track success?
» How will we fund the incremental project without
Awareness increasing the budget? What resources currently

directed to lower priority resources will be
redirected toward these higher-priority issues?

* If a budget increase is necessary, explain the
reasoning.
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—_— Medium Priority Issues
o - : FURTHER ANALYZE TO DETERMINE
Operational Modeling SPECIFIC ISSUE
and Model Inputs - What specific areas we should be focusing on?
» Ensure that any new effort is in NERC’s
e E qu | pme nt Maintenance scope or appropriately directed to the right
organization.
and Management + What is the scope of this issue?
 Are the existing efforts sufficient? Are all of the
* Coordinated Attack on existing efforts needed?
. el » What gap was identified that the effort is
MUIUpIe FaCIlltIES meant to solve?
. o » What data is available to scope new activity?
* Generator Availabil Ity * How will we measure performance?
» How will we fund the incremental project without
® | ncrease d D e p en d ence increasing the budget? What resources currently
directed to lower priority resources will be
on Natural Gas redirected toward these higher-priority issues?
. « Activities in this area should not necessitate an
Generation increase in budget
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— i Low Priority Issues
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* Generation Resource Adequacy

* Transmission Right of Way

 Geomagnetic Disturbance (GMD)

* Long Term Planning and Modeling

e Climate Change, Environmental
Regulations, Changing Resource Mix due
to Environmental or Other Market
Conditions, Integration of Variable Gen

* Integration of New Technologies MONITOR

* Extreme Weather/Acts of Nature

* Demand Response

* Localized Physical Attack

 Smart Grid

e Electro-Magnetic Pulse

* Post-Recession Demand Growth

* Pandemic
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Use as base to re-allocate
resources to higher priority
issues as needed




Recommendation to Board

e Recommend that Board adopt the strategic
prioritization and direct NERC to incorporate these
priority rankings into the development of ERO
business plans.

e Recommend that Board direct NERC’s Committees to
incorporate these priority rankings into their planning.

* Recommend the Board direct the RISC work with
NERC staff and Standing Committee leadership to
create a data-driven Reliability Strategy development
process that integrates with budget development and
overall ERO planning.
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NERC Prioritization Must
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BOT-Approved Common Aug 8/24
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Business Plan and Budget Development

[ Strategy-Based Business Plan and Budget ]
N N N N N N
oc PC CIPC ccc
“i.‘,g;; Strategic | | Strategic | | Strategic Work ’éi’:g
Plan Plan Plan Plan
Reliability Standards Standing Committee Department and
Development Plan Plans Employee Goals
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- Rellability Issue Nominations
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Cold Weather Preparedness — October 2012 Meeting
RISC Recommendation developed, being implemented by

Operating Committee and NERC Staff Resolved
WECC Planning Coordinator — October 2012 Meeting
Response sent to submitter, advising of alternative courses Out of Scope

Geomagnetic Disturbance — December 2012 Meeting

RISC request sent to Operating Committee, Standard Committee,
and Geomagnetic Disturbance Task Force; to be discussed further

at January RISC meeting In Progress
Critical Infrastructure Protection — December 2012 Meeting

Response sent to submitter, identifying issue as out of scope Out of Scope
Under-Voltage Load Shedding — January 2013 Meeting

To be discussed at January RISC meeting In Progress
Critical Energy Infrastructure Information — January 2013 Meeting

To be discussed at January RISC meeting In Progress
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