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133.0
PURPOSE
This chapter establishes the Bonneville Power Administration’s (BPA) policy for managing business continuity initiatives or objectives across the agency.  This chapter will help guide BPA management in their efforts to systematically address resilience, response, and recovery of business processes while taking into account people, physical assets, information assets, and supply chain dependencies.
133.1
DEFINITION
A. The Business Continuity Program (BCP) is focused on designing, implementing, and maintaining strategies to ensure the availability of agency Core Outputs, and the necessary business processes, infrastructure, and information technology assets, in accordance with management-approved objectives.
B. Core Outputs are the agency-level outputs as defined by the Enterprise Risk Management Committee (ERMC).  Core outputs have defined maximum tolerable downtimes (MTD) that set the agency risk tolerance for disruption.  MTDs become the basis for business process recovery efforts throughout the agency.
C. Occupant Emergency Plans (OEP) are tactical plans designed to protect people and property in the event of a local emergency.  They include evacuation, shelter-in-place and accountability procedures and follow Incident Command System principles.
D. Service Lines are Power Services, Transmission Services and Internal Business Services.

E. Continuity of Operations (COOP) provides the capability to continue or restore processes and operations which support Core Outputs when the resources normally used by these processes and operations are disrupted.

133.2
ROLES AND RESPONSIBILITIES
A. Business Continuity Coordinators champion and coordinate the development and maintenance of BC capabilities within BPA business units based on BC Program guidance and standards.  This includes COOP, emergency response, and infrastructure restoration plans with supporting capabilities, as appropriate, to ensure business processes and infrastructure can be recovered to support BPA’s Core Outputs.  They also work with their respective organizations to proactively identify areas where their plans should be coordinated with those of other organizations and communicate this to the BC Program staff.

B. BPA’s Business Continuity Steering Committee (BCSC) is responsible for maintaining and updating this policy as needed.  They review and approve the business continuity program scope, strategy and objectives, provide sufficient resources to ensure appropriate responsiveness and recoverability, review and approve agency-wide business continuity strategy recommendations, and monitor compliance with this policy.

C. The Chief Risk Officer (CRO) has overall responsibility for administering the Business Continuity program.
D. The Business Continuity Program Manager:

· Develops a comprehensive business continuity strategy in cooperation with the BCSC that enables accomplishment of objectives relative to all aspects of the BC program scope.

· Defines standards, tools, and processes designed to enable performance of the business continuity program in accordance with the functional statement found in BPAM chapter 2.1.C.
· Is responsible for managing and coordinating the processes associated with the business continuity lifecycle.
· Works with Service Line Business Continuity Coordinators, SER, BPA’s Safety office and management to ensure that business continuity related plans will deliver efficient and coordinated responses to disruptive events, and that these plans are appropriately coordinated across agency organizational boundaries.
· Publishes and updates a program charter and framework describing business continuity roles, responsibilities and methodology details necessary to effectively plan for agency-wide business interruptions and maintain an effective response capability.

· Reviews this chapter periodically and proposes needed changes to the BCSC.

E. The Enterprise Risk Management Committee (ERMC) determines maximum tolerable downtimes and sponsors the BCSC.

F. Service line and support organization management is responsible for:

· Infrastructure restoration and continuity of operations planning.  They will assign Business Continuity Coordinators to coordinate those activities in partnership with the Business Continuity Program, and provide sufficient resources to develop, maintain, and continually improve preparedness and response capabilities.
· Developing, implementing, exercising, and maintaining mitigation, response and recovery strategies as well as emergency response, continuity of operations, IT contingency and incident management plans for their respective organizations.  These strategies and plans will be developed in accordance with standards and guidelines provided by the Business Continuity program.
· Developing, exercising, and maintaining building-specific emergency response strategies and Occupant Emergency Plans to protect people and property at facilities in which they are the primary tenant, or as otherwise assigned.  These strategies and plans will be developed in accordance with the standards and guidelines provided by the Business Continuity Program and Security and Emergency Response.
· Sustaining the awareness and training of their personnel.
G. Security and Emergency Response (SER) is responsible for assisting BPA service line and support organization management and their local management teams at each building in developing, exercising and maintaining building-specific emergency response strategies and Occupant Emergency Plans (OEP) as defined in the OEP Standards and Guidelines document.

H. All BPA business units ensure that their employees understand their role related to business continuity and strive to increase readiness.  This includes communications, training, and exercise activities, as well as writing and maintenance of business continuity related plans and incorporating business continuity into every day operations.
I. Internal Audit coordinates with the Business Continuity function to design and perform formal audits to verify the level of compliance of BPA with this Policy and associated business continuity-related processes and procedures.  In addition, informal audits are performed on a periodic basis to determine the effectiveness of business continuity education across BPA and to generally promote greater business continuity awareness.

133.3
POLICY
Business continuity is integral to the way we conduct business at BPA.  We must always conduct our work in a fashion that supports and enhances business resilience.  The agency Business Continuity Program will ensure the capabilities exist to enable an integrated, one-BPA, response to disruptive events across the agency.

133.4 PROCEDURES

A. As appropriate, the ERMC through the BCSC establishes processes for identifying and mitigating risks related to the disruption of agency Core Outputs and their supporting critical functions.  This will include risks posed to people, facilities, information technology, communications, vital records, infrastructure, and the supply chain.

B. The BCSC formally reviews and approves the scope and objectives of the BCP and monitors continuous improvement of the BCP through periodic BCSC reviews.  In addition, the BCSC defines and communicates metrics, measuring the execution and effectiveness of business continuity strategies.
C. Develop a business continuity strategy that accomplishes approved objectives within the approved program scope.  General objectives for the program should include plans and capabilities:
· For rapid and effective response to disruptive events, including appropriate coordination with public safety and law enforcement officials; and 

· To restore needed infrastructure and continue operations supporting delivery of BPA’s Core Outputs within agreed upon timelines.

D. The BCP also includes processes for communicating, when and as appropriate, with employees, business partners, customers, government officials, the media and the public about prevention, emergency response, and business continuation.

E. The BPA Internal Audit department designs and conducts, or arranges for outside specialists to conduct, audits and assessments of BPA’s compliance with this Policy.  Internal Audit shall coordinate with the BCSC to determine the focus of each audit or assessment.  The results of the audit or assessment are presented to the BCSC and the ERMC and reported to the Administrator.
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