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1076.1  PURPOSE:  Consistent with Delegation Order No. 0204-161, signed by the Secretary of Energy on October 7, 1996, this issuance exempts BPA from the provisions of any Department of Energy issuance related to consensual monitoring and recording of conversations, including DOE 1450.4, Consensual Listening-In to or Recording Telephone/Radio Conversations.  The chapter also issues policy regarding the general prohibition against the procurement, installation, or use of wiretapping, eavesdropping, or recording devices.  This policy applies to all BPA employees and all contractor or subcontractor personnel performing work for BPA.

1076.2  DEFINITIONS

A.
Eavesdropping:  Interception, through use of electronic equipment, of a conversation involving one or more individuals without the knowledge and consent of all of the participants.

B.
Wiretapping:  The direct or inductive coupling of an electronic device to any line, or system, transmitting communications without the knowledge and consent of all the participants.

C.
Recording:  The use of a tape recorder, or similar device, to record the oral communication occurring on communication systems, or in meetings, without the knowledge and consent of all the participants.  This includes the use of portable, handheld recording devices which can be held up to the earpiece of a telephone.

D.
Unauthorized Recording Device:  An electronic device used to record conversations, meeting proceedings, confidential discussions, or any other private matter, without the knowledge or consent of the participants involved.

E.
Wiretapping or Eavesdropping Device:  An electronic device designed primarily to intercept communications without the knowledge or consent of all the participants.
1076.3  POLICY  It is BPA’s policy to prohibit recording, wiretapping or eavesdropping on all communications systems, including commercial telephone, Dial Automatic Telephone Switching (DATS), UHF/VHF radio, and cell phone transmissions, not directly related to the BPA transmission system dispatching and switching operations or to BPA bulk power purchases and sales operations.  It is also BPA’s policy to prohibit recording conversations over the telephone unless all parties to the conversation consent to the recording.

1076.4  RESPONSIBILITIES

A.
All employees are strictly prohibited from using any Government-owned or personal recording and/or eavesdropping device on any communications system, unless it is authorized as being directly related to BPA transmission dispatching and switching operations or to BPA bulk power purchases and sales operations.  Exceptions may be granted when approved by the supervisor, manager, and Manager, Security and Emergency Management.  All employees, including contractors, are responsible for immediately reporting to the BPA Manager for Security and Emergency Management any suspected recording, wiretapping, or eavesdropping devices or practices of 

1076.4  RESPONSIBILITIES (continued)

which they have knowledge.  Employees should not remove, disconnect, or tamper with any such devices.
B.
Supervisors and managers are responsible for insuring that employees do not requisition or use recording, wiretapping or eavesdropping devices without their specific written approval.  In all cases, other than those directly related to the BPA transmission system and switching operations or to BPA bulk power purchases and sales operations, the requisition of any such equipment requires the review and written approval of the BPA Manager for Security and Emergency Management.  This does not include recording devices used for dictation, the overt recording of meeting proceedings, or any other activity deemed appropriate by management.

C.
The Managers for Acquisition Services and Purchasing and Supply are responsible for assuring that their staffs are aware of BPA’s policy which prohibits procurement of eavesdropping and wiretapping devices for uses not directly related to BPA transmission system and switching operations or to BPA bulk power purchases and sales operations.  Recording devices such as those used for dictation, or for the recording of meeting proceedings, may be procured with appropriate management approval.

D.
The BPA Manager for Security and Emergency Management is responsible for

1.
Securing necessary reviews, approvals and/or authorizations from appropriate law enforcement authorities prior to granting approval for the use of sanctioned wiretapping, recording, or eavesdropping equipment
2.
Notifying the DOE Director, Office of Safeguards and Security, and the local FBI office if any unauthorized recording, wiretapping or eavesdropping devices are discovered

3.
Forwarding a report, within 12 hours after the discovery of the device, to the DOE Director, Office of Safeguards and Security, detailing

a.
the circumstances of the discovery of the unauthorized recording, wiretapping or eavesdropping device

b.
the location of the device

c.

BPA management notification

d.
FBI notification

e.
advice received from the FBI

f.

Federal Protective Service (FPS) notification when involving GSA-owned buildings and or facilities

g.
other actions taken

4. Advising the DOE Director, Office of Safeguards and Security, prior to the attachment or inductive coupling to telephone or teletype lines, of any devices capable of recording conversations or telephone numbers or otherwise secretly intercepting communications not normally used in routine transmission system dispatching, switching, and system maintenance operations. or in BPA power purchase and sales operations

1076.4  RESPONSIBILITIES (continued)

E.
The Manager, System Operations is responsible for developing and issuing directives, internal to his/her organization, which establish policies and procedures that cover telephone conversation Manager for Security and Emergency Management and General Counsel to ensure compliance with current Federal laws and regulations pertaining recording related to dispatching and switching.  These internal directives must be coordinated with the to telephone conversation monitoring and recording.

F.
The Vice President for Bulk Marketing & Transmission Services is responsible for developing and issuing directives, internal to his/her organization, which establish policies and procedures that cover telephone conversation recording related to BPA bulk power purchases and sales.  These internal directives must be coordinated with the Manager for Security and Emergency Management and General Counsel to ensure compliance with current Federal laws and regulations pertaining to telephone conversation monitoring and recording.

1076.5  RECORDING AND MONITORING PRACTICES:  BPA uses voice recording machines for power scheduling and dispatching purposes and for  BPA bulk power purchases and sales operations.  Any other use of line transmitting communications monitoring and recording devices is prohibited.  Because BPA uses a wide variety of electronic recording equipment for power system control purposes and for bulk BPA power purchases and sales, employees must always be on the alert  for the inadvertent misuse of this equipment.  Any misuse of this equipment, or the introduction of any other unauthorized recording or monitoring equipment should be immediately reported to the Manager, Security and Emergency Management.
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