
 

BONNEVILLE POWER ADMINISTRATION 
HUMAN CAPITAL MANAGEMENT 

Portland, Oregon 
 

PERSONNEL LETTER NO. 293-4   DATE:  October 27, 2008 
 
SUBJECT:  Collection, Retention, Protection, and Use of Employee Personal 
Contact Information 
 
PURPOSE 
 
This Personnel Letter –  
 

• Establishes BPA policy regarding two systems of records for the collection and 
retention of employee personal information, including employee contact 
number(s), home address, and/or other contact information.   

• Defines when personal information must be furnished, when it is discretionary, 
and the retention and security of personal employee information.  

• Modifies BPA Form 3250.04e.  
• Supersedes PL 293-4 dated February 13, 2006.  

 
POLICY SUMMARY 
 
Supervisors/Managers:  The Bonneville Power Administration’s (BPA) 
managers/supervisors are authorized under DOE System of Records (SOR), DOE-2, to 
collect and maintain employee personal information to make informed personnel and 
management decisions concerning their employees.  These personnel and management 
decisions include call-back (in Field locations) and emergency notifications, including 
those associated with the Business Continuity Program (BCP).   
 
To ensure timely employee notifications, different offices are using a variety of methods 
to develop “call trees,” identify critical response team members, call back lists, etc., to 
facilitate information flow and notifications during an emergency.  This policy 
standardizes those methods.  Lists of employees will be used by managers/supervisors 
during emergencies to account for employees in their work group and/or location. 
 
Business Continuity Program:  BPA is authorized under DOE System of Records, 
DOE-11, to collect and maintain an Emergency Operations Notification Call List 
containing personal contact information about senior officials, office directors, managers, 
key support staff and DOE contractors involved in DOE’s Emergency Management and 
Operations activities, Continuity of Government Activities and Continuity of Operations 
Activities.  Under DOE-11 records are maintained and used to create a list which will 
enable 24 hour contact with employees and contractors in the event of an emergency in 
order to marshal a coordinated, unified response to catastrophic events that may impact 
DOE facilities or activities. This information will be collected and maintained by BPA’s 
Business Continuity Program.   
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I. POLICY COVERAGE 

 
A. Home Phone, personal cell phone, pager and/or other contact number:   

 
1. Hourly employees who  have, as a part of their job standard, the requirement to 

be subject to call or recall for emergency work at any time, must provide a home 
phone number, a personal cell phone or a personal pager number to their 
manager/supervisor.  The same requirements apply to annual employees who are  
notified in writing that they are subject to emergency work at any time (such 
notification is best done by means of documenting the requirement in the 
position description, but other means are permitted such as a memorandum or   
e-mail).  The emergency notification requirement will be communicated to 
employees by their manager/supervisor on an annual basis. 

 
2. All other BPA employees are requested to provide personal contact information 

under DOE-11 and DOE-2 to their manager/supervisor.  This information is 
provided at the discretion of the employee and is not mandatory.  The contact 
information may be one or more of the following: 

 
a. Home phone number; 
b. Personal cell phone number;  
c. Personal pager; 
d. BPA furnished cell phone or pager if carried by the employee during non-

work hours; or, 
e. E-mail address 

 
3. Employees who do not have a job requirement to provide a contact number, and 

who have not made a personal contact number available, are required to contact 
their manager/supervisor, or other designated person during an emergency 
situation.  Employee contact must occur within 24 hours of an emergency for a 
determination on the manager/supervisor’s need for their support.  For this 
purpose, managers/supervisors will furnish employees with their emergency 
contact information annually.  When a new employee is assigned to a 
manager/supervisor, they will provide the new employee with that contact 
information at that time.  An employee’s failure to contact their 
manager/supervisor could result in the employee's absence from duty being 
considered unauthorized and could result in an employee being placed in an 
absence without leave (AWOL) status.  In addition, such failure and resulting 
AWOL status could result in disciplinary action in the absence of a valid reason 
for why any attempts to contact their manager were unsuccessful. 
 

4. Senior Officials, Office Directors, Managers, Key Support Staff and DOE/BPA 
Contractors involved in Emergency Management and Operations Activities 
must be reachable by BPA’s Business Continuity Management team during 
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their off-shift and weekend periods in the event of an emergency call or recall.  
An emergency call may be made by the BCP management team to provide and 
obtain information to/from such employees.  A recall that actually summons 
such employees to specific work areas or direct telecommuting work activities 
may occur during an emergency event.   Failure to be reachable in the absence 
of a valid reason, could result in the employee's absence from duty being 
considered unauthorized and could result in the employee being placed in an 
absence without leave (AWOL) status, which could result in disciplinary action. 

 
B. Home Address:   

 
1. Hourly employees, who are covered by a residency requirement in their job 

standards, are required to provide their home address to their managers. 
 

2. For other employees, providing a home address to their manager/supervisor is at 
their discretion.  There may be circumstances, particularly in emergencies, 
where this information is beneficial in determining recall potential during an 
emergency.  For example, knowing employee residence locations may allow for 
initial determination of the potential for the employee to reach a work site 
within a reasonable period of time given the nature of the emergency. 

 
C. Retention of Personal Employee Information: 

 
1. BPA F 3250.04e, (Attached) Employee Contact Information, will be used to 

collect contact information.  BPA F 3250.04e is available through e-forms.  
Managers/supervisors will inform their employees how the information will be 
maintained and handled.  This form replaces all other contact information 
forms.  Any employee personal information that was previously collected is to 
be destroyed in accordance with section D below.  

 
2. All information provided by an employee on the BPA F 3250.04e, Employee 

Contact Information form is controlled by the appropriate DOE System of 
Records. 

 
3. Upon employment, the Human Capital Management (HCM) staff will provide 

new employees with the form referenced above and will explain to employees 
whether the form is mandatory or voluntary for their position, if known, if not 
known, employees will be instructed to ask their supervisor. 

 
4. Employees are responsible for advising their managers/supervisors when there 

is a change in their personal contact information if they are in a position that is 
part of the BCP.  Employees who voluntarily supply their personal contact 
information are urged to keep it up to date. In addition, managers/supervisors 
are responsible for ensuring contact information is updated annually. 
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5. Information provided by employees will be treated securely and confidentially 
in accordance with the provisions of the system of records.  In keeping with the 
Department of Energy’s published systems of records, this information may be 
stored as paper records, or electronic storage, consistent with computer security 
procedures and password protections.  Paper records must be maintained in 
locked cabinets and/or desks.  Access to employee information is limited to 
those whose official duties require access (e.g. the supervisor, acting supervisor, 
BCP Team and DOE/BPA contractors involved in emergency management 
operations activities for the purpose of BCP planning, testing and emergency 
operations).  Unauthorized disclosure may result in disciplinary action and/or 
sanctions provided for under the Privacy Act. 

 
6. When an employee presents a unique and personal circumstance that warrants 

additional precautionary measures (e.g., domestic issues that involve other 
employees in the BPA workplace), the manager/supervisor will take any 
appropriate steps beyond those described above to ensure information is treated 
securely and confidentially in a manner consistent with their employee’s 
interests. 

 
7. Managers/supervisors who leave their positions will ensure a 

manager/supervisor is designated to maintain employee contact information 
until a new manager/supervisor is in place. 

 
D. Destruction of Personal Employee Information: 

 
Personal information will be destroyed in a timely manner when an employee 
leaves the manager/supervisor’s work unit or when the information is superseded 
by updated information.  In all cases, the method of destruction of hard-copy forms 
will be by means of shredding. 

 
II. REFERENCES 

 
• 42 U.S. Code § 7101, et. seq. 
• 50 U.S, Code § 2401, et. seq. 
• 10 CFR Part 1008 
• DOE Order 151.1, Comprehensive Emergency Management System 
• 5 U.S.C. 552a, Privacy Act of 1974 (as amended)  
• DOE System of Records – 2, Supervisor Maintained Personnel Records 
• DOE System of Records -11, Emergency Operations Notification Call List 
 

Roy B. Fox 
Chief Human Capital Officer 
 
Attachment (1) 
Attachment: Employee Contact Information BPA F 3250.04e 
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BPA F 3250.04e 
 

U.S. DEPARTMENT OF ENERGY 
BONNEVILLE POWER ADMINISTRATION 

Electronic Form 
Approved 
By Forms Mgmt. –  
10/24/2008 

 EMPLOYEE CONTACT INFORMATION  

 
NOTE: Please submit this form to your Manager and notify your Manager of any changes to the 
below information. :  
  

PERSONAL CONTACT INFORMATION: 
 
NAME  ____________________________________________________ 
 
STREET ADDRESS  _________________________________________ 
 
CITY, STATE, ZIP CODE  _____________________________________ 
 
PHONE NUMBERS/PAGERS 
 
Home Phone  ________________________________________ 
 
Personal Cell  __________________________________ 
 
Personal Pager  _________________________________ 
 
BPA Cell  ______________________________________ 
BPA Pager  ____________________________________ 
 
E-MAIL ADDRESS  __________________________________________ 
 

 
 
 

 
 
 

  Date  
    

 Privacy Act Statement: 
The collection of the requested information is authorized by 42 U.S.C. § 7101, et. seq., 50 U.S.C. § 2401, et seq., and the DOE Privacy Act 
System of Records (DOE-2 and DOE-11).  The information is requested for the purpose of updating supervisor maintained personnel 
records and BPA’s BCP plans.  Compliance is required for employees in hourly positions subject to call for emergency work and/or subject 
to residency requirements, as well as for those annual positions that have been specifically identified for emergency call-back.  For all 
other BPA employees, disclosure of the requested information is voluntary; however, failure to provide the requested information could 
result in delayed notification to you in case of an emergency. 

 


