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PO. Box 3621 
Portland, Oregon 97208-3621 
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FREEDOM OF INFORMATION ACT/PRIVACY PROGRAM 

August 28, 2014 

In reply refer to: FOIA #BPA-2014-00856-F 

Ted Sickinger 
The Oregonian 
1320 SW Broadway 
Portland, OR 97201 

Dear Mr. Sickinger: 

This is a final response to your request for Bonneville Power Administration (BPA) records under the 
Freedom of Information Act (FOIA), 5 U.S.C. § 552. Your request was received in our office on 
April 11, 2014, with an acknowledgement letter sent to you on April 17, 2014. In a letter dated July 
7, 2014, we provided you with an estimated completion date of August 29, 2014. 

You requested: 
1. "IG memos and letters referred to in the Steve Wright and Anita Decker e-mails released 

under FOIA Release - BPA-2013-01407-F" 
2. "[A] copy of the log of complaints to the IG hotline kept internally by the BPA. . . between 

2010 and the end of 2013." 

Response: 
We conducted a search of paper and electronic records of the Internal Audit section and the 
Executive Correspondence coordinator's office. We have located 22 pages of material responsive to 
your request. 

Regarding Item 1: Two of the responsive documents found (three pages) originated from the 
Department of Energy, Office of Inspector General (OIG). These documents were transferred to the 
OIG for their determination and release. 

Records that originated with BPA, totaling 13 pages, are enclosed with certain information withheld 
pursuant to Exemption 6 of the FOIA. 

Exemption 6 protects information in "personnel and medical files and similar files" when the 
disclosure of such information "would constitute a clearly unwarranted invasion of personal privacy" 
(5 U.S.C. § 552(b)(6)). Exemption 6 requires balancing the public interest in the information against 
the individual privacy interest at issue. Here, we assert this exemption to redact individual identifiers 
such as name, position, and work place. We find no public interest in this information and therefore 
redact it under Exemption 6. 
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Information that falls under Exemption 6 cannot be discretionarily released; the right of privacy 
belongs to the individual, not to the agency. Therefore, we did not analyze this information under the 
discretionary release guidelines in Attorney General Holder's March 19, 2009, FOIA Memorandum. 

Regarding Item 2: We located a copy of the requested log of complaints (six pages) to the IG hotline. 
We are releasing two pages in full and releasing four pages with redactions under Exemption 6 (see 
above for a description of (5 U.S.C. § 552(b)(6))). We are also redacting one row of the log as non-
responsive, as the compliant falls outside of the date range of your request. 

The enclosed log covers the years 2012 through 2014. BPA did not keep a log of complaints for 2010 
and 2011. However, you can find audit, inspection, and other reports for 2010 and 2011 at the 
following web address: http://www.energy. gov/ig/calendar-year-reports.  

There are no fees associated with this request. 

Appeal: 
Pursuant to Department of Energy FOIA regulations at 10 C.F.R. § 1004.8, you may administratively 
appeal this response in writing within 30 calendar days. If you choose to appeal, please include the 
following: 

(1) The nature of your appeal - denial of records, partial denial of records, lack of 
responsive records, or denial of fee waiver; 

(2) Any legal authorities relied upon to support the appeal; and 
(3) A copy of the determination letter. 

Clearly mark both your letter and envelope with the words "FOIA Appeal," and direct it to the 
following address: 

Director, Office of Hearings and Appeals 
Department of Energy 

1000 Independence Avenue SW 
Washington DC 20585-1615 

Please contact Kim Winn, FOIA Public Liaison, at 503-230-5273 with any questions about this letter. 

Sincerely, 

Christy armation/PrivacyFreedom 	Act Officer 

Enclosures: 
Responsive documents 
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       DATE: June 25, 2012 
  

  

  REPLY TO 
ATTN OF: 

   

DN-7  
  

 

SUBJECT: 

  

   

DOE-IG Hotline Referral:  Potential Cyber Security Vulnerabilities at the Bonneville Power 
Administration (OIG File No. I12RR047) 

 
Steven J. Wright, Administrator and Chief Executive Officer - A 
 
Per Anita Decker’s request we performed a limited follow-up investigation in reference to the 
subject DOE-IG referral addressed to the BPA Administrator.  The complaint alleged that an 
internal or external malicious user could use recently installed Tripwire software applications to 
gain control of BPA’s computer domain, thereby threatening critical business systems.  The 
referral asked BPA to take "whatever action you deem appropriate" and the DOE-IG "would 
appreciate a written reply" only if BPA confirms wrongdoing, misconduct, or fraud.   
 
We researched Tripwire vulnerabilities online and discussed potential vulnerabilities with 
several BPA Information Technology staff members in conjunction with other work and various 
client meetings.  Results of our research and inquiries do not support the allegation that Tripwire 
creates any significant threat to BPA’s critical business systems.   
 
The Tripwire software applications were developed to automate IT security and insure 
compliance with standards.  This software application provides an organization monitoring 
control over physical and virtual IT infrastructure and is used in both public and private 
organizations worldwide. Tripwire's main purpose is to monitor our systems to prevent someone 
from making unauthorized changes.   
 
Our research did not find any currently identified security weaknesses in Tripwire.  As expected, 
we learned that Tripwire was evaluated and approved by Cyber Security to assure it was secure 
and met BPA’s software standards. 
 
Our inquiries indicated that the Tripwire system administrators have elevated access rights, 
which are consistent with those needed to perform their duties and are similar to those of other 
system administrators, server administrators, data base administrators, etc.  The risk from those 
elevated access rights are no greater than risks associated with other administrators who have 
broad access.  The Tripwire system administrators are contractors, as are many of our other 
system, server, and data base administrators.  Overall, comments from within IT were positive 
regarding the value of Tripwire and included no access concerns such as those presented in the 
referral.   
 
If you have any questions about our review, please contact Kerry Milne at extension 3435. 
 
 
 
Mike Sparks, Manager 
Internal Audit 

               TO: 
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cc: 
R. Farrimond – DN-7 
K. Milne – DN-7 
A. Decker – K-7 
K. Leathley – N-4 
L. Buttress – NJ-3 
Official File – DN(MN-17-11/36191-01) 
 
 
RFarrimond/KMilne:dh:6/25/12 (Report-Tripwire_FY12.doc) 
 







 
     

   
  
  
  
  
  
   
  
  
   
    
    
    
  
    

    
   

        

 











   
    

     
    

   

   

   

             
            

    

              
             

               
  

               
           

             
               

           
              

   

                
              

           
           

 

               
             

           

            
             

     

             

              











       
   





 
    

         
        

       
       	 

         
          

      
       

    

     	      
     

 
   	      

     

          
      	    

 








