[image: image1.png]BONNEVILLE

POWER ADMINISTRATION

\ ¢ > 4






	[image: image1.png]
	BPA MANUAL
Chapter 133:  Continuity of Operations 
Part 06:  Safety and Security
	Page:

 133-4
Date:

07/05/12



133.0
PURPOSE
This policy chapter establishes a comprehensive and integrated business resilience plan for the Bonneville Power Administration’s (BPA’s) continuity of operations initiatives.  The chapter provides the organizational structure and planning capability for response to disruptive events and emergencies that threaten the missions of the Government and BPA, including guidance to BPA’s managers in their efforts to address resilience, response, and recovery of business processes, while considering people, physical assets, information assets, and supply chain.  
The Continuity of Operations program aligns itself with Federal Continuity Directives (FCD) 1 and 2, and the DOE Order 150.1, where they pertain to BPA. The United States Department of Energy (DOE) Continuity of Operations Plan (COOP) has outlined the DOE National Essential Functions, Primary Mission Essential Functions (PMEFs) and the two Mission Essential Functions (MEFs) assigned to BPA.  
133.1
DEFINITIONS
A. Continuity of Operations is BPA’s program that provides the capability to continue or restore MEFs following disruption. The BPA Continuity program also ensures compliance with DOE’s COOP and Federal Continuity Directive (FCD) 1 and 2.  The BPA COOP describes all of the required elements: staff, activation and relocation, scope of continuity of operations, implementation procedures, readiness and preparedness processes that directly support the MEFs, Essential Support Activities (ESAs), BPAs test, training and exercise program, reconstitution, reporting, vital records, alternative facilities, communications and technology.
B. Business Continuity (BC) is focused on designing, implementing, and maintaining strategies to ensure the availability of the BPA’s MEFs, by enabling the recovery of necessary business processes and ESAs, such as information technology.

C. Business Continuity Plans (BCPs) include the recovery procedures and necessary resources for Level 10
 highly critical processes that support MEFs and other processes and essential support activities needed for recovery. 
D. Mission Essential Functions (MEFs) are DOE designated functions BPA must recover and continue under all disruptive circumstances.  BPA has two MEFs (#23 and #24), which are also BPA’s statutory mission functions.  BPA’s MEFs directly support DOE’s Primary Mission Essential Function (PMEF) #3, which includes the responsibility to continuously monitor and manage the national energy infrastructure, respond to energy infrastructure disruptions and ensure rapid recovery of energy supplies.  The MEFs assigned to BPA are:
1. DOE MEF #23 - market and deliver federal hydroelectric power at the lowest possible cost, with a recovery time objective of 12 hours.
2. DOE MEF #24 - deliver federal power to load in a reliable manner, including a recovery time objective of 30 days.
E. Occupant Emergency Plans (OEP) are BPA procedures to protect life and property in a specific federally-occupied space under stipulated emergency conditions.


F. National Incident Management System (NIMS) provides a systematic, proactive approach to guide departments and agencies at all levels of government, nongovernmental organizations, and the private sector to work seamlessly to prevent, protect against, respond to, recover from, and mitigate the effects of incidents regardless of cause, size, location, or complexity, to reduce the loss of life and property.
G. Incident Command System (ICS) provides effective and efficient domestic incident management.  It is a systematic standardized management tool used for command, control, and coordination of emergency response activities, allowing different agencies and organizations at all levels of government, (including federal, state, local, and tribal) as well as many nongovernmental organizations to work together using common incident management terminology, structure and operating procedures.  The ICS is used by and is applicable across disciplines. The ICS is structured to facilitate activities in major functional areas involving command, operations, planning, logistics, and finance and administration, The ICS was established for preparing, responding to, and recovering from a disaster and can be used for planned events, natural disasters and other acts such as terrorism.  
133.2
POLICY
The Office of Security and Continuity of Operations (OSCO) will maximize BPA’s potential to prevent, prepare for, respond to and recover from both disruptive events and emergencies, ensuring BPA’s ability to continue performing its Mission Essential Functions (MEFs) #24 & 23
, or rapidly resume the MEFs after a disruption of normal activities. 
133.3 RESPONSIBILITIES
A. Business Continuity Coordinators in business units and support organizations are responsible for supporting and coordinating development and maintenance of BC capabilities within BPA’s business units to ensure people are protected and business processes can be recovered to support agency core outputs based upon continuity program guidance and standards. This includes development of Information Contingency Plans (ISCPs), OEPs and BC plans with supporting capabilities.  In addition, they identify situations where business unit plans need to be coordinated with other organizations and communicated to continuity program staff.

B. BPA’s Continuity of Operations Steering Committee (COSC) is an executive level committee responsible for maintaining and updating this policy as needed. Other duties of the COSC include: 
1. Reviewing and approving the continuity program scope, objectives, strategy and related recommendations.
2. Providing sufficient resources to achieve continuity objectives.
3. Monitoring compliance with this policy.
C. Chief Security and Continuity of Operations Officer (CSCO) has overall responsibility for administering the continuity of operations program.  It is the responsibility of CSCO to ensure that BPA has processes and procedures in place so that it can continue its two MEFs following a disruptive event or emergency, and sustain operations for thirty days after the event or emergency.
D. Continuity Program Manager: is responsible for the overall performance of the continuity team and continuity of operations program in accordance with the National Continuity Policy, FCD 1 and 2, and DOE COOP requirements.
E. Business Unit and Support Organizations are responsible for assigning business continuity coordinators to coordinate activities in partnership with CSCO program staff and provide sufficient resources for development, maintenance and continual improvement of preparedness and response capabilities.  Other duties include:
1. Infrastructure restoration and business continuity planning.
2. Developing, implementing, exercising, and maintaining incident response and recovery strategies, as well as business continuity and IT contingency plans, as appropriate, for their respective organizations in accordance with standards and guidelines provided by the Continuity of Operations program.
3. Developing, exercising, and maintaining OEPs to protect people and property at BPA facilities.

4. Sustaining the awareness and training of their personnel.
5. Incorporating business continuity into every day operations.
F. Internal Audit is responsible for:
1. Designing and performing program audits in coordination with the Continuity Program Manager to verify BPA’s compliance with this policy and associated business continuity related processes, procedures and best practices. 
2. Providing periodic surveys and analyses to determine the effectiveness of business continuity program across BPA.
3. Conferring with the COSC to determine the focus of each audit, survey or assessment.
4. Presenting results of the audits, surveys or assessments to the COSC, and   the Audit and Internal Controls Committee.

133.4 PROCEDURES
No content for this section.
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133.6  REVIEW
This Manual Chapter is scheduled for review in 2017.
� Federal Continuity Directive 2 (FCD2)


� DOE O 150.1 Definitions, 2008, Attachment 3


� Federal Continuity Directive 1 (FCD1)


� DOE COOP, 2008.
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